CASE STUDY: Bank of the West — Major

Financial Institution Protects Information Assets
Through Regular Network Vulnerability Audits

At a Glance
Company: Personal and
business banking
Location:
Headquarters in San Francisco,
California; 300 branches throughout the West
Systems Scanned:
Internet-facing servers, termination
routers for Internet access, Check
Point firewalls
Chief Benefits:
• Defense of valuable
information assets
• Protection of customer
confidence and bank reputation
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QualysGuard Platform:

Automated Network Vulnerability Identification, Remediation and Verification

QualysGuard is the only scalable, affordable on demand solution designed for companies of every size to audit
network vulnerabilities. Delivered over the Internet, QualysGuard employs advanced vulnerability detection
techniques, with its proprietary Inference-Based Engine, to assess a network’s security exposures and suggest
remedies before intruders can take advantage of them.
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Provides Recommendations for Fixes
After each QualysGuard scan, the bank
receives a report identifying vulnerabilities
and prioritizing them by severity level:
1 to 5. Each reported vulnerability is
accompanied by links providing more
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Augments Bank’s IT Staff
East has come to regard QualysGuard
as an augmentation to his staff:
“QualysGuard is almost like having an
our numerous hardware and software
platforms,” he says. “It’s another pair of
eyes that will never get tired of seeing
what the brightest hacker is up to, documenting it, and developing a remedy
that will help protect our business.
QualysGuard helps me sleep at night.”
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