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What’s New

Here's what's new in VMDR Mobile (previously SEM) 1.5.3-0!

Enable Factory Reset Permission

Qualys VMDR-Mobile 1.5.3-0 brings you more improvements and updates! Learn more
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Enable Factory Reset Permission

With this release, we introduced an “Enable Factory Reset" permission to restrict the Factory
Reset action for specific users. The Admin User can grant this permission from the
Administration module for the required user role and then assign that role to the required user.

Example - Enable Factory Reset permission granted to an existing user role.

Role Edit: Test User Tum help tips: On | Off ¢

Edit permissions for this role

Edit Mode
Role Details Select how users would access this application
I s
Action Log

Select modules which this role should have access. For each role you can define which permissions would be granted
Modules Search for module and add to list v

Role Permissions by Modules (3) Remove All

A
ML VMDR Mobile emove
Mobile

» VMDR Mobile Permissions (1 of 1)

» SEM Policy Permissions (0 of 3)

¥ VMDR Mobile Asset Actions Permissions (1 of 1)

Enable Factory Reset

» VMDR Mobile API Permissions (1 of 1)
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Example - Enable Factory Reset permission granted at the time of role creation.

Role Creation

Step 2 of 3 Edit permissions for this role
1 Role Details Select how users would access this application
o Permissions. v e API Access

3 Review And Confirm
Select modules which this role should have access. For each role you can define which permissions would be granted

Modules Search for module and add to list 7

Role Permissions by Modules (8) Remove All
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» VMDR Mobile Permissions (1 of 1)

» SEM Policy Permissions (3 of 3)

¥ VMDR Mobile Asset Actions Permissions (1 of 1)

Enable Factory Reset

» VMDR Mobile API Permissions (1 of 1)
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The Factory Reset action is visible from VMDR-Mobile only when the "Enable Factory Reset"
permission is enabled for you. To know more about the mobile device inventory and actions,
refer to the Online Help.

@ Qualys. Express @ Qualys. Cloud Platform

€— Asset Details: qdev_iOS_Apple

« INVENTORY Turn off Hotspot

Turns off Personal Hotspot
Asset Summary

System Information

Turn on Voice Roaming
Tum on Voice Roaming
Network Information

Turns on Voice Roaming.
Asset Settings

Installed Applications i il
epl Turn off Voice Roaming

CA Certificates Turns off Voice Roaming.

~ COMPLIANCE i
Turn on Data Roaming
Controls Evaluated Turns on Data Roaming
v SECURITY
Turn off Data Roaming
Vulnerabilities Turns off Data Roaming.
' MANAGEMENT -
De-enroll Asset
Actions De-enroll the asset. Once an asset is de-enrolled all corporate data on the asset is deleted.
Logs

Force De-enroll Asset
Force De-enroll

Foran hable asset or if asset is in an stage, you may Force De-enroll the asset. This will mark it as "de-enrolled”. The system will keep trying to
reach the asset to complete de-enroliment

Factory Reset

Admin can remotely perform a full wipe of the asset using this command. Wiping the asset removes all data
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https://docs.qualys.com/en/vmdr-mobile/latest/#t=mobile_device_inventory%2Fmobile_device_inventory.htm

Issues Addressed

- We have fixed the issue where duplicate de-enrolled entries were shown for the same
asset.
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