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What’s New?

Here’s what’s new in SaaS Detection and Response 1.8.1!

Certificate-based Authentication for Teams and Security & Compliance

New Command Line Arguments

To leverage these improvements introduced in SaaSDR 1.8.1, you need to upgrade and
reauthenticate the existing Microsoft Office365 connector. To know the steps, see Upgrade and
Post-Upgrade Steps for Office365 Connector.

Qualys SaaS Detection and Response 1.8.1 brings you more improvements and updates!

Learn more
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What’s New?

Certificate-based Authentication for Teams, and Security & Compliance

Certificate-based authentication is now available for the Teams, and Security & Compliance
modules, which means that the Teams Administrator and Compliance Admin user roles are no
longer necessary.

With this update, Multi-Factor Authentication (MFA) will no longer show the Error status for
these applications. However, the MSOL module still displays the Error status with MFA, but this
issue will be addressed in an upcoming release.

New Command Line Arguments

You can now use the below command line arguments while installing the Azure setup for Office
365 connector. They allow you to customize your function application plan, function runtime
version, and function storage.

Argument Required/Optional Description

-V Optional Specify the powershell runtime version.
Supported version: 4 (default value).

-p Optional Specify the SKU plan for the function application. The
higher the plan, the faster the function application.

Minimum supported version: B2 (default value).

Supported versions:
e B2 (Basic Medium)
e B3 (Basic Large)
e S1 (Standard Small)
e P1V2 (Premium V2 Small)

Note: The cost of the Azure function application increases
with higher plans.

-S Optional Specify the SKU type for the storage account.
Minimum supported type: Standard_LRS

Supported types:

e Premium_LRS
Premium_ZRS
Standard_GRS
Standard_GZRS
Standard_ZRS

Note: The cost of the Azure function application increases
with the increase in SKU type.

Usage: sh qualys_azure_installation.sh [-v value] [-p value] [-S value]
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Upgrade and Post-Upgrade Steps for Office365 Connector

Perform the following steps to upgrade the existing Microsoft Office365 connector to leverage the
improvements introduced in SaaSDR 1.8.1:

Upgrade the Microsoft Office365 Connector

1. Log in to Qualys Cloud Platform and navigate to Saas Detection and Response.
2. Download qualys_azure_setup.zip and extract it to a local folder.

a. Go to the Configuration tab, click Create Connector and select Office365 from the
list.

b. In the right pane, click the link for detailed setup instructions.

€— Create Connector

Connector Details About Saas A
Choose a supported SaaS application and provide following details.
Connect with your organization's Office365
account with administrator credentials to
review and manage data exposure and to

[ Office 365 v ] ensure i

Refer the detailed setup instructions here.

Saas

Name *

[ Enter your connector name J

Description

Add a brief description

A documentation page appears with instructions.

c. Go to the Create Azure Resources section and download the qualys_azure_setup.zip
using the link.

@ Qualys Saa$S Detection and Response Click to view navigation pane|

Create Azure Resources

1)‘ Download the qualys_azure_setup.zip file by clicking here | This file contains the required code for the Azure functions that validate individual controls as well as the script to be
executed (qualys_azure_instalfation.shy.

2) Unzip the file that you downloaded in a temp folder.
3) Open Bash Terminal.

4) Execute the qualys_azure_installation.sh script as - sh qualys_azure_installation.sh

5) Enter 0365 domain you wish to scan and the admin user credentials. Prerequisites for the user are

3. On the Bash terminal (Cygwin), run the upgrade script using: qualys_azure_upgrade. For
example, sh qualys_azure_upgrade.sh.

Note: To run the script,
e You need the following permissions:
o Global Reader

o Pnvileged Role Administrator

e You must have MFA disabled. This is required because not all PowerShell modules
support alternate/modern ways of authentication.
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Reauthenticate the Office365 Connector

1. Go to Saas Detection and Response > Configuration.

2. Select the Office365 connector, click Actions > Re-authenticate, and wait until all the
scanners and the connector are in the Success state.

Saa$ Detection and Response HOME  DASHBOARD  DIRECTORY  RESOURCES ~ POLICY ~ MONITOR  RESPONSE  REPORTS  CONFIGURATION
Conﬁguratmn Connectors Trusts
Edit
GONNECTOR INCREMENTAL SCAN GREATED ON
Disable G 0365 1802 QA Enabled Jan 3, 2023
Ed Tenantld: 09:50 PM
Delete
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Issues Addressed

The following issues were fixed in this release:
e The control “CID-70088 Ensure root public folders should not be present” showed the
Error status when there were no active public folder mailboxes.
e The public API services for SaaSDR are now resumed, which were down in the last
release for the CSRF implementation at API gateways.
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