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Qualys OCA Dashboard

With this release, we've added a new feature called Dashboard with non-editable widgets for
Qualys Out-of-Band Configuration Assessment (OCA). The dashboard displays OCA asset data

and the compliance posture of these assets.

The OCA supports two dashboards (Default Dashboard and Printers Dashboard) with non-
editable widgets like Overall Compliance, Failure by Criticality, Overall Compliance for Printers,

Compliance Data for Printers, etc.

OCA Default Dashboard

The OCA default dashboard includes six non-editable widgets that display asset statistics and
compliance posture related to all the assets provisioned through OCA.

Overall Compliance

This non-editable widget displays the
overall compliance data based on passed
and failed control count for all the assets
including printers.

OVERALL COMPLIANCE

Total

Count
‘ 43.7K
@ Pass 43.7K
100.00% | FalL !

Top Failing Policies
This non-editable widget displays the top
failing policies.

TOP FAILING POLICIES

Security Feb 17,2021 Feb 10,2021 —— 72.41%
Configuration and

Compliance Policy

for Aruba0S 6.x

(OCA) v.2.0

OCA policy Dec 23,2020 Dec 23,2020 — 95.45%

Compliance Data for Assets

This non-editable widget displays if upload
of asset configuration data to Qualysis
pending or is completed

COMPLIANCE DATA FOR ASSETS

B Config Uploaded 17
Config Upload Pending 91

Failure by Criticality

This non-editable widget uses a statistical
graph to display number of failed controls
by criticality - MEDIUM, CRITICAL, SERIOUS.

FAILURE BY CRITICALITY

SERIOUS

CRITICAL

0

Asset Provision Status

This non-editable widget displays the status of

asset provisioning by the status — Provision
Confirmed and Provision Pending.

ASSET PROVISION STATUS

Total Number of Assets per Technology

This non-editable widget displays the total
number of assets per technology.

TOTAL NUMBER OF ASSETS PER TECHNOLOGY

® Fabric7 4
‘ B Data Domain 0S5 3
‘ o N Ciscol0S 15 2
‘ U @ Comware7 2
- @ Samsung Printers 2
' Cisco10S 12 1
FireEye CMS 8 1
@ HP Printers 1
@ 1BM 2/0S Security Server RACF 2 1
@ Zebra Printers 1
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OCA Printers Dashboard

The Printers OCA Dashboard includes four non-editable widgets that display essential asset
data, compliance posture of HP and Samsung Printers provisioned via HP’s JetAdvantage HP

Security Manager plug in.
Overall Compliance for Printers

This non-editable widget displays the
compliance assessment of printers with
respect to number of controls passing and
failing.

OVERALL COMPLIANGE FOR PRINTERS

‘ Total Count
80

W Pass 78
97.50% . r

Printers Provision Status

This non-editable widget displays the status
of printer assets provisioning - Provision
Confirmed or Provision Pending.

PRINTERS PROVISION STATUS

Failure by Criticality for Printers

This non-editable widget uses a statistical graph
to display number of failed controls by criticality -
MEDIUM, CRITICAL, SERIOUS.

FAILURE BY CRITICALITY FOR PRINTERS

SERIOUS

CRITICAL

Compliance Data for Printers

This non-editable widget displays if upload of printer

configuration data to Qualys is pending or is
completed.

COMPLIANCE DATA FOR PRINTERS

Config Uploaded 273
Config Upload Pending 2878

Command Enhancements for Cisco IOS XR7 Technology

With this release, we've changed a command for which output needs to be uploaded for

assessment of Cisco I0S XR7 assets.

» Previous: show running-config all
» Latest: show running-config

Description: This command displays the contents of the currently running configuration

on the device.
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