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Introduced Automated External Attack Surface Summary Report

With this release, we have provided support to generate an automated, on-demand external
attack surface summary report. Contact your Technical Account Manager (TAM) for the
EASM summary report.

From the external attack surface summary report, you get an insight into the risk of internet-
facing assets, cloud instances with risk, top risky domains, subdomains, open ports, and so
on.

This insight enables you to secure your internet-facing assets using other Qualys products,
such as Vulnerability Management, Detection and Response (VMDR), and Web Application
Scanning (WAS).

- If you are a Global Asset View (GAV) user, the CSAM trial is activated, and the EASM
summary report is generated.
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- If you are a Cybersecurity Asset Management (CSAM) trial user, EASM is activated,
and the EASM summary report is generated.
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- If you are a Cybersecurity Asset Management (CSAM) paid user and have not
activated EASM, EASM is activated, and the EASM summary report is generated.
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Note: This is a one-time process. After you click Generate Report and complete all the
steps, the EASM summary report is generated for you. After that, the Generate Report
is not shown again.

To know more about the EASM Summary Report creation steps, refer to the Online Help.

After the report is ready, you receive a notification. You can download the report from the
link provided in the notification or by clicking Download Report from the Dashboard tab.
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https://docs.qualys.com/en/csam/latest/#t=inventory%2Fsensors%2Fgenerate_easm_summary_report.htm

@ Qualys. cloud Platform Your tialfor this applcation expies i 29 days, @
CyberSecurity Asset Management TRIAL DASHBOARD  INVENTORY ~EASM  TAGS RESPONSES RULES ~ REPORTS  CONFIGURATION 20
Global IT Asset Inventory (DEFAULT) M“W“I
hanges andwhat thisnow U1 )
@ | vour External Attack Surface Summary report is readly to download. QualysGuard 7.0: The New Ul
N Al Last30Days v ®
OPERATING SYSTEM DISTRIBUTION ASSET DISTRIBUTION BY GEOLOCATION - 5000
Total = API Test Notification
2.6K view o) 2m
 Unidentifi. 2586 O’% 1 API Test Notification
N @) oo o o | :
e 3 |r95(u) . United St = ppi Test Notification
Switzerlar 2mi
S Netherlan = APl Test Notifcation
China
o
India | APITestNotification
-+
ASSET CATEGORIES CATEGORY BREAKDOWN
CATEGORY. ASSFTS

You are then navigated to the Reports tab, and you can download the report from the
Reports tab.

Example: Download the EASM summary report from the CSAM trial version.
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EASM Summary Report Template \

With this release, we have added the EASM Summary Report template. The users already
using EASM can use this new report template and generate the report to get visibility into the
summary of your external attack surface.
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You can create an On Demand or a scheduled EASM summary report. You can choose to
send the notification after the report is executed through email. Optionally, you can limit the
number of times the report can be downloaded from the link sent through the email
notification.
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Example of report generation steps:
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Tag Set Creation Y

With this release, you can now create a tag set by including tags in a tag set. Also, you can
choose to exclude tags. The assets tagged with such tags are brought under such a unique
tag set. You can also mark the tag set as Favorite.

Go to Tags > Create New > Tag Set to create a new tag set. For more information about tag
set creation steps, refer to the Online Help.
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The type of tag set is dynamic, but you can include static and dynamic tags in the tag set.
Similarly, you can exclude static and dynamic tags while creating a tag set. Note that you can
include or exclude a maximum of 20 tags. Also, you can create a maximum of 100 tag sets
from your account.

When the tag set gets evaluated, and assets are added to the tag set, you can see the
'‘Completed' status under the Reveal Status column.
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https://docs.qualys.com/en/csam/latest/#t=Tags%2Fcreate_tag_set.htm

After the tag set is created, you can view, edit, and delete the tag set. Also, remove the tag set
from the Favorite, and find assets that are part of a tag set.

Note: The tag sets created from QWEB are also shown on the CSAM Ul These tag sets are
denoted with the highlighted icon. As these tag sets are created from QWEB, you can’t edit or
delete them. You can only view them and mark them as Favorites.
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Issues Addressed

- We have fixed an issue where the CSAM rule alerts did not generate the Account ID
and Instance ID.

- We have fixed an issue where upon clicking View Install List with the All Time filter
selected, the software count was shown as O.
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