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What’s New

Here's what's new in Qualys Gateway Service 3.2.2!

New Option POD Suffix Added for Image Version 2.1.0-48

New Virtualization Platform Images Available for Download on QGS Ul
Appliances Upgraded Latest Version Available on Info Tab

NTP Server’s Behavior Changed

Issues Addressed

Behavior Changes

Known Limitations and Workarounds

Qualys Gateway Service 3.2.2 brings you many more improvements and updates!
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New Option POD Suffix Added for Image Version 2.1.0-48

With this release, we have added an option for the image version 2.1.0-48 for all supported
formats to the TextUI called POD Suffix. You can now configure the POD suffix details using
the image version 2.1.0-48 on the TextUI by selecting the System Settings > POD Suffix
options.

The POD Sutffix option will be grayed out after the successful upgradation of the existing
appliances deployed with image version 1.1.0

The cloud images (GCP, Azure, AWS) users can also configure the POD suffix details using the
image version 2.1.0-48 on the TextUI by selecting the System Settings > POD Suffix options.

However, we recommend using the User Data option only when the instance is launched
using the scripts during the instance creation. For more details on user data, instance
creation, and script launching, refer to the Qualys Gateway Service Deployment Guide.

System Configuration

Network Network Settings

Qualy=s Platform URL Suffix

Time System Time Settings
Disable SSH Disable SSH

< Back >

Note: We recommend entering the correct POD suffix because the cloud metadata services
will always overwrite an incorrectly entered POD suffix.

Qualys Platform URL Suffix

lqgl.apps .qualys.com

A aas

Go to the Information tab to check the connected status and pod suffix with gagpublic and
camspublic. As highlighted in the following screenshot.
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Also, you can check the connectivity with the backend services from the TextUI by selecting
the options Diagnostics > Connectivity. Refer to the following screenshot.

Checking connectivity without proxy.
gagpublic health i=:

SresponzseT = Monceess™)

gagpublic health i=:
<p>Qualys</p>

camspuklic health is:

"status":"UP"}

camspm health is:

{"is alive”:true,"version":"6.17.0"}

Things to Remember:

— If any of the services from CAMSPM, CAMSREPO, camspublic, and gagpublic is not
connected to the appliance, you cannot register the appliance. You will observe the
following error shown on the screenshot.

There is no comectivity to Qualys servers at this time.

Please review your network settings and try again later

— If you use appliance image version 2.1.0 and above, you must provide a POD Suffix as the
mandatory field.
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GRE Status
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System Timezone : UTC (DUTC, fﬂﬂﬁa =
Appliance I0  : cBeSSh£9-1.0 00 0

Qualys TR : https://Camspublic.qE

Syatem Updates : Up to date

Build=-varsicn : 2.1.0-48
Sarvice Version : Neone
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- If you use appliance image version 1.1.0 -X, the pod suffix option will not be available.

Refer to the Qualys Gateway Service User Guide for more details about POD suffix and

connected status.

New Virtualization Platform Images Available for Download on QGS Ul

With this release, we have added new virtualization platform images. Go to the QGS UI >
APPLIANCES > Click Download Image and download the required virtualization platform
image from the supported list. Refer to the following screenshot.

Virtualization Platform Image

IMAGE NAME

qualys-qgs-appliance-2.1.0-48.ova
qualys-qgs-appliance-2.1.0-48.ovf.zip

qualys-qgs-appliance-2.1.0-48.vmx.zip

Download the required virtualization platform image from the supported list.

FILE SIZE

1.12GB

1.10GB

1.09GB
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G
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Appliances Upgraded Latest Version Available on Info Tab

With this release, you can now verify the appliance’s latest upgraded version, QGS-1.5.1.-6,
displayed on the Info tab of the appliance TUI Refer to the following screenshot.

ethod 110,

QAG Status i Commected

QAG Status URL : https //qagpubll

DNS Servers

System Time g 04/04/23 09:15: 23
System Timezone : UTC (UTC, +0000)
Appliance ID 1033084554 3

fAppliance Name : PT 4fpr23 hypery ! 56 1mage41
Qualys URL ! hitps:sscanspublic. ]
System Updates : Up to date

Build-version

Service Version ! |

You can verify that all the latest images are present on the appliances by navigating to
TextUI > Diagnostics > Images.

REPOSITORY
cams—metrics
cams—confd
cams—logstash
cams-rsyslog
camsd

IMAGE ID CREATED
c36bb7b2486b 5 days ago 95.7MB
daf587a09942 S days ago 33.2MB
84c93fcal244f S days ago  75SMB
985907f18abc S days ago 84.4MB
d?7e97e810c2b 5 days ago 797MB

74~
< EXIT >
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cams—haproxy % 99dbcb16bdcf
cans-squid Tl 303d396c9564

< EXIT >

Also, you can verify the appliance with the latest image version 1.5.1.-6 by navigating to the
QGS Ul > APPLIANCES > clicking the Appliance. As shown in the following screenshot.

ince Details

PT_4Apr23_hyperV_56_imaged1 s
pune
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NTP Server’s Behavior Changed

With this release, the NTP service's behavior has changed as follows:

— If NTP servers are not specified, the QGS appliance will use default flatcar NTP servers to
sync the time. The default flatcar NTP servers are listed as follows:
- 0O.flatcar.pool.ntp.org
- 1.tlatcar.pool.ntp.org
- 2.flatcar.pool.ntp.org
- 3.flatcar.pool.ntp.org

B.flatcar.pool.

.flatcar.pool.

.flatcar.pool.

— If NTP servers are specified, the QGS appliance will contact the specified NTP servers
only.

- If youremove the NTP server, the appliance will start communicating to flatcar default
NTP servers again.

Issues Addressed

There are no issues fixed in this release.

Behavior Changes

There are no behavioral changes observed in this release.

Known Limitations and Workarounds

There are no reported and notable issues open in this release.
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