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Here’s what's new in File Integrity Monitoring 2.7!
Unified Dashboard

Dashboard Permissions
Pre-defined Dashboards
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Unified Dashboard

We now have integrated Unified Dashboard (UD) with FIM. UD brings information from all
Qualys applications into a single place for visualization. UD provides a powerful new
dashboarding framework along with platform service that will be consumed and used by all
other products to enhance the existing dashboard capabilities.

You can use the default FIM dashboard provided by Qualys or easily configure widgets to pull
information from other modules/applications and add them to your dashboard. You can also
add as many dashboards as you like to customize your application view.
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& Add Widget to Dashboard (FIM)

TEMPLATES
File Integrity Monitoring

File Integrity Monitoring 17
Select the template you would like to customize or add to your dashboard

Create Widget

All Widgets (17)  Default Widgets (12)  User-defined Widgets (1)

Policy Compliance n
Patch Management 9
Threat Protection 17
Vulnerability Management 7

CHANGES BY CATEGORY

See a summary of change event counts for your top 5 monitoring profile categories.

Customize Widget

Dashboard Permissions

With UD integrated with FIM, the permissions set using the FIM dashboard will be discontinued.
We will now refer to the newly introduced Global Dashboard Permissions to determine the
dashboard permissions for FIM user roles. For both the roles — FIM Manager and FIM User, the
users will have same permissions, they can edit it later according to their requirement.

The available Global Dashboard Permissions are:

e C(Create
e FEdit
e Delete

e Print/Download

Refer to the Online Help in the Admin module for information on the Global Dashboard
Permissions.
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Role Edit: FIM Manager Tum helptips: On| OFF X

Edit Mode Edit permissicns for this role
Role Details Select modules which this role should have access. For each role you can define which permissions would be granted
M Modules Search for module and add to list v
Action Log
Role Permissions by Modules (4) Remove All
- - P Remove
File Integrity Monitoring
No permissions for this module Change

- Remov
m Global Dashboard Permissions smove

¥ Global Dashboard Permissions (4 of 4)
Create, Edit, Delete your own dashboards
Edit Dashboard
Delete Dashboard

Print/Download Dashboard

cacs ==
)

Pre-defined Dashboards

FIM defines some pre-defined dashboards for the users, to ease the access of defining the
templates and adding the widgets.

These dashboards are specific to FIM and include default template specific to the user and also
the widgets that user might require.

Following are the specific dashboards defined in FIM:
- QFIM LINUX MITRE ATT&CK

- QFIM LINUX NIST SPECIAL PUBLICATION

- QFIM WINDOWS MITRE ATT&CK

- QFIM WINDOWS NIST SPECIAL PUBLICATION

- SolarWinds Supply-Chain Attack

These dashboards are defined for both Linux and Windows users.
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