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What’s New?

Delete ACR and AWS ECR Registry Connectors
Report Enhancements

Automatic Registry Scan Enhancements

SCA: Support to New Programming Languages
Administration: New Permissions for Sensor Profiles

API Changes
Refer to the Container Security API 1.22 Release Notes for the API changes in this release.

Issues Addressed

Qualys Container Security 1.22 brings you many more improvements and updates! Learn more
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https://www.qualys.com/docs/release-notes/qualys-container-security-1.22-api-release-notes.pdf

What’s New?

Delete ACR and AWS ECR Registry Connectors

You can now delete misconfigured and unused connectors for ACR and AWS ECR registries from
the Connector list while creating a new registry. The connectors must not be associated with any
registries. An error message appears if you try to delete a connector associated with one or more
registries.

&— Create New: Registry

Registry Information

STEPS 1/2 . . . o
Name and select type of this registry. If Public, add credentials if needed.

0 Registry Information

2 Scan Settings Registry Name * (D)

[ Enter Registry Name

63 characters remaining

Registry Type *

l Azure Container Registry v

URL *

[ e.g. https:/myregistry.domain:port

To authenticate, connect to Azure Container Registry

Connector *

Find Connector v ]

AzureTEst, 13e7926e-c2d1-4c3a-82e... %

Report Enhancements

You can now include the following attributes in your vulnerability reports:

¢ Image Vulnerability Report

New Attribute Description

Image Label Shows labels associated with an image. The labels appear in a
comma-separated list in the report.

For example,

key:name value:CentOS Base Image, key:org.label-
schema.description value:Reference Dockerfile containing
software with known vulnerabilities., key:org.label-
schema.docker.dockerfile

¢ Container Vulnerability Report

New Attribute Description

Repository Shows image repository information.
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For example,
Registry:docker.io Repository:iojs Tag:latest

e POD Namespace
e POD Controller
e Node Name

e Node is Master

e POD Name Kubernetes environment.
e POD Label
e POD UUID

Kubernetes Attributes | Shows Kubernetes attributes to help you analyze your

To show these attributes in the report, the following new check boxes have been introduced in

the Report Display tab.

Container Vulnerability Report

€ Create New: Report

STEPS 3/4

Report Details

Report Source [CJ CONTAINER NAME
© ~Report Display [ IMAGE ID
4 Summary (] HOST NAME

[[] STATE CHANGED

[J CVEID

[[] CVSS TEMPORAL

Standard Attributes [] Select All Standard Attributes

(] REPOSITORY

(] HosT

[] LAST SCANNED

] TITLE

[ VENDOR REFERENCE

[C] CVSS3 BASE

(7] CONTAINER UUID
[] CREATED ON

(] STATE

[] UPDATED

(] SEVERITY

[] CVSS BASE

[[J CVSS3 TEMPORAL

POD LABEL

NODE IS MASTER

POD CONTROLLER

[[] THREAT [J IMPACT [J SOLUTION

[J] EXPLOITABILITY [C] ASSOCIATED MALWARE (] CATEGORY

[[] SOFTWARE DETAILS [J RESULT

Kubernetes Attributes Select All Kubernetes Attributes

POD NAME POD UUID POD NAMESPACE

NODE NAME

Image Vulnerability Report

< Create New: Report

STEPS 3/4
Report Display

Report Details

Report Source B select All
© Report Display [] REPOSITORY
4 Summary [ IMAGE UUID
[] UPDATED
(] SEVERITY
(] cvss BASE

[J cvss3 TEMPORAL
[] soLuUTION

[[] CATEGORY

Cancel revoss | [ EEE

IMAGE LABEL

[J cvEID

[J cvss TEMPORAL
() THREAT

(] EXPLOITABILITY

[C] SOFTWARE DETAILS

[] SHA

[[) CREATED ON

[ TITLE

(7] VENDOR REFERENCE
[ cvss3 BASE

[ IMPACT

[[] ASSOCIATED MALWARE

[ RESULT
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Automatic Registry Scan Enhancements

¢ The Scan all images option is now available for all registries. It scans all images from the
specified repositories.

e The schedule creation for automatic registry scans is now simpler than before.
You now have only two recurrence options, Daily and Weekly, to create recurrent scan
schedules. When selecting Weekly, you need to specify a day and the time on which a scan
will happen every week.

The Scan all images option is available only when you select weekly recurrence.

€— Create New: Schedule

Create Mode (® Automatic () OnDemand

Scan Settings 6 The sensor will only scan the repositories/images added in the registry after the schedule gets created.

Automatic scan settings

Repository *

[ Repository Name ] Add
REMOVE ALL
ddd X
Scan Schedule
Recurrence * Start Time @
Weekly v ] [ 1:39 pm @]
Select a day of the week *
(®) Sun O Mon O Tue O Wed O Thu QO Fri O sat

[J Scan all Images

SCA: Support to New Programming Languages

SCA scans can now detect the software packages based on the following programming

languages:
e PHP
e Ruby
e Rust

During an SCA scan, the following files are scanned for the packages based on PHP, Ruby, and
Rust:

Language Files

PHP Composer.lock

Ruby gemspec

Rust Cargo.lock and Binaries built with cargo-
auditable
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Administration: New Permissions for Sensor Profiles

Manager users can now control access to Container Security sensor profiles. The users working
on sensor profiles should get the sensor profile permissions configured for their roles to view the
sensor profiles and perform various actions on them.

The following new permissions are added:

Role Edit: Turn help tips: On | OFf x
Edit Mode Edit permissions for this role
Role Details Role Permissions by Modules (22) Remove Al
Container Security
Action Log

» CS Registry Job Permissions (5 of 5)
» CS Sensor Permissions (2 of 2)

» CS Host Permissions (1 of 1)

» CS Report Permissions (1 of 1)

» CS Permissions (2 of 2)

¥ CS Sensor Profile Permissions (0 of 4)
O pelete sensor Profilefs
([ create Sensor Profile/s

O Update Sensor Profile/s

O List Sensor Profilefs

» CS Image Permissions (3 of 3)

» CS Container Permissions (2 of 2)

—y ==

For more information about role permissions, see Qualys Administration Utility Online Help:
Manage User Roles.
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https://qualysguard.qg2.apps.qualys.com/portal-help/en/admin/index.htm?#t=user%2Frole_management.htm

Issues Addressed

The following issues have been fixed with this release:

e On CRI-O runtime, in some cases, the status for deleted containers did not reflect correctly in
the UL This issue 1s now fixed.

o All sensors showed the same IP address after auto-upgrading to 1.16.0 or later. This issue is
now fixed.

e The general sensor detected multiple IBM Java vulnerabilities without any information on
vulnerable software. The vulnerable software information is now shown correctly.
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