
Copyright 2023 by Qualys, Inc. All Rights Reserved.

Qualys Connector v1.x
API Release Notes

Version 1.6.0
May 12, 2023

The new version of Qualys Connector App introduces APIs for Azure organization 
connectors. You’ll find all the details in our user guides, available at the time of release. 
Just log in to your Qualys account and go to Help > Resources. 

What’s New
New Azure Organization Connector APIs

Qualys Gateway URL
The Qualys Gateway URL you should use for API requests depends on the Qualys platform 
where your account is located.

Click here to identify your Qualys platform and get the Gateway URL.

https://www.qualys.com/platform-identification/
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New Azure Organization Connector APIs
Listed below are the organization connector APIs to be introduced for Azure. These public 
APIs let you use AssetView and CloudView+AssetView connectors with your Azure 
organization. You can organize multiple Azure subscriptions into management groups 
and the configurations applied to the organization applies to all the subscriptions in the 
management group. 

To run Azure Organization Connectors, your user must have the following permission:

• ASSET.MANAGE_DATA_CONNECTORS

Or, you should be a manager user. Read more about configuring user access and 
permissions at CloudView Online Help.

List of Azure Organization Connector APIs
Test Azure Organization Connection

Get Job Status

Create Azure Organization Connector

Edit Azure Organization Connector

List Azure Organization Connectors

Get Azure Organization Connector Detail

Run Azure Organization Connector

Get All Azure Management Groups

Get Management Groups Attached to a Connector

Enable/Disable Azure Organization Connector

Attach Azure Member Connector

Detach Azure Member Connector

Get Valid Organization Connectors To Attach

Get Attached Member Connectors

Get Last Job Summary of Organization Connectors

Delete Azure Organization Connector

https://docs.qualys.com/en/cloudview/latest/#t=users%2Fsubuser_full_access.htm
https://docs.qualys.com/en/cloudview/latest/#t=users%2Fsubuser_full_access.htm
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Test Azure Organization Connection

We are introducing an API endpoint to test the connection of your Azure organization 
connector credentials. 

This API initiates a Job to fetch all management groups for the given tenant.

Input Parameters

API /connectors/v1.0/org/azure/test/

New or Updated APIs New

Operator POST

Parameter Mandatory/Optional Data 
Type

Description

tenantId Mandatory String The Tenant ID of the Azure 
account of the organization.

applicationId Mandatory String Unique identifier of the 
application you create on Azure 
portal.

secretValue Mandatory String The secret key value generated 
after you provide permission to 
the application to access the 
Windows Azure Service.
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Sample: Test Azure Organization connection
API Request:

curl --location 
'https://<QualysGatewayURL>/connectors/v1.0/org/azure/test/"
--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json' \

Request Data:

{
    "tenantId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "applicationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "secretValue": "xxxxx~xxxxxxxxxx_xxxxxxxxxxxxxxxxxxxxxxx"
}

Response:

{
    "responseMessage": null,
    "responseCode": "SUCCESS",
    "jobUuid": "xxxxxxxx-xxxxxxxxx-xxxxxxxxxxxxxxxx"
}
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Get Job Status

We are introducing an API endpoint to get the status of the Job initiated via test 
connection. This Job syncs all management groups of the given Tenant from Azure cloud 
to Qualys database.

Sample: Get Job Status
API Request:

curl --location 
"https://<QualysGatewayURL>/connectors/v1.0/org/azure/job/xxxxxxxx-xxxx-
xxxx-xxxx-xxxxxxxxxxxx"
--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json' \

Response:

{
    "status": "COMPLETED",
    "error": null,
    "createOn": "2023-05-17T07:23:33.061+00:00",
    "updatedOn": "2023-05-17T07:23:33.467+00:00"
}

API /connectors/v1.0/org/azure/job/{jobUuid}

New or Updated APIs New

Operator GET
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Create Azure Organization Connector

We are introducing a Connector API endpoint for creating Microsoft Azure organization 
connectors.

Input Parameters

API /connectors/v1.0/org/azure/

New or Updated APIs New

Operator POST

Parameter Mandatory/Optional Data 
Type

Description

tenantId Mandatory String The Tenant ID of the Azure 
account of the organization.

applicationId Mandatory String Unique identifier of the 
application you create on Azure 
portal.

secretValue Mandatory String The secret key value generated 
after you provide permission to 
the application to access the 
Windows Azure Service.

name Mandatory String  A unique name for the 
organization connector you want 
to create.

description Optional String Description of the organization 
connector you want to create.

connectorAppInfos Mandatory String  It holds the list of 
ConnectorAppInfo which 
includes App Name, identifiers 
and tagId. Connector can choose 
one or more apps from list [AI, 
CI, CSA]. AI-Asset Inventory, CI- 
Cloud Inventory, CSA- Cloud 
Security Assesment. 

orgRunFrequency Mandatory Integer runFrequency for an 
organization connector decides 
the rate at which the connector 
should poll the cloud provider 
and fetch the data specified in 
hours and minutes. 
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connectorRunFrequen
cy

Mandatory Integer runFrequency for a connector 
decides the rate at which the 
connector should poll the cloud 
provider and fetch the data 
specified in hours and minutes.

includedMem Optional String List of management groups to 
include.

excludedMem Optional String List of management groups to 
exclude.

isCreateConnectorFor
NewSubscriptionsAuto
matically

Optional Boolean Determine whether new 
connectors should be 
automatically created for new 
cloud subscriptions.

isDisableConnectorsFo
rDeletedManagement
Groups

Optional Boolean Determine whether connectors 
should be automatically 
disabled when a management 
group is deleted.

autoActivateCertView Optional Boolean Automatically activate CertView 
application for newly created 
connectors.

autoActivatePC Optional Boolean Automatically activate Policy 
Compliance application for 
newly created connectors.

autoActivateSCA Optional Boolean Automatically activate Security 
Configuration Assesment 
application for newly created 
connectors.

autoActivateVM Optional Boolean Automatically activate 
Vulnerability Management 
application for newly created 
connectors.

defaultTagIds Optional String The Ids of tags for asset.

connectorPrefixName Mandatory String The prefix name for member 
connectors of the organization. 
Character limit is 30. Cannot be 
edited after Org connector is 
created.

tenantName Mandatory String Name of the Azure Tenant to 
which the organization belongs.
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Sample: Create a New Organization Connector
Create an organization connector for your Azure account.

API Request :

curl --location "https://<QualysGatewayURL>/connectors/v1.0/org/azure/
--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json' \

Request Data:

{
    "name": "Azure Org",
    "description": "azure org connector description",
    "connectorAppInfos": [
        {
            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "name": "AI",
            "tagId": null

        },

        {
            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "name": "CI",
            "tagId": null

        },
        {

            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "name": "CSA",
            "tagId": null

        }

    ],

    "isRemediationEnabled": true,
    "tenantName": "Tenant name",
    "tenantId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "applicationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "secretValue": "xxxxx~xxxxxxxxxxxxxxxxxxxxxxx_xxxxxxxxx",

    "orgRunFrequency": {
        "hours": 1,
        "minutes": 0

    },
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    "connectorPrefixName": "createdbyorg",
    "connectorRunFrequency": {
        "hours": 1,
        "minutes": 0
    },

    "excludedMem": [],
    "includedMem": [

        "TestingManagementGroup"
    ],

    "isCreateConnectorForNewSubscriptionsAutomatically": true,
    "isDisableConnectorsForDeletedManagementGroups": true,
    "autoActivateCV": false,
    "autoActivateCertView": false,
    "autoActivatePC": false,
    "autoActivateSCA": false,
    "autoActivateVM": false,
    "defaultTagIds": []

Response:

{
    "id": xxxxxx,
    "name": "Azure Org",
    "description": "azure org connector description",
    "uuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "orgRunFrequency": {
        "hours": 1,
        "minutes": 0
    },
    "connectorRunFrequency": {
        "hours": 1,
        "minutes": 0
    },
    "lastSynced": "2023-05-17T05:19:11.727+00:00",
    "nextSync": "2023-05-17T06:19:11.727+00:00",
    "type": "AZURE",
    "customerId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "userUuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "userName": "abcde_xxxx",
    "lastError": null,
    "state": "PENDING",
    "connectorPrefixName": "createdbyorg",
    "defaultTagIds": [],
    "connectorAppInfos": [
        {
            "name": "AI",
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            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx,
            "tagId": null,
            "tagMetadata": null
        },
        {
            "name": "CI",
            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "tagId": null,
            "tagMetadata": null
        },
        {
            "name": "CSA",
            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "tagId": null,
            "tagMetadata": null
        }
    ],
    "connectorCapabilities": [
        "AI",
        "CI",
        "CSA"
    ],
    "lastSuccessfulSync": "2023-05-17T05:19:11.727+00:00",
    "createdBy": "Test User",
    "organizationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "tenantId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "applicationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "autoActivateVM": false,
    "autoActivatePC": false,
    "autoActivateSCA": false,
    "autoActivateCertView": false,
    "autoActivateCV": false,
    "includedMem": [
        "TestingManagementGroup"
    ],
    "excludedMem": [],
    "createConnectorForNewSubscriptionsAutomatically": true,
    "disableConnectorsForDeletedManagementGroups": true,
    "disabled": false,
    "deleted": false,
    "remediationEnabled": true
}
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Edit Azure Organization Connector

We are introducing an API endpoint for updating Azure organization connectors by 
providing the Organization connector Id. 

Input Parameters

API /connectors/v1.0/org/azure/{organizationConnect
orId}

New or Updated APIs New

Operator PUT

Parameter Mandatory/Optional Data 
Type

Description

tenantId Mandatory String The Tenant ID of the Azure 
account of the organization.

applicationId Mandatory String Unique identifier of the 
application you create on Azure 
portal.

secretValue Mandatory String The secret key value generated 
after you provide permission to 
the application to access the 
Windows Azure Service.

name Mandatory String  A unique name for the 
organization connector you want 
to create.

description Optional String Description of the organization 
connector you want to create.

connectorAppInfos Mandatory Integer  It holds the list of 
ConnectorAppInfo which 
includes App Name, identifiers 
and tagId. Connector can choose 
one or more apps from list [AI, 
CI, CSA]. AI-Asset Inventory, CI- 
Cloud Inventory, CSA- Cloud 
Security Assesment. 

orgRunFrequency Mandatory Integer runFrequency for an 
organization connector decides 
the rate at which the connector 
should poll the cloud provider 
and fetch the data specified in 
hours and minutes. 
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connectorRunFrequen
cy

Mandatory Integer runFrequency for a connector 
decides the rate at which the 
connector should poll the cloud 
provider and fetch the data 
specified in hours and minutes.

includedMem Optional String List of management groups to 
include.

excludedMem Optional String List of management groups to 
exclude.

isCreateConnectorFor
NewSubscriptionsAuto
matically

Optional Boolean Determine whether new 
connectors should be 
automatically created for new 
cloud subscriptions.

isDisableConnectorsFo
rDeletedManagement
Groups

Optional Boolean Determine whether connectors 
should be automatically 
disabled when a management 
group is deleted.

autoActivateCertView Optional Boolean Automatically activate CertView 
application for newly created 
connectors.

autoActivatePC Optional Boolean Automatically activate Policy 
Compliance application for 
newly created connectors.

autoActivateSCA Optional Boolean Automatically activate Security 
Configuration Assesment 
application for newly created 
connectors.

autoActivateVM Optional Boolean Automatically activate 
Vulnerability Management 
application for newly created 
connectors.

defaultTagIds Optional String The Ids of tags for asset.

connectorPrefixName Mandatory String The prefix name for member 
connectors of the organization. 
Character limit is 30. Cannot be 
edited after Org connector is 
created.

tenantName Mandatory String Name of the Azure Tenant to 
which the organization belongs.
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The following fields cannot be edited using the Edit API.

• applicationId

• secretValue

• name

• tenantId

• tenantName

• connectorPrefixName

• identifier

Sample: Edit Azure Organization Connector
Update the configurations of an Organization connector.

API request:

curl --location 'https://<QualysGatewayURL>
/connectors/v1.0/org/azure/xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx \
--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json'

Request Data:

{
    "name": "Azure Org",
    "description": "azure org connector description",
    "connectorAppInfos": [
        {
            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "name": "AI",
            "tagId": null

        },

        {
            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "name": "CI",
            "tagId": null

        },
        {

            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "name": "CSA",
            "tagId": null
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        }

    ],

    "isRemediationEnabled": true,
    "tenantName": "Tenant name",
    "tenantId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "applicationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "secretValue": "xxxxx~xxxxxxxxxxxxxxxxxxxxxxx_xxxxxxxxx",

    "orgRunFrequency": {
        "hours": 1,
        "minutes": 0

    },

    "connectorPrefixName": "createdbyorg",
    "connectorRunFrequency": {
        "hours": 1,
        "minutes": 0
    },

    "excludedMem": [],
    "includedMem": [

        "TestingManagementGroup"
    ],

    "isCreateConnectorForNewSubscriptionsAutomatically": true,
    "isDisableConnectorsForDeletedManagementGroups": true,
    "autoActivateCV": false,
    "autoActivateCertView": false,
    "autoActivatePC": false,
    "autoActivateSCA": false,
    "autoActivateVM": false,
    "defaultTagIds": []

}
Response:

{
    "id": xxxxxx,
    "name": "Azure Org",
    "description": "azure org connector description",
    "uuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "orgRunFrequency": {
        "hours": 1,
        "minutes": 0
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    },
    "connectorRunFrequency": {
        "hours": 1,
        "minutes": 0
    },
    "lastSynced": "2023-05-17T07:56:37.711+00:00",
    "nextSync": "2023-05-17T08:56:37.711+00:00",
    "type": "AZURE",
    "customerId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "userUuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "userName": "abcde_xxxx",
    "lastError": null,
    "state": "PENDING",
    "connectorPrefixName": "createdbyorg",
    "defaultTagIds": [],
    "connectorAppInfos": [
        {
            "name": "AI",
            "identifier": "8xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "tagId": null,
            "tagMetadata": null
        },
        {
            "name": "CI",
            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "tagId": null,
            "tagMetadata": null
        },
        {
            "name": "CSA",
            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "tagId": null,
            "tagMetadata": null
        }
    ],
    "connectorCapabilities": [
        "AI",
        "CI",
        "CSA"
    ],
    "lastSuccessfulSync": "2023-05-17T07:56:37.711+00:00",
    "createdBy": "User",
    "organizationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "tenantId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "applicationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "autoActivateVM": false,
    "autoActivatePC": false,
    "autoActivateSCA": false,
    "autoActivateCertView": false,
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    "autoActivateCV": false,
    "includedMem": [
        "TestingManagementGroup"
    ],
    "excludedMem": [],
    "createConnectorForNewSubscriptionsAutomatically": true,
    "disableConnectorsForDeletedManagementGroups": true,
    "disabled": false,
    "deleted": false,
    "remediationEnabled": true
}
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List Azure Organization Connectors

We are introducing an API endpoint to get all the available Azure Organization connectors.

Input Parameters

Sample: List All Azure Organization Connectors
API request:

curl --x "GET" --location 'https://<QualysGatewayURL>
/connectors/v1.0/org/azure/
--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxx...' \
--header 'Content-Type: application/json'

API /connectors/v1.0/org/azure/

New or Updated APIs New

Operator GET

Parameter Mandatory/Optional Data 
Type

Description

pageSize Optional Integer The number of records per page 
to be included in the response.

pageNumber Optional Integer The page to be returned.

query Optional String  Use the following tokens in 
the request header to narrow 
down your search:

• id

• name

• description

• status

• remediationEnabled

• isDisabled

• organizationId

• tenantId

• applicationId
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Response:

{
    "currentPage": 0,
    "currentPageSize": 1,
    "totalPages": 1,
    "numberOfElements": 1,
    "content": [
        {
            "id": xxxxxx,
            "organizationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "name": "Azure Org",
            "uuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "type": "AZURE",
            "state": "FINISHED_SUCCESS",
            "connectorCapabilities": [
                "CSA",
                "CI",
                "AI"
            ],
            "lastSynced": "2023-05-17T07:35:36.638+00:00",
            "numberOfConnectorsAttached": 0
        }
    ],
    "hasContent": true,
    "hasNext": false,
    "hasPrevious": false,
    "first": true,
    "last": true 
}
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Get Azure Organization Connector Detail

We are introducing an API endpoint to get the specified Azure Organization connector 
details.

Sample: Find All the Details of an Organization Connector
API Request:

curl --x "GET" --location 'https://<QualysGatewayURL>
/connectors/v1.0/org/azure/xxxxxx \
--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json'

Response:

{
    "id": xxxxxx,
    "name": "Azure Org",
    "description": "azure org connector description",
    "uuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx,
    "orgRunFrequency": {
        "hours": 1,
        "minutes": 0
    },
    "connectorRunFrequency": {
        "hours": 1,
        "minutes": 0
    },
    "lastSynced": "2023-05-17T07:35:36.000+00:00",
    "nextSync": "2023-05-17T08:35:36.000+00:00",
    "type": "AZURE",
    "customerId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "userUuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "userName": "abcde_xxxx",
    "lastError": null,
    "state": "FINISHED_SUCCESS",
    "connectorPrefixName": "createdbyorg",
    "defaultTagIds": [],
    "connectorAppInfos": [
        {
            "name": "AI",

API /connectors/v1.0/org/azure/{organizationConnect
orId}

New or Updated APIs New

Operator GET
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            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "tagId": null,
            "tagMetadata": null
        },
        {
            "name": "CI",
            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "tagId": null,
            "tagMetadata": null
        },
        {
            "name": "CSA",
            "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "tagId": null,
            "tagMetadata": null
        }
    ],
    "connectorCapabilities": [
        "AI",
        "CI",
        "CSA"
    ],
    "lastSuccessfulSync": "2023-05-17T07:35:36.000+00:00",
    "createdBy": "TestUser",
    "organizationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "tenantId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "applicationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "autoActivateVM": false,
    "autoActivatePC": false,
    "autoActivateSCA": false,
    "autoActivateCertView": false,
    "autoActivateCV": false,
    "includedMem": [
        "TestingManagementGroup"
    ],
    "excludedMem": [],
    "createConnectorForNewSubscriptionsAutomatically": true,
    "disableConnectorsForDeletedManagementGroups": true,
    "disabled": false,
    "deleted": false,
    "remediationEnabled": true
}
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Run Azure Organization Connector

We now introduce an API endpoint to manually run an organization connector. 

During connector run, 

• If ‘isCreateConnectorForNewSubscriptionsAutomatically’ is set to true, the 
Organization connector creates member connectors for newly identified 
subscriptions.

• If ‘isDisableConnectorsForDeletedManagementGroups’ is set to true, the 
Organization connector disables member connectors for deleted subscriptions.

Sample: Run an Organization Connector
API Request:

curl --x "POST" --location 
'https://<QualysGatewayURL>/connectors/v1.0/org/azure/run/"
--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json' \

Request Data:

   [xxxxx,xxxxx]

Response:

A total of 2 Organization connectors have been successfully marked for 
running.

API /connectors/v1.0/org/azure/run/

New or Updated APIs New

Operator POST
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Get All Azure Management Groups

We are introducing an API endpoint to get Azure management groups for the provided 
customer accounts.

Note: Run a test connection before fetching all management groups to ensure you receive 
the latest data

Input Parameters

Sample: Get all Management Groups
API Request:

curl --x "POST" --location 
'https://<QualysGatewayURL>/connectors/v1.0/org/azure/management-groups/
--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json' \

Request Data:

{
    "tenantId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
    "applicationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
}

Response:

{
    "currentPage": 0,

API /connectors/v1.0/org/azure/management-
groups/

New or Updated APIs New

Operator POST

Parameter Mandatory/Optional Data 
Type

Description

tenantId Mandatory String The Tenant ID of the Azure 
account of the organization.

applicationId Mandatory String Unique identifier of the 
application you create on Azure 
portal.

pageSize Optional Integer The number of records per page 
to be included in the response.

pageNumber Optional Integer The page to be returned.
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    "currentPageSize": 6,
    "totalPages": 1,
    "numberOfElements": 6,
    "content": [
        "Test",
        "testing2",
        "testing3",
        "testing4",
        "testing5",
        "testing6"
    ],
    "hasContent": true,
    "hasNext": false,
    "hasPrevious": false,
    "first": true,
    "last": true
}
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Get Management Groups Attached to a Connector

We are introducing an API endpoint to get all the attached management groups of a 
provided Azure organization connector.

Sample: Get Attached Management Groups 
API Request:

curl --x "GET" --location 'https://<QualysGatewayURL>
"https://qualysapi.qualys.com/connectors/v1.0/org/azure/management-groups/xxxxxx

--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json'

Response:

{
    "includedMembers": [
        "TestingManagementGroup"
    ],
    "excludedMembers": []
}

API /connectors/v1.0/org/azure/management-
groups/{organizationConnectorId}

New or Updated APIs New

Operator GET



Qualys Connector v1.x
New Azure Organization Connector APIs

25

Enable/Disable Azure Organization Connector

We are introducing an API endpoint to update the status of an Organization connector. 
You can toggle between enabling or disabling the Org connector by specifying the action 
as ENABLE or DISABLE.

Input Parameters

Sample: Enable an Organization Connector
API Request:

curl --x "PUT" --location 
'https://<QualysGatewayURL>/connectors/v1.0/org/azure/status/?action=ENAB
LE
--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json' \

Request Data:

    [xxxxxx]

Response:

{
    "currentPage": 0,
    "currentPageSize": 1,
    "totalPages": 1,
    "numberOfElements": 1,
    "content": [
        {
            "id": xxxxxx,
            "organizationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "name": "Azure Org",
            "connectorPrefixName": "createdbyorg",

API /connectors/v1.0/org/azure/status/

New or Updated APIs New

Operator PUT

Parameter Mandatory/Optional Data 
Type

Description

organizationConnecto
rId

Mandatory Integer The ID (s) of the organization 
connector you want to 
enable/disable.



Qualys Connector v1.x
New Azure Organization Connector APIs

26

            "runFrequency": "60",
            "connectorRunFrequency": "60",
            "lastSynced": "2023-05-17T07:56:38.051+00:00",
            "customerId": "axxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "userUuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "userName": "abcde_xxxx",
            "type": "AZURE",
            "lastError": null,
            "isDeleted": false,
            "isDisabled": false,
            "description": "azure org connector description",
            "state": "FINISHED_SUCCESS",
            "nextSync": "2023-05-17T08:56:38.051+00:00",
            "isRemediationEnabled": true,
            "organizationName": "Azure org",
            "uuid": xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "isAssignStaticTagToAssetsPulledByThatConnector": false,
            "isAssignStaticTagToConnectors": false,
            "connectorAppInfos": [
                {
                    "name": "AI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                },
                {
                    "name": "CI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                                        "tagMetadata": null
                },
                {
                    "name": "CSA",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                }
            ],
            "defaultTagIds": [],
            "memberConfigurations": {
                "includedMembers": [
                    "TestingManagementGroup"
                ],
                "excludedMembers": []
            },
            "createConnectorForNewSubscriptionsAutomatically": true,
            "disableConnectorsForDeletedManagementGroups": true,
            "createStaticTagsForManagementGroups": false
        }],
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    "hasContent": true,
    "hasNext": false,
    "hasPrevious": false,
    "first": true,
    "last": true }

Sample: Disable an Organization Connector
API Request:

curl --x "PUT" --location 
'https://<QualysGatewayURL>/connectors/v1.0/org/azure/status/?action=DISA
BLE
--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json' \

Request Data:

    [xxxxxx]

Response:

{
    "currentPage": 0,
    "currentPageSize": 1,
    "totalPages": 1,
    "numberOfElements": 1,
    "content": [
        {
            "id": xxxxxx,
            "organizationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "name": "Azure Org",
            "connectorPrefixName": "createdbyorg",
            "runFrequency": "60",
            "connectorRunFrequency": "60",
            "lastSynced": "2023-05-17T07:56:38.051+00:00",
            "customerId": "axxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "userUuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "userName": "abcde_xxxx",
            "type": "AZURE",
            "lastError": null,
            "isDeleted": false,
            "isDisabled": true,
            "description": "azure org connector description",
            "state": "FINISHED_SUCCESS",
            "nextSync": "2023-05-17T08:56:38.051+00:00",
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            "isRemediationEnabled": true,
            "organizationName": "Azure org",
            "uuid": xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "isAssignStaticTagToAssetsPulledByThatConnector": false,
            "isAssignStaticTagToConnectors": false,
            "connectorAppInfos": [
                {
                    "name": "AI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                },
                {
                    "name": "CI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                                        "tagMetadata": null
                },
                {
                    "name": "CSA",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                }
            ],
            "defaultTagIds": [],
            "memberConfigurations": {
                "includedMembers": [
                    "TestingManagementGroup"
                ],
                "excludedMembers": []
            },
            "createConnectorForNewSubscriptionsAutomatically": true,
            "disableConnectorsForDeletedManagementGroups": true,
            "createStaticTagsForManagementGroups": false
        }],
    "hasContent": true,
    "hasNext": false,
    "hasPrevious": false,
    "first": true,
    "last": true 
}
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Get Valid Organization Connectors To Attach

We are introducing an API endpoint to get all the Organization connectors that are eligible 
to attach to a member connector.

Input Parameters

Sample: Get List of Valid Organization Connectors
API Request:

curl --location 'https://<QualysGatewayURL>/connectors/v1.0/azure/valid-org-
connectors/xxxxxxx’

--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json' \

Response:

{
    "currentPage": 0,
    "currentPageSize": 1,
    "totalPages": 1,
    "numberOfElements": 1,
    "content": [
        {
            "id": xxxxxx,
            "organizationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "name": "Azure Org",
            "connectorPrefixName": "createdbyorg",
            "runFrequency": "60",
            "connectorRunFrequency": "60",
            "lastSynced": "2023-05-17T07:35:36.638+00:00",
            "customerId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "userUuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "userName": "abcde_xxxx",

API /connectors/v1.0/azure/valid-org-
connectors/{connectorId}

New or Updated APIs New

Operator GET

Parameter Mandatory/Optional Data 
Type

Description

pageSize Optional Integer The number of records per page 
to be included in the response.

pageNumber Optional Integer The page to be returned.
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            "type": "AZURE",
            "lastError": null,
            "isDeleted": false,
            "isDisabled": false,
            "description": "azure org connector description",
            "state": "FINISHED_SUCCESS",
            "nextSync": "2023-05-17T08:35:36.638+00:00",
            "isRemediationEnabled": true,
            "organizationName": "Azure org",
            "uuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "isAssignStaticTagToAssetsPulledByThatConnector": false,
            "isAssignStaticTagToConnectors": false,
            "connectorAppInfos": [
                {
                    "name": "AI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                },
                {
                    "name": "CI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                },
                {
                    "name": "CSA",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                }
            ],
            "defaultTagIds": [],
            "memberConfigurations": {
                "includedMembers": [
                    "TestingManagementGroup"
                ],
                "excludedMembers": []
            },
            "createConnectorForNewSubscriptionsAutomatically": true,
            "disableConnectorsForDeletedManagementGroups": true,
            "createStaticTagsForManagementGroups": false
        }
    ],
    "hasContent": true,
    "hasNext": false,
    "hasPrevious": false,
    "first": true,
    "last": true}



Qualys Connector v1.x
New Azure Organization Connector APIs

31

Attach Azure Member Connector

We are introducing an API endpoint to attach a member connector to the specified Azure 
Organization connector.

Input Parameters

Sample: Attach a Member Connector
API Request:

curl --x "PUT" --location 
'https://<QualysGatewayURL>connectors/v1.0/azure/attach

--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
       --header 'Content-Type: application/json' \

Request Data:

{
    "connectorId" : xxxxxxx,
    "organizationConnectorId": xxxxxxx
}

Response:

{
            "id": 1204278,
            "uuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "customerId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "userUuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "username": "abcde_xxxx",
            "name": "Azure Org",
            "description": "",
            "defaultTagIds": null,
            "state": "FINISHED_SUCCESS",

API /connectors/v1.0/azure/attach

New or Updated APIs New

Operator PUT

Parameter Mandatory/Optional Data 
Type

Description

organizationConnecto
rId

Mandatory Integer The ID (s) of the organization 
connector you want to attach 
member connectors to.

connectorId Mandatory Integer The connectors to attach.



Qualys Connector v1.x
New Azure Organization Connector APIs

32

            "cloudType": "AZURE",
            "isRemediationEnabled": true,
            "isDisabled": true,
            "isDeleted": false,
            "scanUuid": null,
            "activatedModules": [
                "QWEB_VM",
                "CLOUDVIEW"
            ],
            "connectorAppInfos": [
                {
                    "name": "AI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                },
                {
                    "name": "CI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                },
                {
                    "name": "CSA",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                }
            ],
            "lastSynced": "2023-05-15T11:53:05.580+00:00",
            "isAttachedToOrgConnector": false,
            "organizationId": null,
            "organizationConnectorId": null,
            "parentId": null

        }
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Detach Azure Member Connector

We are introducing an API endpoint to detach member connectors from the specified 
Azure Organization connector.

Input Parameters

Sample: Detach a Member Connector
API Request:

curl --x "PUT" --location 
'https://<QualysGatewayURL>connectors/v1.0/azure/detach

--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
       --header 'Content-Type: application/json' \

Request Data:

    [xxxxxx]

Response:

{
    "currentPage": 0,
    "currentPageSize": 1,
    "totalPages": 1,
    "numberOfElements": 1,
    "content": [
        {
            "id": 1204278,
            "uuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "customerId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "userUuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "username": "abcde_xxxx",
            "name": "Azure Org",
            "description": "",

API /connectors/v1.0/azure/detach

New or Updated APIs New

Operator PUT

Parameter Mandatory/Optional Data 
Type

Description

connectorId Mandatory Integer The ID (s) of the connector you 
want to detach from Org.
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            "defaultTagIds": null,
            "state": "FINISHED_SUCCESS",
            "cloudType": "AZURE",
            "isRemediationEnabled": true,
            "isDisabled": true,
            "isDeleted": false,
            "scanUuid": null,
            "activatedModules": [
                "QWEB_VM",
                "CLOUDVIEW"
            ],
            "connectorAppInfos": [
                {
                    "name": "AI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                },
                {
                    "name": "CI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                },
                {
                    "name": "CSA",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null
                }
            ],
            "lastSynced": "2023-05-15T11:53:05.580+00:00",
            "isAttachedToOrgConnector": false,
            "organizationId": null,
            "organizationConnectorId": null,
            "parentId": null
        }
    ],
    "hasContent": true,
    "hasNext": false,
    "hasPrevious": false,
    "first": true,
    "last": true
}



Qualys Connector v1.x
New Azure Organization Connector APIs

35

Get Attached Member Connectors

We are introducing an API endpoint to get the list of attached azure member connectors.

Sample: Get List of Member Connectors
API Request:

curl --location 'https://<QualysGatewayURL>/connectors/v1.0/org/azure/member-
connectors/xxxxxx"

--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json' \

Response:

{
    "currentPage": 0,
    "currentPageSize": 1,
    "totalPages": 1,
    "numberOfElements": 1,
    "content": [
        {
            "id": xxxxxxx,
            "uuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "customerId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "userUuid": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "username": "abcde_xxxx",
            "name": " AI _Pay-As-You-Go",
            "description": "",
            "defaultTagIds": null,
            "state": "FINISHED_SUCCESS",
            "cloudType": "AZURE",
            "isRemediationEnabled": true,
            "isDisabled": false,
            "isDeleted": false,
            "scanUuid": null,
            "activatedModules": [
                "CLOUDVIEW"

            ],

            "connectorAppInfos": [

API /connectors/v1.0/org/azure/member-
connectors/{organizationConnectorId}

New or Updated APIs New

Operator GET
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                {
                    "name": "AI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null

                },

                {

                    "name": "CI",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null

                },

                {

                    "name": "CSA",
                    "identifier": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
                    "tagId": null,
                    "tagMetadata": null

                }

            ],

            "lastSynced": "2023-05-25T06:06:07.493+00:00",
            "isAttachedToOrgConnector": true,
            "organizationId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx",
            "organizationConnectorId": xxxxxx,
            
"parentId": "/providers/Microsoft.Management/managementGroups/QAtesting3"

        }

    ],

    "hasContent": true,
    "hasNext": false,
    "hasPrevious": false,
    "first": true,
    "last": true
}
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Get Last Job Summary of Organization Connectors

We are introducing an API endpoint to get the errors occurred during the last run of an 
Azure Organization connector.

Sample: Get Last Job Summary
API Request:

curl --location 'https://<QualysGatewayURL>/connectors/v1.0/org/azure/last-job-
summary/xxxxxx

--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json' \

Response:

{
    "currentPage": 0,
    "currentPageSize": 1,
    "totalPages": 1,
    "numberOfElements": 1,
    "content": [
        {
            "type": null,
            "errorMsg": "An exception occurred while running Org Connector. 
Contact support to resolve the issue.",
            "created": "2023-05-08T05:43:57.000+00:00"
        }
    ],
    "hasContent": true,
    "hasNext": false,
    "hasPrevious": false,
    "first": true,
    "last": true
}

API /connectors/v1.0/org/azure/last-job-
summary/{organizationConnectorId}

New or Updated APIs New

Operator GET
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Delete Azure Organization Connector

We are introducing an API endpoint to delete an Azure Organization connector. Deleting 
the Org connector detaches the member connector associated with it.

Sample: Delete an Organization Connector
API Request:

curl --x "DELETE" --location 
'https://<QualysGatewayURL>/connectors/v1.0/org/azure/xxxxxx

--header 'Authorization: Bearer xxxxxxxxxxxxxxxxxxxxxxxxxxxx' \
--header 'Content-Type: application/json' \

API /connectors/v1.0/org/azure/{organizationConnect
orId}

New or Updated APIs New

Operator DELETE
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Error Codes
Listed below are the error codes you may run into when running the above APIs with 
description and why the error occurred.

Code Message Description

400 BAD_REQUEST The request was marked as invalid 
or incorrect.

404 NOT_FOUND The requested resource was not 
found.

409 CONFLICT The requested resource was 
already present.

401 Unauthorized error User does not have sufficient 
permission for the request.
or
Authorization exception while 
validating Azure credentials with 
cloud.

500 INTERNAL_SERVER_ERROR 
/ INTERNAL_ERROR

Any other Run Time Errors.

403 You have reached the 
maximum number of 

connectors allowed for your 
license. Contact your 

Technical Account Manager 
(TAM) or Qualys Support to 

modify the limit.

CV Connectors license count has 
been exhausted for customer.
or
CV subscription is expired.
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