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Qualys Cloud Platform v3.x
WAS API: Added Support for Scanning Swagger/OpenAPI file
WAS API: Added Support for Scanning Swagger/OpenAPI file 

With this release, you can now scan Swagger-based REST APIs for vulnerabilities. To scan 
the API, you need to specify the content of the Swagger/OpenAPI file in YAML or JSON 
format in the new parameter “swaggerFile” when creating or updating a web application. 
Note that we support scanning single API at a time.

For scanning Swagger-based REST APIs, the web application URL should point to the 
Swagger file host or OpenAPI server URL as per the API definition. Before adding the file 
content, you must encode the file content into base64 format. It is your responsibility to 
verify that you have permission to scan APIs that you specify as a scan target.

To remove the API file that you added to the web application, add a blank “swaggerFile” tag 
in the update web application request.

Currently, we support:

- Swagger file with (2.0)/(3.0) in YAML or JSON format.

- Maximum file size limit of 5 MB before compression.

Permissions

- You must have the WAS module enabled.

- You must have “API access” and “Access WAS module” permissions.

- You must have “Create/Edit/View web application” permissions. 

Sample: Get Swagger/OpenAPI details associated with a web application
API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml" 
"https://qualysapi.qualys.com/rest/3.0/get/was/webapp/2797037"

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/xsd/3.0/w
as/webapp.xsd">
    <responseCode>SUCCESS</responseCode>

API affected /qps/rest/3.0/get/was/webapp/<id>
/qps/rest/3.0/create/was/webapp
/qps/rest/3.0/update/was/webapp/<id>

New or Updated APIs Updated API

DTD or XSD changes Yes
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Qualys Cloud Platform v3.x
WAS API: Added Support for Scanning Swagger/OpenAPI file
    <count>1</count>
    <data>
        <WebApp>
            ....
            <crawlingScripts>
                <count>0</count>
            </crawlingScripts>
            <swaggerFile>
                <id>601</id>
                <name>ajax.yml</name>
                
<content>LS0tDQpzd2FnZ2VyOiAnMi4wJw0KaW5mbzoNCiAgZGVzY3JpcHRpb246IFRoaXMQualys Cloud Platform v3.x
WAS API: Added Support for Scanning Swagger/OpenAPI file=</content>
                <fileSize>2909</fileSize>
            </swaggerFile>
        </WebApp>
    </data>
</ServiceResponse>

Sample: Create a web application with Swagger/OpenAPI file

Let us associate an API file with a web application. The web application URL should point 
to the Swagger file host or OpenAPI server URL as per the API definition. You must encode 
the API file content into base64 format.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" -- 
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/create/was/webapp/" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
    <data>
        <WebApp>
            <name><![CDATA[My Web Application]]></name>
            <url><![CDATA[http://mywebapp.com]]></url>
            <swaggerFile>
                <name>ajax.yml</name>
                
<content>LS0tDQpzd2FnZ2VyOiAnMi4wJw0KaW5mbzoNCiAgZGVzY3JpcHRpb246IFRoaXM
gaXMgYSBzYW1wbGUgUkVTVCBhcGkgc2VydmVyLg0KICB2ZXJzaW9uOiAxLjAuMA0KICB0aXR
sZTogU3dhZ2dlciBXaXRoIFZ1bG5lcmFiaWxpdHkNCiAgdGVybXNPZlNlcnZpY2U6IGh0dHA
6Ly9zd2FnZ2VyLmlvL3Rlcm1zLw0KICBjb250YWN0Og0KICAgIGVtYWlsOiBjYXNhcmF3YWx
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Qualys Cloud Platform v3.x
WAS API: Added Support for Scanning Swagger/OpenAPI fileQualys Cloud Platform v3.x
WAS API: Added Support for Scanning Swagger/OpenAPI file
pbmQgb3V0IG1vcmUgYWJvdXQgU3dhZ2dlcg0KICB1cmw6IGh0dHA6Ly9zd2FnZ2VyLmlvDQo
=</content>
            </swaggerFile>
        </WebApp>
    </data>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/xsd/3.0/w
as/webapp.xsd">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <data>
        <WebApp>
            <id>87452</id>
            <name>
                <![CDATA[My Web Application]]>
            </name>
            <url>
                <![CDATA[http://mywebapp.com]]>
            </url>
            ...
            <crawlingScripts>
                <count>0</count>
            </crawlingScripts>
            <swaggerFile>
                <id>601</id>
                <name>ajax.yml</name>
                
<content>LS0tDQpzd2FnZ2VyOiAnMi4wJw0KaW5mbzoNCiAgZGVzY3JpcHRpb246IFRoaXMQualys Cloud Platform v3.x
WAS API: Added Support for Scanning Swagger/OpenAPI file=</content>
                <fileSize>2909</fileSize>
            </swaggerFile>
        </WebApp>
    </data>
</ServiceResponse>

Sample: Update a web application to remove the Swagger/OpenAPI file
Let us remove the API file associated with web application by sending a blank 
<swaggerFile/>.
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Qualys Cloud Platform v3.x
WAS API: Added Support for Scanning Swagger/OpenAPI file
API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" -- 
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/update/was/webapp/87453" < 
file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
    <data>
        <WebApp>
            <swaggerFile/>
        </WebApp>
    </data>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/xsd/3.0/w
as/webapp.xsd">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <data>
        <WebApp>
            <id>87453</id>
        </WebApp>
    </data>
</ServiceResponse>

Updated XSD

<platform API server>/qps/xsd/3.0/was/webapp.xsd

We added the element "swaggerFile" in the XSD.

...
           </xs:element>
           <xs:element name="useSitemap" type="xs:boolean" default="false" 
minOccurs="0"/>
           <xs:element name="headers" type="WebAppHeaderList" 
minOccurs="0"/>
           <xs:element name="malwareMonitoring" type="xs:boolean" 
minOccurs="0"/>
           <xs:element name="malwareNotification" type="xs:boolean" 
minOccurs="0"/>
           <xs:element name="malwareTaskId" type="xs:long" minOccurs="0"/>
8



Qualys Cloud Platform v3.x
WAS API: Added Support for Scanning Swagger/OpenAPI file
           <xs:element name="malwareScheduling" 
type="SchedulePlanification" minOccurs="0"/>
           <xs:element name="tags" type="TagList" minOccurs="0"/>
           <xs:element name="comments" type="CommentList" minOccurs="0"/>
           <xs:element name="isScheduled" type="xs:boolean" 
minOccurs="0"/>
           <xs:element name="lastScan" type="WasScan" minOccurs="0"/>
           <xs:element name="createdBy" type="User" minOccurs="0"/>
           <xs:element name="createdDate" type="xs:dateTime" 
minOccurs="0"/>
           <xs:element name="updatedBy" type="User" minOccurs="0"/>
           <xs:element name="updatedDate" type="xs:dateTime" 
minOccurs="0"/>
           <xs:element name="screenshot" type="Cdata" minOccurs="0"/>
           <xs:element name="proxy" type="HttpProxy" minOccurs="0"/>
           <xs:element name="config" type="WebAppConfig" minOccurs="0"/>
           <xs:element name="crawlingScripts" type="CrawlingScriptList" 
minOccurs="0"/>
           <xs:element name="lastScanStatus" type="WasLastScanStatus" 
minOccurs="0"/>
           <xs:element name="removeFromSubscription" type="xs:boolean" 
minOccurs="0"/>
           <xs:element name="reactivateIfExists" type="xs:boolean" 
minOccurs="0"/>
           <xs:element name="postmanCollection" 
type="WasPostmanCollection" minOccurs="0"/>
           <xs:element name="swaggerFile" type="FileData" minOccurs="0"/>
...
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Qualys Cloud Platform v3.x
WAS API: Added Support for Scanning Postman Collection files
WAS API: Added Support for Scanning Postman Collection files 

With this release, we now support scanning Postman Collection file from API. We have 
added new parameters to specify 1) Postman Collection File, 2) Postman Environment 
Variables File, and 3) Postman Global variables File when creating or updating a web 
application. While creating the web application, the Postman Collection File is a 
mandatory parameter whereas specifying the Postman Environmental Variables and 
Postman Global Variables files is optional.

We added 3 new parameters: “collection” for specifying Postman Collection File content, 
“environmentVariable” for specifying Postman Environment Variables File, and 
“globalVariable” for specifying Global Variables File. All these 3 tags are part of the 
“postmanCollection” tag.

Note that before adding the file content, you must encode the file content into base64 
format. 

You can remove the 3 files. To remove,

- Postman Environment Variables File, send a blank “environmentVariable” tag.

- Postman Global Variables File, send a blank “globalVariable” tag.

- Postman Collection File, send either a blank "postmanCollection" or “collection” tag. This 
will also remove the variables file if added.

Permissions

- You must have the WAS module enabled.

- You must have “API access” and “Access WAS module” permissions.

- You must have “Create/Edit/View web application” permissions.

- You must have the 'ENABLE_POSTMAN_COLLECTION' option enabled for your account. 
If this option is not enabled, contact Qualys Support to enable this option.

Sample: Get Postman Collection file details associated with a web application

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml" 
"https://qualysapi.qualys.com/rest/3.0/get/was/webapp/87452"

API affected /qps/rest/3.0/get/was/webapp/<id>
/qps/rest/3.0/create/was/webapp
/qps/rest/3.0/update/was/webapp/<id>

New or Updated APIs Updated API

DTD or XSD changes Yes
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Qualys Cloud Platform v3.x
WAS API: Added Support for Scanning Postman Collection files
XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/xsd/3.0/w
as/webapp.xsd">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <data>
        <WebApp>
            <id>87452</id>
            ...
            <postmanCollection>
                <collection>
                    <id>221</id>
                    <name>NoBodyGetAddRetrieveUpdateTrainer
                    BreedPuppyv2.json</name>
                   <content>Qualys Cloud Platform v3.x
WAS API: Added Support for Scanning Postman Collection filesQualys Cloud Platform v3.x
WAS API: Added Support for Scanning Postman Collection files
ICBcImdlbmRlclwiOiBcIm1hbGVcIlxyXG4gIH0iCgkJCQl9LAoJCQkJImRlc2NyaXB0aW9u
IjogIlVwZGF0ZSBhIHNwZWNpZmljIHB1cHB5IHJlcXVlc3QgIHRvIFF1YWx5c1BldFN0b3Jl
IENvbGxlY3Rpb24iCgkJCX0sCgkJCSJyZXNwb25zZSI6IFtdCgkJfQoJXQp9</content>
                <fileSize>4473</fileSize>
                </collection>
                <environmentVariable>
                    <id>223</id>
                    <name>QPS68-
72EnvVariable.postman_environment.json</name>
                    
<content>ewoJImlkIjogIjcxNTBhYjIyLWE1MDQtNGEzNC05MTkzLTEzMDViOTA3YTk5YyI</content>
                    <fileSize>614</fileSize>
                </environmentVariable>
                <globalVariable>
                    <id>222</id>
                    <name>globals.postman_globals.json</name>
                    
<content>ewogICJpZCI6ICIwNTY5YzkzYS02YzRjLWFkMDItNDI3Yi0wMDU2ZjEyMjU2NjQ=
=</content>
                    <fileSize>694</fileSize>
                </globalVariable>
            </postmanCollection>
        </WebApp>
    </data>
</ServiceResponse>
13



Qualys Cloud Platform v3.x
WAS API: Added Support for Scanning Postman Collection files
Sample: Create a web application and add collection files

Let us add content of collection, environment variable, and global variable files using the 
Create web application API.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" -- 
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/create/was/webapp/" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
    <data>
        <WebApp>
            <name><![CDATA[My Web Application]]></name>
            <url><![CDATA[http://mywebapp.com]]></url>
            <postmanCollection>
                <collection>
                    <name>NoBodyGetAddRetrieveUpdateTrainer
                     BreedPuppyv2.json</name>
                    <content>ewoJInZhcmlhYmxlcyI6IFtdLAoJImluZm8iOiB7CQualys Cloud Platform v3.x
WAS API: Added Support for Scanning Postman Collection filesQualys Cloud Platform v3.x
WAS API: Added Support for Scanning Postman Collection files
QkJCX0sCgkJCQkJewoJCQkJCQkia2V5IjogIkNvbnRlbnQtVHlwZSIsCgkJCQkJCSJ2YWx1Z
SI6ICJhcHBsaWNhdGlvbi9qc29uIiwKCQkJCQkJImRlc2NyaXB0aW9uIjogIiIKCQkJCQl9C
gkJCQldLAoJCQkJImJvZHkiOiB7CgkJCQkJIm1vZGUiOiAicmF3IiwKCQkJCQkicmF3IjogI
iB7XHJcbiAgICBcImJyZWVkX2lkXCI6IDQsXHJcbiAgICBcInRyYWluZXJfaWRcIjogMixcc
lxuICAgIFwiYWdlXCI6IDIsXHJcbiAgICBcImdlbmRlclwiOiBcIm1hbGVcIlxyXG4gIH0iC
gkJCQl9LAoJCQkJImRlc2NyaXB0aW9uIjogIlVwZGF0ZSBhIHNwZWNpZmljIHB1cHB5IHJlc
XVlc3QgIHRvIFF1YWx5c1BldFN0b3JlIENvbGxlY3Rpb24iCgkJCX0sCgkJCSJyZXNwb25zZ
SI6IFtdCgkJfQoJXQp9</content>
                </collection>
                <environmentVariable>
                    <name>QPS68-72EnvVariable.postman_environment.json
                    </name>
                    
<content>ewoJImlkIjogIjcxNTBhYjIyLWE1MDQtNGEzNC05MTkzLTEzMDViOTA3YTk5YyI</content>
                </environmentVariable>
                <globalVariable>
                    <name>globals.postman_globals.json</name>
                    
<content>ewogICJpZCI6ICIwNTY5YzkzYS02YzRjLWFkMDItNDI3Yi0wMDU2ZjEyMjU2NjQ=
=</content>
                </globalVariable>
            </postmanCollection>
        </WebApp>
    </data>
</ServiceRequest>
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XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/xsd/3.0/w
as/webapp.xsd">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <data>
        <WebApp>
            <id>87452</id>
            <name>
                <![CDATA[My Web Application]]>
            </name>
            <url>
                <![CDATA[http://mywebapp.com]]>
            ...
            <postmanCollection>
                <collection>
                    <id>221</id>
                    
<name>NoBodyGetAddRetrieveUpdateTrainerBreedPuppyv2.json</name>
                    
<content>ewoJInZhcmlhYmxlcyI6IFtdLAoJImluZm8iOiB7CgkJIm5hbWUiOiAiUXVhbHlQualys Cloud Platform v3.x
WAS API: Added Support for Scanning Postman Collection filesQualys Cloud Platform v3.x
WAS API: Added Support for Scanning Postman Collection files</c
ontent>
                    <fileSize>4473</fileSize>
                </collection>
                <environmentVariable>
                    <id>223</id>
                    <name>QPS68-
72EnvVariable.postman_environment.json</name>
                    
<content>ewoJImlkIjogIjcxNTBhYjIyLWE1MDQtNGEzNC05MTkzLTEzMDViOTA3YTk5YyI</content>
                    <fileSize>614</fileSize>
                </environmentVariable>
                <globalVariable>
                    <id>222</id>
                    <name>globals.postman_globals.json</name>
                    
<content>ewogICJpZCI6ICIwNTY5YzkzYS02YzRjLWFkMDItNDI3Yi0wMDU2ZjEyMjU2NjQ=
=</content>
                    <fileSize>694</fileSize>
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                </globalVariable>
            </postmanCollection>
        </WebApp>
    </data>
</ServiceResponse>

Sample: Update a web application to remove the Environment and Global Variable files
Let us remove the content of the Environment Variable and Global Variable files that are 
added to the web application, by sending the blank "globalVariable" and 
"environmentVariable" tags.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" -- 
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/update/was/webapp/87453" < 
file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
    <data>
        <WebApp>
            <postmanCollection>
                <globalVariable/>
                <environmentVariable/>
            </postmanCollection>
        </WebApp>
    </data>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/xsd/3.0/w
as/webapp.xsd">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <data>
        <WebApp>
            <id>87453</id>
        </WebApp>
    </data>

      </ServiceResponse>
20
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Sample: Update the web application to remove the Postman collection files

Let us remove the entire Postman Collection and variable files by sending the blank 
"postmanCollection" tag.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" -- 
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/update/was/webapp/87453" < 
file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
    <data>
        <WebApp>
            <postmanCollection/>
        </WebApp>
    </data>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/xsd/3.0/w
as/webapp.xsd">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <data>
        <WebApp>
            <id>87453</id>
        </WebApp>
    </data>

      </ServiceResponse>

Updated XSD

<platform API server>/qps/xsd/3.0/was/webapp.xsd

We added a new element <postmanCollection> in the XSD. The <postmanCollection> 
element contains <collection>, <environmentVariable>, and <globalVariable> elements.

...
           </xs:element>
           <xs:element name="useSitemap" type="xs:boolean" default="false" 
minOccurs="0"/>
           <xs:element name="headers" type="WebAppHeaderList" 
minOccurs="0"/>
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           <xs:element name="malwareMonitoring" type="xs:boolean" 
minOccurs="0"/>
           <xs:element name="malwareNotification" type="xs:boolean" 
minOccurs="0"/>
           <xs:element name="malwareTaskId" type="xs:long" minOccurs="0"/>
           <xs:element name="malwareScheduling" 
type="SchedulePlanification" minOccurs="0"/>
           <xs:element name="tags" type="TagList" minOccurs="0"/>
           <xs:element name="comments" type="CommentList" minOccurs="0"/>
           <xs:element name="isScheduled" type="xs:boolean" 
minOccurs="0"/>
           <xs:element name="lastScan" type="WasScan" minOccurs="0"/>
           <xs:element name="createdBy" type="User" minOccurs="0"/>
           <xs:element name="createdDate" type="xs:dateTime" 
minOccurs="0"/>
           <xs:element name="updatedBy" type="User" minOccurs="0"/>
           <xs:element name="updatedDate" type="xs:dateTime" 
minOccurs="0"/>
           <xs:element name="screenshot" type="Cdata" minOccurs="0"/>
           <xs:element name="proxy" type="HttpProxy" minOccurs="0"/>
           <xs:element name="config" type="WebAppConfig" minOccurs="0"/>
           <xs:element name="crawlingScripts" type="CrawlingScriptList" 
minOccurs="0"/>
           <xs:element name="lastScanStatus" type="WasLastScanStatus" 
minOccurs="0"/>
           <xs:element name="removeFromSubscription" type="xs:boolean" 
minOccurs="0"/>
           <xs:element name="reactivateIfExists" type="xs:boolean" 
minOccurs="0"/>
           <xs:element name="postmanCollection" 
type="WasPostmanCollection" minOccurs="0"/>
           <xs:element name="swaggerFile" type="FileData" minOccurs="0"/>
...
    <xs:complexType name="WasPostmanCollection">
        <xs:all>
            <xs:element name="collection" type="FileData" minOccurs="0"/>
            <xs:element name="environmentVariable" type="FileData" 
minOccurs="0"/>
            <xs:element name="globalVariable" type="FileData" 
minOccurs="0"/>
        </xs:all>
    </xs:complexType>
...
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WAS API: Added Support for Parameters in Selenium Script for 
Authentication

With this release, you can now specify username and password in the authentication 
record for Selenium authentication type and then use them in the Selenium script. You 
can use these 2 placeholders: @@authusername@@ and @@authpassword@@ inside the 
selenium script. The names of the placeholders are case insensitive.

During the scan, we will replace @@authusername@@ and @@authpassword@@ with the 
username and password that you have specified in the authentication record.

Using the placeholders in the script has several advantages. It allows 1) changing the login 
credentials without the need to change the selenium script, 2) credentials encryption in 
transit for selenium authentication, and 3) masking of credentials in scan results for 
selenium authentication scans.

We added a new parameter “seleniumCreds” that when set to “true” allows you to add 
@@authusername@@ and @@authpassword@@ inside the selenium script. If you set the 
parameter to “false”, then adding the placeholders in the script will return an error.

Permissions

- You must have WAS module enabled.

- You must have “API Access” and “Access WAS module” permissions. 

- You must have “Create/Edit/View Authentication Record” permissions.

Sample: Create an Authentication Record and add a Selenium script with placeholders
Let us create an authentication record to add @@authusername@@ and 
@@authpassword@@ inside the selenium script and set the parameter “seleniumCreds” to 
"true" in the authentication record.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" -- 
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/create/was/webappauthrecord" < 
file.xml
Note: “file.xml” contains the request POST data.

API affected /qps/rest/3.0/get/was/webappauthrecord/<id>
/qps/rest/3.0/create/was/webappauthrecord
/qps/rest/3.0/update/was/webappauthrecord/<id>

New or Updated APIs Updated API

DTD or XSD changes Yes
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Request POST data

<ServiceRequest>
   <data>
      <WebAppAuthRecord>
         <name><![CDATA[My auth record]]></name>
         <formRecord>
            <type>SELENIUM</type>
            <seleniumScript>
            ...
            <tr><td>type</td><td>name=username</td>
            <td>@@authusername@@</td></tr>
            <tr><td>type</td><td>name=password</td>
            <td>@@authpassword@@</td></tr>
           ...
            </seleniumScript>
            <seleniumCreds>true</seleniumCreds>
            <fields>
               <set>
                  <WebAppAuthFormRecordField>
                     <name>username</name>
                     <value>spp2</value>
                  </WebAppAuthFormRecordField>
                  <WebAppAuthFormRecordField>
                     <name>password</name>
                     <value>secret</value>
                  </WebAppAuthFormRecordField>
               </set>
            </fields>
         </formRecord>
      </WebAppAuthRecord>
   </data>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/xsd/3.0/w
as/webappauthrecord.xsd">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <data>
        <WebAppAuthRecord>
            <id>804942</id>
            <name>
                <![CDATA[My auth record]]>
            </name>
               ...
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                <formRecord>
                <type>SELENIUM</type>
                <authVault>false</authVault>
                <seleniumCreds>true</seleniumCreds>
                <seleniumScript>
                    <name>
                        <![CDATA[
                        My Selenium Script
                    ]]>
                    </name>
                    <data>
                    ...
                                       <tr>
                                            <td>type</td>
                                            <td>name=username</td>
                                            <td>@@authusername@@</td>
                                        </tr>
                                        <tr>
                                            <td>type</td>
                                            <td>name=password</td>
                                            <td>@@authpassword@@</td>
                                        </tr>
                     ...

Updated XSD

<platform API server>/qps/xsd/3.0/was/webappauthrecord.xsd

We added a new element “seleniumCreds” in the XSD.

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema
    xmlns:xs="http://www.w3.org/2001/XMLSchema"
    elementFormDefault="qualified">
 
    <!-- REQUEST -->
    <xs:element name="ServiceRequest">
    ...
    <xs:complexType name="WebAppAuthFormRecord">
        <xs:all>
            ...
            <xs:element name="seleniumCreds" type="xs:boolean" 
default="false" minOccurs="0"/>
            <xs:element name="seleniumScript" type="SeleniumScript" 
minOccurs="0"/>
            <xs:element name="authVaultDetails" type="AuthVaultDetails" 
minOccurs="0"/
        </xs:all>
    </xs:complexType>
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AM API: Change of Behavior for Deleting Assets

Earlier, the delete asset request did not sync into the Vulnerability Management, Policy 
Compliance, and Security Configuration Assessment modules. Now, the delete request 
will delete VM-enabled assets in an asynchronous way and hence it will take some time to 
delete assets across all modules. It will also take time for the changes to reflect in the API 
response and on the UI. This change is to ensure a consistent asset count between all 
modules. After this change, by default, there will be a daily purge limit of deleting 50000 
assets per day. However, the daily purge limit is configurable at the platform level and 
might change in future.

API affected /qps/rest/2.0/delete/am/hostasset/<assetId>
/qps/rest/2.0/delete/am/asset/<assetId>
/qps/rest/2.0/delete/am/hostasset/
/qps/rest/2.0/delete/am/asset/
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AM API: Added Support for Succeeded State for Azure Instances

For the Get Host Assets and Search Host Assess API calls made for Azure instances, we 
have now added support for the Succeeded state in the responses.

Sample: Get host asset API returns succeeded state for a host asset
The Get response for a host asset also returns the succeeded state.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "GET" --
"https://qualysapi.qualys.com/rest/2.0/get/am/hostasset//8705528"

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/xsd/2.0/a
m/hostasset.xsd">
     <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <data>
        <HostAsset>
            id>8705528</id>
      <name>vj-por-17433-wi</name>
      <created>2021-05-20T07:53:29Z</created>
      <modified>2021-06-24T20:45:51Z</modified>
      <type>HOST</type>
      <tags>
        <list>
          <TagSimple>
            <id>14243045</id>
            <name>azure</name>
          </TagSimple>
          <TagSimple>
            <id>11447393</id>
            <name>Internet Facing Assets</name>
          </TagSimple>
          <TagSimple>
            <id>13208192</id>
            <name>ip range</name>
          </TagSimple>

API affected /qps/rest/2.0/get/am/hostasset/
/qps/rest/2.0/search/am/hostasset

New or Updated APIs Updated API

DTD or XSD changes Yes
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        </list>
      </tags>
      ...
            <location>eastus</location>
            <vmSize>Standard_B1s</vmSize>
            <vmId>0c8205d9-2f7a-4ef9-8c0e-de784ba93983</vmId>
            <offer>WindowsServer</offer>
            <state>SUCCEEDED</state>
            <publisher>MicrosoftWindowsServer</publisher>
            <version>latest</version>
            <osType>Windows</osType>
            ...
    </HostAsset>
  </data>
</ServiceResponse>        </HostAsset>
    </data>
</ServiceResponse>

Sample: Search host asset API returns succeeded state for a host asset
The Search response for a host asset also returns the succeeded state.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
"https://qualysapi.qualys.com/rest/2.0/search/am/tag" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
    <filters>
        <<Criteria field="state" operator="EQUALS">SUCCEEDED</Criteria>
   </filters>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/xsd/2.0/a
m/hostasset.xsd">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <hasMoreRecords>false</hasMoreRecords>
    <data>
    <HostAsset>
      <id>8705528</id>
      <name>vj-por-17433-wi</name>
      <created>2021-05-20T07:53:29Z</created>
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      <modified>2021-06-24T20:45:51Z</modified>
      <type>HOST</type>
      ...
          <AssetSource/>
          <AzureAssetSourceSimple>
            <assetId>8705528</assetId>
            <type>AZURE</type>
            <firstDiscovered>2021-05-20T07:53:29Z</firstDiscovered>
            <lastUpdated>2021-06-24T20:45:51Z</lastUpdated>
            <azureVmTags>
              <tags>
                <list>
                  <AzureTags>
                    <key>Name</key>
                    <value>vj-por-17433-win-vm</value>
                  </AzureTags>
                </list>
              </tags>
            </azureVmTags>
            <name>vj-por-17433-win-vm</name>
            <location>eastus</location>
            <vmSize>Standard_B1s</vmSize>
            <vmId>0c8205d9-2f7a-4ef9-8c0e-de784ba93983</vmId>
            <offer>WindowsServer</offer>
            <state>SUCCEEDED</state>
            ...
    </HostAsset>
  </data>
</ServiceResponse>

XSD update for asset.xsd file

XSD: <platform API server>/qps/xsd/2.0/am/asset.xsd

We added SUCCEEDED element to asset.XSD file.

<simpleType name="AssetSourceStateCode">
<restriction base="string">
            <enumeration value="PENDING"/>
            <enumeration value="RUNNING"/>
            <enumeration value="SHUTTING_DOWN"/>
            <enumeration value="TERMINATED"/>
            <enumeration value="STOPPING"/>
            <enumeration value="STOPPED"/>
            <enumeration value="DEALLOCATED"/>
            <enumeration value="DEALLOCATING"/>
            <enumeration value="CREATING"/>
            <enumeration value="STARTING"/>
            <enumeration value="DELETING"/>
            <enumeration value="DELETED"/>
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            <enumeration value="UPDATING"/>
            <enumeration value="FAILED"/>
            <enumeration value="MOVING"/>
            <enumeration value="PROVISIONING"/>
            <enumeration value="CREATING_IMAGE"/>
            <enumeration value="TERMINATING"/>
            <enumeration value="SUCCEEDED"/>  <!--new tag added -->
            <enumeration value="UNSUPPORTED"/>
        </restriction>

       </simpleType>
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AM API: Added Support for Calculating Asset Criticality

With this release, you can now assign criticality to asset tags which is then assigned to 
assets. We have added a new parameter, Criticality Score that allows you add a criticality 
to asset tags. Asset Criticality score is calculated on the basis of attached tags. If multiple 
tags are attached to an asset, then the highest criticality value from assigned tags is 
considered as criticality score for an asset.

You can refer to the following sample requests, responses, and XSD updates:

Sample: Create an asset tag and assign criticality score

Sample: Search an asset tag with criticality score

Sample: Update an asset tag with criticality score

Sample: Update an asset tag with criticality score and tag ID in URL

XSD update for tag.xsd file

Sample: Search host asset API returns criticality score for a host asset

Sample: Get host asset API returns criticality score for a host asset

Sample: Search asset API returns criticality score for an asset

Sample: Get asset API returns criticality score for an asset

XSD update for asset.xsd file

Sample: Create an asset tag and assign criticality score

Let us create an asset tag and assign criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
"https://qualysapi.qualys.com/rest/2.0/create/am/tag" < file.xml
Note: “file.xml” contains the request POST data.

API affected qps/rest/2.0/create/am/tag
qps/rest/2.0/search/am/tag
qps/rest/2.0/update/am/tag
qps/rest/2.0/update/am/tag/<tagid>
qps/rest/2.0/search/am/hostasset
qps/rest/2.0/get/am/hostasset/<hostassetid>
qps/rest/2.0/search/am/asset
qps/rest/2.0/get/am/asset/<assetid>

New or Updated APIs Updated API

DTD or XSD changes Yes
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Request POST data

<ServiceRequest>
    <data>
        <Tag>
         <name>critical_3</name>
         <criticalityScore>3</criticalityScore>
         <color>#FFFFFF</color>
        </Tag>
   </data>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/rest/2.0/
create/am/tag">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <data>
        <Tag>
            <id>7824612</id>
            <name>critical_3</name>
            <created>2021-06-08T13:09:00Z</created>
            <modified>2021-06-08T13:09:00Z</modified>
            <color>#FFFFFF</color>
            <criticalityScore>3</criticalityScore>
        </Tag>
    </data>

      </ServiceResponse>

Sample: Search an asset tag with criticality score

Let us search an asset tag with specific criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
"https://qualysapi.qualys.com/rest/2.0/search/am/tag" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
    <filters>
        <Criteria field="criticalityScore"
         operator="EQUALS">
        3</Criteria>
   </filters>
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</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/rest/2.0/
search/am/tag">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <hasMoreRecords>false</hasMoreRecords>
    <data>
        <Tag>
            <id>7824612</id>
            <name>critical_3</name>
            <created>2021-06-08T13:09:00Z</created>
            <modified>2021-06-08T13:09:00Z</modified>
            <color>#FFFFFF</color>
            <criticalityScore>3</criticalityScore>
        </Tag>
    </data>

      </ServiceResponse>

Sample: Update an asset tag with criticality score

Let us update an asset tag with specific criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
"https://qualysapi.qualys.com/rest/2.0/update/am/tag" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
<filters>
<Criteria field="id" operator="EQUALS">11175413</Criteria>
</filters>   
<data>
     <Tag>
       <name>name change3</name>
       <criticalityScore>5</criticalityScore>
        <children>
         <remove>
          <TagSimple><id>123</id></TagSimple>
          <TagSimple><id>456</id></TagSimple>
        </remove>
       </children>
     </Tag>
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    </data>
</ServiceRequest

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/rest/2.0/
update/am/tag">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <hasMoreRecords>false</hasMoreRecords>
    <data>
        <Tag>
            <id>11175413</id>
        </Tag>
    </data>

      </ServiceResponse>

Sample: Update an asset tag with criticality score and tag ID in URL
Let us update an asset tag with specific criticality score and tag ID in URL.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
"https://qualysapi.qualys.com/rest/2.0/update/am/tag/11175413" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
   <data>
     <Tag>
       <name>name change3</name>
       <criticalityScore>5</criticalityScore>
        <children>
         <remove>
          <TagSimple><id>123</id></TagSimple>
          <TagSimple><id>456</id></TagSimple>
        </remove>
       </children>
     </Tag>
    </data>
</ServiceRequest

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/rest/2.0/
update/am/tag">
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    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <hasMoreRecords>false</hasMoreRecords>
    <data>
        <Tag>
            <id>11175413</id>
        </Tag>
    </data>

      </ServiceResponse>

XSD update for tag.xsd file

XSD: <platform API server>/qps/xsd/2.0/am/tag.xsd

We have added criticalityScore element to the tag.xsd file

<?xml version="1.0" encoding="UTF-8"?>
<schema xmlns="http://www.w3.org/2001/XMLSchema" 
  targetNamespace="http://am.oxm.api.portal.qualys.com/v2"
  xmlns:tns="http://am.oxm.api.portal.qualys.com/v2" 
  elementFormDefault="qualified">

 <complexType name="TagSimple">
  <sequence>
   <element name="id" type="long" />
   <element name="name" type="string" />
  </sequence>
 </complexType>

 ... 
 <complexType name="Tag">
  <complexContent>
   <extension base="tns:TagSimple">
    <sequence>
     <element name="parentTagId" type="long" minOccurs="0" />
     <element name="created"  type="dateTime" minOccurs="0" />
     <element name="modified" type="dateTime" minOccurs="0" />
     <element name="color" minOccurs="0">
      <simpleType>
       <restriction base="string">
        <pattern value="#[0-9a-fA-F]{3}([0-9a-fA-F]{3})?" />
       </restriction>
      </simpleType>
     </element>
     <element name="ruleText" type="string" minOccurs="0" />
     <element name="ruleType" type="tns:TagRuleType" minOccurs="0" />
     <element name="srcAssetGroupId" type="long" minOccurs="0" />
     <element name="srcBusinessUnitId" type="long" minOccurs="0" />
     <element name="srcOperatingSystemName" type="string" minOccurs="0" />
     <element name="provider" type="string" minOccurs="0" />
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     <element name="children" type="tns:TagSimpleQList" minOccurs="0" />
     <element name="criticalityScore" type="int" minOccurs="0" />    
</sequence>
   </extension>
  </complexContent>
 </complexType>
</schema>

Sample: Search host asset API returns criticality score for a host asset

Let us search for a host asset and the response will also return the criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
"https://qualysapi.qualys.com/rest/2.0/search/am/hostasset" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
    <filters>
        <Criteria field="name">
         operator="EQUALS">hkencrtest</Criteria>
   </filters>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/rest/2.0/
search/am/hostasset">
    <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <hasMoreRecords>false</hasMoreRecords>
<data>
    <HostAsset>
    <id>3052446</id>
    <name>hkencrtest</name>
    <created>2020-02-06T09:29:23Z</created>
    <modified>2020-10-27T11:56:50Z</modified>
    <type>HOST</type>
    <tags>
        <list>
            <TagSimple>
                <id>13309029</id>
                <name>test-name-tagk8s</name>
        </TagSimple>
...
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        <name>hkencrtest</name>
        <location>centralindia</location>
        <vmSize>Standard_B1ls</vmSize>
        <vmId>bdb01734-17de-4a8b-a846-1fdc0c4ebd90</vmId>
        <offer>UbuntuServer</offer>
        <state>DELETED</state>
        <publisher>Canonical</publisher>
        <version>latest</version>
        <osType>Linux</osType>
        <subnet>default</subnet>
        <subscriptionId>9de9e0a7-4f67-4812-917d-
2246853844e1</subscriptionId>
        <resourceGroupName>hktest10</resourceGroupName>
        <macAddress>00-0D-3A-3E-2A-EE</macAddress>
        <publicIpAddress>13.71.5.220</publicIpAddress>
        <privateIpAddress>172.16.0.4</privateIpAddress>
        </AzureAssetSourceSimple>
    </list>
</sourceInfo>
<criticalityScore>2</criticalityScore>
<fqdn>hkencrtest</fqdn>
...

Sample: Get host asset API returns criticality score for a host asset

The Get response for a host asset also return the criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "GET" --
"https://qualysapi.qualys.com/rest/2.0/get/am/hostasset/3052446"

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/rest/2.0/
search/am/hostasset">
     <responseCode>SUCCESS</responseCode>
    <count>1</count>
    <data>
        <HostAsset>
            <id>3052446</id>
            <name>hkencrtest</name>
            <created>2020-02-06T09:29:23Z</created>
            <modified>2020-10-27T11:56:50Z</modified>
            <type>HOST</type>
            <tags>
                ...            </sourceInfo>
            <criticalityScore>2</criticalityScore>
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            <os>Linux</os>
            <dnsHostName>hkencrtest</dnsHostName>
            <address>13.71.5.220</address>
            <trackingMethod>VIRTUAL_MACHINE_ID</trackingMethod>
            <networkInterface>
                ...
            </networkInterface>
            <isDockerHost>false</isDockerHost>
        </HostAsset>
    </data>
</ServiceResponse>

Sample: Search asset API returns criticality score for an asset
Let us search for a asset and the response will also return the criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
"https://qualysapi.qualys.com/rest/2.0/search/am/asset" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
    <filters>
        <Criteria field="name"
         operator="EQUALS">hkencrtest</Criteria>
   </filters>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"   
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/rest/2.0/sea
rch/am/asset.xsd">
    <responseCode>SUCCESS</responseCode>
<count>1</count>
<hasMoreRecords>false</hasMoreRecords>
<data>
    <Asset>
    <id>3052446</id>
    <name>hkencrtest</name>
    <created>2020-02-06T09:29:23Z</created>
    <modified>2020-10-27T11:56:50Z</modified>
    <type>HOST</type>
    ...
    <criticalityScore>2</criticalityScore>
    </Asset>
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</data>
</ServiceResponse>

Sample: Get asset API returns criticality score for an asset
The Get response for a asset also return the criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "GET" --
"https://qualysapi.qualys.com/rest/2.0/get/am/asset/3052446"

XML Output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qps/rest/2.0/sea
rch/am/asset">
     <responseCode>SUCCESS</responseCode>
<count>1</count>
<data>
    <Asset>
        <id>3052446</id>
        <name>hkencrtest</name>
        <created>2020-02-06T09:29:23Z</created>
        <modified>2020-10-27T11:56:50Z</modified>
       <type>HOST</type>
       <tags>
          <list>
...
          </sourceInfo>
          <criticalityScore>2</criticalityScore>
      </Asset>
   </data>
</ServiceResponse>

XSD update for asset.xsd file

XSD: <platform API server>/qps/xsd/2.0/am/asset.xsd

We added criticalityScore element to asset.XSD file.

<?xml version="1.0" encoding="UTF-8"?>
<schema xmlns="http://www.w3.org/2001/XMLSchema" 
targetNamespace="http://am.oxm.api.portal.qualys.com/v2"
 xmlns:tns="http://am.oxm.api.portal.qualys.com/v2" 
elementFormDefault="qualified"
 xmlns:common="http://oxm.api.portal.qualys.com/common">

 <include schemaLocation="tag.xsd" />
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 <include schemaLocation="asset_source.xsd" />

 <simpleType name="AssetType">
  <restriction base="string">
   <enumeration value="UNKNOWN" />
   <enumeration value="HOST" />
   <enumeration value="SCANNER" />
   <enumeration value="WEBAPP" />
   <enumeration value="MALWARE_DOMAIN" />
  </restriction>
 </simpleType>

 <complexType name="Asset">
  <sequence>
   <element name="id" type="long" minOccurs="0" />
   <element name="name" type="string" minOccurs="0" />
   <element name="created" type="dateTime" minOccurs="0" />
   <element name="modified" type="dateTime" minOccurs="0" />
   <element name="type" minOccurs="0" type="tns:AssetType" />
   <element name="tags" type="tns:TagSimpleQList" minOccurs="0" />
   <element name="sourceInfo" type="tns:AssetSourceQList" minOccurs="0" />
   <element name="criticalityScore" type="int" minOccurs="0" />  
</sequence>
 </complexType>
</schema>
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CA API: Ability to Download Installer Binaries

With this release, you can download installer binaries using API. You must provide 
platform and architecture parameters in the request body of the curl request.

Input Parameters
Use these parameters to download an installer binary. Depending on the availability for your 
platform, you will be able to download a particular installer.

For more information on supported platform and architecture, refer to the “Cloud Agent 
Platform Availability Matrix” section from Cloud Agent Getting Started Guide.

This document provides sample requests and responses to download agent binaries using 
Curl. You can also use our Postman Collections to download agent binaries.

Sample - Download Windows X86_64 Installer Binary

API request:

curl -u fo_username:password -X POST -H "Content-Type: text/xml" -H "X-
Requested-With: curl" --data-binary @download_binary.xml 
"https://qualysapi.qualys.com/qps/rest/1.0/download/ca/downloadbinary/" --
remote-name --remote-header-name

Note: “download_binary.xml” contains the request POST data.

Contents of download_binary.xml

<?xml version="1.0" encoding="UTF-8"?>
<ServiceRequest>
    <data>
        <DownloadBinary>
            <platform>WINDOWS</platform>

API affected /qps/rest/1.0/download/ca/downloadbinary/

New or Updated APIs New

DTD or XSD changes Yes

Parameter Description

platform={value} (Required) Specify platform type. Valid values are WINDOWS, MACOSX
LINUX, AIX, LINUX_UBUNTU, BSD, SOLARIS_X_86, SOLARIS_SPARC, 
LINUX_PPC_64_LE, and LINUX_COREOS
Platform value is case sensitive.

architecture={value} (Required) Specify platform architecture. Valid values are X_86_64, 
ARM_64, X_64, POWER_5, PPC_64_LE, and SPARC
Architecture value is case sensitive.
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            <architecture>X_86_64</architecture>
        </DownloadBinary>
    </data>
</ServiceRequest>

Response:

Successful Download: Installer binary will be downloaded with Status: 200 OK

Failed Download: It will show following xml output

<?xml version="1.0" encoding="UTF-8"?>
<ServiceResponse xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
xsi:noNamespaceSchemaLocation="http://qualysapi.qualys.com/portal-
api/xsd/1.0/ca/downloadbinary.xsd">
    <responseCode>OTHER_ERROR</responseCode>
    <responseErrorDetails>
    <errorMessage>An error occurred during request processing. Please 
contact your account manager.</errorMessage>
    </responseErrorDetails>
 </ServiceResponse>
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Issues Addressed
-We improved the execution of update/am/hostasset API script, where in case of parallel 
request, the second and consecutive request caused a long time for asset tagging to 
complete.

-We fixed an issue where the Azure instances did not include the Succeeded state in the 
SearchHostAssets and GetHostAssets API calls and on the UI.

-We fixed an issue where the tags were not getting reevaluated if the dynamic tag rule was 
modified via API.
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