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Qualys Cloud Suite API gives you many ways to integrate your programs and API calls with
Qualys capabilities. You'll find all the details in our user guides, available at the time of
release. Just log in to your Qualys account and go to Help > Resources.

What’s New

WAS API: Added Support for Scanning Swagger/OpenAPI file

WAS API: Added Support for Scanning Postman Collection files

WAS API: Added Support for Parameters in Selenium Script for Authentication
AM API: Change of Behavior for Deleting Assets

AM API: Added Support for Succeeded State for Azure Instances

AM APIL: Added Support for Calculating Asset Criticality

CA API: Ability to Download Installer Binaries

Qualys API Server URL

The Qualys API URL you should use for API requests depends on the Qualys platform
where your account is located.

Click here to identify your Qualys platform and get the API URL

This documentation uses the API gateway URL for Qualys US Platform 1
(https://gateway.qgl.apps.qualys.com) in sample API requests. If you're on another
platform, please replace this URL with the appropriate gateway URL for your account.

Qualys Cloud Platform 3.7 brings you many more API improvements and updates!

Issues Addressed
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WAS API: Added Support for Scanning Swagger/OpenAPI file

API affected /qps/rest/3.0/get/was/webapp/<id>
/qps/rest/3.0/create/was/webapp
/qps/rest/3.0/update/was/webapp/<id>

New or Updated APIs Updated API
DTD or XSD changes Yes

With this release, you can now scan Swagger-based REST APIs for vulnerabilities. To scan
the API, you need to specify the content of the Swagger/OpenAPI file in YAML or JSON
format in the new parameter “swaggerFile” when creating or updating a web application.
Note that we support scanning single API at a time.

For scanning Swagger-based REST APIs, the web application URL should point to the
Swagger file host or OpenAPI server URL as per the API definition. Before adding the file
content, you must encode the file content into base64 format. It is your responsibility to
verify that you have permission to scan APIs that you specify as a scan target.

To remove the API file that you added to the web application, add a blank “swaggerFile” tag
in the update web application request.

Currently, we support:
- Swagger file with (2.0)/(3.0) in YAML or JSON format.

- Maximum file size limit of 5 MB before compression.

Permissions
- You must have the WAS module enabled.
- You must have “API access” and “Access WAS module” permissions.

- You must have “Create/Edit/View web application” permissions.

Sample: Get Swagger/OpenAPI details associated with a web application
API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"
"https://qualysapi.qualys.com/rest/3.0/get/was/webapp/2797037"

XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qgps/xsd/3.0/w
as/webapp.xsd">

<responseCode>SUCCESS</responseCode>
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<count>1</count>
<data>
<WebApp>

<crawlingScripts>
<count>0</count>

</crawlingScripts>

<swaggerFile>
<id>601</id>
<name>ajax.yml</name>

<content>LS0tDQpzd2FnZ2VyOiAnMidwIw0KaW5mbzoNCiAgZGVzY3JpcHRpb24 6IFRoaXM
gaXMg¥SBzYW1lwbGUgUkVTVCBhcGkgc2VydmVyLgOKICB2ZXJzaW9uOiAxLjAuMAOKICBOaXR
sZTogU3dhZ2d1lciBXaXRoIFZ1bG51cmFiaWxpdHkNCiAgdGVybXNPZ1NlcnZpY2U6IGhOdHA
6Ly9zd2FnZ2VyLmlvL3R1cml zLwOKICBjb250YWNOOgOKICAgGIGVtYW1sOiBjYXNhcmF3YWx
hQHF1YWx5cy5jb20NCiAgbGljZW5zZToNCiAgICBuYW110iBBcGFjaGUgMi4wDQogICAgdXJT
sOiBodHRwOi8vd3d3LmFwYWNoZS5vemecvbGl jZW5zZXMvTE1DRUSTRSOyLjAuaHRtbAOKaG9 tYXJ50iBTZWFyY2ggZm9yIGhpc3R
vcnkNCiAgICAgIGR1c2NyaXB0aW9uOiAnJwOKICAGICAgb3BlcmF0aW9uSWQ6IHN1YXJjaDE
NCiAgICAgIGNvbnN1bWVzOgOKICAgICAgLSBhcHBsaWNhdGlvbi9qc29uDQogICAgICBwcm9
kdWN1czoNCiAgICAgIC0gdGV4dC90dGlsDQogICAGICBwYXJhbWV0Z2XJzO0g0KICAgGICAGLSB
Pbjog¥m9keQOKICAgGICAgGICBuUYW110iBib2R5DQogICAgICAgIGR1c2NyaXB0aWOuOiBTZWF
yY¥2ggcGFyYW11dGVycwOKICAgICAgICBYZXF1aXJ1ZDogdHJ1ZQOKICAGICAGICBzY2hlbWE
6DQOgICAgICAgICAgGIiRYyZWYiOiAiIy9kZWZpbml0aWOucy9TZWFyY2gxIgOKICAgICAgcmV
2cG9uc2VzOgO0KICAgGICAgGICANMjAwJzoNCiAgICAGICAgGICBkZXNjcmlwdGlvbjogU3viY2v
zcwOKICAgICAgICANNDE1JZzoNCiAgICAgICAgGICBkZXNjcmlwdGlvbjogVW5zdXBwb3J0ZWQ
gbWVkaWENCiAgICAgICAgJzQyOSc6DQogICAgICAgICAgGZGVzY3JpcHRpb246IFRvbyBtYWS
5IHJ1cXV1c3RzDQogICAgICAgGIGR1ZmF1bHQ6DQogICAgICAGICAGZGVZzY3JpcHRpb246IER
1ZmF1bHQgZXJyb3IgcmVzcGO9uc2UNCiAgIi8yL2FqY¥Xhfc2VhecmNoXzIucGhwIjoNCiAgICBQualys Cloud Platform v3.x
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jdAOKICAgIHByb3BlcnRpZXM6DQogICAgICBsaWlpdDoNCiAgICAgICAgdH1wZTogaW50ZWd
1cgOKICAgICAgICBmb3JtYXQ6IGludDYODQogICAgICAGIGlheGltdWO6IDIWMDANCiAgICA
gICAgbWluaWllbTogMTANCiAgICAgIGIYZGVyOgOKICAgICAGICBO0eXB10iBzdHIJpbmcNCiA
gICAgICAgZW51bToNCiAgICAgICAgLSBhc2MNCiAgICAgICAGLSBkZXNjDQogICAgICBOZXJ
tOgO0KICAgICAgICB0eXB1l0iBzdHIpbmcNCiAgICAgGICAgbW1luTGVuZ3Ro0iAxDQogICAgICA
gIGlheExlbmd0aDogMjANCiAgICAgICAgcGF0dGVybjogIlthLXpBLVowLT1£XSINCiAgU2V
hcmNoMjoNCiAgICB0eXBlOiBvYmplY3QNCiAgICBwcmIwZXJ0aWvVzOgOKICAgGICAgbGltaXQ
yOgOKICAgICAgICB0eXB1l0iBpbnR1Z2VyDQogICAgICAgGIGZvcmlhdDogaWSONjJQNCiAgICA
gICAgbWF4aWllbTogMjAwMAOKICAgICAGICBtaW5S5pbXVtOiAxXxMAOKICAgGICAgb3JkZXIyOg0
KICAgICAGICB0eXBlOiBzdHIJpbmcNCiAgICAgICAGZW51bToNCiAgICAgGICAgGLSBhc2MNCiA
gICAgICAgLSBkZXNjDQogICAgICB0ZXJtMjoNCiAgICAgICAgdHlwZTogc3RyaW5nDQogICA
gICAgIGlpbkxlbmd0aDogMQOKICAgICAGICBtYXhMZW5ndGg6IDIwDQogICAgICAgGIHBhdHR
1lcm46ICIbYS16QS1aMC05X10iDQogICAgICBvZmZzZXQyOgOKICAgICAGICBOeXB1l0OiBpbnR
1Z2VyDQogICAgICAgIGZvcmlhdDogaW50NjQONCiAgICAgICAgbWF4aWl1bTogMjkzODIONzM
yDQogICAgICAgGIGlpbml tdW06IDENCMV4dGVybmFsRG9jczoNCiAgZGVzY3JpcHRpb246IEZ
pbmQgb3V0IGlvemUgYWJIvdXQgU3dhZ2d1lcgOKICBlcmw6IGhO0dHA6LY9zd2FnZ2VyLmlvDQo
=</content>
<fileSize>2909</fileSize>
</swaggerFile>
</WebApp>
</data>
</ServiceResponse>

Sample: Create a web application with Swagger/OpenAPI file

Let us associate an API file with a web application. The web application URL should point
to the Swagger file host or OpenAPI server URL as per the API definition. You must encode
the API file content into base64 format.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/create/was/webapp/" < file.xml
Note: “file.xml” contains the request POST data.

Reguest POST data

<ServiceRequest>
<data>
<WebApp>
<name><! [CDATA [My Web Application]]></name>
<url><![CDATA[http://mywebapp.com] ]></url>
<swaggerFile>
<name>ajax.yml</name>

<content>LS0tDQpzd2FnZ2VyOiAnMi4wJIw0KaW5mbzoNCiAgZGVzY3JpcHRpb246IFRoaXM
gaXMgYSBzYW1wbGUgUkVTVCBhcGkgc2VydmVyLgOKICB2ZXJzaW9uOiAxLjAuUMAOKICBOaXR
sZTogU3dhZ2dlciBXaXRoIFZ1bG51lcmFiaWxpdHkNCiAgdGVybXNPZ1N1lcnZpY2U6IGhOdHA
6Ly9zd2FnZ2VyLmlvL3R1cmlzLwOKICBjb250YWNOOgOKICAgGIGVtYW1lsOiBjYXNhcmF3YWx
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hQHF1YWx5cy5jb20NCiAgbGl jZW5z2ZToNCiAgICBuYW110iBBcGFjaGUgMi4wDQogICAgdXJd
sOiBodHRwOi8vd3d3LmFwYWNoZS5vemevbGl jZW5zZXMvTE1DRUSTRSOyLjAuaHRtbAOKaG9
2dDogMTAUMTEuUN jkuMjENCmJhc2VQYXRoOiAiLOpTT04iDQp0YWdzOgOKLSBuYW110iBzZWF
yY2gNCiAgZGVzY3JpcHRpb246IFN1YXJjaAOKICBleHR1cm5hbERVY3M6DQogICAgGZGVZzY3J
PcHRpb24 6 IEZpbmQgb3V0IGlvcmUNCiAgICBlcmw6IGhOdHA6LYy92d2FnZ2VyLmlvDQotIGS5
hbWU6IHN1YXJjaDINCiAgZGVzY3JpcHRpb246IEFjY2VzcyBObyBQZXRzdG9yZSBvemRlcenM
NCiOgbmFtZTogdXN1lcgOKICBkZXNjcmlwdGlvbjogT3BlcmF0aW9ucyBh¥m91dCBlc2VyDQo
gIGV4dGVybmFsRG9jczoNCiAgICBkZXNjcmlwdGlvbjogRmluZCBvdXQgbWoyZSBhYm91dCB
vdXIgc3RvcmUNCiAgICBlcmw6IGhOdHA6LYy92zd2FnZ2VyLmlvDQpzY2hlbWVzOg0KLSBodHR
wDQpwYXRoczoNCiAgIi8yL2FqYXhfc2VhcmNoXzEucGhwIjoNCiAgICBwb3NOOgOKICAgICA
gdGFnczoNCiAgICAgICO0gc2VhecmNoDQogICAgICBzdW1 tYXJ50iBTZWFyY2ggZm9yIGhpc3R
vcnkNCiAgICAgGIGR1c2NyaXB0aW9uOiAnJwOKICAGICAgb3BlcmF0aW9uSWQ6IHN1YXJjaDE
NCiAgICAgIGNvbnN1bWVzOgOKICAgICAgLSBhcHBsaWNhdGlvbi9qc29uDQogICAgICBwcmS
kdWN1czoNCiAgICAgIC0gdGV4dC90dGlsDQogICAgICBwYXJhbWV0Z2XJz0Og0KICAgGICAGLSB
pPbjog¥m9keQOKICAGICAGICBuUYW110iBib2R5DQogICAgICAgIGR1c2NyaXB0aW9uOiBTZWF
yY¥2ggcGFyYW11dGVycwOKICAgICAgGICBYZXF1laXJ1ZDogdHJ1ZQOKICAgGICAgGICBzY2hlbWE
6DQOogICAgICAgICAgIiRyZWYiOiAiIy9kZWZpbml0aWOucy9TZWFyY2gxIgOKICAgICAgcmV
2cG9uc2VzOgOKICAgGICAgGICANMjAwJzoNCiAgICAgGICAGICBkZXNjcmlwdGlvbjogU3vijyY2v£XSINCiAgU2V tdW06IDENCMV4dGVybmFsRG9jczoNCiAgZGVzY3JpcHRpb246IEZ
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pbmQgb3V0IGlvemUgYWJIvdXQgU3dhZ2d1lcgOKICBlcmw6IGhOdHA6LY9zd2FnZ2VyLmlvDQo
=</content>
</swaggerFile>
</WebApp>
</data>
</ServiceRequest>

XML OQutput

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qgps/xsd/3.0/w
as/webapp.xsd">
<responseCode>SUCCESS</responseCode>
<count>1</count>
<data>
<WebApp>
<id>87452</id>
<name>
<! [CDATA[My Web Application]]>
</name>
<url>
<! [CDATA[http://mywebapp.com]]>
</url>

<crawlingScripts>
<count>0</count>

</crawlingScripts>

<swaggerFile>
<id>601</id>
<name>ajax.yml</name>

<content>LS0tDQpzd2FnZ2VyOiAnMi4wJIw0KaW5mbzoNCiAgZGVzY3JpcHRpb246IFRoaXM
gaXMg¥SBzYW1lwbGUgUkVTVCBhcGkgc2VydmVyLgOKICB2ZXJzaW9uOiAxLjAuMAOKICBOaXR
sZTogU3dhZ2d1lciBXaXRoIFZ1bG51lcmFiaWxpdHkNCiAgdGVybXNPZ1NlcnZpY2U6IGhOdHA
6Ly9zd2FnZ2VyLmlvL3R1cmlzLwOKICBjb250YWNOOgOKICAgGIGVtYW1sOiBjYXNhcmF3YWx
hQHF1YWx5cy5jb20NCiAgbGljZW5zZToNCiAgICBuYW110iBBcGFjaGUgMi4wDQogICAgdXJT
sOiBodHRwOi8vd3d3LmFwYWNoZS5vemevbGl jZW5zZXMvTE1DRUSTRSOyLjAuaHRtbAOKaG9 tYXJ50iBTZWFyY2ggZm9yIGhpc3R
venkNCiAgICAGIGR1c2NyaXB0aW9uOiAnJwOKICAgICAgb3BlcmF0aW9uSWQ6IHN1YXJjaDE
NCiAgICAgIGNvbnN1bWVzOgOKICAgICAgLSBhcHBsaWNhdGlvbi9qc29uDQogICAgICBwcm9
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kdWN1lczoNCiAgICAgIC0gdGV4dC90dGlsDQogICAGICBwYXJhbWV0ZXJz0g0KICAgICAGLSB
pPbjog¥m9keQOKICAGICAGICBuUYW110iBib2R5DQogICAgICAgIGR1c2NyaXB0aW9uOiBTZWF
yY¥2ggcGFyYW11dGVycwOKICAgICAgGICByZXF1laXJ1ZDogdHJ1ZQOKICAgGICAGICBzY2hlbWE
6DQogICAgICAGICAGIiRyZWYiOiAiIy9kZWZpbml0aW9ucy9TZWFyY2gxIgOKICAgICAgcmV
2cG9uc2VzOgOKICAgGICAgGICANMjAwJzoNCiAgICAgGICAgGICBkZXNjcmlwdGlvbjogU3vijyY2v£fXSINCiAgU2V tdW06IDENCMV4dGVybmFsRG9jczoNCiAgZGVzY3JpcHRpb246IEZ
pbmQgb3V0IGlvemUgYWJIvdXQgU3dhZ2d1lcgOKICBlcmw6IGhOdHA6LYy92d2FnZ2VyLmlvDQo
=</content>
<fileSize>2909</fileSize>
</swaggerFile>
</WebApp>
</data>
</ServiceResponse>

Sample: Update a web application to remove the Swagger/OpenAPI file

Let us remove the API file associated with web application by sending a blank
<swaggerFile/>.
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API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/update/was/webapp/87453" <
file.xml

Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
<data>
<WebApp>
<swaggerFile/>
</WebApp>
</data>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qgps/xsd/3.0/w
as/webapp.xsd">
<responseCode>SUCCESS</responseCode>
<count>1</count>
<data>
<WebApp>
<id>87453</id>
</WebApp>
</data>
</ServiceResponse>

Updated XSD
<platform API server>/qps/xsd/3.0/was/webapp.xsd
We added the element "swaggerFile" in the XSD.

</xs:element>
<xs:element name="useSitemap" type="xs:boolean" default="false"
minOccurs="0"/>
<xs:element name="headers" type="WebAppHeaderList"
minOccurs="0"/>
<xs:element name="malwareMonitoring" type="xs:boolean"
minOccurs="0"/>
<xs:element name="malwareNotification" type="xs:boolean"
minOccurs="0"/>
<xs:element name="malwareTaskId" type="xs:long" minOccurs="0"/>



<xs:element
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name="malwareScheduling"

type="SchedulePlanification" minOccurs="0"/>

<xs:element
<xs:element
<xs:element
minOccurs="0"/>
<xs:element
<xs:element
<xs:element
minOccurs="0"/>
<xs:element
<xs:element
minOccurs="0"/>
<xs:
<xs:
<xs:
<Xs:

element
element
element
element
minOccurs="0"/>
<xs:element
minOccurs="0"/>
<xs:element
minOccurs="0"/>
<xs:element
minOccurs="0"/>
<xs:element

name="tags" type="TagList" minOccurs="0"/>
name="comments" type="CommentList" minOccurs="0"/>
name="1isScheduled" type="xs:boolean"

name="lastScan" type="WasScan" minOccurs="0"/>
name="createdBy" type="User" minOccurs="0"/>

name="createdDate" type="xs:dateTime"

name="updatedBy" type="User" minOccurs="0"/>
name="updatedDate" type="xs:dateTime"

name="screenshot" type="Cdata" minOccurs="0"/>
name="proxy" type="HttpProxy" minOccurs="0"/>
name="config" type="WebAppConfig" minOccurs="0"/>
name="crawlingScripts" type="CrawlingScriptList"
name="lastScanStatus" type="WasLastScanStatus"
name="removeFromSubscription" type="xs:boolean"

name="reactivateIfExists" type="xs:boolean"

name="postmanCollection"

type="WasPostmanCollection" minOccurs="0"/>
<xs:element name="swaggerFile" type="FileData" minOccurs="0"/>
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WAS API: Added Support for Scanning Postman Collection files

API affected /qps/rest/3.0/get/was/webapp/<id>
/qps/rest/3.0/create/was/webapp
/qps/rest/3.0/update/was/webapp/<id>

New or Updated APIs Updated API
DTD or XSD changes Yes

With this release, we now support scanning Postman Collection file from API. We have
added new parameters to specify 1) Postman Collection File, 2) Postman Environment
Variables File, and 3) Postman Global variables File when creating or updating a web
application. While creating the web application, the Postman Collection File is a
mandatory parameter whereas specifying the Postman Environmental Variables and
Postman Global Variables files is optional.

We added 3 new parameters: “collection” for specifying Postman Collection File content,
“environmentVariable” for specifying Postman Environment Variables File, and
“globalVariable” for specifying Global Variables File. All these 3 tags are part of the
“postmancCollection” tag.

Note that before adding the file content, you must encode the file content into base64
format.

You can remove the 3 files. To remove,
- Postman Environment Variables File, send a blank “environmentVariable” tag.
- Postman Global Variables File, send a blank “globalVariable” tag.

- Postman Collection File, send either a blank "postmancCollection” or “collection” tag. This
will also remove the variables file if added.

Permissions

- You must have the WAS module enabled.

- You must have “API access” and “Access WAS module” permissions.

- You must have “Create/Edit/View web application” permissions.

- You must have the 'ENABLE_POSTMAN_COLLECTION' option enabled for your account.
If this option is not enabled, contact Qualys Support to enable this option.

Sample: Get Postman Collection file details associated with a web application

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"
"https://qualysapi.qualys.com/rest/3.0/get/was/webapp/87452"

10
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XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="https://qualysapi.qualys.com/qgps/xsd/3.0/w
as/webapp.xsd">

<responseCode>SUCCESS</responseCode>

<count>1</count>

<data>

<WebApp>
<id>87452</id>

<postmanCollection>
<collection>

<id>»221</id>

<name>NoBodyGetAddRetrieveUpdateTrainer

BreedPuppyv?2 . json</name>

<content>
ewoJInZhcmlhYmxlcyI6IFtdLAoJImluZm8iOiB7CgkJImS5hbWUiOiAiUXVhbH1zUGVOU3RY
cmUiLAoJCSJI£cG9zdGlhbl9pZCI6ICI4ZD1iNGQ3MS00ZmU4LTRJMDAMDB1Yi03NWUxZmMO
MjZkMmEiLAoJCSJkZXNjcmlwdGlvbiI6ICJIZb3UgYXJ1IGFibGUgdG8gbWFuYWd1IH1vdXIg
cGVO0cyBlc21luZyB0aGlzIEFQSS5cbllvdSBjYW4gYWRkIGEgcGVOLCBhec3NvY21hdGUgdGhl
IHB1dCBObyBhIHNwWZWNpZmljIHRYYWluZXIgLCBicmV1ZGVyLiBUaGUgaGVpcmFyY2h5IGlz
IHRVIGFkZCBhIGJYyZWVkZXIgYWSkIHRyYWluZXIgY¥YmVmb3J1IGFkZGluZyBhIHB1dC4gT251
IGJyZWVkZXIgY2FuIGhhdmUgbWFueSBwZXRzLiBPbmUgdHJhaW51ciBjYW4gaGF2ZSBtYW55
IHB1dHMuICIsCgkJInNjaGVtYSI6ICJodHRwczovL3NjaGVtYS5nZXRwb3NObWFuLmNvbS9q
c29uL2NvbGx1Y3Rpb24vdjIuMC4wL2NvbGx1Y3Rpb24uanNvbiIKCX0sCgkiaXR1bSI6IFsK
CQ17CgkJCSJuYW11lIjogIlkFkZCBUcmFpbmVyIiwKCQkJInJ1lcXV1c3QiOiB7CgkJCQkidXJs
IjogIjEWLJFEXLjY4LjcyOjUwWwMDAvcXVhbH1zLXN3YWAnZXI tYXBpL2FwaS90cmFpbmVycyIs
CgkJCQkibWV0aG9kIjogIlBPU1QiLA0JCQkJIMhlYWR1ciI6IFsKCQkJCQ1l7CgkIJCQkICSTr
ZXkiOiAiQXV0aG9yaXphdGlvbiIsCgkJCQkJCSJI2YWx1ZSI6ICIThZGlpbjEyMzQ1NiIsCgkJ
CQkJCSJIkZXNjcmlwdGlvbiI6ICIiCgkJCQkJIE£SWKCQkJICQ17CgkIJCQkICSIrZXkiOiAiQ29%u
dGVudC1lUeXBlIiwKCQkJCQkJInZhbHV1IjogImFwcGxpY2F0aW9ulL2pzb24iLAoJCQkJICQki
ZGVzY3JpcHRpb24i0iAiIgoJCQkJCXO0KCQkJIJCVOsCgkJCQki¥m9keSI6IHsKCQkJCQkibW9k
ZSI6ICJIyYXciLAoJCQkJCSIyY¥XciOiAiIHtcclxuICAGIFwic3NuXCI6IFwiMTIOLTIOLTIzZ
MjRcIixcclxuICAGIFwibmFtZVwiOiBcInNoZWVsYVwiLFxyXG4gICAgXCJIJwaG9uZVwiOiBce
IjY1IMCO4MDEtNJE2NVwiLFxyXG4gICAgXCJjaXR5XCI6IFwiU2FuIE1hdGVvXCIsXHJcbiAg
ICBcImVtYW1sXCI6IFwic3NhcnZhQHF1YWx5cy5ib21cIlxyXG4gIH0iCgkJCQ19LA0JCQkT
ImR1lc2NyaXB0aW9uIljogIkZpcnNOIFNOZXAgaW4gUXVhbH1zIFB1dCBTdG9yZSBpcyBObyBh
ZGQgY¥SBOcmFpbmVyIgoJCQl9LA0JCQkicmVzcGO9uc2UiOiBbXQoJCX0sCgkJewoJCQkibmFt
ZSI6ICJHZXQgVHJIhaW51lcnMiLAoJCQkicmVxdWVzdCI6IHsKCQkJCSI1lcmwiOiAiMTAUMTEU
NjguNzI6NTAwWMCOxdWFseXMtc3dhZz2d1lcilhcGkvYXBpL3RyYW1luzXJzIiwKCQkJCSJTtZXRo
b2Qi0iAiROVUIiwKCQkJICSJoZWFkZXIiOiBbCgkJCQkJewoJCQkJICQkia2V5IjogIkF1dGhv
cml6YXRpb24iLAoJCQkJICQkidmFsdWUiOiAiYWRtaW4xMjMONTYiLAoJCQkJCQkiZGVzY3Jp
cHRpb24i0iAiIgoJCQkJICX0sCgkJIJCQkJIJewoJCQkJICQkia2V5IjogIkNvbnR1bnQtVH1WZSIs
CgkJCQkJCSJI2YWx1ZSI6ICIThcHBsaWNhdGlvbi9qc29uIliwKCQkJCQkJImR1c2NyaXB0aW9u
IjogIiIKCQkJCQ19CgkJCQldLA0JCQkJImMR1c2NyaXB0aW9uljogIkdldCBSZXF1ZXNOIHRv
IFJ1dHJpZXZ1IEFsbCB0aGUgVHIThaW51cnMgQWRkZWQiCgkJCX0sCgkJCSIyZXNwb252zZSI6
IFtdCgkJ£SwKCQ17CgkJCSIJuYW11lIjogIkFkZCBCcmV1ZCIsCgkJCSJyZXF1ZXNOIjogewod
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CQkJInVybCI6ICIxMC4xMS420C43MjolMDAWL3F1YWx5cylzd2FnZ2VyLWFwaS9hcGkvYnJl
ZWRzIiwKCQkJCSJItZXRob2QiOiAiUE9TVCIsCgkJCQkiaGVhZGVyIjogWwoJCQkJCXsKCQkJ
CQkJImtleSI6ICIBdXRob3JpemF0aW9uIliwKCQkJCQkJIINZhbHV1IjogImFkbWluMTIzNDU2
IiwKCQkJCQkJImR1c2NyaXB0aW9uIjogIiIKCQkJCQl9LA0JCQkJICXsKCQkJIJCQkJIJImtleSI6
ICJDb250ZW50LVR5cGUiLA0ICQkICQkidmFsdWUiOiAiYXBwbG1l jYXRpb24vanNvbiIsCgkJd
CQkJCSITkZXNjcmlwdGlvbiI6ICIiCgkJCQkJI£QoIJCQkIXSWKCQkJIJCSJTib2R5IjogewoJCQkJ
CSJtb2R1IjogInJhdyIsCgkJCQkJIInJhdyI6ICIgelxyXG4gICAgXCJIJicmV1ZFOuYW11XCI6
IFwiR29sZGVuIFJ1dHIpZXZ1lclwiLFxyXG4gICAgXCJzaXplXCI6IFwibGFyZ2VcIixceclxu
ICAgIFwidH1wZVwiOiBcImNvbXBhbmlvblwiLFxyXG4gICAgXCJkZXNjcmlwdGlvblwiOiBc
IkFkZGluZyBmb3VydGggdHlwZSBvZiBicmV1ZFwiXHJcbiAgfSIKCQkJCX0sCgkJCQkiZGVz
Y3JpcHRpb24i0iAiQWRkIGEgbmV3IGIyZWVkKkIHRVIFF1YWx5c1B1dFNOb3J1IENvbGx1Y3Rp
b24iCgkJCX0sCgkIJCSIyZXNwb25zZSI6IFtdCgkJ£SwKCQ17CgkJCSJuYW11lIjogIkdldCBC
cmV1ZHMiLAoJCQkicmVxdWVzdCI6IHsKCQkJCSJ1cmwiOiAiMTAUMTEuUNjguNzI 6NTAwWMCOx
dWFseXMtc3dhZ2dlcilhcGkvYXBpL2JyZWVkcyIsCgkJCQkibWV0aG9kIjogIkdFVCIsCgkJd
CQkiaGVhZGVyIjogWwoJCQkJCXsKCQkJCQkJImtleSI6ICIBdXRob3JpemF0aW9uIliwKCQkJ
CQkJInZhbHV1IjogImFkbWluMTIzNDU2IiwKCQkJCQkJImR1c2NyaXB0aWSuIljogIiIKCQkJ
CQ19LA0JCQkJICXsKCQkJICQkJIJImtleSI6ICIDb250ZW50LVR5cGUiLA0ICQkICQkidmFsdWUL
OiAiYXBwbG1ljYXRpb24vanNvbiIsCgkJCQkJCSITkZXNjcmlwdGlvbiI6ICIiCgkJCQkJI£QoJd
CQkJIXSWKCQkJCSJTkZXNjcmlwdGlvbiI6ICISZXRyaWV2ZSBhbGwgY¥nJ1ZWRzIHJ1cXV1c3Qg
IHRVIFF1YWx5c1Bl1dFNOb3J1IENvbGx1Y3Rpb24iCgkJCX0sCgkJCSIyZXNwb252zZ2SI6IFtd
CgkJ£SWKCQ17CgkJCSIJuYW11IjogIkFkZCBQdXBweSIsCgkJCSIyZXF1ZXNOIjogewoJCQkJ
InVybCI6ICIxXMC4xMS420C43MjolMDAWL3F1YWx5cylzd2FnZ2VyLWFwaS9hcGkvcHVweGl1l
cyIsCgkJCQkibWV0aG9kIjogIlBPU1lQiLA0JCQkJIImhlYWR1ciI6IFsKCQkJCQ1l7CgkJCQkJ
CSJrzXkiOiAiQXV0aG9yaXphdGlvbiIsCgkJCQkJCSJI2YWx1ZSI6ICIThZGlpbjEyMzQ1NiIs
CgkJCQkJCSIkZXNjcmlwdGlvbiI6ICIiCgkJCQkJIE£SWKCQkJICQ17CgkIJCQkICSIrZXkiOiAi
Q29udGVudC1lUeXBlIiwKCQkJCQkJINZhbHV1IjogImFwcGxpY2F0aW9ulL2pzb24iLAoJCQkJ
CQkizZGVzY3JpcHRpb24i0iAiIgoJCQkJCXOKCQkICVOsCgkJIJCQki¥m9keSI6IHSKCQkJICQki
bWOkZSI6ICIyYXciLAoJCQkJCSIyYXciOiAiIHtcclxuICAgIFwiYnJ1ZWRfaWRcIjogNCxc
clxuICAgIFwidHJhaW51cl9pZFwiOiAxLFxyXG4gICAgXCJhZ2VcIjogXCIyXCIsXHIcbiAg
ICBcImdlbmR1lclwiOiBcImlhbGVcIlxyXG4gIH0iCgkJCQl9LA0JCQkJImR1c2NyaXB0aW9u
IjogIlkFkZCBQdXBweSByZXF1ZXNOICBObyBRAWFseXNQZXRTdG9yZSBDb2xsZWNOaW9uIgoJ
CQ19LA0JCQkicmVzcGO9uc2UiOiBbXQoJCX0sCgkJewoJCQkibmFtZSI6ICIJHZXQQUHVwWCGL1
cyIsCgkJCSJIyZXF1ZXNOIjogewoJCQkJIJInVybCI6ICIXMC4xMS420C43MjolMDAWL3F1YWx5
cylzd2FnZ2VyLWFwaS9hcGkvcHVwcGl1lcyIsCgkJCQkibWV0aG9%kIjogIkdFVCIsCgkJCQki
aGVhZGVyIjogWwoJCQkJICXsKCQkJCQkJImtleSI6ICIBdXRob3JpemF0aW9uIiwKCQkJCQkJd
InZhbHV1IjogImFkbWluMTIzNDU2IiwKCQkJCQkJImR1c2NyaXB0aW9uIjogIiIKCQkJCQ19
LAoJCQkJCXsKCQkJCQkJImtleSI6ICIDb250ZW50LVR5cGUiLA0ICQkICQkidmFsdWUi0OiAL
YXBwbG1jYXRpb24vanNvbiIsCgkJCQkJCSIkZXNjcmlwdGlvbiI6ICIiCgkJCQkJI£QoICQkT
XSwKCQkJCSJTkZXNjcmlwdGlvbiI6ICISZXRyZW12ZSBwdXBwaWVzIGFkZGVkIHJI1cXV1c3Qg
IHRVIFF1YWx5c1B1dFNOb3J1IENvbGx1Y3Rpb24iCgkJCX0sCgkJCSIJyZXNwb25zZ2SI6IFtd
CgkJ£SwWKCQ17CgkJCSIJuYW11lIjogIlVwZGF0ZSBQdXBweSIsCgkJCSJyZXF1ZXN0OIjogewod
CQkJInVybCI6ICIxXMC4xMS420C43MjolMDAWL3F1YWx5cylzd2FnZ2VyLWFwaS9hcGkvcHVw
cGllcy85IiwKCQkJCSJItZXRob2QiOiAiUFVUIiwKCQkJCSJoZWFkZXIiOiBbCgkJCQkJewoJ
CQkJCQkia2V5IjogIlkF1ldGhveml 6YXRpb24iLAoJCQkJICQkidmFsdWUiOiAiYWRtaW4xMjMO
NTYiLAoJCQkJCQkiZGVzY3JpcHRpb24i0iAiIgoJCQkJIJCX0sCgkIJCQkITJewoJCQkJICQkia2V5
IjogIkNvbnR1bnQtVH1IwZSIsCgkJCQkJIJCSI2YWx1ZSI6ICThcHBsaWNhdGlvbi9qc29uIliwK
CQkJCQkJImR1c2NyaXB0aW9uIjogIiIKCQkJCQ19CgkJIJCQldLA0JCQkIJImIvZHkiOiB7Cgkd
CQkJIMlvZGUiOiAicmF3IiwKCQkJCQkicmF3IjogIiB7XHIcbiAgICBcImJIyZWVkX21kXCI6
IDQsXHJcbiAgICBcInRyYWluZXJfaWRcIjogMixcclxuICAGIFwiYWd1XCI6IDIsXHJcbiAg
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ICBcImdlbmR1lclwiOiBcImlhbGVeIlxyXG4gIH0iCgkJCQl9LA0oJCQkJImR1c2NyaXB0aWou
IjogIlVwZGF0ZSBhIHNWZWNpZmljIHB1cHBSIHJ1cXV1c3QgIHRVIFF1YWx5¢c1B1dFNOb3J1
IENvbGx1Y3Rpb24iCgkJCX0sCgkJCSIyZXNwb252zZSI6IFtdCgkIJ£QoIXQp9</content>
<fileSize>4473</fileSize>
</collection>
<environmentVariable>
<id>223</id>
<name>QPS68-
72EnvVariable.postman_environment. json</name>

<content>ewoJImlkIjogIjcxNTBhYjIyLWE1MDQtNGEzNCO5MTkzLTEZMDViOTA3YTk5YyI
sCgkibmFtZSI6ICJRUFM20C03MkVudlZhcmlhYmx1IiwKCSJ2YWx1ZXMiOiBbCgkJewoJCQk
ia2V5IjogInVybCIsCgkJCSJI2YWx1ZSI6ICJIJodHRwOi8vMTAUMTEUNjguNzI6NTAWMC 9xdWF
seXMtc3dhZ2dlcilhcGkvIiwKCQkJImR1c2NyaXB0aW9uIjogIiIsCgkJCSJIJ1bmFibGVkIjo
gdHJ1ZQoJCX0sCgkJewoJCQkia2V5IjogIlkF1dGhveml 6YXRpb24iLAoJCQkidmFsdWUiOiA
iYWRtaW4xMjMONTYiLAoJCQkidH1wZSI6ICJ0ZXh0IiwKCQkJImRlc2NyaXB0aWSuljogIil
sCgkJCSJI1bmFibGVkIjogdHJ1ZQoJCX0sCgkJewoJCQkia2V5IjogIkNvbnR1bnQtVH1WZSI
sCgkJCSJ2YWx1ZSI6ICJIThcHBsaWNhdGlvbi9qc29uIiwKCQkJINR5cGUiOiAidGV4dCIsCgk
JCSJkZXNjcmlwdGlvbiI6ICIiLAoJCQkiZW5hY¥mx1ZCI6IHRYdWUKCQ19CgldLAoJI19wb3N
ObWFuX3ZhcmlhYmx1X3Njb3BlIjogImVudmlyb25tZW50IiwKCSJfcG92zdGlhbl91eHBvcnR
1ZF9hdCI6ICIYMDESLTEYLTAZzZVDA20jM20jUlLjg5M10iLA0JI1 9wb3NObWFuX2V4cG9ydGV
kX3VzaW5nIjogIlBvc3RtYW4vNi43LjQiCn0=</content>
<fileSize>6l1l4</fileSize>
</environmentVariable>
<globalVariable>
<id>222</id>
<name>globals.postman_globals.json</name>

<content>ewogICJpZCI6ICIWNTY5YzkzYS02YZzRjLWFKMDI tNDI3YiOwMDU2ZjEyMjU2NIQ
iLAogICJuYW11lIjogIlBvc3RtYW4gR2xvY¥mFscyIsCiAgInZhbHV1cyI6IFsKICAGIHSKICA
gICAgImtleSI6ICIDb21wYWS55TmFtZSIsCiAgICAGICI2YWx1Z2SI6ICIDb3Jwb3JhdGUgGTmMV
0d29ya2luZywgSW5jLiIsCiAgICAGICIkZXNjcmlwdGlvbiI6ICIiLAogICAgICAiIidHIWZSI
6ICJ0ZXhOIiwKICAgICAGIMVuYWJIsZWQiOiB0cnV1CiAgICBO9LA0gICAgewogICAgICAiLia2v
5Ij0gI1N1YnNjcmlwdGlvblVVSUQiLAogICAGICAidmFsdWUiOiAiNmFkM2E5ZTk tMzB1ZS0
3YjASLTgxMGI tZGMwMGQOZDY1Y2E2IiwKICAgICAgImR1c2NyaXB0aW9uIjogIiIsCiAgICA
gICJ0eXBlIjogInR1eHQiLA0gICAgGICAiZWS5hYmx1ZCI6IHRYdWUKICAgGIHOsCiAgICB7CiA
gICAgICJIrZXkiOiAiUENJQWRtaW5JZCIsCiAgICAgICI2YWx1ZSI6ICIzMTQ3IiwKICAgICA
gImR1c2NyaXB0aW9uIljogIiIsCiAgICAgICJ0eXBlIjogInR1eHQiLAogICAGICAIiZWS5hYmx
1ZCI6IHRYdWUKICAGIHOKICBALAOGICJIfcG9zdGlhbl92YXIJpYWIsZVIzY29wZSI6ICInbGY
iYWxzIiwKICAiX3Bvc3RtYW5£ZXhwb3J0ZWREfYXQi0iAiMjAXOSOwWNiOyNVQwODol1NzozNS4
xOTRaIiwKICAiX3Bvc3RtYW5£ZXhwb3J0ZWREfdXNpbmciOiAiUG9zdG1lhbi81LjUuUNCIKEQ=
=</content>
<fileSize>694</fileSize>
</globalVariable>
</postmanCollection>
</WebApp>
</data>
</ServiceResponse>
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Sample: Create a web application and add collection files

Let us add content of collection, environment variable, and global variable files using the
Create web application APIL

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/create/was/webapp/" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
<data>
<WebApp>
<name><! [CDATA [My Web Application]]></name>
<url><![CDATA[http://mywebapp.com]]></url>
<postmanCollection>
<collection>
<name>NoBodyGetAddRetrieveUpdateTrainer
BreedPuppyv?2. json</name>
<content>ewoJInZhcmlh¥mxlcyI6IFtdLAoJImluZm8iOiB7C
gkJIm5hbWUiOiAiUXVhbH1zUGVOU3RvcmUiLA0oJCSI£cG9zdGlhbl9pZCI6ICI4ZD1iNGQ3M
S00ZmU4LTRjMDAtMDB1Yi03NWUxZmMOMj ZkMmEiLAoJCSJkZXNjcmlwdGlvbiI6ICJIZb3UgY
XJ1IGFibGUgdG8gbWFuYWd1lIH1vdXIgcGVOcyBlc21luZyB0aGlzIEFQSS5¢cbllvdSBjYW4gY
WRkIGEgCcGVOLCBhc3NvY21hdGUgdGhlIHB1dCBObyBhIHNWZWNpZml jIHRyYWluZXIgLCBic
mV1ZGVyLiBUaGUgaGVpcmFyY2h5IGlzIHRVIGFkZCBhIGJyZWVKZXIgYWSkIHRYYW1luZXIgY
mVmb3J1IGFkZGluZyBhIHB1dC4gT251IGJyZWVkZXIgY2FuIGhhdmUgbWFueSBwZXRzLiBPb
mUgdHJhaW51ciBjYW4gaGF2Z2SBtYW55IHB1dHMuICIsCgkJInNjaGVtYSI6ICJodHRweczovL
3NjaGVtYS5nZXRwb3NObWFuLmNvbS9qc2 9uL2NvbGx1Y3Rpb24vdjIuMC4wL2NvbGx1Y3Rpb
24uanNvbiIKCX0sCgkiaXR1bSI6IFsKCQ17CgkJCSJuYW11lIjogIkFkZCBUcmFpbmVyIiwKC
QkJInJlcXV1e3QiOiB7CgkJCQkidXIsIjogIjEWLIEXL]Y4LjcyOjUwWMDAVCXVhbH]1ZLXN3Y
WdnZXItYXBpL2FwaS90cmFpbmVycyIsCgkJCQkibWV0aG9kIjogIlBPUlQiLA0JCQkJImhlY
WR1lciI6IFsKCQkJCQ1l7CgkJCQkJICSIrZXkiOiAiQXV0aG9yaXphdGlvbiIsCgkJCQkJCSJI2Y
Wx1ZSI6ICJhZGlpbjEyMzQ1lNiIsCgkJCQkJCSIkZXNjcmlwdGlvbiI6ICIiCgkJCQkJIJE£SWKC
QkJCQ1l7CgkJCQkICSIrZXkiOiAiQ29udGVudClUeXBlIiwKCQkJCQkJInZhbHV1IjogImFwc
GxpY2F0aW9uL2pzb24iLAoJCQkJICQkiZGVzY3IJpcHRpb24i0iAiIgoJCQkJCXOKCQkJICVOsC
gkJCQkiY¥m9keSI6IHsKCQkJCQkibWOkZSI6ICIyYXciLAoJCQkJCSIyYXciOiAiIHtceclxul 6YXRpb24iLA0JCQkJIJCQkidmFsdWUiOiAiYWRta
W4xMjMONTYiLAoJCQkJCQkiZGVzY3JpcHRpb24i0iAiIgoJCQkJIJCX0sCgkJCQkJewoJCQkJIC
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Qkia2V5IjogIkNvbnR1bnQtVH1IwZSIsCgkJCQkJCSI2YWx1ZSI6ICThcHBsaWNhdGlvbi9qgc
29uIiwKCQkJCQkJImMR1c2NyaXB0aW9uIjogIiIKCQkJCQ19CgkIJCQldLA0JCQkJIImR1c2Nya
XB0aW9uIjogIkdldCBSZXF1ZXNOIHRvIFJ1dHIpZXZ1IEFsbCB0aGUgVHJhaW51cnMgQWRkZ
WQiCgkJCX0sCgkJCSIyZXNwb25zZ2SI6IFtdCgkJ£SwKCQ17CgkJCSIJuYW11lIjogIkFkZCBCc
mV1ZCIsCgkJCSIyZXF1ZXNOIjogewoJCQkJInVybCI6ICIXMC4xMS420C43MjolMDAWL3F1Y
Wx5cylzd2FnZ2VyLWFwaS9hcGkvY¥nJ1ZWRzIiwKCQkJCSJItZXRob2QiOiAiUE9TVCIsCgkJC
QkiaGVhZGVyIjogWwoJCQkJCXsKCQkJCQkJIJImtleSI6ICIBdXRob3JpemFO0aW9uIiwKCQkJC
QkJInZhbHV1IjogImFkbWluMTIzNDU2IiwKCQkJCQkJImR1c2NyaXB0aW9uIljogIiIKCQkJC
Q19LA0JCQkJICXsKCQkJIJCQkJIJImtleSI6ICIDb250ZW50LVR5cGUiLA0JCQkICQkidmFsdWUiO
iAiYXBwbG1ljYXRpb24vanNvbiIsCgkJCQkJCSITkZXNjcmlwdGlvbiI6ICIiCgkJCQkJ£QoJC
QkJIXSwWKCQkJCSJib2R5IjogewoJCQkIJCSItb2R1IjogInJThdyIsCgkJCQkIJInJhdyI6ICIge
1xyXG4gICAgXCJIJicmV1ZFuYW11XCI6IFwiR29sZGVuIFJ1dHIpZXZ1lclwiLFxyXG4gICAgX
CJzaXplXCI6IFwibGFyZ2VcIixcclxuICAgIFwidH1wZVwiOiBcImNvbXBhbmlvblwiLFxyX
G4gICAgXCJIkZXNjcmlwdGlvblwiOiBcIkFkZGluZyBmb3VydGggdH1lwZSBvZiBicmV1ZFwiX
HJIcbiAgfSIKCQkJCX0sCgkJCQkiZGVzY3JIJpcHRpb24i0iAiQWRkIGEgbmV3IGJIJyZWVKIHRVI
FF1YWx5c1B1dFNOb3J1IENvbGx1Y3Rpb24iCgkJCX0sCgkJCSIyZXNwb252ZSI6IFtdCgkJE
SwKCQ17CgkJCSJuYW11lIjogIkdldCBCcmV1ZHMiLAoJCQkicmVxdWVzdCI6IHsKCQkJCSJlc
mwiOiAiMTAUMTEuUNjguNzI6NTAWMC9xdWFseXMtc3dhZ2d1lcilhcGkvYXBpL2JyZWVkecyIsC
gkJCQkibWV0aG9%kIjogIkdFVCIsCgkJCQkiaGVhZGVyIjogWwoJCQkJICXsKCQkIJCQkJImtle
SI6ICJBdXRob3JpemF0aW9uIiwKCQkJCQkJINZhbHV1IjogImFkbWluMTIzNDU2IiwKCQkJC
QkJImR1lc2NyaXB0aW9uIjogIiIKCQkJCQl9LA0JCQkJICXsKCQkJIJCQkIJImtleSI6ICIDb250Z
W50LVR5cGUiLA0JCQkJICQkidmFsdWUiOiAiYXBwbG1ljYXRpb24vanNvbiIsCgkJCQkJCSJIk2Z
XNjcmlwdGlvbiI6ICIiCgkJCQkJIfQoICQkIXSWKCQkJIJCSIkZXNjcmlwdGlvbiI6ICJISZXRya
WV2ZSBhbGwg¥nJ1ZWRzIHJ1cXV1c3QgIHRVIFF1YWx5¢c1B1dFNOb3J1IENvbGx1Y3Rpb24iC
gkJCX0sCgkJCSJIyZXNwb25zZSI6IFtdCgkJ£SwKCQ17CgkJCSJuYW11IjogIkFkZCBQdXBwe
SIsCgkJCSJyZXF1ZXNOIjogewoJCQkJInVybCI6ICIxMC4xMS420C43MjolMDAWL3F1YWx5¢c
y1zd2FnZ2VyLWFwaS9hcGkvcHVwcGllcyIsCgkJCQkibWV0aG9kIjogIlBPUIQiLA0JCQkJI
mhlYWR1ciI6IFsKCQkJCQ1l7CgkJCQkICSIrZXkiOiAiQXV0aG9yaXphdGlvbiIsCgkJCQkJC
SJ2YWx1ZSI6ICJIJhZGlpbjEyMzQ1NiIsCgkJCQkJCSIkZXNjcmlwdGlvbiI6ICIiCgkJCQkJIE
SwKCQkJCQ17CgkJCQkJICSIrZXkiOiAiQ29udGVudClUeXB1lIiwKCQkJCQkJINZhbHV1IjogI
mFwcGxpY2F0aW9uL2pzb24iLAoJCQkJICQkiZGVzY3IJpcHRpb2410iAiIgoJCQkJCXOKCQkJIC
V0sCgkJCQkiY¥m9keSI6IHSKCQkJICQkibWIkZSI6ICIyYXciLAoJCQkJIJCSIyYXciOiAiIHtce
1xuICAgIFwi¥nJ1ZWRfaWRcIjogNCxcclxuICAgIFwidHIJhaW51cl9pZFwiOiAxLFxyXG4gl
CAgXCJhZ2VcIjogXCIyXCIsXHIcbiAgICBcImdlbmRlclwiOiBcImlhbGVeIlxyXG4gIHO0iC
gkJCQ19LA0JCQkJIJIMR1c2NyaXB0aW9uIjogIkFkZCBQdXBweSByZXF1ZXNOICBObyBRdWFse
XNQZXRTdG9yZSBDb2xsZWN0aW9uIgoJCQl9LA0JCQkicmVzcGO9uc2UiOiBbXQoJCX0sCgkJe
woJCQkibmFtZSI6ICIJHZXQgUHVWcGllcyIsCgkJCSIyZXF1ZXNOIjogewoJCQkJInVybCI6I
CIxXMC4xMS420C43MjolMDAWL3F1YWx5¢cylzd2FnZ2VyLWFwaS9hcGkvcHVweGllcyIsCgkJC
QkibWV0aG9%kIjogIkdFVCIsCgkJCQkiaGVhZGVyIjogWwoJCQkJCXsKCQkJCQkJIJImtleSI6I
CJBdXRob3JpemF0aW9uIiwKCQkJCQkJInZhbHV1IjogImFkbWluMTIzNDU2IiwKCQkJCQkJI
mR1c2NyaXB0aW9uIjogIiIKCQkJCQ1l9LA0JCQkICXsKCQkIJCQkJIJImtleSI6ICIDb250ZW50L
VR5cGUiLA0JCQkJICQkidmFsdWUiOiAiYXBwbG1ljYXRpb24vanNvbiIsCgkJCQkJCSJIkZXNjc
mlwdGlvbiI6ICIiCgkJCQkIEQoICOkIXSWKCQkICSITkZXNjcmlwdGlvbiI6ICISZXRYZW12Z
SBwdXBwaWVzIGFkZGVkIHJ1lcXV1c3QgIHRVIFF1YWx5¢c1B1dFNOb3J1IENvbGx1Y3Rpb24iC
gkJCX0sCgkJCSIyZXNwb25zZSI6IFtdCgkJ£SwWKCQ17CgkJCSIJuYW11lIjogIlVwZGF0ZSBQd
XBweSIsCgkJCSJIyZXF1ZXN0IjogewoJCQkJInVybCI6ICIxMC4xMS420C43Mjol1MDAWL3F1Y
Wx5cylzd2FnZ2VyLWFwaS9hcGkvcHVwcGl1lcy85IiwKCQkJCSItZXRob2QiOiAiUFVUIiwKC
QkJCSJ0ZWFkZXIiOiBbCgkJCQkJewoJCQkJICQkia2V5IjogIkF1dGhveml 6YXRpb24iLAoJC
QkJCQkidmFsdWUiOiAiYWRtaW4xMjMONTYiLAoJCQkJCQkiZGVzY3JpcHRpb24i0iAiIgoJC
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QkJCX0sCgkJCQkJewoJCQkJICQkia2V5IjogIkNvbnR1bnQtVH1wZSIsCgkJCQkJCSI2YWx1Z
SI6ICJThcHBsaWNhdGlvbi9qc29uIiwKCQkJCQkJImR1c2NyaXB0aW9uIljogIiIKCQkJCQ19C
gkJCQ1dLA0JCQkIIMIvZHkiOiB7CgkJCQkIIMlvZGUiOiAicmF3IiwKCQkJCQkicmF3IjogI
iB7XHJcbiAgICBcImJyZWVkX21kXCI6IDQsXHIcbiAgICBcInRyYWluZXJfaWRcIjogMixce
1xuICAgIFwiYWd1XCI6IDIsXHJcbiAgICBcImdlbmR1lclwiOiBcImlhbGVeIlxyXG4gIHOiC
gkJCQ19LA0JCQkIImMR1c2NyaXB0aW9uIljogIlVwZGFO0ZSBhIHNWZWNpZml jIHB1cHB5IHJlc
XV1c3QgIHRVIFF1YWx5c1B1dFNOb3J1IENvbGx1Y3Rpb24iCgkJCX0sCgkJCSIJyZXNwb25z2Z
SI6IFtdCgkJfQoJXQp9</content>
</collection>
<environmentVariable>
<name>QPS68-72EnvVariable.postman_environment.json
</name>

<content>ewoJImlkIjogIjcxNTBhYjIyLWEIMDQtNGEzNCO5MTkzLTEzMDViOTA3YTk5YyI
sCgkibmFtZSI6ICJRUFM20C03MkVudlZhcmlhYmx1IiwKCSJ2YWx1ZXMiOiBbCgkJewoJCQk
1a2V5IjogInVybCIsCgkJCSJ2YWx1ZSI6ICJodHRwOi8vMTAUMTEUNjguNzI6NTAwWMC 9xdWF
seXMtc3dhZ2dlcilhcGkvIiwKCQkJImR1c2NyaXB0aW9uIljogIiIsCgkJCSJI1bmFibGVkIjo
gdHJ1ZQoJCX0sCgkJewoJCQkia2V5IjogIkF1dGhveml 6YXRpb24iLAoJCQkidmFsdWUiOiA
iYWRtaW4xMjMONTYiLAoJCQkidH1wZSI6ICJ0ZXh0IiwKCQkJImR1c2NyaXB0aW9uIljogIil
sCgkJCSJI1bmFibGVkIjogdHJ1ZQoJCX0sCgkJewoJCQkia2V5IjogIkNvbnR1bnQtVHIWZSI
sCgkJCSJ2YWx1ZSI6ICJIThcHBsaWNhdGlvbi9qc29uIliwKCQkJINR5cGUi0iAidGV4dCIsCgk
JCSJkZXNjcmlwdGlvbiI6ICIiLA0JCQkiZW5hYmx1ZCI6IHRYdWUKCQ19CgldLAoJI19wb3N
ObWFuX3ZhcmlhYmx1X3Njb3BlIjogImVudmlyb25tZW50IiwKCSJ£cG9zdGlhbl91eHBvcnR
1ZF9hdCI6ICIyMDESLTEYLTAZVDA20jM20jU1Ljg5M1loiLAcJII19wb3NObWFuX2vV4cG9ydGV
kX3VzaW5nIjogIlBvc3RtYW4vNi43LjQiCn0=</content>

</environmentVariable>

<globalVariable>

<name>globals.postman_globals.json</name>

<content>ewogICJpZCI6ICIWNTY5YzkzYS02YZzRjLWFKMDI tNDI3YiOwMDU2ZjEyMjU2NIQ
iLAogICJuYW1l1lIjogIlBvc3RtYW4gR2xvY¥mFscyIsCiAgInZhbHV1cyI6IFsKICAGIHSKICA
gICAgImtleSI6ICIDb21wYWS55TmFtZSIsCiAgICAGICI2YWx1ZSI6ICIDb3Jwb3JhdGUgGTMV
0d29ya2luZywgSW5jLiIsCiAgICAgICIkZXNjcmlwdGlvbiI6ICIiLAogICAGICAIidHIWZSI
6ICJ0ZXh0IiwKICAGICAGIMVuYWJISZWQiOiB0cnV1CiAgICBILAogICAgewogICAGICAia2V
5IjogIlN1YnNjcmlwdGlvblVVSUQiLA0gICAGICAidmFsdWUiOiAiNmFkM2ES5Z Tk tMzB1ZS0
3YjASLTgxXMGI tZGMwMGQOZDY1Y2E2IiwKICAgICAgImMR1c2NyaXB0aW9uIjogIiIsCiAgICA
gICJ0eXBlIjogInRleHQiLAogICAgGICAiLiZWS5hYmx1ZCI6IHRYdWUKICAGIHOsCiAgICB7CiA
gICAgICJrZXkiOiAiUENJQWRtaW5JZCIsCiAgICAGICI2YWx1ZSI6ICIzMTQ3IiwKICAgGICA
gImR1c2NyaXB0aW9uIjogIiIsCiAgICAgICJ0eXBlIjogInRleHQiLAogICAgICAiIiZWS5hYmx
1ZCI6IHRYdWUKICAGIHOKICBALA0OGICJIfcG9zdGlhbl92YXIJpYWIsZV9zY29wZSI6ICInbGY
iYWxzIiwKICAiX3Bvc3RtYW5£ZXhwb3J0ZWREYXQiOiAiMjAXOSOwWNiOyNVQwODo1lNzozNS4
xOTRaIiwKICAiX3Bvc3RtYW5£ZXhwb3J0ZWREdXNpbmciOiAiUG9zdG1lhbi81LjUuNCIKEQ=
=</content>
</globalVariable>
</postmanCollection>
</WebApp>
</data>
</ServiceRequest>
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XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="https://qualysapi.qualys.com/qgps/xsd/3.0/w
as/webapp.xsd">

<responseCode>SUCCESS</responseCode>

<count>1</count>
<data>
<WebApp>
<id>87452</id>
<name>
<! [CDATA[My Web Application]]>

</name>
<url>

<! [CDATA[http://mywebapp.com]]>

<postmanCollection>
<collection>
<id>»221</id>

<name>NoBodyGetAddRetrieveUpdateTrainerBreedPuppyv2. json</name>

<content>ewoJInZhcmlhY¥mxlcyI6IFtdLA0JIMluZm8iOiB7CgkJIm5hbWUiOiAiUXVhbH1
zUGVOU3RvcmUiLAoJCSJ£cG92dG1lhbl9pZCI6ICI4ZD1iNGQ3MS00ZmU4LTRjMDAEMDB1Yi0
3NWUxZmMOMj ZkMmEiLA0JCSJkZXNjcmlwdGlvbiI6ICJIZb3UgYXJ1IGFibGUgdG8gbWFuYWd
1IH1vdXIgcGVOcyBlc2luZyB0aGlzIEFQSS5cbllvdSBjYW4gYWRkIGEgcGVOLCBhc3NvY21
hdGUgdGhlIHB1dCBObyBhIHNwWZWNpZml jIHRyYWluZXIgLCBicmV1ZGVyLiBUaGUgaGVpcmF£SWKCQkJIJCQ17CgkJIJCQkICSTrZXk
10iAiQ29udGVudClUeXBlIiwKCQkJCQkJINZhbHV1IjogImFwcGxpY2F0aW9ulL2pzb24iLlAo
JCQkJICQkiZGVzY3JpcHRpb24i0iAiIgoJCQkJCXOKCQkJIJCVOsCgkIJCQki¥Ym9OkeSI6IHsSKCQk
JCQkibW9kZSI6ICIyYXciLAoJCQkJCSIyY¥XciOiAiIHtcclxuICAgIFwic3NuXCI6IFwiMTI 6YXRpb24iLAoJCQkJCQkidmFsdWUiOiAiYWRtaW4xMjMONTYiLAoJCQkJCQk
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iZGVzY3JpcHRpb241i0iAiIgoJCQkJICX0sCgkIJCQkJIJewoJCQkJICQkia2V5IjogIlkNvbnR1lbnQ
tVH1wZSIsCgkJCQkJCSI2YWx1ZSI6ICThcHBsaWNhdGlvbi9qc29uIiwKCQkJCQkJImR1c2N
yaXB0aW9uIjogIiIKCQkJCQ19CgkJCQldLA0JCQkJIJImMR1c2NyaXB0aW9uljogIkdldCBSZXF
1ZXNOIHRvIFJ1dHJIpZXZ1IEFsbCB0aGUgVHIhaW51cnMgQWRkZWQiCgkJCX0sCgkJCSJIyZXN
wb25z2ZSI6IFtdCgkJ£SWKCQ17CgkJCSJuYW11IjogIkFkZCBCcmV1ZCIsCgkJCSIYyZXF1ZXN
0IjogewoJCQkJINVybCI6ICIxMC4xMS420C43MjolMDAWL3F1YWx5cylzd2FnZ2VyLWFwaS9
hcGkv¥nJ1ZWRzIiwKCQkJCSJtZXRob2QiOiAiUE9TVCIsCgkJCQkiaGVhZGVyIjogWwoJCQk
JCXsKCQkJCQkJImtleSI6ICIBdXRob3JpemF0aWOuIliwKCQkJCQkJInZhbHV1IjogImFkbWl
uMTIzNDU2IiwKCQkJCQkJImR1c2NyaXB0aW9uIjogIiIKCQkJCQl9LA0JCQkJICXsKCQkJICQk
JImtleSI6ICIDb250ZW50LVR5cGUiLA0JCQkICQkidmFsdWUiOiAiYXBwbGl jYXRpb24vanN
vbiIsCgkJCQkJCSIkZXNjcmlwdGlvbiI6ICIiCgkJCQkJI£QoIJCQkIXSWKCQkJIJCSJIJib2R5Ijo
gewoJCQkJCSJItb2R1IjogInJhdyIsCgkJCQkJInJhdyI6ICIgelxyXG4gICAgXCJicmV1ZF9
uYW11lXCI6IFwiR29sZGVuIFJ1dHIpZXZ1lclwiLFxyXG4gICAgXCJzaXplXCI6IFwibGFyz2V
cIlixcclxuICAgIFwidH1wZVwiOiBcImNvbXBhbmlvblwiLFxyXG4gICAgXCJIkZXNjcmlwdGl
vblwiOiBcIkFkZGluZyBmb3VydGggdHl1wZSBvZiBicmV1ZFwiXHJcbiAgfSIKCQkJCX0sCgk
JCQkiZGVzY3JpcHRpb24i0iAiQWRkIGEgbmV3IGIyZWVKkIHRVIFF1YWx5¢c1B1dFNOb3J1IEN
vbGx1lY3Rpb24iCgkJCX0sCgkJCSIyZXNwb252ZSI6IFtdCgkJ£SWKCQ17CgkJCSJuYW1llIjo
gIkdldCBCcmV1ZHMiLA0oJCQkicmVxdWVzdCI6IHsKCQkJCSI1cmwiOiAiMTAUMTEuUNjguNzI
6NTAWMCOxdWFseXMtc3dhZ2d1lcilhcGkvYXBpL2JyZWVkcyIsCgkJCQkibWV0aG9kIjogIkd
FVCIsCgkJCQkiaGVhZGVyIjogWwoJCQkJCXsKCQkJIJCQkJIJImtleSI6ICIBdXRob3JpemF0aWw9
uIiwKCQkJCQkJInZhbHV1IjogImFkbWluMTIzNDU2IiwKCQkJCQkJImR1c2NyaXB0aWw9uIjo
gIiIKCQkJCQl9LA0JCQkICXsKCQkICQkJIJImtleSI6ICIDb250ZW50LVR5cGUiLA0ICQkICQk
idmFsdWUiOiAiYXBwbG1ljYXRpb24vanNvbiIsCgkJCQkJCSJIkZXNjcmlwdGlvbiI6ICIiCgk
JCQkJT£QoICQkIXSWKCQkJIJCSIkZXNjcmlwdGlvbiI6ICJISZXRyaWV2Z2SBhbGwgY¥nJ1ZWRzIHJ
1cXV1c3QgIHRVIFF1YWx5c1B1dFNOb3J1IENvbGx1Y3Rpb24iCgkJCX0sCgkJCSJIyZXNwb25
zZSI6IFtdCgkJ£SwWKCQ17CgkJCSIJuYW11lIjogIkFkZCBQdXBweSIsCgkJCSJIJyZXF1ZXNOIjo
gewoJCQkJInVybCI6ICIXMC4xMS420C43MjolMDAWL3F1YWx5cylzd2FnZ2VyLWFwaS9hcGk
vcHVweGllcyIsCgkJCQkibWV0aG9kIjogIlBPU1QiLA0JCQkJImMhlYWR1ciI6IFsKCQkJCQlL
7CgkJCQkJICSIrZXkiOiAiQXV0aG9yaXphdGlvbiIsCgkJCQkJCSJIJ2YWx1ZSI6ICIThZGlpbjE
yMzQ1NiIsCgkJCQkJCSJITkZXNjcmlwdGlvbiI6ICIiCgkJCQkJI£SWKCQkJICQ1l7CgkIJCQkICST MDA
wL3F1YWx5cylzd2FnZ2VyLWFwaS9hcGkvcHVwcGllcyIsCgkJCQkibWV0aG9kIjogIkdFVCI
sCgkJCQkiaGVhZGVyIjogWwoJCQkJCXsKCQkJCQkJIJImtleSI6ICIBdXRob3JpemFO0aW9uIliw
KCQkJCQkJInZhbHV1IjogImFkbWluMTIzNDU2IiwKCQkJCQkJImR1c2NyaXB0aW9uIjogIil
KCQkJCQ19LA0JCQkJICXsKCQkJIJCQkJIJImtleSI6ICIDb250ZW50LVR5cGUiLA0JCQkICQkidmF
sdWUiOiAiYXBwbGljYXRpb24vanNvbiIsCgkJCQkJCSJIJkZXNjcmlwdGlvbiI6ICIiCgkJCQk
J£QoJCQkIXSWKCQkJICSITkZXNjcmlwdGlvbiI6ICISZXRyZW12ZSBwdXBwaWVzIGFkZGVkIHJ
1cXV1c3QgIHRVIFF1YWx5c1B1dFNOb3J1IENvbGx1Y3Rpb24iCgkJCX0sCgkIJCSIyZXNwb25
zZSI6IFtdCgkJ£SwWKCQ17CgkJCSIJuYW11lIjogIlVwZGF0ZSBQdXBweSIsCgkJCSIJyZXF1ZXN
0IjogewoJCQkJIINVybCI6ICIXMC4xMS420C43MjolMDAWL3F1YWx5cylzd2FnZ22VyLWFwaS9
hcGkvcHVwcGl1lcy85IiwKCQkJCSITtZXRob2QiOiAiUFVUIiwKCQkJCSJoZWFkZXIiOiBbCgk
JCQkJewoJCQkJIJCQkia2V5IjogIlkF1dGhveml 6YXRpb24iLAoJCQkJICQkidmFsdWUiOiAiYWR
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taW4xMjMONTYiLAoJCQkJCQkiZGVzY3JpcHRpb2410iAiIgoJCQkJCX0sCgkIJCQkJIJewoJCQk
JCQkia2V5IjogIkNvbnR1bnQtVHIwZSIsCgkJCQkJCSI2YWx1ZSI6ICIThcHBsaWNhdGlvbi9
gqc29uIiwKCQkJCQkJImMR1c2NyaXB0aW9uIjogIiIKCQkJCQ19CgkJCQ1dLA0JCQkIImIvZHk
i0iB7CgkJCQkJIImlvZGUiOiAicmF3IiwKCQkJCQkicmF3IjogIliB7XHIcbiAgICBcImJyZWV
kX21kXCI6IDQsXHJIcbiAgICBcInRyYWluZXJfaWRcIjogMixcclxuICAgGIFwiYWd1XCI6IDI
sXHJcbiAgICBcImdlbmR1lclwiOiBcImlhbGVcIlxyXG4gIH0iCgkJCQl9LA0JCQkJIMR1c2N
yaXB0aW9uIjogIlVwZGFO0ZSBhIHNwZWNpZml jIHB1cHB5IHJ1cXV1c3QgIHRVIFF1YWx5clB
1dFNOb3J1IENvbGx1Y3Rpb24iCgkJCX0sCgkJIJCSIyZXNwb25zZSI6IFtdCgkIJ£QoIXQp9</c
ontent>
<fileSize>4473</fileSize>
</collection>
<environmentVariable>
<id>223</id>
<name>QPS68-
72EnvVariable.postman_environment. json</name>

<content>ewoJImlkIjogIjcxNTBhYjIyLWE1MDQtNGEzNCO5MTkzLTEZMDViOTA3YTk5YyI
sCgkibmFtZSI6ICJRUFM20C03MkVudlZhcmlhYmx1IiwKCSJ2YWx1ZXMiOiBbCgkJewoJCQk
ia2V5IjogInVybCIsCgkJCSJI2YWx1ZSI6ICJIJodHRwOi8vMTAUMTEUNjguNzI 6NTAWMC 9xdWF
seXMtc3dhZ2dlcilhcGkvIiwKCQkJImR1c2NyaXB0aW9uIjogIiIsCgkJCSJIJ1bmFibGVkIjo
gdHJ1ZQoJCX0sCgkJewoJCQkia2V5IjogIlkF1dGhveml 6YXRpb24iLAoJCQkidmFsdWUiOiA
iYWRtaW4xMjMONTYiLAoJCQkidH1wZSI6ICJ0ZXh0IiwKCQkJImRlc2NyaXB0aWSuljogIil
sCgkJCSJI1bmFibGVkIjogdHJ1ZQoJCX0sCgkJewoJCQkia2V5IjogIkNvbnR1bnQtVH1WZSI
sCgkJCSJ2YWx1ZSI6ICJIThcHBsaWNhdGlvbi9qc29uIiwKCQkJINR5cGUiOiAidGV4dCIsCgk
JCSJkZXNjcmlwdGlvbiI6ICIiLAoJCQkiZW5hYmx1ZCI6IHRYdWUKCQ19CgldLAoJI19wb3N
ObWFuX3ZhcmlhYmx1X3Njb3BlIjogImVudmlyb25tZW50IiwKCSJfcG92zdGlhbl91eHBvcnR
1ZF9hdCI6ICIYMDESLTEYLTAZzZVDA20jM20jUlLjg5M10iLA0JI1 9wb3NObWFuX2V4cG9ydGV
kX3VzaW5nIjogIlBvc3RtYW4vNi43LjQiCn0=</content>
<fileSize>6l1l4</fileSize>
</environmentVariable>
<globalVariable>
<id>222</id>
<name>globals.postman_globals.json</name>

<content>ewogICJpZCI6ICIWNTY5YzkzYS02YZzRjLWFKMDI tNDI3YiOwMDU2ZjEyMjU2NIQ
iLA0ogICJuYW11lIjogIlBvc3RtYW4gR2xvY¥mFscyIsCiAgInZhbHV1cyI6IFsKICAGIHSKICA
gICAgImtleSI6ICIDb21wYWS55TmFtZSIsCiAgICAGICI2YWx1Z2SI6ICIDb3Jwb3JhdGUgGTmMV
0d29ya2luZywgSW5jLiIsCiAgICAGICIkZXNjcmlwdGlvbiI6ICIiLAogICAgICAiIidHIWZSI
6ICJ0ZXhOIiwKICAgGICAGIMVuYWJIsZWQiOiB0cnV1CiAgICBO9LAogICAgewogICAgICAiLia2v
5I50gI1N1YnNjcmlwdGlvblVVSUQiLAogICAgICAidmFsdWUiOiAiNmFkM2E5ZTk tMzB1ZS0
3YjASLTgxMGI tZGMwMGQOZDY1Y2E2IiwKICAgICAgImR1c2NyaXB0aW9uIjogIiIsCiAgICA
gICJ0eXBlIjogInR1eHQiLA0gICAgGICAiZWS5hYmx1ZCI6IHRYdWUKICAgGIHOsCiAgICB7CiA
gICAgICJIrZXkiOiAiUENJQWRtaW5JZCIsCiAgICAgICI2YWx1ZSI6ICIzMTQ3IiwKICAgICA
gImR1c2NyaXB0aW9uIljogIiIsCiAgICAgICJ0eXBlIjogInR1eHQiLAogICAGICAIiZWS5hYmx
1ZCI6IHRYdWUKICAGIHOKICBALAOGICJI£cG9zdGlhbl92YXIJpYWIsZVIzY29wZSI6ICInbGY
iYWxzIiwKICAiX3Bvc3RtYW5£ZXhwb3J0ZWREfYXQi0iAiMjAXOSOwWNiOyNVQwODol1NzozNS4
xXOTRaIiwKICAiX3Bvc3RtYW5£fZXhwb3J0ZWRfdXNpbmciOiAiUG92zdG1lhbi81LjUuNCIKEQ=
=</content>
<fileSize>694</fileSize>
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</globalvVariable>
</postmanCollection>
</WebApp>
</data>
</ServiceResponse>

Sample: Update a web application to remove the Environment and Global Variable files

Let us remove the content of the Environment Variable and Global Variable files that are
added to the web application, by sending the blank "globalVariable" and
"environmentVariable" tags.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/update/was/webapp/87453" <
file.xml

Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
<data>
<WebApp>
<postmanCollection>
<globalVariable/>
<environmentVariable/>
</postmanCollection>
</WebApp>
</data>
</ServiceRequest>

XML Qutput

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qgps/xsd/3.0/w
as/webapp.xsd">
<responseCode>SUCCESS</responseCode>
<count>1</count>
<data>
<WebApp>
<id>87453</id>
</WebApp>
</data>
</ServiceResponse>
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Sample: Update the web application to remove the Postman collection files

Let us remove the entire Postman Collection and variable files by sending the blank
"postmanCollection” tag.

AP] Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/update/was/webapp/87453" <
file.xml

Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
<data>
<WebApp>
<postmanCollection/>
</WebApp>
</data>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="https://qualysapi.qualys.com/qgps/xsd/3.0/w
as/webapp.xsd">
<responseCode>SUCCESS</responseCode>
<count>1</count>
<data>
<WebApp>
<id>87453</id>
</WebApp>
</data>
</ServiceResponse>

Updated XSD
<platform API server>/qps/xsd/3.0/was/webapp.xsd

We added a new element <postmanCollection> in the XSD. The <postmanCollection>
element contains <collection>, <environmentVariable>, and <globalVariable> elements.

</xs:element>
<xs:element name="useSitemap" type="xs:boolean" default="false"
minOccurs="0"/>
<xs:element name="headers" type="WebAppHeaderList"
minOccurs="0"/>
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name="malwareMonitoring" type="xs:boolean"

name="malwareNotification" type="xs:boolean"

<xs:element name="malwareTaskId" type="xs:long" minOccurs="0"/>

<xs:element

name="malwareScheduling"

type="SchedulePlanification" minOccurs="0"/>

<xs:element
<xs:element
<xs:element
minOccurs="0"/>
<xs:element
<xs:element
<xs:element
minOccurs="0"/>
<xs:element
<xs:element
minOccurs="0"/>
<xXs:
<xs:
<xs:
<xs:
minOccurs="0"/>
<xs:element
minOccurs="0"/>
<xs:element
minOccurs="0"/>
<xs:element
minOccurs="0"/>
<xs:element

element
element
element
element

name="tags" type="TagList" minOccurs="0"/>
name="comments" type="CommentList" minOccurs="0"/>
name="isScheduled" type="xs:boolean"

name="lastScan" type="WasScan" minOccurs="0"/>
name="createdBy" type="User" minOccurs="0"/>

name="createdDate" type="xs:dateTime"

name="updatedBy" type="User" minOccurs="0"/>
name="updatedDate" type="xs:dateTime"

name="screenshot" type="Cdata" minOccurs="0"/>
name="proxy" type="HttpProxy" minOccurs="0"/>
name="config" type="WebAppConfig" minOccurs="0"/>
name="crawlingScripts" type="CrawlingScriptList"
name="lastScanStatus" type="WasLastScanStatus"
name="removeFromSubscription" type="xs:boolean"

name="reactivateIfExists" type="xs:boolean"

name="postmanCollection"

type="WasPostmanCollection" minOccurs="0"/>

<xs:element

name="swaggerFile" type="FileData" minOccurs="0"/>

<xs:complexType name="WasPostmanCollection">

<xs:all>

<xs:element name="collection" type="FileData" minOccurs="0"/>
<xs:element name="environmentVariable" type="FileData"

minOccurs="0"/>

<xs:element name="globalVariable" type="FileData"

minOccurs="0"/>
</xs:all>
</xs:complexType>
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WAS API: Added Support for Parameters in Selenium Script for
Authentication

API affected /qps/rest/3.0/get/was/webappauthrecord/<id>
/qps/rest/3.0/create/was/webappauthrecord
/qps/rest/3.0/update/was/webappauthrecord/<id>

New or Updated APIs Updated API
DTD or XSD changes Yes

With this release, you can now specify username and password in the authentication
record for Selenium authentication type and then use them in the Selenium script. You
can use these 2 placeholders: @@authusername@@ and @@authpassword@@ inside the
selenium script. The names of the placeholders are case insensitive.

During the scan, we will replace @@authusername@@ and @@authpassword@@ with the
username and password that you have specified in the authentication record.

Using the placeholders in the script has several advantages. It allows 1) changing the login
credentials without the need to change the selenium script, 2) credentials encryption in
transit for selenium authentication, and 3) masking of credentials in scan results for
selenium authentication scans.

We added a new parameter “seleniumCreds” that when set to “true” allows you to add
@@authusername@@ and @@authpassword@@ inside the selenium script. If you set the
parameter to “false”, then adding the placeholders in the script will return an error.

Permissions
- You must have WAS module enabled.
- You must have “API Access” and “Access WAS module” permissions.

- You must have “Create/Edit/View Authentication Record” permissions.

Sample: Create an Authentication Record and add a Selenium script with placeholders

Let us create an authentication record to add @@authusername@@ and
@@authpassword@@ inside the selenium script and set the parameter “seleniumCreds” to
"true" in the authentication record.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
data-binary @-
"https://qualysapi.qualys.com/rest/3.0/create/was/webappauthrecord" <
file.xml

Note: “file.xml” contains the request POST data.
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Request POST data

<ServiceRequest>
<data>
<WebAppAuthRecord>
<name><! [CDATA[My auth record]]></name>
<formRecord>
<type>SELENIUM</type>
<seleniumScript>

<tr><td>type</td><td>name=username</td>
<td>Q@Rauthusername@@</td></tr>
<tr><td>type</td><td>name=password</td>
<td>@Rauthpassword@@</td></tr>

</seleniumScript>
<seleniumCreds>true</seleniumCreds>
<fields>
<set>
<WebAppAuthFormRecordField>
<name>username</name>
<value>spp2</value>
</WebAppAuthFormRecordField>
<WebAppAuthFormRecordField>
<name>password</name>
<value>secret</value>
</WebAppAuthFormRecordField>
</set>
</fields>
</formRecord>
</WebAppAuthRecord>
</data>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qgps/xsd/3.0/w
as/webappauthrecord.xsd">

<responseCode>SUCCESS</responseCode>

<count>1</count>
<data>
<WebAppAuthRecord>
<i1d>804942</id>
<name>
<! [CDATA[My auth record]]>
</name>
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<formRecord>
<type>SELENIUM</type>
<authVault>false</authvault>
<seleniumCreds>true</seleniumCreds>
<seleniumScript>
<name>
<! [CDATA[
My Selenium Script
11>
</name>
<data>

<tr>

<td>type</td>
<td>name=username</td>
<td>Q@RauthusernameR@</td>

</tr>

<tr>
<td>type</td>
<td>name=password</td>
<td>@Rauthpassword@@</td>

</tr>

Updated XSD
<platform API server>/qps/xsd/3.0/was/webappauthrecord.xsd
We added a new element “seleniumCreds” in the XSD.

<?xml version="1.0" encoding="UTF-8"7?>

<xs:schema
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified">

<!-- REQUEST -->
<xs:element name="ServiceRequest">

<xs:complexType name="WebAppAuthFormRecord">
<xs:all>

<xs:element name="seleniumCreds" type="xs:boolean"
default="false" minOccurs="0"/>

<xs:element name="seleniumScript" type="SeleniumScript"
minOccurs="0"/>

<xs:element name="authVaultDetails" type="AuthVaultDetails"
minOccurs="0"/

</xs:all>
</xs:complexType>
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AM API: Change of Behavior for Deleting Assets

API affected /qps/rest/2.0/delete/am/hostasset/<assetld>
/qps/rest/2.0/delete/am/asset/<assetld>
/qps/rest/2.0/delete/am/hostasset/
/qps/rest/2.0/delete/am/asset/

Earlier, the delete asset request did not sync into the Vulnerability Management, Policy
Compliance, and Security Configuration Assessment modules. Now, the delete request
will delete VM-enabled assets in an asynchronous way and hence it will take some time to
delete assets across all modules. It will also take time for the changes to reflect in the API
response and on the Ul This change is to ensure a consistent asset count between all
modules. After this change, by default, there will be a daily purge limit of deleting 50000
assets per day. However, the daily purge limit is configurable at the platform level and
might change in future.
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AM API: Added Support for Succeeded State for Azure Instances

API affected /qps/rest/2.0/get/am/hostasset/
/qps/rest/2.0/search/am/hostasset

New or Updated APIs Updated API

DTD or XSD changes Yes

For the Get Host Assets and Search Host Assess API calls made for Azure instances, we
have now added support for the Succeeded state in the responses.

Sample: Get host asset API returns succeeded state for a host asset
The Get response for a host asset also returns the succeeded state.

AP] Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "GET" --
"https://qualysapi.qualys.com/rest/2.0/get/am/hostasset//8705528"

XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/qgps/xsd/2.0/a
m/hostasset.xsd">
<responseCode>SUCCESS</responseCode>
<count>1</count>
<data>
<HostAsset>
1d>8705528</1d>
<name>vj-por-17433-wi</name>
<created>2021-05-20T07:53:297</created>
<modified>2021-06-24T20:45:517Z</modified>
<type>HOST</type>
<tags>
<list>
<TagSimple>
<1d>14243045</id>
<name>azure</name>
</TagSimple>
<TagSimple>
<1d>11447393</id>
<name>Internet Facing Assets</name>
</TagSimple>
<TagSimple>
<id>13208192</id>
<name>ip range</name>
</TagSimple>
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</list>
</tags>

<location>eastus</location>

<vmSize>Standard Bls</vmSize>
<vmId>0c8205d9-2f7a-4ef9-8cl0e-de784ba93983</vmId>
<offer>WindowsServer</offer>
<state>SUCCEEDED</state>
<publisher>MicrosoftWindowsServer</publisher>
<version>latest</version>
<osType>Windows</osType>

</HostAsset>
</data>
</ServiceResponse> </HostAsset>
</data>
</ServiceResponse>

Sample: Search host asset API returns succeeded state for a host asset
The Search response for a host asset also returns the succeeded state.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
"https://qualysapi.qualys.com/rest/2.0/search/am/tag" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
<filters>
<<Criteria field="state" operator="EQUALS">SUCCEEDED</Criteria>
</filters>
</ServiceRequest>

XML Qutput

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="https://qualysapi.qualys.com/qgps/xsd/2.0/a
m/hostasset.xsd">
<responseCode>SUCCESS</responseCode>
<count>1</count>
<hasMoreRecords>false</hasMoreRecords>
<data>
<HostAsset>
<id>8705528</id>
<name>vj-por-17433-wi</name>
<created>2021-05-20T07:53:297Z</created>
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<modified>2021-06-24T20:45:5172</modified>
<type>HOST</type>

<AssetSource/>
<AzureAssetSourceSimple>

<assetId>8705528</assetId>
<type>AZURE</type>
<firstDiscovered>2021-05-20T07:53:2972</firstDiscovered>
<lastUpdated>2021-06-24T20:45:517</lastUpdated>
<azureVmTags>
<tags>
<list>
<AzureTags>
<key>Name</key>
<value>vj-por-17433-win-vm</value>
</AzureTags>
</list>
</tags>

</azureVmTags>
<name>vj-por-17433-win-vm</name>
<location>eastus</location>
<vmSize>Standard Bls</vmSize>
<vmId>0c8205d9-2f7a-4ef9-8c0e-de784ba93983</vmId>
<offer>WindowsServer</offer>
<state>SUCCEEDED</state>

</HostAsset>
</data>
</ServiceResponse>

XSD update for asset.xsd file

XSD: <platform API server>/qps/xsd/2.0/am/asset.xsd
We added SUCCEEDED element to asset.XSD file.

<simpleType name="AssetSourceStateCode">
<restriction base="string">

<enumeration
<enumeration
<enumeration
<enumeration
<enumeration
<enumeration
<enumeration
<enumeration
<enumeration
<enumeration
<enumeration
<enumeration

value="PENDING" />
value="RUNNING"/>
value="SHUTTING_DOWN"/>
value="TERMINATED" />
value="STOPPING" />
value="STOPPED" />
value="DEALLOCATED" />
value="DEALLOCATING"/>
value="CREATING" />
value="STARTING" />
value="DELETING" />
value="DELETED"/>
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<enumeration value="UPDATING"/>
<enumeration value="FAILED"/>
<enumeration value="MOVING"/>
<enumeration value="PROVISIONING"/>
<enumeration value="CREATING IMAGE"/>
<enumeration value="TERMINATING"/>
<enumeration value="SUCCEEDED"/> <!--new tag added -->
<enumeration value="UNSUPPORTED"/>
</restriction>
</simpleType>
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AM API: Added Support for Calculating Asset Criticality

API affected qps/rest/2.0/create/am/tag
gps/rest/2.0/search/am/tag
gps/rest/2.0/update/am/tag
gps/rest/2.0/update/am/tag/<tagid>
qps/rest/2.0/search/am/hostasset
gps/rest/2.0/get/am/hostasset/<hostassetid>
qps/rest/2.0/search/am/asset
gps/rest/2.0/get/am/asset/<assetid>

New or Updated APIs Updated API
DTD or XSD changes Yes

With this release, you can now assign criticality to asset tags which is then assigned to
assets. We have added a new parameter, Criticality Score that allows you add a criticality
to asset tags. Asset Criticality score is calculated on the basis of attached tags. If multiple
tags are attached to an asset, then the highest criticality value from assigned tags is
considered as criticality score for an asset.

You can refer to the following sample requests, responses, and XSD updates:
Sample: Create an asset tag and assign criticality score

Sample: Search an asset tag with criticality score

Sample: Update an asset tag with criticality score

Sample: Update an asset tag with criticality score and tag ID in URL

XSD update for tag.xsd file

Sample: Search host asset API returns criticality score for a host asset
Sample: Get host asset API returns criticality score for a host asset

Sample: Search asset API returns criticality score for an asset

Sample: Get asset API returns criticality score for an asset

XSD update for asset.xsd file

Sample: Create an asset tag and assign criticality score
Let us create an asset tag and assign criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
"https://qualysapi.qualys.com/rest/2.0/create/am/tag" < file.xml
Note: “file.xml” contains the request POST data.
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Request POST data

<ServiceRequest>
<data>
<Tag>
<name>critical 3</name>
<criticalityScore>3</criticalityScore>
<color>#FFFFFF</color>
</Tag>
</data>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="https://qualysapi.qualys.com/qgps/rest/2.0/
create/am/tag">
<responseCode>SUCCESS</responseCode>
<count>1</count>
<data>
<Tag>
<1d>7824612</1d>
<name>critical 3</name>
<created>2021-06-08T13:09:00Z</created>
<modified>2021-06-08T13:09:00Z2</modified>
<color>#FFFFFF</color>
<criticalityScore>3</criticalityScore>
</Tag>
</data>
</ServiceResponse>

Sample: Search an asset tag with criticality score
Let us search an asset tag with specific criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
"https://qualysapi.qualys.com/rest/2.0/search/am/tag" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
<filters>
<Criteria field="criticalityScore"
operator="EQUALS">
3</Criteria>
</filters>
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</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="https://qualysapi.qualys.com/qps/rest/2.0/
search/am/tag">
<responseCode>SUCCESS</responseCode>
<count>1</count>
<hasMoreRecords>false</hasMoreRecords>
<data>
<Tag>
<1d>7824612</1d>
<name>critical 3</name>
<created>2021-06-08T13:09:00zZ</created>
<modified>2021-06-08T13:09:00Z</modified>
<color>#FFFFFF</color>
<criticalityScore>3</criticalityScore>
</Tag>
</data>
</ServiceResponse>

Sample: Update an asset tag with criticality score
Let us update an asset tag with specific criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST"
"https://qualysapi.qualys.com/rest/2.0/update/am/tag" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
<filters>
<Criteria field="id" operator="EQUALS">11175413</Criteria>
</filters>
<data>
<Tag>
<name>name change3</name>
<criticalityScore>5</criticalityScore>
<children>
<remove>
<TagSimple><id>123</id></TagSimple>
<TagSimple><id>456</id></TagSimple>
</remove>
</children>
</Tag>
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</data>
</ServiceRequest

XML Qutput

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:noNamespaceSchemalLocation="https://qualysapi.qualys.com/gps/rest/2.0/

update/am/tag">

<responseCode>SUCCESS</responseCode>
<count>1</count>
<hasMoreRecords>false</hasMoreRecords>
<data>

<Tag>

<id>11175413</id>

</Tag>

</data>
</ServiceResponse>

Sample: Update an asset tag with criticality score and tag ID in URL
Let us update an asset tag with specific criticality score and tag ID in URL.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --

"https://qualysapi.qualys.com/rest/2.0/update/am/tag/11175413" < file.xml

Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
<data>
<Tag>
<name>name change3</name>
<criticalityScore>5</criticalityScore>
<children>
<remove>
<TagSimple><id>123</id></TagSimple>
<TagSimple><id>456</id></TagSimple>
</remove>
</children>
</Tag>
</data>
</ServiceRequest

XML Qutput

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:noNamespaceSchemalLocation="https://qualysapi.qualys.com/gps/rest/2.

update/am/tag">
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<responseCode>SUCCESS</responseCode>
<count>1</count>
<hasMoreRecords>false</hasMoreRecords>
<data>

<Tag>

<id>11175413</id>

</Tag>

</data>
</ServiceResponse>

XSD update for tag.xsd file
XSD: <platform API server>/qps/xsd/2.0/am/tag.xsd

We have added criticalityScore element to the tag.xsd file

<?xml version="1.0" encoding="UTF-8"?>

<schema xmlns="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://am.oxm.api.portal.qualys.com/v2"
xmlns:tns="http://am.oxm.api.portal.qualys.com/v2"
elementFormDefault="qualified">

<complexType name="TagSimple">
<sequence>
<element name="id" type="long" />
<element name="name" type="string" />
</sequence>
</complexType>

<complexType name="Tag">
<complexContent>
<extension base="tns:TagSimple">
<sequence>
<element name="parentTagId" type="long" minOccurs="0" />
<element name="created" type="dateTime" minOccurs="0" />
<element name="modified" type="dateTime" minOccurs="0" />
<element name="color" minOccurs="0">
<simpleType>
<restriction base="string">
<pattern value="#[0-9a-fA-F] {3} ([0-9a-fA-F]{3})?" />
</restriction>
</simpleType>
</element>
<element name="ruleText" type="string" minOccurs="0" />
<element name="ruleType" type="tns:TagRuleType" minOccurs="0" />
<element name="srcAssetGroupId" type="long" minOccurs="0" />
<element name="srcBusinessUnitId" type="long" minOccurs="0" />
<element name="srcOperatingSystemName" type="string" minOccurs="0" />
<element name="provider" type="string" minOccurs="0" />
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<element name="children" type="tns:TagSimpleQList" minOccurs="0" />
<element name="criticalityScore" type="int" minOccurs="0" />
</sequence>
</extension>
</complexContent>
</complexType>
</schema>

Sample: Search host asset API returns criticality score for a host asset
Let us search for a host asset and the response will also return the criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST"
"https://qualysapi.qualys.com/rest/2.0/search/am/hostasset" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
<filters>
<Criteria field="name">
operator="EQUALS">hkencrtest</Criteria>
</filters>
</ServiceRequest>

XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="https://qualysapi.qualys.com/qgps/rest/2.0/
search/am/hostasset">

<responseCode>SUCCESS</responseCode>

<count>1</count>

<hasMoreRecords>false</hasMoreRecords>
<data>

<HostAsset>

<id>3052446</id>

<name>hkencrtest</name>

<created>2020-02-06T09:29:2372</created>

<modified>2020-10-27T11:56:50Z2</modified>

<type>HOST</type>

<tags>

<list>
<TagSimple>
<1d>13309029</id>
<name>test-name-tagk8s</name>
</TagSimple>

36



Qualys Cloud Platform v3.x
AM API: Added Support for Calculating Asset Criticality

<name>hkencrtest</name>
<location>centralindia</location>
<vmSize>Standard Blls</vmSize>
<vmId>bdb01734-17de-4a8b-a846-1fdc0cd4ebd90</vmId>
<offer>UbuntuServer</offer>
<state>DELETED</state>
<publisher>Canonical</publisher>
<version>latest</version>
<osType>Linux</osType>
<subnet>default</subnet>
<subscriptionId>9de9%e0a7-4£f67-4812-917d-

2246853844el</subscriptionId>
<resourceGroupName>hktest1l0</resourceGroupName>
<macAddress>00-0D-3A-3E-2A-EE</macAddress>
<publicIpAddress>13.71.5.220</publicIpAddress>
<privateIpAddress>172.16.0.4</privateIpAddress>
</AzureAssetSourceSimple>

</list>

</sourcelInfo>

<criticalityScore>2</criticalityScore>

<fgdn>hkencrtest</fgdn>

Sample: Get host asset API returns criticality score for a host asset
The Get response for a host asset also return the criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "GET" --
"https://qualysapi.qualys.com/rest/2.0/get/am/hostasset/3052446"

XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="https://qualysapi.qualys.com/gps/rest/2.0/
search/am/hostasset">
<responseCode>SUCCESS</responseCode>
<count>1</count>
<data>
<HostAsset>
<id>3052446</id>
<name>hkencrtest</name>
<created>2020-02-06T09:29:23z</created>
<modified>2020-10-27T11:56:50Z</modified>
<type>HOST</type>
<tags>
e </sourceInfo>
<criticalityScore>2</criticalityScore>
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<os>Linux</os>
<dnsHostName>hkencrtest</dnsHostName>
<address>13.71.5.220</address>
<trackingMethod>VIRTUAL MACHINE ID</trackingMethod>
<networkInterface>

</networkInterface>
<isDockerHost>false</isDockerHost>
</HostAsset>
</data>
</ServiceResponse>

Sample: Search asset API returns criticality score for an asset
Let us search for a asset and the response will also return the criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "POST" --
"https://qualysapi.qualys.com/rest/2.0/search/am/asset" < file.xml
Note: “file.xml” contains the request POST data.

Request POST data

<ServiceRequest>
<filters>
<Criteria field="name"
operator="EQUALS">hkencrtest</Criteria>
</filters>
</ServiceRequest>

XML Qutput

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemaLocation="https://qualysapi.qualys.com/quﬁESUZIVsea
rch/am/asset.xsd">
<responseCode>SUCCESS</responseCode>
<count>1</count>
<hasMoreRecords>false</hasMoreRecords>
<data>
<Asset>
<id>3052446</id>
<name>hkencrtest</name>
<created>2020-02-06T09:29:2372</created>
<modified>2020-10-27T11:56:50Z</modified>
<type>HOST</type>

<criticalityScore>2</criticalityScore>
</Asset>
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</data>
</ServiceResponse>

Sample: Get asset API returns criticality score for an asset
The Get response for a asset also return the criticality score.

API Request

curl -n -u "USERNAME:PASSWORD" -H "content-type: text/xml"-X "GET" --
"https://qualysapi.qualys.com/rest/2.0/get/am/asset/3052446"

XML Output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalocation="https://qualysapi.qualys.com/qps/rest/2.0/sea
rch/am/asset">
<responseCode>SUCCESS</responseCode>
<count>1</count>
<data>
<Asset>
<id>3052446</id>
<name>hkencrtest</name>
<created>2020-02-06T09:29:23%Z</created>
<modified>2020-10-27T11:56:50Z2</modified>
<type>HOST</type>
<tags>
<list>

</sourceInfo>
<criticalityScore>2</criticalityScore>
</Asset>
</data>
</ServiceResponse>

XSD update for asset.xsd file
XSD: <platform API server>/qps/xsd/2.0/am/asset.xsd

We added criticalityScore element to asset.XSD file.

<?xml version="1.0" encoding="UTF-8"?>

<schema xmlns="http://www.w3.0rg/2001/XMLSchema"

targetNamespace="http://am.oxm.api.portal.qualys.com/v2"
xmlns:tns="http://am.oxm.api.portal.qualys.com/v2"
elementFormDefault="qualified"
xmlns:common="http://oxm.api.portal.qualys.com/common">

<include schemalocation="tag.xsd" />
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<include schemalocation="asset source.xsd" />

<simpleType name="AssetType">
<restriction base="string">
<enumeration value="UNKNOWN" />
<enumeration value="HOST" />
<enumeration value="SCANNER" />
<enumeration value="WEBAPP" />
<enumeration value="MALWARE DOMAIN" />
</restriction>

</simpleType>

<complexType name="Asset">

<sequence>

<element name="id" type="long" minOccurs="0" />

<element name="name" type="string" minOccurs="0" />
<element name="created" type="dateTime" minOccurs="0" />
<element name="modified" type="dateTime" minOccurs="0" />
<element name="type" minOccurs="0" type="tns:AssetType" />

<element
<element

name="tags" type="tns:TagSimpleQList" minOccurs="0" />
name="sourceInfo" type="tns:AssetSourceQList" minOccurs="0" />

<element name="criticalityScore" type="int" minOccurs="0" />

</sequence>

</complexType>

</schema>
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CA API: Ability to Download Installer Binaries

API affected /qps/rest/1.0/download/ca/downloadbinary/
New or Updated APIs New
DTD or XSD changes Yes

With this release, you can download installer binaries using API. You must provide
platform and architecture parameters in the request body of the curl request.

Input Parameters

Use these parameters to download an installer binary. Depending on the availability for your
platform, you will be able to download a particular installer.

Parameter Description

platform={value} (Required) Specify platform type. Valid values are WINDOWS, MACOSX,
LINUX, AIX, LINUX_UBUNTU, BSD, SOLARIS_X_86, SOLARIS_SPARC,
LINUX_PPC_64_LE, and LINUX_COREOS
Platform value is case sensitive.

architecture={value} (Required) Specify platform architecture. Valid values are X_86_64,
ARM_64, X_64, POWER_5, PPC_64_LE, and SPARC
Architecture value is case sensitive.

For more information on supported platform and architecture, refer to the “Cloud Agent
Platform Availability Matrix” section from Cloud Agent Getting Started Guide.

This document provides sample requests and responses to download agent binaries using
Curl. You can also use our Postman Collections to download agent binaries.

Sample - Download Windows X86_64 Installer Binary

APl request:

curl -u fo username:password -X POST -H "Content-Type: text/xml" -H "X-
Requested-With: curl" --data-binary @download binary.xml
"https://qualysapi.qualys.com/gps/rest/1.0/download/ca/downloadbinary/" --
remote-name --remote-header-name

Note: “download binary.xml” contains the request POST data.

Contents of download binary.xml

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceRequest>
<data>
<DownloadBinary>
<platform>WINDOWS</platform>
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<architecture>X 86_64</architecture>
</DownloadBinary>
</data>
</ServiceRequest>

Response:
Successful Download: Installer binary will be downloaded with Status: 200 OK

Failed Download: It will show following xml output

<?xml version="1.0" encoding="UTF-8"7?>
<ServiceResponse xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:noNamespaceSchemalLocation="http://qualysapi.qualys.com/portal-
api/xsd/1.0/ca/downloadbinary.xsd">

<responseCode>0THER ERROR</responseCode>

<responseErrorDetails>

<errorMessage>An error occurred during request processing. Please
contact your account manager.</errorMessage>

</responseErrorDetails>
</ServiceResponse>
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Issues Addressed

-We improved the execution of update/am/hostasset API script, where in case of parallel
request, the second and consecutive request caused a long time for asset tagging to
complete.

-We fixed an issue where the Azure instances did not include the Succeeded state in the
SearchHostAssets and GetHostAssets API calls and on the UL

-We fixed an issue where the tags were not getting reevaluated if the dynamic tag rule was
modified via APL.
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