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Here’s what’s new in Qualys Cloud Suite 3.1.2!  
 

 
Cloud Agent 

 
Endpoint Detection and Response (EDR) Support for Cloud Agent 

 

 

Qualys Cloud Platform 3.1.2 brings you many more 
Improvements and updates! Learn more 
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Cloud Agent 

 

Endpoint Detection and Response (EDR) Support for Cloud Agent 
With this release, we have added support to the new app - Endpoint Detection and Response 
(EDR). 

EDR is an evolved superset of the IOC app. EDR expands the capabilities of the Qualys Cloud 
Platform to deliver threat hunting and Remediation response. EDR detects suspicious activity, 
confirms the presence of known and unknown malware, and provides remediation response for 
your assets. 

Once you are upgraded to EDR, the Indication of Compromise module will be renamed to 
Endpoint Detection and Response. 
 

What are the changes on CA UI? 

1. Wherever applicable, the term “IOC” is replaced with “EDR” and “Indication of 
Compromise” is replaced with “Endpoint Detection and Response”. 

2. Configuration profile for EDR is updated with new configuration terms: 
 

 
 
Configure settings constitute the time lapse after which the following types of EDR events 
are transmitted to the Qualys Cloud Platform: 
Max event log size - EDR events are transmitted to the Qualys Cloud Platform when the 
EDR event log file reaches the maximum specified size. You can specify a file size 
between 10 KB and 10240 KB. Default is 1024 KB. This value can be lower if the Payload 
threshold time is lower. 
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Payload threshold time - EDR events are transmitted to the Qualys Cloud Platform when 
the EDR payload threshold time is hit, ie., the specified seconds elapse after the previous 
payload was sent to the Qualys cloud Platform. You can specify a threshold between 30 
seconds and 1800 seconds. Default is 60 seconds. This value is lower the better to prevent 
data loss on busy systems. 
 
Maximum disk usage for EDR Data - This is the maximum size on disk available to a 
Cloud Agent for caching EDR events to be sent to the Qualys Cloud Platform for 
processing . If the maximum size is reached, the oldest events are deleted in order to 
create space for newly generated events. You can specify a disk usage size between 100 
MB and 2048 MB. Default is 1024 MB. 

 
 

Issues addressed in this release 

 
AssetView 

 
We have now fixed state token values for AWS EC2 instances to be correctly populated during 
formation of search query.  
 

  
Cloud Agent 

 
Updated Online Help for the correct link referring to the "Sudo Command List" under "What 
privileges are needed?" section. 
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