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About this Guide
About Qualys

About this Guide

Thank you for your interest in Qualys Context Extended Detection and Response (XDR).

Qualys Context Extended Detection and Response (XDR) is a next-gen Security Analytics
and Incident Response solution that natively integrates and correlates security telemetry
across the security stack for an end-to-end platform.

About Qualys

Qualys, Inc. (NASDAQ: QLYS) is a pioneer and leading provider of cloud-based security and
compliance solutions. The Qualys Cloud Platform and its integrated apps help businesses
simplify security operations and lower the cost of compliance by delivering critical
security intelligence on demand and automating the full spectrum of auditing,
compliance and protection for IT systems and web applications.

Founded in 1999, Qualys has established strategic partnerships with leading managed
service providers and consulting organizations including Accenture, BT, Cognizant
Technology Solutions, Deutsche Telekom, Fujitsu, HCL, HP Enterprise, IBM, Infosys, NTT,
Optiv, SecureWorks, Tata Communications, Verizon and Wipro. The company is also
founding member of the Cloud Security Alliance (CSA). For more information, please visit
www.qualys.com

Qualys Support

Qualys is committed to providing you with the most thorough support. Through online
documentation, telephone help, and direct email support, Qualys ensures that your
questions will be answered in the fastest time possible. We support you 7 days a week,
24 hours a day. Access support information at www.qualys.com/support/


https://cloudsecurityalliance.org/
www.qualys.com
http://www.qualys.com/support/

About XDR

About XDR

Qualys Context Extended Detection and Response (XDR) enables you to collect event data
from various assets by leveraging the qualys cloud agents. You can also configure XDR to
ingest 3rd party logs to extend detection. Qualys uses several algorithms in the
background to correlate the data coming from these varying sources to offer you a single-
pane view of your security posture.

A typical organization deploys several products and applications like firewall, Intrusion
Prevention Systems (IPS), vulnerability management systems, EDRs, and a plethora of
other systems to secure their organization against cyber threats. Qualys Context XDR
leverages the infrastructure existing for other Qualys products like the cloud agents and
other sensors to ingest real-time telemetry from all of these systems and collate it all on
the qualys cloud platform. Qualys Context XDR then integrates this with the data already
existing on the Qualys cloud platform from different qualys products to offer interesting
insights out-of-the-box on the XDR dashboards.

Qualys splits the enabling process over several phases as listed below:

4z
A |
A I |

Signal Dashboard
= Signal Investigation

Correlation Rules
= Behavior Rules

- Context Enrichment

4 I |

Log Analytics Dashboard

Day 0 - Deployment

= Cushoamer Activaticn

= Appliance Deployment
= Syilog Collector Selup
«  Windows Agent

- 3% party Log Collection
= SIEM Data Ingestion
= Windows Log Collection

= Lo Bnvicherssn

- Search Cuenies

= Special Object Setup
= Leverage Togs

To know more information on above phases, refer to the Enablement Guides in the Online

Help.


https://qualysguard.qg2.apps.qualys.com/seca/help/index.htm#t=get_started%2Fqualys_xdr_overview.htm
https://qualysguard.qg2.apps.qualys.com/seca/help/index.htm#t=get_started%2Fqualys_xdr_overview.htm
https://qualysguard.p01.eng.sjc01.qualys.com/seca/help/index.htm#t=get_started%2Fqualys_xdr_overview.htm
https://qualysguard.p01.eng.sjc01.qualys.com/seca/help/index.htm#t=get_started%2Fqualys_xdr_overview.htm

Get Started with XDR

Get Started with XDR

With Qualys Context XDR, you can collect event data from various assets by leveraging
the qualys cloud agents. You can also configure XDR to ingest 3rd party logs to extend
detection. Qualys uses several algorithms in the background to correlate the data coming
from these varying sources to offer you a single-pane view of your security posture.

Follow the instructions in these sections to configure Qualys Context XDR to collect data:
Set Up Qualys Cloud Agents

Set Up Third-party Data Collection

After successfully setting up Qualys Context XDR, you will be able to:

View events and signals from the configured data sources. See the Threat Management
section for more information.

Configure Qualys Context XDR to use real-time threat intelligence and machine learning
to automatically prioritize vulnerabilities. See the Rules section for more information.

Qualys Context XDR Dashboards

Qualys Context XDR integrates with Unified Dashboard (UD) to bring information from all
Qualys applications into a single place for visualization. UD provides a powerful, new
dashboard framework along with platform service that will be consumed and used by all
other products to enhance the existing dashboard capabilities.

Qualys Context XDR offers several dashboards out-of-the-box. Each dashboard displays a
short description of the information it offers. You can also easily configure widgets to pull
information from other modules/applications and add them to your dashboard. You can
also add as many dashboards as you like to customize your view.
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Set Up Qualys Cloud Agents

Set Up Qualys Cloud Agents

Qualys Context XDR allows you to leverage existing qualys cloud agents to collect event
logs from assets on which agents are deployed. You can also deploy fresh agents and
configure them to collect logs for XDR.

Note: If you do not have qualys cloud agents deployed already, follow the instructions in
the qualys cloud agent getting started guide or refer the online help to install and deploy
cloud agents on your assets.

Follow these steps to configure existing qualys cloud agents to collect event logs:
1. Enable XDR via configuration profile

2. Activate Cloud Agents for XDR

3. Configure a Cloud Agent Profile

To know more information on above steps, refer the Online Help.

Set Up Third-party Data Collection

Qualys Context XDR allows you to collect logs from third-party firewalls, enabling
detection across multi-vendor environments while integrating third-party firewall alerts
into a unified incident view.

we will walk you through the steps required to ingest data from third-party devices into
Qualys Context XDR. The setup process has three main steps:

1. Provision an appliance
2. Deploy a collector
3. Configure log sources

To know more information on above steps, refer the Online Help.


https://www.qualys.com%2Fdocs%2Fqualys-xdr-zerodayenablement-guide.pdf&clen=2582342&chunk=true
https://qualysguard.p01.eng.sjc01.qualys.com/seca/help/index.htm#t=get_started%2Fqualys_xdr_overview.htm
https://qualysguard.p01.eng.sjc01.qualys.com/seca/help/index.htm#t=get_started%2Fqualys_xdr_overview.htm
https://qualysguard.p01.eng.sjc01.qualys.com/seca/help/index.htm#t=get_started%2Fsetting_up_qualys_cloud_agents_for_data_collection.htm
https://www.qualys.com%2Fdocs%2Fqualys-xdr-zerodayenablement-guide.pdf&clen=2582342&chunk=true
https://qualysguard.p01.eng.sjc01.qualys.com/seca/help/index.htm#t=get_started%2Fsetting_up_3rd_party_data_collection.htm
https://qualysguard.p01.eng.sjc01.qualys.com/seca/help/index.htm#t=get_started%2Fqualys_xdr_overview.htm
https://qualysguard.p01.eng.sjc01.qualys.com/seca/help/index.htm#t=get_started%2Fqualys_xdr_overview.htm
https://qualysguard.qg2.apps.qualys.com/seca/help/index.htm#t=get_started%2Fsetting_up_qualys_cloud_agents_for_data_collection.htm
https://qualysguard.qg2.apps.qualys.com/seca/help/index.htm#t=get_started%2Fsetting_up_3rd_party_data_collection.htm
https://qualysguard.qualys.com/seca/help/index.htm#t=get_started%2Fconfigure_a_cloud_agent_profile.htm&rhsearch=Cloud%20agent
https://qualysguard.qualys.com/seca/help/index.htm#t=get_started%2Fconfigure_a_cloud_agent_profile.htm
https://qualysguard.qualys.com/seca/help/index.htm#t=get_started%2Fsetting_up_3rd_party_data_collection.htm
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threat Management

Qualys Context XDR ingests logs from different sources and events from these logs are
displayed on the threat management tab. All events from these logs are displayed under
the events sub-tab. The signals sub-tab displays the various alerts raised by Qualys
Context XDR based on the rules you have configured. The threat hunting sub-tab offers a
summarized view of all signals raised by Qualys Context XDR.

XDR DASHBOARD  THREAT MANAGEMENT  ADVANCED ANALYTICS  RULES  CONFIGURATION 20

Threat Management ~ [STRRPTRTS o .. Eocnis

LastMonth v

SIGNALS BREAKDOWN BY MITRE ATT&CK STAGES

0 0 315 76.9K 315 0 0 0 0 0 0 0
a0 40 a0 428.3K a0 a0 a0 a0 a0 a0 a0 40
Inftial Access Sxecution Persistence P Credential Acces: Discovery Lateral Movemen t Callection Command and Contol Exiitration mpact
TOP 10 SIGNALS BY MITRE TACTICS TOP 10 TRIGGERED/NOTABLE USERS BY SIGNALS COUNT TOP 10 TRIGGERED/NOTABLE ASSETS BY SIGNALS COUNT
Tatal Toul Total

® ok TestIK ® DESCTOPSAT78K

ESKTOPV3RHTIZ 161K

TECHNIQUE nene SIBNALS RISK SCORE USERNANE LoaTIoN SBALS ASSETNANE OPRATINGSYSTEN SIGMALS

AppCert DLLs Persistence. 315 m Okta Test - 20 DESKTOP-SA Micresoft Wi 17.8K

Bypass User Account Control PrivisgeEscalaton  76.6K VIIN10-210 Micresoft Wi 3.74K
m Qualys dev - 400

Apglication Shimming Privilzge Escalation 257 QualysSA Micresoft Wi 1.83K

BITS Jobs Defense Evasion 315 Quelys Consultant Oper... - 7 Qualys-PCS Mircsoft Wi 408

DESKTOP-V3RH7I2 Micesoft Wi 16.1K

Click each link below to learn more about each tab:
Events Tab

Signals Tab

Threat Hunting Tab
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Threat Hunting Tab

The threat hunting tab summarizes the details from the signals and events tab on a
dashboard. This dashboard offers a single-pane view of your threat hunting posture.

Use the time period filter on the top-left to focus on data related to a particular time
frame.

XDR DASHBOARD ~ THREAT MANAGEMENT ~ ADVANCED ANALYTICS ~ RULES  CONFIGURATION 20

LastMonth v

SIGNALS BREAKDOWN BY MITRE ATT&CK STAGES

0 0 315 76.9K 315 0 0 0 0 0 0 0
20 20 20 4282K 20 20 20 “0 “0 a0 a0 N
Inital Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Command and Contro Exfiration Impact
TOP 10 SIGNALS BY MITRE TACTICS TOP 10 TRIGGERED/NOTABLE USERS BY SIGNALS COUNT TOP 10 TRIGGERED/NOTABLE ASSETS BY SIGNALS COUNT

DESKTOP-VSRH7I2 16.1K

TECHNQUE Tene S FISK SCORE USERNAVE LocATION SeNLS ASSETNAME OPERATINGSYSTE SIGHALS

AppCertDLLs 315 o) Okta Test 20 DESKTOP-SA wi 17.8K

Bypass User Account Control 76.6K WIN10-210 M 374K
= Qualys dev E 400

Application Shimming 257 QualysSA Microsoft Wi 1.83K

BITS Jobs Defense Evasion 315 Qualys Consultant Oper... - 7 Qualys-PCS 408

DESKTOP-V3RH?I2 Microsoft Wi 16.1K

Signals breakdown by mitre attack stages - This widget displays the different mitre
attack stages and the number of signals generated per stage.

Top 10 signals by mitre tactics - This widget displays the top 10 types of mitre tactics
signals that were generated.

Top 10 triggered/notable users by signals count - This widget displays the top 10 users in
your organization with the most number of signals.

Top 10 triggered/notable assets by signals count - This widget displays the top 10 assets
in your organization that have triggered the most signals.



threat Management
Signals Tab

Signals Tab

The signals tab displays all the alerts raised by Qualys Context XDR during the set time
period, based on the rules you have activated. If you have not activated rules yet, see the
Rules section to activate them.

Threat Management Threat Hunting [SEIY

78.9K

1-50 of 78924

Last 30 Days

Total Signals
RISK SCORE  RULE NAME TYPE SOURCE CRITICALITY ~ SOURCEIPS USER AGE RESPONSE
Windows rule CORRELATION SR Medium 6 days ago 0
Sep 24,2021 08:08 pm
TACTIC
Defense Evasion 315 Windows rule CORRELATION S Medium 6 days ago 0
Persistence 15 Sep 24,2021 08:08 pm
Privilege Escalati.. 77.8€ ;
vieas BeesE Windows rule CORRELATION S Medium 6 days ago 0
Sep 24,2021 08:08 pm
TECHNIQUE
AppCert DlLs a1s Windows rule CORRELATION S Medium 6 days ago 0
A —— — Sep 24,2021 08:08 pm
ISdn 2 Windows rule CORRELATION S Medium 6 days ago 0
Bypass User Acc. 77.6K Sep 24,2021 08:05 pm
L0G SOURCES Windows rule CORRELATION  Hm Medium 6 days ago 0
24, 2021 08:05 p
— T Sep 24,2021 08:05 pm
proxy 887 Windows rule CORRELATION S Medium 6 days ago 0
windows 77.6K Sep 24,2021 08:03 pm
RULE NAME Windows rule CORRELATION SR Medium 6 days ago 0
Sep 24,2021 08:03 pm
assetld : 208443 8.88K
DENIED 315 Windows rule CORRELATION ~ S Medium 6 days ago 0
PROXIED 257 Sep 24,2021 08:03 pm
Proxy rule 315 i
Test_Decoy 461 Windows rule CORRELATION SR Medium 6 days ago 0
: m;E - Sep 24, 2021 08:03 pm

For each signal triggered, the signals tab displays the risk score that is assigned based on
several factors including the criticality of the rules triggering it. The signals tab also
displays the notifications sent out in response to each signal under the response column.
Each the number under the response column to view all the notifications sent.

For each signal triggered, you can also view detailed information about each signal and
the details of the asset triggering it. Use the quick actions menu beside each signal to view
the signal details and asset details page.

Note: Asset details are populated only when Qualys Context XDR associates the signal to

an asset.

Use Qualys QQL on this page to search for specific signals. For a complete list of QQL
tokens supported on this page, click here.

You can also use the quick filters from the left pane to narrow down to specific signals.
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Events Tab

Qualys Context XDR ingests logs from all the configured data sources on a continuous
basis. Events from these data sources are displayed on the events tab.

HOME  DASHBOARD  THREAT MANAGEMENT  ADVANCED ANALYTICS  RULES  CONFIGURATION 203

XDR

Threat Management

® astroays v | =

1.09M

Total Events
TAGS en 1-500f 1085782 [<] 3] & ¢, EA &
unparses 593K
202206070229 PM i

APPLICATION count 1 destinationPori
test 112K ype-IPS  deviceVendor. TippngPoint .47.218-48¢50000-57ac3

9% eventTime: 20220607 0229PM  exte 1654592360679 protoc

20

a5t

267 s 192.168.107.18 445 192.168.112.24 6355 1 38 34 4 0 DRINTOMZAPSO1_New 50269183 1554370915081
DEVICE TYPE me: 2022.06070228PM  count 1 cest jentic: 8875 GeviceHost: <108-JUN
UNKNOWN sesk Ver 2t locaHolocal  eventid: Sc23470c-6011-4763718 arsing Buffer Overfow
Pr 464K '5590678e-22e4-4a67-D02¢ 2 TDMZIPSO1_New  indexedAt: 1654502375566  protocol 38 tags: IPS

204K

g ® Warning

561K ) rawEvent: <108>JUN7 08:59.18 SMSIPS sm: 192.168.107.18 445 192.168.112.24 6355 1 38 3A 4 0 DRINTOMZ-IPSO1_New 50269183 1554370915081
s

Let’s take a quick look at the information this page offers:

Event Details

The event details section displays the details of all events received from the data sources.
Each event has its details categorized under two buckets:

- Event Values - Displays information as received from the data source

- Qualys Enriched Values — Displays the information that qualys was about to enrich based
on the correlations with data received from other integrations.

For example, if you have integrated your organization’s Active directory data with Qualys
Context XDR, Qualys Context XDR attempts to correlate this data with the event.
Similarly, using the IP address received on an event log, Qualys Context XDR enriches the
event details with the asset details related to this IP.

Click the arrow in the event header to view details.

HOME  DASHBDARD ~ THREATMANAGEMENT ~ ADVANCEDANAYTICS  RULES ~ CONFIGURATION 2@

XDR

Threat Management  rneatburting ~ Signais [

Q [©] Last7Days v =

1.09M

Total Events

1200Pm 1un T200PH 2an 200 3 12009 e 202 PU S 1200m an T200PH 7an 1210 an

1-5C of 1088069 WO mE

BZZ{‘G{W 02:35PM =

APPLICTION & r— sourcelpv4: 172105.16.194  destinaticnipv4 88.88  acticn: Deny  applizatior: not-apolicable  beginningTime: 7/6/2022 226 collectarld: o
test 1 devicebos: Scyleswparsion.com  deviceModel: PA  devicsName: npCOLfwpalol  deviceTimezore: UTC  devceType Frewal cevioeVendar: Paloato  duratior: O evertContex: ra g
urceName: PeloAlto Frewall  eveniSubType: Drop  eveniTime: 20220607 0235 PM  eventType: TRAFFC  exemalld: 13201007(57  frewalFlags: 000 im0 nyle 0 indesedAt 1554552742011

202206070234 FM  count 1 destinationPort 6 destinationZore: Trust
evertid 2 g

HTTPAudi> 9% eveniSourceld: 49£69e74-08a3-4d42-bb08-8bSadd6focab  ever
weborowcing 90
® — destinationUser: jondoz  geoDestinatior Coordinates: 37.751,97.322  geoDestinatonCouniry: United Stales  geoSourceCiy: Toronto  geoSourceCoordinates: 43.6547,75.3625 Canada gMatct: falsz
nctppicable 3
msds smbi2 2%7 {5))— ranErent: Sercleexpansioncom 1,1 N7 2022 09054113201007097,TRAFFIC g 2045 JUN7 202 (9.05:41,172.105.16 194 £ 83600 BEF Log Profle7/6/2022 2250131570630, 00.udp Ceny 46401, 7/6/2022
12more

EVENTVALUES(47)  QUALYSENRICHED VALUES(7)  JSONVIEW ~ RAWMESSAGE
DEVICETYPE

UNKNOWN 85 action Deny
v 64K

G appication notapplicabe -

Operating System 204K

175 976K begimingTme 716120222726

Fiewall 561K

A colectoria E7MECEB4.09204640946.73764795IC0
colectorRecevedTime 222067 0234PM
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Search

Use Qualys QQL to search for specific events on this page. For information on how to
search, see the How to search topic.

Time Filter

Use the time-filter dropdown to view events that occurred with a time range. You can
define your own time range or choose a pre-defined time frame.

Events Bar Chart

The Events bar chart displays a graph of the number of events that occurred during the
defined time range. The bar chart helps visualize the events data and identify patterns for
when events occur.

Click each bar on the graph to get a focused view on the events that occurred during that
time. Use the time-filter dropdown to reset the graph.

Enriched: Displays all the Enriched events.
Unparsed: Displays all the Unparsed events.

Quick Filters
Use the quick filters available in the left pane to view specific events.
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Rules

Qualys Context XDR uses rules to analyze events from different data sources and trigger
alerts. Qualys offers several out-of-the-box rules that are built on a variety of different
MITRE tactics and techniques. For each rule, you can also define an appropriate action
when triggered.

With Qualys Context XDR, you can either:
Create a New Rule

Activate Rules

Export/Import Rules

View Configured Rules

Create a New Rule

When you identify a threat, you can define specific rules for which you want Qualys
Context XDR to raise alerts. Machine learning detection techniques can continuously
refine rules to improve detection effectiveness and minimize false positives.

To know more about the steps to create a new rule, refer the Online Help.

Activate Rules

Qualys Context XDR offers an extensive out-of-the-box library of rules for you to leverage.
These rules are built on a variety of MITRE tactics and techniques.

On the Qualys Context XDR U], navigate to Rules > Rule Library to view all the pre-
configured rules. The rule library page displays the MITRE tactic and technique used for
each rule along with its criticality.

XDR DASHBOARD ~ THREAT MANAGEMENT ~ ADVANCED ANALYTICS ~ RULES  CONFIGURATION

SN Rule Library [N

Total Rules

RULENAME CONFIGURED  L0G SOURCES TACTICS TECHNIQUES CRITICALITY  DATE CREATED

Windows Audit Log Cleared 0 Windows Defense Evasion ndicator Removal on Host Low Apr7,2021 05:28 pm
CRITICALITY This rule will be created when win
GIES] g Network scan attempts from . 0 Firewall, Qualys_vm Discovery Network Service Scanning Medium  Apr 7, 20210528 pm
Low © Network scan attempts from ass
Network scan attempts from asse.
MEDIUM 18
Assetwith High risk flag dow... 0 Proxy, Qualys_ioc Inital Access Drive-by Compromise High Apr7,20210528pm
TACTIC Asset which is flagged as Highris
Command and C. 1 Failure login attempts on ass... [) Qualys_ioc, Windows Credential Access Brute Force Medium  Apr7,202105:28pm
Credential Access 9 Failure login attempts on asset wi
7
G Scheduled Task Created, Mo... 0 Windows Execution Scheduled Task Low Apr7,202105:27 pm
1 This rule will be triggered when a
G 37 Multiple Login Failures from .. o Windows Credential Access Brute Force Low Apr7,2021 0523 pm
This rule will be triggered when m.
TECHNIQUE
1 U-69 Windows Domain Trust ... 0 Windows Discovery Domain Trust Discovery Low Apr7,20210522pm
1 This rule will be triggered when ch.
s
Multiple concurrent logins 0 Windows Initial Access Vlid Accounts Low Apr7,202105:22pm
Commonly Used 1 — X
his rule wil be triggered when m
Connection Proxy 1
12 more ¥ Malware IP access with mult... 0 Firewal Defense Evasion ndicator Blocking Medium  Apr5,202101:02pm
This sule will he Hiageced whea 2
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Rules
Activate Rules

To activate a rule from the Rule Library, use the Quick Activate option from the
corresponding Quick Actions menu on the Rule Library page.

Rule Library Behavior Rules

Q

Actions (1) *
Totl s =

RULE NAME CONFIGURED  LOG SOURCES TACTICS TECHNIQUES CRITICALITY DATE CREATED
Windows *—** =" : 0 Windows Defense Evasion Indicator Removal on Host  Low Apr7,2021 05:29 pm
Quick Actions v
CRITICALITY This rule .
HIGH 3 N §
etwork  yicy details 0 Firewall, Qualys_vm Discovery Netwerk Service Scanning ~ Medium Apr7,2021 05:28 pm
Low 19 0 d
Network s
MEDIUM 18 Quick Activate
Asset wit 0 Proxy, Qualys_ioc Initial Access Drive-by Compromise High Apr7,202105:28 pm
Configure and Activate
TACTIC Asset whi
Command and C. 1 Failure login attempts on ass... 0 Qualys_ioc, Windows ~ Credential Access Brute Force Medium Apr7,2021 05:28 pm
Credential Access 9 Failure login attempts on asset wi..
Ot 2

To view the details of a rule, use the View details options from the corresponding quick
actions menu. The rule details page describes each rule in detail. It also displays the signal
condition in natural language for easy understanding. To activate a rule from this page,
click Quick Activate from the Actions menu on the top-right corner.

< Rule Details: Windows Audit Log Cleared

Basic Information -
Basic Information

Windows Audit Log Cleared

h Last updated on Wed Apr 072021

Criticality Low

Description Natural Language query
This rule will be created when windows audit log cleared event is detected.

Trigger signal with LOW criticality when there is/are
1 event/s from Source 1 - WINDOWS

where

[ I Microsoft-Wind diting:1102
and

M o diting'517 )

wiithin 1 Minutes

General details

Rule Name Windows Audit Log Cleared
Log Seurces Windows

Techniques Indicator Removal on Host
Tactics Defense Evasion

Library rule used
Total alerts 0
Last updated

Last signal generated

Creatad by auayeSped

Qualys Context XDR allows you to build your own rules by leveraging existing rules from
the Rule Library. To configure an existing rule from the Rule Library, refer the Online Help.
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https://qualysguard.p01.eng.sjc01.qualys.com/seca/help/index.htm#t=rules%2Factivating_rules_from_the_rule_library.htm
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Rules
Export/Import Rules

Export/Import Rules
Qualys Context XDR allows you to configure new rules and export them for circulation.
Follow these steps to export an existing rule:

1. First, on the Qualys Context XDR UI, navigate to the Rules sub-tab under the Rules tab.

XDR DASHBOARD  THREAT MANAGEMENT  ADVANCED ANALYTICS  RULES  CONFIGURATION

e 1-90rs
USTUPATED ULENARE 106 500RCES Tones TEOUES RTCAT SGS
Inactive Denied proxy Proxy Discovery System Owner/User Discovery  Medium 1.56M
7dayag0 Mar 14,2021 01:54 am
B Inactive DENIED Proxy BT Jobs Low 5.45M
1 7 days ago Mar 14,2021 01:58 am
1
1 Inactive assetid : 20844334 High 20.5K
3 7 days ago )01 28,2021 11:59 am
Inactive Windows rule Wi Bypo Control Low
TECHNIQUE Taops oy [ttt v 108K
7
1 Inactive Firewall Rule Frewal Vitusizaton/SandooxEvesion Mediom 356K
| 7deysago dar 14,2021 01:49 am
o Inactive Proxy rule. Proxy AppCertDLLs High 5.45M
1 7 days ago Mar 14,2021 01:48 am
Inactive Test Decoy Decoy High 461
CRITICALITY 7dayag0 20pm
et N Inactive PROXIED Proxy Priviege Escalation Application Shimming Medum  5.45M
Low 3 7 days ago Mar 1 2111:27 pm
WEDIUM 3

2. From the Rule page, click the Export rule option from the rule’s Quick Actions menu.

Rule Library  Behavior Rules

)

ot i B [ cions) v m ‘ 5] Import Rule 1-90f 9
otal Rules

LAST UPDATED RULE NAME L0G SOURCES TACTICS TECHNIQUES CRITICALITY SIGNALS

**** . Denied proxy Proxy Discovery System Owner/User Discovery ~ Medium 1.56M
TACTIC Quick Actions ~ | Mar14,2021 01:54 am
Pz Ea 2 it DENIED Proxy Defense Evasion BITS Jobs Low 5.45M
Discovery L Mar 14,2021 01:58 am
Lateral Movement 1 Activate
Persistence 1 i assetld : 29844334 Windows Privilege Escalation Bypass User Account Control High 20.5K
Privilege Escalati, 3 View details Jul 28,2021 11:59 am

Library configuration
J ‘Windows rule Windows Privilege Escalation Bypass User Account Control Low 108K

TECHNIQUE Export rue Jul7,2021 05:56 pm
AppCert DLLs 1
Application Shim 1 Delete rule Firewall Rule Firewall Defense Evasion Virtualization/Sandbox Evasion  Medium 35.6K
BITS Jobs 1 Delete signals for this rule Mar 14,2021 01:49 am
BBl 3 v Proxy rule Proxy Persistence AppCert DLLs High 5.45M
Pass the Ticket 1 7 days ago Mar 14,2021 01:48 am

2more ¥

3. On the Confirmation pop-up, click Export to export the rule to your local machine as a
JSON file.

You can import this exported JSON file to automatically use a rule in other subscriptions.
To import a rule in JSON format, follow these steps:

1. First, on the Qualys Context XDR Ul, navigate to the Rules sub-tab under the Rules tab.
2. On the Rules sub-tab, click Import Rule.

3. On the Import Rule pop-up, drag and drop, or browse and upload the rule in JSON
format.

4. Finally, click Import to import the rule. The imported rule is displayed on the Rules sub-
tab in the Active state.
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Rules

View Configured Rules

View Configured Rules

Navigate to the Rules > Rules sub-tab to view all your configured rules. The table on this
page displays information around each configured rule.

DASHBOARD ~ THREAT MANAGEMENT ~ ADVANCED ANALYTICS ~ RULES  CONFIGURATION

Rule Library ~ Behavior Rules

Import Rule 1-90f 9
ot s (=]
LAST UPDATED RULE NAME 106 SOURCES TACTICS TECHNIQUES CRITICALITY SIGNALS
Inactive Denied proxy Proxy Discovery System Owner/User Discovery ~ Medium 1.56M
TACTIC 7days age Mar 14,2021 01:54 am
etz Ea 2 Inactive DENIED Proxy Defense Evasion BITS Jobs Low 5.45M
Discovery 1 7 days age Mar 14,2021 01:58 am
Lateral Movement 1
Persistence 1 Inactive assetld : 29844334 Windows Privilege Escalation Bypass User Account Contral ~ High 20.5K
Privilege Escalati 3 7days ago Jul 28,2021 11:59 am
Inactive Windows rule Windows Privilege Escalation Bypass User Account Control LW 108K
TEGHNIQUE 7 days ago Jul 7, 2021 05:56 pm
AppCert DLLs 1
(i S 1 Inactive Firewall Rule Firewall Defense Evasion Virtuslization/Sandbox Evasion ~ Medium 35.6K
BITS Jobs 1 7days ago Mar 14,2021 01:49 am
Bl 2 Inactive Proxy rule - Persistence AppCert DLLs High 5.45M
Ll ! 7days ago Mar 14,2021 01:48 am
2more ¥
Inactive Test_Decoy Decoy High 461
CRITICALITY 7 days ago Sep 24,2021 05:20 pm
BT 9 Inactive PROXIED Proxy Privilege Escalation Application Shimming Medium 5.45M
Low 3 7 days ago Mar 15,2021 11:27 pm
MEDIUM 3

Use this page to:
- Create a new rule. See the Create a New Rule section for more information.

- View the status of each rule. A rule can be in the Active or in the Inactive state. Use
Activate/Deactivate options from the Quick Actions menu next to a rule to toggle
between the Active and Inactive states.

- View details of each rule. Use the View details option from the rule’s Quick Actions
menu to view the rule details.

&~ Rule Details: Denied proxy

Basic Information -
Basic Information

Signals
Denied proxy

Adapive Responses h Lostupdated o i Sep 24 2021 pac
ignals.

Criticality Medium

Description Natural Language query
Denied Proxy

with MEDIUM criticality when there is/are
m Source 1-PROXY.

wher
(action Is DENIED )

within 1 Seconds

General details

Rule Neme Denied proxy
Log Sources Proxy

Techniques

Tactics Discovery

Library rule used View Configuration
Total alerts 1561040

Jul 31,2021 07:36 am

Crested b auavesped
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Rules
View Configured Rules

- Use qualys QQL tokens to search for specific rules. Refer the Online Help to see complete
list of QQL tokens that you can use on this page.

- View the signals associated with each rule. Click the signal count associated with a rule
to view the entire list of signals.

- Delete the signals associated with a rule. Use the delete signals for this rule option from
the quick actions menu next to a rule to delete its associated signals.

- Import/export a rule. See the Export/Import Rules section for more information.

- Delete a configured rule. Use the delete rule option from the quick actions menu next to
a rule to delete it.

- Filter rule using the quick filters. Use the quick filter options from the left to quickly view
the rules you are interested in. The filters are categorized under the following buckets:

+ Tactic — Use filters under this bucket to filter rules by their associated MITRE tactic.

+ Technique- Use filters under this bucket to filter rules by their associated MITRE
technique.

+ Status - Use filters under this bucket to view rules in the Active or Inactive state.
+ Criticality - Use filters under this bucket to view rules by their criticality.

+ Log Sources — Use filters under this bucket to view rules by their log sources. For
example, view rules associated with all firewall sources.
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Advanced Analytics
Overview Tab

Advanced Analytics

The advanced analytics tab correlates your user data from active directory with the
triggered signals and summarizes your user activity and risk score.

The Advanced Analytics tab has 2 sub-tabs: Click each tab to learn more.
Overview Tab

Users Tab

Overview Tab

The advanced analytics overview tab is a summary/dashboard that lists the users with the
highest risk score. For each user, the risk is calculated based on the risk score of the user's
associated signals.

To view the signals associated with each user, click the number under the Signals column.
Click each user to view the user details. For more information, see the Users Tab section.

XDR DASHBOARD ~ THREAT MANAGEMENT ~ ADVANCED ANALYTICS ~ RULES  CONFIGURATION

Advanced Analytics

Last30Days v

TOP 12 RISKY USERS All(3)

USERNAME SIGNALS ~ RISK
Okta Test 20
Not available
Qualys dev 400
Not available
7

@ Qualys Consultant Operations

Not available

You can add multiple widgets on this page that focus on smaller user groups in your
organizations by creating user lists. To add widgets, see the Configure User Lists section.
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Users Tab

Advanced Analytics

Users Tab

The users tab displays the list of all users received from active directory and their risk
scores. For each user, the risk is calculated based on the risk score of the user's associated

signals.

Advanced Analytics Overview [RIETS

2.24K

Total Users
RISKSCORE & USER NAME S-AM ACCOUNT NAME

DEPARTMENT
Manager Engineering
001210 - Executive 2
001211 - Sales . 3
001212 Accown o
001213 - FPRA 14 Lead, Software Engineer
001214 investor 7
Senior Director of Engineering, Security Analytics
LOCATION
Albany B ﬂ Okta Test
Amsterdam 8 admin-ry@qualys.com
Ankara 1
Avstin e Director of Product Management Security Analytics and
ssmore v

XDR DASHBOARD ~ THREAT MANAGEMENT ~ ADVANCED ANALYTICS ~ RULES  CONFIGURATION

DEPARTMENT ACTIVE SINGE

004111 - Engineering 3years ago

004111 - Engineering 2years ago

004111 - Engineering 2years ago

USER GROUPS

arobitbucatusers
 rrobbuckatusers

 robituckatuses

de
©
K

1-500f 2238

| oppechteAoPidin | ppecicatt =

| eppoOntaADPInda | appeoktasl

secnetsute | sec.Concur

| seonetsute |

rsrobitbucketusers

8yearsago -

003113 - Product Management 3years ago

004111 - Engineering ayearago
2yearsago -
6yearsago -

apps-OktaADPIndin | secNetsute

To view the details of each user, click view details from the quick actions menu.

| < User Detit:

at

© 01202000, v

01012020 00.. ¥

Deridprory

© Last detectad 5 months b
w0
st w Locaton
Pune IN
~
GENERALDETALS  RISKSCORETREND  TIMELINE  ADDITIONAL DETAILS
BYUTREATROHS 01 202000.. + SEULSTHENE
\ f
BSOS 01301202000, v ormuss
AKSORE LA e oAy host esross sws ot e
B oeviedprony montsg  Medum 1921617048 0 nctve [——

01.u202000.. ¥

o6 so0RcE e TEE cHTCATY  SBUAS

Prowy Discovery Systam Ounr Moduum 1560

The user details page offers several details about the user under four interactive widgets.
Use the tab-level time range filter or the widget-level time range filter to view data

accordingly.

Click each tab listed below to learn more about it.

General Details
Risk Score Trend
Timeline

Additional Details
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Advanced Analytics
Users Tab

General Details
The general details tab displays a summary of the signals triggered for the user:

©  01Ju20200. v

GENERALDETAILS ~ RISKSCORETREND ~ TIMELINE  ADDITIONAL DETAILS

BY MITRE ATIACKS 0140120200.. ¥ SIGNALS TIMELINE 01Ju20200.. v
Denid prory
PROXED
DENIED
Proxy ke
ez e ay'2 'z .
BY SIGNALS 014020200, ¥ BY RULES 0100120200, v
RISKSCORE  SGNALNAME e CRITGAUTY  HoT RESPONSES sTaTus RUENANE 06 SOURCE Thore CRTCAUTY SIS
Denied proxy Medum 1921617046 0 Inactive Denled prory Proxy Medium 56M
PROXIED Medium 100116 0 Inactive DENIED Proxy jon  BITS Jobs Low 5.45M
DENIED Medum 100116 0 Inactive Proxy rule Proxy AppCertDLLs  High 5.45M
n Proxy rule High 100116 0 Inactive PROXIED Proxy Application Shi..  Medium 5.45M
Denied proxy 2monthsago  Medum 1921617045 0 Inactive Explicit Content Visit Proxy Lateral Movement  Pass the Ticket  Low 240

- By Mitre Attacks - The different signals triggered for the user based on the type of Mitre
attack used by the signal

- Signals Timeline - A timeline for when each signal was triggered
- By Signals - The list of signals that were triggered for the user
- By Rules - The list of rules that triggered the signals for the user
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Risk Score Trend

GENERAL DETAILS

Riskscore

15200

19000

18500

18400

RISKSCORETREND ~ TIMELINE  ADDITIONAL DETAILS

s

Displaying events from Mar 16, 2021 12:00 am to Mar 16,2021 11:59 pm

INTERNAL ACTIVITIES

OCCURMNCES 1P ADDRESS

No events available

Signal Occurance

EXTERNAL ACTIVITIES

EVENT SOURGE OCCURMNCES 1P ADDRESS

Advanced Analytics

No events available

Users Tab

©  014u20200. v

EVENT SOURCE

The risk score trend tab displays a timeline of how the risk score moved with each signal
triggered over the defined time range.

The tab also displays two widgets that show the user's internal and external activities
during the time period.

Timeline

GENERAL DETAILS

TOTAL SIGNALS - 4216

o

>

>

>

>

>

>

>

>

B 1200 15300 26301 2 aug

wit-a3 |

Ju3-0us ‘

Sl dul7 ‘

719 ‘

J9-Juim

sm-sats |

srz-ats |

1523017 ‘

sr7-aas |

wi19- szt |

RISKSCORETREND ~ TIMELINE  ADDITIONAL DETAILS

299 Signals/ 299 Events.

159 Signals/ 159 Events

79 Signals/ 79 Events

212 Signals/ 212 Events.

329 Signals/ 329 Events.

318 Signals/ 318 Events.

322 Signals/ 322 Events.

317 Signals/ 317 Events.

315 Signals/ 315 Events.

310 Signals/ 310 Events.

20.n00 Pres

Discovery,Defense Evesion, stem Ouner/User Discoreny, BITS

Persistence, Prviege Eacalation Z‘émv RopCertDLLs, Appicaton
g

Defense Evasion,Prvege BITS Jabs, Application Shimring,
Eicalation, Persistence, Discovery  AppCert DLLE System Oner/User
offzovery

Discovery Peristence, Defense  System Owner/User Discovery,

Evasion Prvlege Escalation EppCert OLs BITS Jobe,
Applcation Shimming

Discovery, Piviege Excelaior stem O/ User Dicorery,

el esmenes” e Shimmming TS s,
AppCertdiLs

Bertence, Defenae Evason AppCert DL BITS Job,

Ouner/User Discovery

o Prvige s

it Y TRt S
pecdeiiing

Discorery Persstence,Defense stem Ouner/User Discor

Evasion, Frvilege Escalation e DU BT e
Robicaton Shimming

o Prvige s

Eaiatan Pemence SRS an S
pecteiiing

Defense Ereson Fersstence SIS Jobs, AppCertDLLs,
Ol Dscovery

Discovey Prvege Escalation, System Owner/UserDiscovry,

Peenee etches Evason icaton Snmng. AopCoR
DRLScate iy e Ao
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Advanced Analytics
Users Tab

The timeline tab displays all the signals displayed over the specific time period. Use the
filters at the top-right corner of the graph to narrow the time period or filter by specific
Mitre tactics.

Click each time frame in the table below the graph to view details of the signals and the
events that occurred during that time frame.

§ Discovery, Defense Evasion, System Owner/User Discovery, BITS
v 299 Signals/ 299 Events Persistence, Privilege Escalstion Jobs, AppCert DLLs, Application A
Shimming

RISK SCORE  SIGNAL NAME TIME CRITICALTY ~ HOST RESPONSES EVENTTIME

Denied proxy 3 months ago Unknown ~

DENIED 3 manths ago Unknown

No events available

n Proxy rule 3 months ago Unknown

PROXIED 3 manths ago Unknown

Denied proxy 3 months ago Unknown

n Proxy rule 3 manths ago Unknown

PROXIED 3 manths ago Unknown

-

Additional Details
The additional details tab lists the other details captured about the user.

® 0120210 v

GENERALDETAILS ~ RISKSCORETREND ~ TIMELINE  ADDITIONAL DETAILS

Qualys
w
Sep6,201810:10:57 AM

CN-=Yashw

CN=Manas

004111 Engineering

Vashwant

lastName Jagdale

location Pune

Yashwant Jagdale
e Manager, Engincering

updateDate Apr 15,2021 06:06:40 PM

CN=Cloud_Engineering_US_L:

CN=0kt22 =SecurtyOU=_¢

userld FBADOAS7E158953948875311B985F9D3
workEmail yiagdale@qualys com

88517

Viogdale

The additional details tab lists the other details captured about the user.
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Configuration
Configure Data Collection

Configuration

The Qualys Context XDR Configuration overview screen summarizes your configurations
for XDR on a single dashboard.

Configure Data Collection - Displays a summary of the appliances, collectors, and event
sources configured. It also displays the total number of event sources in the catalog
available for you to configure.

Configure Response Templates - Displays the number of response templates configured
for each response supported.

Configure Special Objects - Displays the total number of special objects configured. It also
displays the objects created and updated in the last 24 hours.

Configure Threat Intel - Displays a count of the Threat Intel source feeds configured.

Configure a Cloud Agent Profile - Displays a count of the log collection profiles configured
for Qualys Context XDR.

Configure User Lists - Displays a count of the user lists configured for Qualys Context
XDR.

Note: Installing Sysmon with Qualys XDR is recommended.

Configure Data Collection

The data collection configuration page consists of 4 tabs.
Catalog

Sources

Collectors

Appliances
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Configuration
Configure Data Collection

Catalog

The catalog tab displays a list of all third- party data sources and the type of collectors
Qualys Context XDR supports. Toggle between sources and collectors to view supported
data sources and collectors.

Data COM%OH (UMM Sources  Collectors  Appliances
Q =
EIR| collctors ¢
ToatSoes = e | ¢
AC ' Gromai ARBOR M ppicosoft - E®™ Microsoft
VENDOR Akamai [ ] ICroso ] ICrosoO
Cisco 2 AWS Cloudtrail Akamai Arbor-4PS Azure Active Directory Azure Directory Audit
Proofpoint ? Testl WAF DDos Cloud Infrastructure Cloud Infrastructure
cirx z Available 2Configured 1 Configured 9 Configured 5 Configured
VMware 2
Checkpoint 2
35more
SOURGETYPE : : ! : ! : alraln
Check Point Check Point
RN (£ BLUE CONT K2 Chesk o 2 Chuck o s
"THREAT_INTEL 7
Barracuda Bluecoat Checkpaint Checkpoint Cisco

RELEASE DATE WAF Proxy Firewall IPS IPS
o . 2 Confgured 3 Configured 4Configired 3 Confgured 1 Configured
o122 7
Q22 3
Qs2020 3 . . . .
sz 2 Nmim : alraln : Nmm : alraln : OpenDNS
4 ¥

e cisco cisco CIsco cisco
DEVICE FAMILY Gisco Cisco Cisco Cisco Anyconnect Cisco OpenDNS
Prory 3 1AM Endpoint Prowy VPN Proxy
7S 5 11 Configured 3 Configured 8 Configured 3 Configured 2Configured
Firewall 5

Py 4

For each supported data source, the catalog page also displays the count of sources you
have already configured.

Note: The Catalog page also displays the data sources qualys is currently working on
supporting and the data sources for which you have requested support.
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Configure Data Collection

Sources

The sources tab displays all the configured event sources. The page also displays the
number of sources configured based on the supported log formats. Click each format tile
on the top of the page to quickly filter configured event sources of a specific log format.

XDR DASHBOARD ~ THREAT MANAGEMENT ~ ADVANCED ANALYTICS ~ RULES  CONFIGURATION 20

Collectors

Q =

SYSLOG CEF Splunk JSON LEEF

13

Total Sources

MODEL 1-130f 13
ASTRECENED O EVENT SOURCE WoDEL 106 FORMAT T HOSTIP ADDRESS ST

7 days ago smokescreen_decoy Smokescreen svsLoG Live 104482237 Configured

Smore ¥ 7 days ago citrix vpn Citrix Y5106 Live 10.44.82.237 Configured

LOG FORMAT
SY5L06 12
Splunk 1

7 days ago Test_Bluecoat_Proxy Bluecoat SYsL0G Live 10.44.82.237 Configured

amonthago Paloalto_Firewall27Aug Paloalto SYSLOG Live 10.44.82.237 Configured

Linux SYSLOG Live 10.44.82.237 Configured

3 months ago

For information on configuring a new event source, refer to the configuring log sources
section in the Online Help.

Use the quick filters on the left or Qualys QQL to search for specific data sources. For
information on the supported QQL tokens on this page, click here.

For each configured event source, use the Quick Actions menu to:

View Details — Displays a summary of the configured event source. The source details
page displays information like who configured the source and when. It also displays the
date it was modified, if any. On the right pane, the page also displays a summary of the
collector the source is configured on. Click the view all details link to view details of the
collector.

View Events — Navigates to the Threat Management > Events to display all the events
received through this event source.

Delete — Deletes the configured event source

Edit — Allows you to modify the configured event source
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Configuration
Configure Data Collection

Collectors

The collectors tab displays all the configured collectors. For information on deploying a
new collector, refer the deploying a collector section in the online help.

b
(-]
K

XDR DASHBOARD ~ THREAT MANAGEMENT  ADVANCED ANALYTICS ~ RULES ~ CONFIGURATION

Data Collection

¥ Catalog  Sources

Q

Total Cllctrs (==

STATUS COLLECTOR NAME vE LAST COLLECTION NEXT COLLECTION

-190f 19

Error 6B_4Jun_AD_10.114.252.13 A Notavailable Not avaiable
STATUS aminute ago 6B_4Jun_AD_10.114252.13

G i) Active SYSL06_10.114.252.173 SYSLOG Not applcable Not applicable
STIEDTD SYSL0G_10.114.252.173

Active AD_10.114.252.173 0 2 hours ago 0ct2,2021 04:36 pm
TYPE 3 minutes ago AD_10.114.252.173

AD 7 Active NY_syslog_10.114.252.12 SYSLOG Not applicable Not applicable
sysLoe 12 2 months ago NY_syslog_10.114.252.12

Active EU2_Test.10.114.252.16-syslog svsLoc Not applicable Not applicable
2months ago EU_Test_10.114.252.16-syslog

Use the quick filters on the left or Qualys QQL to search for specific collectors. For
information on the supported QQL tokens on this page, click here.

For each configured collector, use the Quick Actions menu to:

View Details — Displays a summary of the configured collector. The collector details page
displays information like who configured the source and when, along with the data
collection details. The collector details page also displays the number of event sources
configured on it. Click the Event Sources link to view a list of the event sources.

Edit- Allows you to modify the configured collector
Refresh — Refreshes the collector

Delete - Deletes the configured collector. When deleted, Qualys Context XDR stops
ingesting data for any of the event sources configured on this collector.
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Configuration
Configure Response Templates

Appliances

The appliances tab displays all the configured appliances. For information on deploying a
new appliance, refer to deploying an appliance section in the online help.

XDR DASHBOARD ~ THREAT MANAGEMENT ~ ADVANCED ANALYTICS ~ RULES  CONFIGURATION 20

Data Collection ¥ Catallog  Sources

pel
I}

1-150f 15

STATUS FRIENDLY NAME CREATED ON DEPLOVMENT LOCKTION VERSION 1P ADDRESS

Active US2.10.114.252.173 Sep 24,2021 03:40 pm Na - 10114252173
4minstes ago

Active EU2_Test_10.114.252.16 47,2021 03:11 pm = - 1011425216
4minutes ago

Unregistered test one for sagar Sep 29, 202101:12 pm
2days ago

Q62.10.114252.177 Sep 24, 2021 02:34 pm NA
Unregistered 1.2.4.0-10.114.252.231 Aug25, 2021 01:32 pm
amonth ago

Unregistered 1.2.4.0-10.114.252.232 Aug25, 2021 03:26 pm
amonth ago

Inactive NY-6July Jul6,2021 11:14 am Pune - 1011425212
amonth ago

Inactive EU2_13th_june_10.114.252.16 Jun 12,202111:29pm ND - 1011425217

Use Qualys QQL to search for specific appliances. For information on the supported QQL
tokens on this page, click here.

For each configured appliance, use the Quick Actions menu to:

View Details — Displays a summary of the configured appliance. The appliance details
page displays information like the appliance's IP address, Host name etc. The logs tab of
the appliance details page displays a list of the logs received on the appliance.

Delete — Deletes the configured appliance

Configure Response Templates

Qualys Context XDR allows you to configure response templates for different types of
responses based on the signals triggered. These responses can be sent over an email, or
posted to Slack, or through a pager notification.

You can define multiple templates for each application and then use these templates as a
response to rules.

See the Create a New Rule for more information on using the response templates in rules.

Configure Special Objects

A special object is basically an 'array' of sorts which can be used when defining rules.
When you create a special object, you can use the object in multiple rules without having
to repeat the list in every rule.

Refer the Online Help for the steps to configure a special object.
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Configuration
Configure Threat Intel

Configure Threat Intel

Qualys Context XDR offers the ability to enrich your data by integrating it with different
3rd party threat intelligence feeds. Qualys Context XDR correlates the event logs ingested
from various sources with these threat feeds to offer interesting insights into your security
data.

Refer the Online Help for steps to configure a threat intel feed.

Configure a Cloud Agent Profile

After you have enabled XDR via a configuration profile and activated agents for XDR, you
now need to create a Cloud Agent Profile to define what logs you want to collect from
hosts, where you want to collect them, and the assets you want to collect from.

Refer the Online Help for steps to configure a cloud agent profile.

Configure User Lists

Qualys Context XDR allows you to create smaller user groups to focus on risks associated
with these users. For example, you might want to focus on the users in a certain
department and monitor the scores around those users.

Refer the Online Help for steps to configure a new user list.
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