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Preface

Using the Qualys Web Application Scanning (WAS) API], third parties can integrate
the Qualys Security and Compliance solution into their own applications using an
extensible XML interface. This user guide is intended for application developers who
will use the Qualys WAS APL

About Qualys

Qualys, Inc. (NASDAQ: QLYS) is a pioneer and leading provider of cloud-based
security and compliance solutions with over 9,200 customers in more than 100
countries, including a majority of each of the Forbes Global 100 and Fortune 100. The
Qualys Cloud Platform and integrated suite of solutions help organizations simplify
security operations and lower the cost of compliance by delivering critical security
intelligence on demand and automating the full spectrum of auditing, compliance
and protection for IT systems and web applications. Founded in 1999, Qualys has
established strategic partnerships with leading managed service providers and
consulting organizations including Accenture, BT, Cognizant Technology Solutions,
Fujitsu, HCL Comnet, HPE, Infosys, NTT, Optiv, SecureWorks, Tata
Communications, Verizon and Wipro. The company is also a founding member of the
Cloud Security Alliance (CSA).

For more information, please visit www.qualys.com.

Contact Qualys Support

Qualys is committed to providing you with the most thorough support. Through
online documentation, telephone help, and direct email support, Qualys ensures that
your questions will be answered in the fastest time possible. We support you 7 days a
week, 24 hours a day. Access support information at www.qualys.com/support/.



https://cloudsecurityalliance.org/
https://cloudsecurityalliance.org/
www.qualys.com
http://www.qualys.com/support/
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CHAPTER

Welcome

Welcome to Qualys Web Application Scanning API. Several functional suites are
available to support WAS scanning and reporting.

Get Started
WAS API Framework - Learn the basics about making API requests. The base URL
depends on the API server platform where your Qualys account is located.

XML Output and Schemas - XML output uses schemas defined on your platform.

Introduction to WAS API Paradigm - We'll tell you about making requests with
authentication, making requests with payloads, using Curl, JSON and
truncation/pagination logic. API requests must authenticate using Qualys
credentials.

How to Download Vulnerability Details - We’ll walk you through the steps, using the
KnowledgeBase API. You can download vulnerability descriptions and
recommended fixes.

Get API Notifications

We recommend you join our Community and subscribe to our API notifications so
you’ll get email notifications telling you about important upcoming API
enhancements and changes.

From our Community
Join our Community

Subscribe to API Notifications (select Receive email notifications)



https://community.qualys.com/login!input.jspa?registerOnly=true
https://community.qualys.com/login!input.jspa?registerOnly=true
https://community.qualys.com/community/notifications-api
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WAS API Framework

The Qualys WAS API framework introduces numerous innovations and new
functionality compared to the other Qualys API frameworks.

Request URL

The URL for making API requests respects the following structure:
https:/ /<baseurl>/qps/rest/3.0/ <operation>/<module>/ <object>/ <object_id>

where the components are described below.

<baseurl> The Qualys API server URL that you should use for API
requests depends on the platform where your account is
located. The base URL for Qualys US Platform 1 is:
https:/ /qualysapi.qualys.com

<operation> The request operation, such as get a list, get a count, search,
create, and update.

<module> The API module. For the WAS API, the module is: “was”.

<object> The module specific object.

<object_id> (Optional) The module specific object ID, if appropriate.

URL to Qualys APl Server

Qualys maintains multiple Qualys platforms. The Qualys API server URL that you
should use for API requests depends on the platform where your account is located.

Account Location API Server URL

Qualys US Platform 1 https:/ /qualysapi.qualys.com

Qualys US Platform 2 https:/ /qualysapi.qg2.apps.qualys.com
Qualys US Platform 3 https:/ /qualysapi.qg3.apps.qualys.com
Qualys EU Platform 1 https://qualysapi.qualys.eu

Qualys EU Platform 2 https:/ /qualysapi.qg2.apps.qualys.eu
Qualys India Platform 1 https:/ /qualysapi.qgl.apps.qualys.in
Qualys Private Cloud Platform https:/ /qualysapi.<customer_base_url>

The Qualys API documentation and sample code use the API server URL for the Qualys
US Platform 1. If your account is located on another platform, please replace this URL
with the appropriate server URL for your account.

10 Qualys Web Application Scanning API
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Still have questions? You can easily find the API server URL for your account.

Just log in to your Qualys account and go to Help > About. You'll see this information
under Security Operations Center (SOC).

Security Operations Center (SOC)
64.39.96.0/20 (64.39.96.1-64.39.111.254)

Scanner Appliances

Security Operations Center (SOC)
qualysguard.qualys.com:443
qualysapi.qualys.com:443
dist01.sjdc01.qualys.com:443
nochost.sjdc01.qualys.com:443
scanservice1.qualys.com:443

all in 64.39.96.0/20

Cloud Agents
Hosts on which agents are installed must be able to reach the URL below.

hitps://qagpublic.qg1.apps.qualys.com

Qualys Web Application Scanning API 11
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XML Output and Schemas

12

Web Application XSD
https:/ /<baseurl>/qps/xsd/3.0/was/webapp.xsd

Authentication XSD
https:/ /<baseurl>/qps/xsd/3.0/was/webappauthrecord.xsd
Scan XSD (both valid)

https:/ /<baseurl>/qps/xsd/3.0/was/scan.xsd
https:/ /<baseurl>/qps/xsd/3.0/was/wasscan.xsd

Schedule XSD (both valid)

https:/ /<baseurl>/qps/xsd/3.0/was/schedule.xsd
https:/ /<baseurl>/qps/xsd/3.0/was/wasscanschedule.xsd

Report XSD

https:/ /<baseurl>/qps/xsd/3.0/was/report.xsd
Option Profile XSD

https:/ /<baseurl>/qps/xsd/3.0/was/optionprofile.xsd
Finding XSD
https:/ /<baseurl>/qps/xsd/3.0/was/finding.xsd

<baseurl> is the Qualys API server platform URL where your account is located. See URL
to Qualys API Server

Qualys Web Application Scanning API
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Introduction to WAS API Paradigm

Authentication

The application must authenticate using Qualys account credentials (user name and
password) as part of the HTTP request. The credentials are transmitted using the “Basic
Authentication Scheme” over HTTPS.

For more information, see the “Basic Authentication Scheme” section of RFC #2617:
http://ww.faqgs.org/rfcs/rfc2617. htm

The exact method of implementing authentication will vary according to which
programming language is used.

The allowed methods, POST and/or GET, for each API request are documented with
each API call in this user guide.

Basic authentication - recommended option:
curl -u "USERNAVE: PASSWORD'
https://qual ysapi . qual ys. com gps/ rest/ 3. 0/ count/was/ webapp

where qualysapi.qualys.com is the base URL to the Qualys API server where your
account is located.

Making Requests with an XML Payload

While it is still possible to create simple API requests using the GET method, you can
create API requests using the POST method with an XML payload to make an advanced
request.

The XML payloads can be compared to a scripting language that allows user to make
multiple actions within one single API request, like adding a parameter to an object and
updating another parameter.

The XML structure of the payload is described in the XSD files.

Using Curl

Curl is a multi-platform command-line tool used to transfer data using multiple
protocols. This tool is supported on manu systems, including Windows, Unix, Linux and
Mac. In this document Curl is used in the examples to build WAS API requests using the
HTTP over SSL (https) protocol, which i s required by the Qualys WAS API framework.

Want to learn more? Visit http://curl/haxx/se

Qualys Web Application Scanning API 13
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The following Curl options are used according to different situations:

Option Description
-u “LOGIN:PASSWORD” This option is used for basic authentication.
-X “POST” This option is used to provide a method other than the

default method, GET.

-H “content-type” This option is used to provide a custom HTTP request
header parameter for content type, to specify the MIME
type of the curl’s payload.

--data-binary This option is used to specify the POST data. See the
examples below.

The sample below shows a typical Curl request using options mentioned above and how
they interact with each other. The option -X “POST” tells Curl to execute the request
using the HTTP POST method. The option “--data-binary @-" tells Curl to read the POST
data from its standard input (stdin). The string “< file.xml” is interpreted by the shell to
redirect the content of the file to the stdin of the command. The option -H “content-type:
text/xml” tells Curl the POST data in “file.xml” is XML in text format.

curl -H “content-type: text/xml” -X “POST” --data-binary @- “https://example.com” <
file.xml

This documentation uses Curl examples showing the POST data in the “file.xml” file.
This is referred to as Request POST Data. This can also be referred to as the Payload.

JSON Support

The WAS API supports JSON requests and responses starting with version 4.5.
Learn more

XML Output Pagination / Truncation Logic

14

The XML output of a search API request is paginated and the default page size is 100
object records. The page size can be customized to a value between 1 and 1,000. If the
number of records is greater than the page size then the <ServiceResponse> element
shows the response code SUCCESS with the element
<hasMoreRecords>true</hasMoreRecords> as shown below.

Follow the process below to obtain the first two XML pages for an API request. Please
apply the same logic to get all the next (n+1) pages until all records are returned. This is
indicated when <hasMoreRecords>false</hasMoreRecords>.

Request 1:

Search for web applications that have a name containing the string “Merchant”. The
service request in the POST data file “file.xml” defines this search critera.

Qualys Web Application Scanning API
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curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/ rest/ 3. 0/ sear ch/ was/ webapp" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data for Request 1:

<Servi ceRequest >
<pr ef erences>
<limtResults>5</1limntResults>
</ preferences>
<filters>
<Criteria field="name" operator="CONTAI NS">Merchant</Criteria>
</filters>
</ Servi ceRequest >

Response:

The number of records is greater than the default pagination value so the
<ServiceResponse> element identifies the last ID of the object in the current page output.

<Servi ceResponse ...>
<r esponseCode>SUCCESS</ r esponseCode>
<COUNT>5</ COUNT>
<hasMor eRecor ds>t r ue</ hasMor eRecor ds>
<l ast1d>123</1ast|d>
<dat a>
<l--here you will find 5 web application records-->
</ dat a>
</ Servi ceResponse>

Request 2:

To get the next page of results, you need to edit your service request in “file.xml” that will
be passed to API request as a POST payload. According to the <lastld> element returned
in the first page, you want the next page of results to start with the object ID 124 or
greater.

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/ rest/ 3.0/ sear ch/ was/ webapp" <
file.xm

Qualys Web Application Scanning API 15
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Request POST Data for Request 2:

You'll notice the operator field value is set to 123, which is the value returned in <lastld>
of the previous page output. The GREATER operator is a logical “greater than” (it does
not mean greater than or equal to).

<Servi ceRequest >
<filters>
<Criteria field="nane"
oper at or =" CONTAI NS" >Mer chant </ Criteri a>
<Criteria field="id" operator="GREATER'>123</Criteria>
</filters>
</ Servi ceRequest >

Setting the Custom Page Size

The service request needs to contain the <preferences> section with the <limitResults>
parameter. For the <limitResults> parameter you can enter a value from 1 to 1,000.

<Servi ceRequest >
<filters>
<Criteria> ... </Criteria>
</filters>
<pr ef erences>
<limtResul ts>200</1imtResults>
</ preferences>
</ Servi ceRequest >

16 Qualys Web Application Scanning API



Chapter 1 — Welcome
How to Download Vulnerability Details

How to Download Vulnerability Details

When you download web application scan results using the WAS API, you'll want to
view vulnerability descriptions from the Qualys KnowledgeBase in order to understand
the vulnerabilities detected and see our recommended solutions. You can do this
programmatically using the “KnowledgeBase” API v2
(api/2.0/fo/knowledge_base/vuln/?action=list). This API function is part of Qualys
APIv2 and it’s described in the Qualys API v2 User Guide (click here to download the
latest version of the API v2 User Guide).

Making API Requests

Authentication with valid Qualys credentials is required for making Qualys API
requests. When calling the V2 API functions, you have the option to choose:

1) session based authentication, using login and logout operations, or 2) basic HTTP
authentication.

The GET or POST access method may be used to make an API request.

Authorized Qualys users have permissions to download vulnerability data using the
KnowledgeBase API V2. Please contact Qualys Support or your sales representative if
you would like to obtain authorization for your subscription.

For further information, please refer to the Qualys API v2 User Guide.

Parameters

The input parameters for the KnowledgeBase API v2 are described below. Several
optional input parameters may be specified. When unspecified, the XML output includes
all vulnerabilities in the KnowledgeBase, showing basic details for each vulnerability.
Several optional parameters allow you specify filters. When filter parameters are
specified, these parameters are ANDed.

Parameter Description

action=list (Required) A flag used to request the download of
vulnerability data from the KnowledgeBase.

echo_request={0 | 1} (Optional) Show (echo) the request’s input parameters (names
and values) in the XML output. When unspecified, parameters
are not included in the XML output. Specify 1 to view
parameters in the XML output.

details={Basi ¢ | All | None} (Optional) Show the requested amount of information for each
vulnerability in the XML output. A valid value is: Basic
(default), All, or None. Basic includes basic elements plus CVSS
Base and Temporal scores. All includes all vulnerability details,
including the Basic details.

Qualys Web Application Scanning API 17
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Parameter Description

ids={value} (Optional) Used to filter the XML output to include only
vulnerabilities that have QID numbers matching the QID
numbers you specify.

id_min={value} (Optional) Used to filter the XML output to show only
vulnerabilities that have a QID number greater than or equal to
a QID number you specify.

id_max=({value} (Optional) Used to filter the XML output to show only
vulnerabilities that have a QID number less than or equal to a
QID number you specify.

is_patchable={0 | 1} (Optional) Used to filter the XML output to show only
vulnerabilities that are patchable or not patchable. A
vulnerability is considered patchable when a patch exists for it.
When 1 is specified, only vulnerabilities that are patchable will
be included in the output. When 0 is specified, only
vulnerabilities that are not patchable will be included in the
output. When unspecified, patchable and unpatchable
vulnerabilities will be included in the output.

last_modified_after={date} (Optional) Used to filter the XML output to show only
vulnerabilities last modified after a certain date and time. When
specified vulnerabilities last modified by a user or by the
service will be shown. The date/time is specified in YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT).

last_modified_before={date} (Optional) Used to filter the XML output to show only
vulnerabilities last modified before a certain date and time.
When specified vulnerabilities last modified by a user or by the
service will be shown. The date/time is specified in YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT).

last_modified_by_user_after={date}

(Optional) Used to filter the XML output to show only
vulnerabilities last modified by a user after a certain date and
time. The date/time is specified in YYYY-MM-
DD[THH:MM:S5Z] format (UTC/GMT).

last_modified_by_user_before={date}

(Optional) Used to filter the XML output to show only
vulnerabilities last modified by a user before a certain date and
time. The date/time is specified in YYYY-MM-
DD[THH:MM:S5Z] format (UTC/GMT).

18 Qualys Web Application Scanning API
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Parameter Description

last_modified_by_service_after={date}

(Optional) Used to filter the XML output to show only
vulnerabilities last modified by the service after a certain date
and time. The date/time is specified in YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT).

last_modified_by_service_before={date}

(Optional) Used to filter the XML output to show only
vulnerabilities last modified by the service before a certain date
and time. The date/time is specified in YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT).

published_after={date} (Optional) Used to filter the XML output to show only
vulnerabilities published after a certain date and time. The
date/time is specified in YYYY-MM-DD[THH:MM:SSZ] format
(UTC/GMT).

published_before={date} (Optional) Used to filter the XML output to show only
vulnerabilities published before a certain date and time. The
date/time is specified in YYYY-MM-DD[THH:MM:SSZ] format
(UTC/GMT).

discovery_method={value} (Optional) Used to filter the XML output to show only
vulnerabilities assigned a certain discovery method. A valid
value is: Remote, Authenticated, RemoteOnly,
AuthenticatedOnly, or RemoteAnd Authenticated.

When “Authenticated” is specified, the service shows
vulnerabilities that have at least one associated authentication
type. Vulnerabilities that have at least one authentication type
can be detected in two ways: 1) remotely without using
authentication, and 2) using authentication.

discovery_auth_types={value}  (Optional) Used to filter the XML output to show only
vulnerabilities having one or more authentication types. A valid
value is: Windows, Oracle, Unix or SNMP. Multiple values are
entered as a comma-separated list.

show_pci_reasons={0 | 1} (Optional) Used to filter the XML output to show reasons for
passing or failing PCI compliance (when the CVSS Scoring
feature is turned on in the user’s subscription). Specify 1 to
view the reasons in the XML output. When unspecified, the
reasons are not included in the XML output.

Qualys Web Application Scanning API 19
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Sample APl Requests

These sample requests work on Qualys US Platform 1 where the FQDN in the API server
URL is qualysapi.qualys.com. Please be sure to replace the FQDN with the proper API
server URL for your platform. For the EU platform, use qualysapi.qualys.eu. For a
partner platform, use the URL for your @customer platform API server.

Sample 1. Request all vulnerabilities in the KnowledgeBase showing basic details:

curl -k -u "user:password" -H "X-Requested-Wth: Curl"™ -X "POST"
-d "action=list"

"https://qual ysapi.qual ys.conf api/2.0/fol/ know edge_base/vul n/" >
out put . t xt

Sample 2. Request patchable vulnerabilities that have QIDs 1-200 showing all details:

curl -k -u "user:password" -H "X-Requested-Wth: Curl" -X "POST"
-d "action=list& ds=1-200& s_pat chabl e=1&detai | s=Al |
"https://qual ysapi.qual ys.confapi/2.0/fol/ know edge_base/vuln/" >
out put . t xt

Sample 3. Request vulnerabilites that were last modified by the service after July 20, 2011
and that have the “remote and authenticated” discovery method:

curl -k -u "user:password" -H "X-Requested-Wth: Curl" -X "POST"
-d "action=list& ast_nodified by service_after=2011-07-20

&di scovery_net hod=Renot eAndAut hent i cat ed"

"https://qual ysapi.qual ys.confapi/2.0/fol/ know edge_base/vuln/" >
out put . t xt

XML Output

20

A KnowledgeBase API request returns XML output using the
knowledge_base_vuln_list_output.dtd, which can be found at the following URL (where
qualysapi.qualys.com is your API server URL):

htt ps://qual ysapi . qual ys. conf api /2. 0/ f o/ know edge_base/ vul n/ know e
dge base vuln_list_output.dtd

The DTD for the KnowledgeBase output is described in the Qualys API v2 User Guide, in
Appendix A.

Qualys Web Application Scanning API
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The WAS Web Application API provides a suite of API functions for managing web
applications that you want to scan for security risks.

These operations are available:
Current web application count
Search web applications

Get details for a web application
Create a web application
Update a web applicationn
Delete web applications

Purge web applications
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Current web application count

Input

Returns the total number of web applications in the user’s account. Input elements are
optional and are used to filter the number of web applications included in the count.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/count/was/webapp
Methods allowed: GET, POST

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: WebApp for descriptions of all
<WebApp> elements.

id (Integer) createdDate (Date)

name (Text) updatedDate (Date)

url (Text) isScheduled (Boolean)

tags.name (Text) isScanned (Boolean)

tags.id (Integer) lastScan.status (Keyword: SUBMITTED,
RUNNING, FINISHED, ERROR or
CANCELED)
lastScan.date (Date)

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Boolean (true/false) EQUALS,
NOT EQUALS

Permissions

22

User must have the WAS application enabled
User must have “API Access” permission
Count includes web applications within the user’s scope
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Examples

Example 1: Count - no criteria (GET)
Get the number of web applications in the user’s account.

Request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ count/was/webapp"

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance”
xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >227</ count >
</ Servi ceResponse>

Example 2: Count - criteria (POST)

Get the number of web applications in the user’s account, including those with an ID that
is equal to the integer “323126” or “323816”. Depending

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ count/was/webapp" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="id" operator="1N'>323126, 323816</Criteri a>
</filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
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<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. com qps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >0</ count >
</ Servi ceResponse>
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Search web applications

Returns a list of web applications which are in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/search/was/webapp

Methods allowed: POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: WebApp for descriptions of all

<WebApp> elements.

The special field=attributes attribute for the Criteria element is used to search custom

attributes (see Example 3 below).

id (Integer)

createdDate (Date)

name (Text)

updatedDate (Date)

url (Text)

isScheduled (Boolean)

tags

isScanned (Boolean)

tags.name (Text)

lastScan.date (Date)

tags.id (Integer)

lastScan.status (Keyword: SUBMITTED,
RUNNING, FINISHED, ERROR or
CANCELED)

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Boolean (true/false) EQUALS,
NOT EQUALS

Qualys Web Application Scanning API
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Permissions

User must have the WAS application enabled
User must have “API Access” permission
Output includes web applications within the user’s scope

Examples

Example 1: Search - no criteria (POST)
Return a list of all the web applications in the user’s account.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm"
"https://qual ysapi.qual ys. conif qps/rest/ 3.0/ search/ was/ webapp" -X
" POST"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<l ast1d>323103</| ast | d>
<dat a>
<WebApp>
<i d>323102</i d>
<nane><! [ CDATAl My Wb Appl i cati on]] ></ name>
<ur | ><![ CDATA] htt ps:// exanpl e. conj]></url >
<owner >
<i d>123068</i d>
</ owner >
<t ags>
<count >3</ count >
</tags>
<cr eat edDat e>2008- 11- 22T13: 48: 03Z</ cr eat edDat e>
<updat edDat e>2011- 12- 19T13: 41: 07Z</ updat edDat e>
</ WebApp>
<WebApp>
<i d>323103</i d>

26 Qualys Web Application Scanning API



Chapter 2 — Web Application API
Search web applications

<nane><! [ CDATA[ Deno Wb App] ] ></ nane>

<url ><![ CDATA[ http://10. 10. 26. 200: 80/ phpBB/ 1. 4. 4_basi c] ] ></url >
<owner >
<i d>123071</i d>
</ owner >
<t ags>
<count >0</ count >
</tags>
<creat edDat €>2008- 11- 22T13: 45: 46Z</ cr eat edDat e>
<updat edDat e>2011- 12- 16T14: 33: 38Z</ updat edDat e>
</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 2: Search - criteria (POST)

Return a list of web applications in the user’s account that have a name containing the
word “Merchant” and an ID greater than 323000.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conl qps/rest/ 3.0/ search/ was/ webapp" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="nanme" operator="CONTAI NS"'>Merchant</Criteria>
<Criteria field="id" operator="GREATER"'>323000</Criteria>
</filters>
</ Servi ceRequest >

Response:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-

i nstance"”

xsi : noNanespaceSchemaLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
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<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<WebApp>
<i d>323476</i d>
<nane><! [ CDATA[ Merchant site 1]]></nane>

<url ><![ CDATA[ http://10. 10. 25. 116: 80/ mer chant/ 2. 2/t hemer chant ] ] ></
url >
<owner >
<i d>123056</i d>
</ owner >
<t ags>
<count >0</ count >
</tags>
<cr eat edDat e>2011- 02- 21T15: 24: 49Z</ cr eat edDat e>
<updat edDat e>2012- 01- 03T16: 53: 37Z</ updat edDat e>
</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 3: Search - custom attributes (POST)
Search custom attributes using the field attribute for the Criteria element.

API request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni qps/ rest/ 3. 0/ sear ch/ was/ webapp" <
file.xm

Note: “file.xml” contains the request POST data.
Request POST data (CONTAINS):

Find web applications that have a custom attribute name “Function” and this attribute
has a value that contains “web” (case insensitive search).

<Servi ceRequest >
<filters>
<Criteria field="attributes" nanme="Function"
oper at or =" CONTAI NS" >web</ Criteri a>

Qualys Web Application Scanning API



Chapter 2 — Web Application API
Search web applications

</filters>
</ Servi ceRequest >

Request POST data (EQUALS):

Find web applications that have a custom attribute name “Function” and this attribute
has a value that is equal to “web”.

<Servi ceRequest >
<filters>
<Criteria field="attributes" name="Function"
oper at or =" EQUALS" >web</Criteri a>
</filters>
</ Servi ceRequest >

Request POST data (NOT EQUALS):

Find web applications that have a custom attribute name “Function” and this attribute
has a value not equal to “web”.

<Servi ceRequest >

<filters>

<Criteria field="attributes" name="Function" operator="NOT
EQUALS" >web</Criteria>

</filters>
</ Servi ceRequest >
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Get details for a web application

Returns details for a web application which is in the user’s scope. Want to find a web
application ID to use as input? See Search web applications.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/get/was/webapp/<id>
Methods allowed: ~ GET

The web application screenshot, when available, is included in the output in the
“screenshot” element as a base64 encoded binary string. This string needs to be
converted before a user can decode and view the image file (.png). In order to encode
screenshots we use urlSafe Base 64 encoding solution like other elements in our APL
Therefore these characters will be replaced in the base64 contents:

/ will be replaced with _

+ will be replaced with -

Input

The element “id” (Integer) is required, where “id” identifies a web application.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Web application must be within the user’s scope

Example

Example 1: Details - filter criteria (GET)
View details for the web application with the ID 95345.

Request:

curl -n -u "USERNAME: PASSWORD"
"https://qual ysapi.qual ys. coni qps/rest/ 3.0/ get/was/webapp/2130421"

Response:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-

i nst ance"

xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. com qps/ xs
d/ 3. 0/ was/ webapp. xsd" >
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<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>2130421</i d>
<nane><! [ CDATA[ CUSTOM PARAM TEST] ] ></ nane>
<ur | ><! [ CDATA
[http://funkytown. acne0l. acre. conf For s/ For nFi el ds/temp/]]></url >
<os>Linux 2.4-2.6 / Enbedded Device / F5 Networks Big-1P /
Li nux 2.6</o0s>
<owner >
<i d>4354</i d>
<user nane>acne_as</ user nane>
<firstName><![ CDATA[ Al ex]]></fir st Nane>
<l ast Nane><! [ CDATA[ S t h] ] ></ | ast Nane>
</ owner >
<scope>ALL</ scope>
<attributes>
<count >0</ count >
</attributes>
<defaul t Profil e>
<i d>139359</i d>
<nanme><! [ CDATA[ 10 Li nks edit]]></nane>
</ defaul tProfil e>
<def aul t Scanner >
<t ype>EXTERNAL</t ype>
</ def aul t Scanner >
<scanner Locked>f al se</ scanner Locked>
<url Bl ackl i st>
<count >0</ count >
</url Bl ackl i st >
<urlWhitelist>
<count >0</ count >
</urlWitelist>
<post Dat aBl ackl i st >
<count >0</ count >
</ post Dat aBl ackl i st >
<aut hRecor ds>
<count >1</ count >
<list>
<WebAppAut hRecor d>
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<i d>127357</i d>
<nanme><! [ CDATA[ AR - funkytown]]></name>
</ WebAppAut hRecor d>
</list>
</ aut hRecor ds>
<useRobot s> GNORE</ useRobot s>
<useSi t emap>f al se</ useSi t enap>
<mal war eMoni t ori ng>t r ue</ mal war eMoni t ori ng>
<mal war eNot i fi cati on>true</ mal wareNotification>
<mal war eSchedul i ng>
<start Dat e>2016- 03- 03T09: 50: 00Z</ st ar t Dat e>
<ti meZone>
<code>Asi a/ Kol kat a</ code>
<of f set >+05: 30</ of f set >
</timeZone>
<occurrenceType>MONTHLY</ occurrenceType>
<occurrence>
<nont hl yCQccur r ence>
<nont hl yType>
<occur DayOr der | nMont h>
<dayOr der >FI RST</ dayOr der >
<dayOf Mont h>THURSDAY</ day Of Mont h>
<ever yNMbont hs>1</ ever yNMont hs>
</ occur DayOr der | nMont h>
</ mont hl yType>
<occur renceCount >4</ occurr enceCount >
</ mont hl yCccurrence>
</ occurrence>
</ mal war eSchedul i ng>
<t ags>
<count >4</ count >
<list>
<Tag>
<i d>1730872</i d>
<name><! [ CDATA[ new t ag] ] ></ nane>
</ Tag>
<Tag>
<i d>1418973</i d>
<nane><! [ CDATA[ Cert Tag]] ></ nanme>
</ Tag>
<Tag>
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<i d>1693034</i d>
<nane><! [ CDATAl My Tag nane] ] ></ nanme>
</ Tag>
<Tag>
<i d>1693032</i d>
<nane><! [ CDATA[ G- oovy tag -1]]></nane>
</ Tag>
</list>
</tags>
<conment s>
<count >0</ count >
</ conment s>
<i sSchedul ed>f al se</i sSchedul ed>
<l ast Scan>
<i d>827468</i d>
<nanme><! [ CDATA[ Wb Application Vulnerability Scan - CUSTOM
PARAM TEST] ] ></ nane>
</ | ast Scan>
<cr eat edBy>
<i d>4354</i d>
<user nane>acne_as</ user nane>
<firstName><![ CDATA[ Al ex] ] ></first Name>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</ creat edBy>
<cr eat edDat e>2014- 07- 24T09: 08: 49Z</ cr eat edDat e>
<updat edBy>
<i d>4354</i d>
<user nane>acmne_as</ user nanme>
<first Name><![ CDATA[ Al ex] ] ></first Name>
<| ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</ updat edBy>
<updat edDat €>2014- 09- 24T23: 34: 17Z</ updat edDat e>

<screenshot ><! [ CDATA[ _9j _4AAQSkZJRgABAQEAegBr AAD_2wWBDAAYEBQYFBAYGB
QYHBwWYI ChAKCgk J Ch QODwmMQFX QYGBc UFhYaHSUF Ghsj HBYW Cwgl y YnKSopGR8t MCO
0MCUoKSj _2wBDAQc HBwol ChIVKChMb GhYaKCgoKCgoKCgoKCgoKCgoKCgoKCgoKCgoK
CgoKCgoKCqgy

...(shortened for brevity)

Ur| Saf e encoded. Convert this value in order to decode and vi ew t he
image file (.png).
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</ scr eenshot >
</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 2: Details - DNS override settings (GET)

Web application 2508873 includes DNS override records so the dnsOverrides element
lists the records.

API request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. coni gps/rest/ 3.0/ get/was/webapp/ 2508873"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/ w
as/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>2508873</i d>
<nane>
<! [ CDATAl My Wb App]]>
</ nane>
<url >
<!'[ CDATA[ htt p://funkyt own. vul n. ga..com 80/ cassi um xss/]]>
<furl>
<owner >
<i d>4354</i d>
<user nane>acne_ab2</ user nane>
<firstName>
<! [ CDATA[ Adani ] >
</firstNane>
<l ast Nane>
<I[ CDATA[ Snith]] >
</ | ast Name>
</ owner >
<scope>ALL</ scope>
<attributes>
<count >0</ count >
</attributes>
<def aul t Scanner >
<t ype>| NTERNAL</ t ype>
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<fri endl yName>
<! [ CDATA] db4_acmre_ab2]] >
</friendl yName>
</ def aul t Scanner >
<scanner Locked>f al se</ scanner Locked>
<pr ogr essi veScanni ng>t r ue</ pr ogr essi veScanni ng>
<url Bl ackl i st>
<count >0</ count >
</url Bl ackl i st >
<url Wiitelist>
<count >0</ count >
</urlWitelist>
<post Dat aBl ackl i st >
<count >0</ count >
</ post Dat aBl ackl i st >
<aut hRecor ds>
<count >0</ count >
</ aut hRecor ds>
<dnsOverri des>
<count >2</ count >
<list>
<DnsOverri de>
<i d>1620</i d>
<nane>
<I [ CDATAI DNS Override Settings 1]]>
</ nane>
</ DnsOverri de>
<DnsOverri de>
<i d>1020</i d>
<nane>
<I [ CDATAI DNS Override Settings 2]]>
</ nane>
</ DnsOverri de>
</list>
</ dnsQverri des>
<useRobot s> GNORE</ useRobot s>
<useSi t emap>f al se</ useSi t emap>
<mal war eMoni t or i ng>f al se</ mal war eMoni t ori ng>

Example 3: Details - logout regular expression list (GET)
Get details for the webapp with logout regular expression list.

API request:

curl -u "USERNAME: PASSWORD' - X GET -H 'Content-type: text/xm'
"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ get/was/ webapp/ 842222"

Qualys Web Application Scanning API 35



Chapter 2 — Web Application API
Get details for a web application

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>842222</i d>
<name><! [ CDATAl My Web Appli cati on] ></ nane>
<url ><![ CDATA[ ht t p: / / mywebapp. com | ></ url| >
<owner >
<i d>337014</i d>
<user nane>user _j ohn</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Doe] ] ></ | ast Nane>
</ owner >
<scope>ALL</ scope>
<attributes>
<count >0</ count >
</attributes>
<def aul t Scanner >
<t ype>EXTERNAL</ t ype>
</ def aul t Scanner >
<scanner Locked>f al se</ scanner Locked>
<url Bl ackl i st >
<count >0</ count >
</url Bl ackl i st>
<url VWitelist>
<count >0</ count >
</urlWitelist>
<post Dat aBl ackl i st >
<count >0</ count >
</ post Dat aBl ackl i st >
<l ogout RegexLi st >
<count >1</ count >
<list>
<Url Entry regex="true"><![ CDATA[ | eave] ] ></ Url Entry>
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</list>
</ | ogout RegexLi st >
<aut hRecor ds>
<count >0</ count >
</ aut hRecor ds>
</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 4: Default authentication record details (GET)
View the default authentication record details for the web application with ID #53040.

Request:

curl -n -u "USERNAME: PASSWORD' -X GET -H 'Content-type: text/xm'
"https://qual ysapi.qual ys. conf qps/rest/ 3.0/ get/was/ webapp/ 53040"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchenalLocati on="https://qual ysapi . qual ys. conl gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>53040</i d>
<nane><! [ CDATA] WASUI - 5597] ] ></ nanme>
<confi g>
<def aul t Aut hRecor d>
<i d>9133</i d>
<name>
<! [ CDATA[ WASUI - 6453] ] >
</ name>
</ def aul t Aut hRecor d>
</ config>
</ WebApp>
</ dat a>
</ Servi ceResponse>
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Create a web application

A web application is a configuration in your account. Once created, a user can select the
web application as the target of a web application scan.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/create/was/webapp
Methods allowed:  POST

Input

Required elements are “name” and “url”. Other elements are optional. All dates must be
entered in UTC date/time format. See Reference: WebApp for descriptions of all
<WebApp> elements.

When only “name” and “url” are specified:

® Scope defaults to ALL. The scanner will crawl all directories and sub-directories of
the starting URL.

* No default option profile is specified. An option profile must be specified for each
scan.

¢ No authentication records are defined. No form or server authentication will be
performed.

e No blacklists or whitelists are defined. All directories and sub-directories of the
starting URL will be scanned.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
User must have “Create Web Asset” permission

How to define Custom Attributes

Prior to WAS 4.3 you would provide Attribute category/value like this:

<Servi ceRequest >
<dat a>
<WebApp>

<name><! [ CDATA[ Attri bute via API]]></nanme>
<ur | ><! [ CDATA[ htt p: // f unkyt own. vul n. qa. qual ys. com 80/ updat ed_web_a
pp_nanme/]]></url >

<attributes>

<set >
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<Attribute>
<cat egor y>Busi ness Functi on</cat egory>
<val ue><![ CDATA[ Cust om val ue 1]]></val ue>
</Attribute>
</set>
</attributes>
</ WebApp>
</ dat a>
</ Servi ceRequest >

Using WAS 4.3 and later you’ll set Attribute name/value pairs like this:

<Servi ceRequest >
<dat a>
<WebApp>
<name><! [ CDATA] Custom Attri bute via API]]></nane>
<url ><![ CDATA[ htt p: //funkyt own. vul n. qa. qual ys. com 80/ updat ed_web_a
pp_nane/]]></url >
<attributes>
<set>
<Attribute>
<nanme>Cust om key 1</ nane>
<val ue><![ CDATA[ Cust om val ue 1]]></val ue>
</Attribute>
</set>
</attributes>
</ WebApp>
</ dat a>
</ Servi ceRequest >

webapp.xsd

<xs: conpl exType nane="Attri bute">

<xs:all>

<xs: el enent nanme="nanme" type="Cdata" m nCccurs="0"/>
<xs: el enent nane="val ue" type="Cdata" m nCccurs="0"/>
</xs:all>

</ xs: conpl exType>
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Examples

Example 1: Create web app - minimum criteria (POST)

Create a new web application called “My Web Application” that has the starting URL
“http:/ /mywebapp.com”. The default web application settings are assigned
automatically.

Request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conl qps/rest/3.0/creat e/ was/ webapp/" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST data:

<Servi ceRequest >
<dat a>
<WebApp>
<nane><! [ CDATAl My Wb Appl i cation]]></name>
<ur | ><![ CDATA[ ht t p: // mywebapp. com | ></ url| >
</ WebApp>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanmespaceSchenaLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>1912949</i d>
<nane><! [ CDATAl My Wb Appl i cation]]></name>
<url ><![ CDATA[ htt p: / / mywebapp. conj]]></url >
<owner >
<i d>45941</i d>
<user nane>user name</ user nane>
<firstName><![ CDATA[ John] ] ></fi r st Name>
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<l ast Nane><! [ CDATA[ Sni t h] ] ></| ast Nane>
</ owner >
<scope>ALL</ scope>
<attributes>
<count >0</ count >
</attributes>
<def aul t Scanner >
<t ype>EXTERNAL</t ype>
</ def aul t Scanner >
<scanner Locked>f al se</ scanner Locked>
<url Bl ackl i st>
<count >0</ count >
</url Bl ackl i st >
<urlVWhitelist>
<count >0</ count >
</urlWitelist>
<post Dat aBl ackl i st >
<count >0</ count >
</ post Dat aBl ackl i st >
<aut hRecor ds>
<count >0</ count >
</ aut hRecor ds>
<useRobot s> GNORE</ useRobot s>
<useSi t emap>f al se</ useSi t enap>
<nal war eMoni t ori ng>f al se</ nal war eMoni t ori ng>
<t ags>
<count >0</ count >
</tags>
<conment s>
<count >0</ count >
</ comment s>
<i sSchedul ed>f al se</i sSchedul ed>
<cr eat edBy>
<i d>45941</i d>
<user nane>user nane</ user nane>
<firstName><![ CDATA[ John]]></fi r st Nane>
<l ast Nane><! [ CDATA[ Sni t h] ] ></| ast Nane>
</ creat edBy>
<creat edDat e>2013- 10- 18T18: 26: 40Z</ cr eat edDat e>
<updat edBy>
<i d>45941</i d>
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<user nane>user nanme</ user name>
<firstName><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>

</ updat edBy>

<updat edDat e>2013- 10- 18T18: 26: 40Z</ updat edDat e>

</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 2: Create web app - 1 authentication record (POST)

Create a new web application called “My Web Application” that has the starting URL
“http:/ /mywebapp.com” and has 1 authentication record.

Request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conl qps/rest/3.0/create/was/ webapp/" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST data:

<Servi ceRequest >
<dat a>
<WebApp>
<name><! [ CDATAl My Web Appli cati on]] ></ name>
<ur | ><![ CDATA[ htt p: / / mywebapp. conj ] ></url >
<aut hRecor ds>
<set >
<WebAppAut hRecor d>
<i d>77350</i d>
</ WebAppAut hRecor d>
</set>
</ aut hRecor ds>
</ WebApp>
</ dat a>
</ Servi ceRequest >

Response:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xnm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
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xsi : noNanespaceSchemaLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>1929030</i d>
<nane><! [ CDATAl My Wb Appl i cati on]] ></name>
<url ><![ CDATA[ htt p: / / mywebapp. com ]]></url >
<owner >
<i d>45941</i d>
<user nane>user name</ user nane>
<first Nanme><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nanme><! [ CDATA[ Sni t h] ] ></| ast Nane>
</ owner >
<scope>ALL</ scope>
<attributes>
<count >0</ count >
</attributes>
<def aul t Scanner >
<t ype>EXTERNAL</ t ype>
</ def aul t Scanner >
<scanner Locked>f al se</ scanner Locked>
<url Bl ackl i st >
<count >0</ count >
</url Bl ackl i st >
<urlWhitelist>
<count >0</ count >
</furlWiitelist>
<post Dat aBl ackl i st >
<count >0</ count >
</ post Dat aBl ackl i st >
<aut hRecor ds>
<count >1</ count >
<list>
<WebAppAut hRecor d>
<i d>77350</i d>
<nane><! [ CDATA[ My Aut henti cati on Record]] ></nane>
</ WebAppAut hRecor d>
</list>
<useRobot s> GNORE</ useRobot s>
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</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 3: Create web app - multiple criteria (POST)

Create a new web application with the name “My Web Application” and the starting
URL “http:/ /www.example.com”. The web application is assighed custom settings as
defined in the request POST data.

Request:

curl -n "USERNAVE: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/3.0/creat e/ was/ webapp/" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST data:
<Servi ceRequest >

<dat a>
<WebApp>
<name><! [ CDATAl My Web Appli cation]] ></nanme>
<url > <![ CDATA[ http://ww. exanpl e. con]] ></url >
<scope>DOMAI NS</ scope>
<donai ns>
<set >

<Domai n><! [ CDATA[ cor p2. ab. nyapp. coni ] ></ Dorai n>
<Donmi n><! [ CDATA[ cor pl. nyapp. coni ] ></ Donai n>

</ set>
</ domai ns>

<uris>

<set >

<Ur | ><! [ CDATA[ http://corpl. myapp.com]></Url >
<Ur| ><!'[ CDATA[ htt p://cor pl. myapp.com]]></ Ul >
<Ur| ><!'[ CDATA[ ht t ps://corpl. nyapp. cony]></Url >
<Ur | ><![ CDATA[ htt ps://corpl. nyapp.conl]]></Url >
<Ur | ><! [ CDATA[ https://corpl. nyapp. com 443]] ></ Ur| >
<Ur| ><! [ CDATA[ htt ps://cor pl. nyapp. com 443/]]></Url >
<Ur | ><![ CDATA[ http://corpl. myapp. com 8080/]]></Url >
<Ur| ><!'[ CDATA[ http://corpl. myapp.com startingUri]]></Ul>
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<Ur| ><![ CDATA[ http://corpl.
<Ur| ><! [ CDATA[ http://corpl.

</Ul>

<Ur | ><! [ CDATA[ http://corpl.

=fal se]]></Ul >

<Ur| ><! [ COATA[ htt p://corpl.
<Ur | ><! [ CDATA[ http://corpl.
<Ur | ><! [ CDATA[ http://corp2.
<Ur| ><! [ CDATA[ htt p://corp2.

<Ur | ><! [ CDATA[ http://corp2.
<Ur| ><![ CDATA[ htt p:// cor p2.
<Ur | ><! [ CDATA[ http://corp2.
<Ur | ><! [ CDATA[ http://corp2.

/Ul >

<Ur| ><! [ CDATA[ htt p://corp2.

&par amk=f al se] ] ></ Ul >

nyapp.
nyapp.

nyapp.

nyapp.
nyapp.
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com startingUi?]]></Ul>
coni startingUri ?paranvtrue]]>

coni startingUri ?par an¥t r ue&par an

confotherUri]]></Url>
coni ot her Uri ?paran¥l]]></ Ul >

ab. myapp. com ] ></ Ul >

ab. nyapp.con’]]></ Ul >

<Ur| ><! [ CDATA[ htt ps://corp2. ab. nyapp. com ] ></Ur| >

<Ur| ><!' [ CDATA[ htt ps://cor p2. ab. nyapp.com ]]></ Ul >

<Ur | ><! [ CDATA[ htt ps://corp2. ab. nyapp. com 443]] ></ Ur| >
<Ur | ><! [ CDATA[ htt ps: // corp2. ab. nyapp. com 443/]]></ Ul >

ab
ab
ab
ab

ab

- myapp.
- myapp.
- myapp.
- myapp.

. myapp.

com 8080/]]></Url >

com startingUi]]></Ul>

com startingUi?]]></Ul>

coni startingUri ?paran¥true]]><

com 443/ startingUi ?paramnet rue

<Ur | ><! [ CDATA[ htt ps:// cor p2. ab. nyapp. com 8080/ ot herUri]]></Url >
<Ur | ><! [ CDATA[ htt ps:// cor p2. ab. nyapp. coni ot her Uri ?paranrl] ] ></Url >
<Ur| ><! [ CDATA[ ht t ps:// corp2. ab. myapp. com ot her Uri ?paramel] ] ></ Ur | >

</ set>
</uris>
<t ags><set >

<Tag><i d>217118</i d></ Tag>
<Tag><i d>152743</i d></ Tag>
<Tag><i d>216368</i d></ Tag>
<Tag><i d>153442</i d></ Tag>

</ set >
</tags>
<defaul t Profil e>

<i d>90212</i d>
</defaultProfil e>
<def aul t Scanner >

<t ype>| NTERNAL</t ype>
<friendl yName><! [ CDATA[ fri endl ynane] ] >

</friendl yName>
</ def aul t Scanner >
<dnsOverri des>
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<set >
<DnsOverri de>
<i d>2022</i d>
</ DnsOverri de>
</ set>
</ dnsQOverri des>
<useRobot s>BLACKLI ST</ useRobot s>
<useSi t emap>t r ue</ useSi t emap>
<header s>
<set >
<WebAppHeader ><! [ CDATA[ sone headers]]>
</ WebAppHeader >
</ set>
</ header s>
<url Bl ackl i st>
<set >
<Url Entry regex="true">
<I[ CDATA[ http://rg. bl acklist.*.ga. myapp.conj]></UrlEntry>
<Url Entry regex="true">
<|[ CODATA[ http://rg.blacklist.*?]]></UrlEntry>
<Url Entry>
<! [ CDATA[ http://url.blacklist.2.ab. myapp.com]></UlEntry>
<Url Entry regex="fal se">
<I[CDATA[ http://url.blacklist.3.qa.mapp.com]></UlEntry>
</set>
</url Bl ackl i st >
<urlWitelist>
<set >
<Url Entry regex="true">
<I[CDATA[ http://rg.whitelist.*.ga.nyapp.con]]></UlEntry>
<Url Entry regex="true">
<I[CDATA[ http://rg.whitelist.*?]]></Ul Entry>

<Url Entry><![ CDATA[ http://url.whitelist.2.ab. myapp.con]></UrlEntr
y><Ur | Entry regex="fal se"><![ CDAT
[http://url.whitelist.3.ab.nmyapp.com]></UlEntry>
</ set>
</urlVWitelist>
<post Dat aBl ackl i st >
<set >
<Url Entry regex="true"><![ CDATA
[http://rg. postdat bl acklist.*.ab. nyapp.conj]></Url Entry>
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<Url Entry
regex="true"><![ CDATA[ http://rg. postdat bl acklist.*?]]></Ul Entry>
</set>
</ post Dat aBl ackl i st >
<conment s>
<set >
<Coment >
<cont ent s><! [ CDATA[ sonre additiona
coment s] ] ></ cont ent s>
</ Comment >
</ set>
</ comment s>
</ WebApp>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchenalLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>1912750</i d>
<nanme><! [ CDATAl My Wb Appl i cation]]></name>
<url ><![ CDATA[ htt p: / / www. exanmpl e. con]] ></url >
<owner >
<i d>45941</i d>
<user nane>user nanme</ user name>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</ owner >
<scope>DOVAI NS</ scope>
<domai ns>
<count >2</ count >
<list>
<Domai n><! [ CDATA[ cor p1. nyapp. conj ] ></ Domai n>
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<Donmi n><! [ CDATA[ cor p2. ab. nyapp. conj ] ></ Donai n>
</list>
</ domai ns>
<uris>
<count >26</ count >
<list>
<Ur| ><![ CDATA[ htt ps:// corp2. ab. nyapp. com ] ></ Ur| >

<Ur | ><![ CDATA[ htt p://corpl. myapp. com ot her Uri ?param=1] ] ></ Ur | >
<Ur| ><![ CDATA[ http://corpl. myapp. com]]></ Ul >
<Ur| ><![ CDATA[ https://corpl. nyapp.con]]></ Ul >

<Ur | ><! [ CDATA[ http://corpl. myapp. com startingUi?]]></Ul>
<Ur | ><! [ CDATA[ htt ps: // cor p2. ab. nyapp. com 443/]]></ Ul >

<Ur| ><!'[ CDATA[ ht t ps:// corp2. ab. myapp. com ot her Uri ?paranm=l] ] ></ Ur | >
<Ur| ><![ CDATA[ htt ps://corpl. nyapp. com 443/]]></ Ul >

<Ur | ><![ CDATA[ htt p://corp2. ab. myapp. com starti ngUri ?paranrt rue] ] ><
/Ul >

<Ur| ><![ CDATA[ http://corp2. ab. nyapp. com 8080/]]></ Ul >
<Ur| ><![ CDATA[ http://corpl. myapp. comotherUi]]></ Ul >

<Ur | ><! [ CDATA[ http://corpl. myapp. com startingUi ?paramrt r ue&par an
=fal se]]></Url >

<Ur | ><![ CDATA[ http://corpl. nyapp. com ] ></Url >

<Ur | ><![ CDATA[ http://corpl. myapp. com startingUi ?paramct rue] ] ></ Ur
| >
<Ur | ><I [ CDATA[ htt p: // corp2. ab. myapp. com ] ></Ur| >
<Ur| ><![ CDATA[ htt ps:// corp2. ab. myapp.com ]]></Url >
<Ur| ><![ CDATA[ http://corp2. ab. nyapp.com ]]></Url >
<Ur | ><! [ CDATA[ htt ps:// corp2. ab. nyapp. com 443]]></ Ur | >
<Ur | ><![ CDATA[ http://corpl. nyapp.com startingUri]]></Url>
<Ur| ><![ CDATA[ htt ps://corpl. nyapp. com 443]]></ Ul >

<Ur | ><![ CDATA[ htt p://corp2. ab. myapp. com startingUi]]></Ul>
<Ur | ><! [ CDATA[ htt p: // cor pl. nyapp. com 8080/]]></Url >

<Ur | ><! [ CDATA[ htt ps:// cor p2. ab. nyapp. com 8080/ ot herUri]]></Url >
<Ur| ><![ CDATA[ htt ps://corpl. nyapp.conf]]></Url >
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<Ur| ><! [ CDATA[ htt p: // cor p2. ab. nyapp. conf startingUri ?]]></Ul >
<Ur| ><! [ CDATA[ htt p: // cor p2. ab. nyapp. com 443/ starti ngUri ?par amrt r ue
&par ank=f al se] ] ></ Ur | >

</list>
</uris>
<defaultProfil e>

<i d>90212</i d>

<name><! [ CDATA[ I nitial WAS Opti ons]]></nane>
</defaultProfil e>
<def aul t Scanner >

<t ype>| NTERNAL</t ype>

<friendl yNane><! [ CDATA[ f ri endl ynane]] ></fri endl yName>
</ def aul t Scanner >
<scanner Locked>f al se</ scanner Locked>
<dnsOverri des>

<set >
<DnsOverri de>
<i d>2022</i d>
</ DnsOverri de>
</ set>

</ dnsOverri des>
<url Bl ackl i st >

<count >4</ count >

<list>
<Url Entry
regex="fal se"><![ CDATA[ http://url.blacklist.?2.ab. nyapp.conj]></Url
Entry>
<Ul Entry
regex="fal se"><! [ CDATA[ http://url.blacklist.3.ab. myapp. com]></Url
Entry>
<UlEntry
regex="true"><![ CDATA[ http://rg. bl acklist.*.ab. myapp.com]></Url En
try>
<Url Entry
regex="true"><![ CDATA[ http://rg.blacklist.*?]]></UlEntry>
</list>

</url Bl ackl i st >
<url Whitelist>
<count >4</ count >
<list>
<Url Entry
regex="true"><![ CDATA[ http://rg.whitelist.*.ab. nyapp.con]]></Ul En
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try>
<Url Entry

regex="true"><![ COATA[ http://rg.whitelist.*?]]></ Ul Entry>
<Url Entry

regex="fal se"><I [ CODATA http://url.whitelist.2. ab. nyapp.conl]></Url
Entry>
<Url Entry
regex="fal se"><I [ CDATA[ http://url.whitelist.3.ab. nyapp.conl]></Url
Entry>
</list>
</urlWiitelist>
<post Dat aBl ackl i st >
<count >2</ count >
<list>
<Url Entry
regex="true"><! [ CDATA[ http://rg. postdat bl acklist.*.ab. nyapp.conj]>
</ Ul Entry>
<Url Entry
regex="true"><![ CDATA[ http://rg. postdat bl acklist.*?]]></ Ul Entry>
</list>
</ post Dat aBl ackl i st >
<aut hRecor ds>
<count >0</ count >
</ aut hRecor ds>
<useRobot s>BLACKL| ST</ useRobot s>
<useSi t emap>t rue</ useSi t enap>
<header s>
<count >1</ count >
<list>
<WebAppHeader ><! [ CDATA[ sone header s] ] ></ WebAppHeader >
</list>
</ header s>
<nal war eMbni t ori ng>f al se</ nal war eMoni t ori ng>
<t ags>
<count >4</ count >
<list>
<Tag>
<i d>152743</i d>
<nane><! [ CDATA[ Asset Groups]]></nane>
</ Tag>
<Tag>
<i d>217118</i d>
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<nanme><! [ CDATA[ AUG 27] ] ></ nane>
</ Tag>
<Tag>
<i d>153442</i d>
<nane><! [ CDATA[ Mal war e Domai n Asset s]] ></ nanme>
</ Tag>
<Tag>
<i d>216368</i d>
<nane><! [ CDATA[ Asset nane rul e]]></ name>
</ Tag>
</list>
</tags>
<conment s>
<count >1</ count >
<list>
<Conment >
<cont ent s><! [ CDATA[ sone addi ti onal
conmment s] ] ></ cont ent s>
<creat edDat e>2013- 10- 18T17: 57: 32Z</ cr eat edDat e>
</ Conment >
</list>
</ comrent s>
<i sSchedul ed>f al se</i sSchedul ed>
<cr eat edBy>
<i d>45941</i d>
<user nane>user nanme</ user nane>
<firstName><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</ creat edBy>
<creat edDat e>2013- 10- 18T17: 57: 32Z</ cr eat edDat e>
<updat edBy>
<i d>45941</i d>
<user nane>user name</ user nanme>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</ updat edBy>
<updat edDat €>2013- 10- 18T17: 57: 32Z</ updat edDat e>
</ WebApp>
</ dat a>
</ Servi ceResponse>
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Example 4: Create web app - custom attributes (POST)

APl request:

Create a new web app with custom attributes.

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conl qps/rest/ 3.0/ creat e/ was/ webapp/" <
file.xnm

Note: “file.xml” contains the request POST data.

Request POST data:

<Servi ceRequest >
<dat a>
<WebApp>
<name><! [ CDATA[ Custom Attri bute via API]]></nane>
<ur | ><!'[ CDATA[ htt p: //funkyt own. vul n. ga. qual ys. com 80/ updat ed_web_a
pp_nane/]]></url >
<attributes>
<set >
<Attribute>
<name>Cust om key 1</ nane>
<val ue><! [ CDATA[ Cust om val ue 1]]></val ue>
</Attribute>
</set>
</attributes>
</ WebApp>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanmespaceSchenalLocati on="htt ps://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>2514680</i d>
<name><! [ CDATA][ Custom Attri bute via API]]></nane>
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<ur| ><![ CDATA[ ht t p: // f unkyt own. vul n. ga. qual ys. com 80/ updat ed_web_a
pp_nane/]]></url >
<owner >
<i d>4354</i d>
<user nane>acne_ss2</ user nanme>
<first Nanme><![ CDATA[ St eve]] ></fi r st Nane>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</ owner >
<scope>ALL</ scope>
<attri butes>
<count >1</ count >
<list>
<Attribute>
<nane><! [ CDATA[ Cust om key 1]]></nane>
<val ue><![ CDATA[ Cust om val ue 1]]></val ue>
</Attribute>
</list>
</attributes>
<def aul t Scanner >
<t ype>EXTERNAL</t ype>
</ def aul t Scanner >
<scanner Locked>f al se</ scanner Locked>
<progr essi veScanni ng>t r ue</ pr ogr essi veScanni ng>
<url Bl ackl i st >
<count >0</ count >
</url Bl ackl i st >
<urlVWhitelist>
<count >0</ count >
</urlWitelist>
<post Dat aBl ackl i st >
<count >0</ count >
</ post Dat aBl ackl i st >
<aut hRecor ds>
<count >0</ count >
</ aut hRecor ds>
<dnsOverri des>
<count >0</ count >
</ dnsOverri des>
<useRobot s> GNORE</ useRobot s>
<useSit emap>f al se</ useSi t emap>
<mal war eMoni t ori ng>f al se</ mal war eMoni t ori ng>
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<t ags>
<count >0</ count >

</tags>

<conment s>
<count >0</ count >

</ conmment s>

<i sSchedul ed>f al se</i sSchedul ed>

<cr eat edBy>
<i d>4354</i d>
<user nane>acmne_ss2</ user nanme>
<firstNanme><![ CDATA[ St eve] ] ></fi r st Nane>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>

</ creat edBy>

<cr eat edDat €>2015- 09- 30T00: 18: 38Z</ cr eat edDat e>

<updat edBy>
<i d>4354</i d>
<user nane>acmne_ss2</ user nane>
<firstNanme><![ CDATA[ St eve] ] ></fi r st Nane>
<l ast Nanme><! [ CDATA[ Smi t h] ] ></| ast Nane>

</ updat edBy>

<updat edDat e>2015- 09- 30T00: 18: 38Z</ updat edDat e>

<confi g/ >

</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 5: Create web app - logout regular expression (POST)

Create a new web application called “My Web Application” with 'leave’ as logout regular
expression.

Request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conl qps/rest/ 3.0/ creat e/ was/ webapp/" <
file.xm

Note: “file.xml” contains the request POST data.
Request POST data:

<Servi ceRequest >
<dat a>
<WebApp>
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<name><! [ CDATAl My Web Appli cati on] ></ nane>
<ur | ><! [ CDATA[ htt p: / / nywebapp. conj ] ></ur| >
<scope>ALL</ scope>
<def aul t Scanner >
<t ype>EXTERNAL</t ype>
</ def aul t Scanner >
<scanner Locked>f al se</ scanner Locked>
<useRobot s> GNORE</ useRobot s>
<useSi t emap>f al se</ useSi t emap>
<mal war eMoni t or i ng>f al se</ mal war eMoni t ori ng>
<l ogout RegexLi st >
<set>
<Url Entry regex="true"><![ CDATA[ | eave]]></Url Entry>
</ set>
</ | ogout RegexLi st >
</ WebApp>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmaLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/
was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WWbApp>
<i d>842422</i d>
<name><! [ CDATAl My Web Appl i cati on] ></ nane>
<ur| ><! [ CDATA[ htt p: / / nywebapp. conj ] ></ur| >
<owner >
<i d>337014</i d>
<user name>user _j ohn</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Nane>
<l ast Name><! [ CDATA[ Doe] ] ></ | ast Nane>
</ owner >
<scope>ALL</ scope>
<attributes>
<count >0</ count >
</attributes>
<def aul t Scanner >
<t ype>EXTERNAL</t ype>
</ def aul t Scanner >
<scanner Locked>f al se</ scanner Locked>
<url Bl ackl i st >
<count >0</ count >
</ url Bl ackl i st >
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<url Witelist>
<count >0</ count >
</urlWhitelist>
<post Dat aBl ackl i st >
<count >0</ count >
</ post Dat aBl ackl i st >
<l ogout RegexLi st >
<count >1</ count >

<list>
<Url Entry regex="true"><![ CDATA[ | eave] ] ></ Url Entry>
</list>

</ | ogout RegexLi st >
<aut hRecor ds>
<count >0</ count >
</ aut hRecor ds>
<dnsOverri des>
<count >0</ count >
</ dnsQverri des>
<useRobot s> GNORE</ useRobot s>
<useSi t emap>f al se</ useSi t emap>
<mal war eMoni t or i ng>f al se</ mal war eMoni t ori ng>
<t ags>
<count >0</ count >
</tags>
<comrent s>
<count >0</ count >
</ conment s>
<i sSchedul ed>f al se</i sSchedul ed>
<creat edBy>
<i d>337014</i d>
<user name>user _j ohn</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Nane>
<l ast Name><! [ CDATA[ Doe] ] ></ | ast Nanme>
</ cr eat edBy>
<creat edDat €>2016- 07- 04T16: 07: 25Z</ cr eat edDat e>
<updat edBy>
<i d>337014</i d>
<user name>user _j ohn</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Nane>
<| ast Name><! [ CDATA[ Doe] ] ></ | ast Nane>
</ updat edBy>
<updat edDat €>2016- 07- 04T16: 07: 25Z</ updat edDat e>
<confi g/ >
</ WebApp>
</ dat a>
</ Servi ceResponse>
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Example 6: Create web app - set default authentication record (POST)

You can now configure the default authentication record while creating or updating the
web application.

Create a web application with default authentication record ID #9133.

Request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf qps/rest/3.0/creat e/ was/ webapp/" <
file.xm

Note: “file.xml” contains the request POST data.
Request POST data:

<Servi ceRequest >
<dat a>
<WebApp>
<name>
<! [ CDATA[ Creat e webapp with default auth record]]>
</ name>
<ur| ><! [ CDATA[ ht t p: / / nywebapp. conj ] ></ur| >
<scope>ALL</ scope>
<scanner Locked>f al se</ scanner Locked>
<useRobot s>l GNORE</ useRobot s>
<useSi t emap>f al se</ useSi t emap>
<mal war eMoni t or i ng>f al se</ mal war eMoni t ori ng>
<config>
<def aul t Aut hRecor d>
<i d>9133</i d>
</ def aul t Aut hRecor d>
</ confi g>
</ WebApp>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8""?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/
was/ webapp. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>

<WebApp>
<i d>53040</i d>
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<nane>
<! [ CDATA[ Create webapp with default auth record]]>
</ name>
<config>
<def aul t Aut hRecor d>
<i d>9133</id>
<nane>
<! [ CDATA[ WASUI - 9133] ] >
</ name>
</ def aul t Aut hRecor d>
</ confi g>
</ \WebApp>
</ dat a>
</ Servi ceResponse>
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Update a web application

Update a web application configuration in your account.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/update/was/webapp/
<id>

Methods allowed: POST

Input

The “id” (Integer) element is required where “id” identifies a web application.
Additional elements are optional. See Reference: WebApp for descriptions of all
<WebApp> elements.

Permissions

User must have the WAS application enabled
User must have “API Access” permission

User must have “Edit Web Asset” permission
Web application must be within the user’s scope

Examples

Example 1: Update - minimum information (POST)
For the web application with ID 1234, change the name to “My WebApp Name” .

Request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi . qual ys. conf qps/rest/ 3. 0/ updat e/ was/ webapp/ 1234"
< file.xm

Note: “file.xml” contains the request POST data.

Request POST data (file.xml):

<Servi ceRequest >
<dat a>
<WebApp>
<name>My WebApp Name</ nane>
</ WebApp>
</ dat a>
</ Servi ceRequest >
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Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
Xsi : noNanespaceSchemalLocati on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>1234</i d>
</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 2: Update - authentication records (POST)

For the web application with ID 1234, add 1 authentication record and remove 1
authentication record.

Request:

curl -u "USERNAVE: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni qps/rest/ 3.0/ updat e/ was/ webapp/ 1234"
< file.xm

Note: “file.xml” contains the request POST data.

Request POST data (file.xml):

<Servi ceRequest >
<dat a>
<WebApp>
<nane><! [ CDATAl My WebApp Nane] ] ></ name>
<aut hRecor ds>
<add>
<WebAppAut hRecor d>
<i d>77355</i d>
</ WebAppAut hRecor d>
</ add>
<r enove>
<WebAppAut hRecor d>
<i d>77356</i d>
</ WebAppAut hRecor d>
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</ renpove>
</ aut hRecor ds>
</ WebApp>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>1234</i d>
</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 2: Update - multiple settings (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf qps/rest/ 3. 0/ updat e/ was/ webapp/ 26070
56"

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<WebApp>
<name>My Wb Appli cati on</ name>
<url >http:// nywebapp. conx/ url >
<attributes>
<r enpve>
<Attribute>
<name>Busi ness Functi on</ nanme>
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</Attribute>
<Attribute>
<name>Busi ness Locati on</ nane>
</Attribute>
</ renove>
<updat e>
<Attri bute>
<name>Busi ness Descri pti on</ nanme>
<val ue>Busi ness Description Val ue - UPDATED</val ue>
</Attribute>
</ updat e>
</attributes>
<def aul t Profi | e><i d>365333</i d></defaul t Profil e>
<url Bl ackl i st >

<set >
<Url Entry><![ CDATA[ http://url.blacklist.1. mywebapp.con]></UrlEntr
y>

<Url Entry
regex="fal se"><I [ CDATA[ http://url.bl acklist. 2. mywebapp. conl]></Url
Entry>
<Url Entry

regex="true"><! [ CDATA[ http://rg.blacklist.*.com]></UlEntry>

</ set>

</url Bl ackl i st>
<urlVWitelist>

<set >
<Url Entry><![ CDATA[ http://url.whitelist.1. mywebapp.con]></UrlEntr
y>

<Url Entry
regex="fal se"><I [ CODATA http://url.whitelist.2. mywebapp.conl]></Url
Entry>

<Url Entry
regex="true"><! [ CDATA[ http://rg.whitelist.*. nywebapp.con]]></Ul En
try>

</set>

</furlWitelist>
<post Dat aBl ackl i st >
<set >
<Url Entry
regex="true"><! [ CDATA[ http://url. postdat abl acklist. 1. mywebapp. com
]></Url Entry>
<Url Entry
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regex="true"><![ CDATA[ http://url . postdatabl acklist. 2. nywebapp. com
]></ Ul Entry>
</set>
</ post Dat aBl ackl i st >
<useRobot s>ADD PATHS</ useRobot s>
<useSi t emap>t rue</ useSi t enap>
<header s>
<set >
<WebAppHeader >X- TTP- REQUESTED- BY: Qual ys
Test </ WebAppHeader >
</set>
</ header s>
</ WebApp>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchenalLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>2607056</i d>
</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 3: Update - set default cancel time (POST)

Set the default cancel scan option for web application ID 2392272. Scans of this web
application will be set to cancel at 10pm by default.

Request:

curl -u "USERNAVE: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ updat e/ was/ webapp/ 23922
72" < file.xm

Note: “file.xml” contains the request POST data.
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Request POST data (file.xml):

<Servi ceRequest >
<dat a>
<WebApp>
<nanme><! [ CDATAl My Wb App] ] ></ nanme>
<ur| ><![ CDATA[ htt p: / / mywebapp. conj ] ></url >
<confi g><cancel ScansAt >22: 00</ cancel ScansAt ></ confi g>
</ WebApp>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnm ns: xsi="http://ww.w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNamespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. qual ys. com
/ gps/ xsd/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>2392272</i d>
</ WebApp>
</ dat a>
</ Servi ceResponse>
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Example 4: Update custom attribute value (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conif qps/rest/ 3. 0/ updat e/ was/ webapp/ 25146
79" < file.xn

Note: “file.xml” contains the request POST data.

Request POST data:
Ser vi ceRequest >
<dat a>
<WebApp>
<attributes>
<updat e>
<Attribute>
<name>Cust om key 1</ nane>
<val ue><! [ CDATA[ Cust om val ue 2]]></val ue>
</Attribute>
</ updat e>
</attributes>
</ WebApp>
</ dat a>

</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchemaLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>2514679</i d>
</ \WebApp>
</ dat a>
</ Servi ceResponse>
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Example 5: Add new custom attribute value (POST)

APl request:

Add new custom attribute value.

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 3. 0/ updat e/ was/ webapp/ 2514679" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST data:
<Servi ceRequest >

<dat a>
<WebApp>
<attributes>
<add>
<Attribute>
<name>Cust om key 3</nane>
<val ue><! [ CDATA[ Cust om val ue 3]]></val ue>
</Attribute>
</ add>
</attributes>
</ WebApp>
</ dat a>

</ Servi ceRequest >

Example 6: Update the default authentication record (POST)
Update the default authentication record for the web application with ID 33831.

API request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conl gps/rest/ 3. 0/ updat e/ was/ webapp/ 33831" <
file.xm

Note: “file.xml” contains the request POST data.
Request POST data:

<Servi ceRequest >
<dat a>
<WbApp>

<config>

<def aul t Aut hRecor d>
<i d>9133</i d>

</ def aul t Aut hRecor d>

</ confi g>
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</ WebApp>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. conf qps/ xsd/ 3. 0/
was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>33831</i d>
</ WebApp>
</ dat a>
</ Ser vi ceResponse>
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Delete web applications

Delete a web application configuration in your account.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/delete/was/webapp/
<id>
https:/ /qualysapi.qualys.com/qps/rest/3.0/delete/was/webapp/
<filters>

Methods allowed: POST

Input

The “id” (Integer) element is required where “id” identifies a web application.
Additional elements are optional. See Reference: WebApp for descriptions of all

<WebApp> elements.

id (Integer) createdDate (Date)

name (Text) updatedDate (Date)

url (Text) isScheduled (Boolean)

tags.name (Text) isScanned (Boolean)

tags.id (Integer) lastScan.status (Keyword: SUBMITTED,
RUNNING, FINISHED, ERROR or
CANCELED)
lastScan.date (Date)

Permissions

User must have the WAS application enabled
User must have “API Access” permission

User must have “Delete Web Asset” permission
Web application must be within the user’s scope

Examples

Example 1: Delete - single (POST)
Delete the web application that has the ID 1234.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
"https://qual ysapi.qual ys. conif qps/rest/ 3.0/ del et e/ was/ webapp/ 1234"
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Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>1234</i d>
</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 2: Delete bulk (POST)

Delete web applications in the user’s account that have a name with the word
“Merchant” and have an ID greater than 323000.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

htt ps://qual ysapi . qual ys. com gps/rest/ 3. 0/ del et e/ was/ webapp/ <
file.xm

Note: “file.xml” contains the request POST data.

Request POST data:

<Servi ceRequest >
<filters>
<Criteria field="nanme" operator="CONTAI NS"'>Merchant</Criteria>
<Criteria field="id" operator="GREATER"'>323000</Criteria>
</filters>
</ Servi ceRequest >

Response

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"”
xsi : noNanespaceSchemaLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
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<count >3</ count >
<dat a>
<WebApp>
<i d>323126</i d>
</ WebApp>
<WebApp>
<i d>324256</i d>
</ WebApp>
<WebApp>
<i d>323476</i d>
</ WebApp>
</ dat a>
</ Servi ceResponse>
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Purge web applications

All dates must be entered in UTC date/time format. Purges a web application which is in

the user’s scope.

URL:

Methods allowed:

Input

https:/ /qualysapi.qualys.com/qps/rest/3.0/purge/was/webapp/
<id>

or

https:/ /qualysapi.qualys.com/qps/rest/3.0/purge/was/webapp/
<filters>

POST

The “id” (Integer) element is required where “id” identifies a web application.
Additional elements are optional. See Reference: WebApp for descriptions of all
<WebApp> elements.

id (Integer)

createdDate (Date)

name (Text)

updatedDate (Date)

url (Text)

isScheduled (Boolean)

tags.name (Text)

isScanned (Boolean)

tags.id (Integer)

lastScan.status (Keyword: SUBMITTED,
RUNNING, FINISHED, ERROR or
CANCELED)

lastScan.date (Date)

Permissions

User must have the WAS application enabled
User must have “API Access” permission

User must have “Purge Web Asset” permission
Web application must be within the user’s scope
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Example 1: Purge single (POST)
Purge the web application that has the ID 32420.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm"
"https://qual ysapi.qual ys. coni qps/rest/ 3.0/ purge/ was/ webapp/ 32420"

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. com qps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>32420</i d>
</ WebApp>
</ dat a>
</ Servi ceResponse>

Example 2: Purge bulk (POST)

Purge web applications in the user’s account that have a name with the word “Merchant”
and have an ID greater than 323000.

Request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

https://qual ysapi . qual ys. conf gps/ rest/ 3. 0/ pur ge/ was/ webapp/ <
file.xm

Note: “file.xml” contains the request POST data.

Request POST data:

<Servi ceRequest >
<filters>
<Criteria field="nanme" operator="CONTAI NS">Merchant</Criteria>
<Criteria field="id" operator="GREATER'>323000</Criteria>
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</filters>
</ Servi ceRequest >
Response
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchenalLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >3</ count >
<dat a>
<WebApp>
<i d>323126</i d>
</ WebApp>
<WebApp>
<i d>324256</i d>
</ WebApp>
<WebApp>
<i d>323476</i d>
</ WebApp>
</ dat a>
</ Servi ceResponse>
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Reference: WebApp

The <WebApp> element includes sub elements used to define a web application. A
reference of these elements is provided below. An asterisk * indicates a complex element.

Element (data type) Description

Web Application

name (Text) The web application name (maximum 256 characters). This
element is required to create a web application.

url (Text) The URL of the web application (maximum 2048 characters).
This element is required to create a web application.

id (Integer) The web application ID. This element is assigned by the service
and required for an update request.

0s The operating system of the web application.

owner (Text) This element is assigned by the service and may be specified for

an update request only.

config* Configure the cancel scan option. Specify “cancel after” time or
“cancel at” time. Only one of <cancel ScansAf t er NHour s>
or <cancel Scanst At > is allowed in one config section.

Example for “cancel after” time:
<confi g>

<cancel ScansAft er NHour s>3
</ cancel ScansAft er NHour s>
</ config>

Example for “cancel at” time:
<config>
<cancel ScansAt >2015- 06- 10T12: 00: 00Z
</ cancel ScansAt >
</ config>

Notes about updating web applications

- If none of the above elements are specified in the config
section, the default cancel option is removed from the web app
settings.

- If the config section is not specified, not changes are made to
the web app settings.
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Description

attributes*

Custom web application attributes.
Example:
<attributes>
<set >
<Attribute>
<name>Cust om key 1</ nane>
<val ue><![ CDATA[ Cust om val ue 1]]></val ue>
</Attribute>
<Attribute>
<name>Cust om key 2</cat egory>
<val ue><![ CDATA[ Cust om val ue 2]]></val ue>
</Attribute>
</ set>
</attributes>

tags*

Tags assigned to the web application.
Example:
<t ags>
<set >
<Tag>
<i d>12345</i d>
</ Tag>
<Tag>
<i d>12345678</i d>
</ Tag>
</set>
</ tags>

comments (Text)

Comments on the web application.

scope (Keyword)

The scanning scope for the web application: ALL (default),
LIMIT, SUBDOMAIN or DOMAINS.

If set to ALL, the scan will crawl all directories and sub-
directories of the starting URL.

If set to LIMIT, crawling will be limited to the starting URI's
initial path and sub-directories.

If set to SUBDOMAINS, any sub-domain that is in the same
domain as the specified domain name will be crawled.

If set to DOMAINS, only the specified domains will be crawled.

uris (Text)

Additional URLs to crawl. Each must be a valid HTTP or
HTTPS URL consistent with the web application scope.

Malware Monitoring

malwareMonitoring
(Boolean)

A flag indicating whether Malware Monitoring is enabled for
the web application (Boolean).

Example:

<mal war eMoni t ori ng>t r ue</ mal war eMoni t ori ng>
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Element (data type)

Description

malwareNotification A flag indicating whether email notification is enabled for
(Boolean) Malware Monitoring scans (Boolean).

Example:

<mal war eNot i fi cati on>t rue</ mal wareNoti fi cati on>
malwareScheduling* Schedule Malware Monitoring scans for your web application

with various scheduling options. <occurrenceType> can be set
to one of: ONCE, HOURLY, DAILY, WEEKLY, MONTHLY.
Example:
<mal war eSchedul i ng>
<st art Dat €>2016- 03- 03T09: 50: 00Z</ st art Dat e>
<ti meZone>
<code>Asi a/ Kol kat a</ code>
<of f set >+05: 30</ of f set >
</timeZone>
<occurrenceType>MONTHLY</ occurrenceType>
<occurrence>
<mont hl yGccur r ence>
<mont hl yType>
<occur DayOr der | nMont h>
<dayOr der >THI RD</ dayOr der >
<dayOf Mont h>SUNDAY</ day Of Mont h>
<ever yNMvbnt hs>1</ ever yNMont hs>
</ occur DayCr der | nMont h>
</ mont hl yType>
<occurrenceCount >4</ occurr enceCount >
</ nmont hl yQccurrence>
</ occurrence>
</ mal war eSchedul i ng>

Scan Settings

defaultProfile*

The default option profile for scanning the web application.
When unspecified, an option profile must be specified by the
user for each scan.
<defaul t Profil e>

<i d>139359</i d>

<name><! [ CDATA[ 10 Li nks edit]]></nanme>
</defaul tProfile>

defaultScanner*

The default scanner for the web application. A default scanner
is optional. For type (Keyword) specify INTERNAL for a
scanner appliance, or EXTERNAL for the external scanners. If
type is INTERNAL, specify friendlyName (Text).
Example:
<def aul t Scanner >

<t ype>| NTERNAL</t ype>

<fri endl yName>dp_scanner </ fri endl yName>
</ def aul t Scanner >
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Description

proxy.id (Integer)

The default proxy for scanning the web application.
Example:
<proxy>
<i d>12345</i d>
</ pr oxy>

scannerLocked (Boolean)

A flag indicating whether the default scanner appliance is
locked for the web application (Boolean).

Example:

<scanner Locked>f al se</ scanner Locked>

dnsOverrides* Assign DNS override settings, one or more records, to a web
application.
Example:
<dnsOverri des>
<set >
<DnsOverri de>
<i d>2022</i d>
</ DnsOverri de>
</set>
</ dnsOverri des>
useRobots (Keyword) A flag indicating whether to observe the Robots.txt file and its

directives if found when scanning the web application. If set to
IGNORE (default) the Robots.txt file is ignANDed. If set to
ADD_PATHS, the “disallow” and “allow” directives in the
Robots.txt file will be observed; this means these directives will
be added as link hints for the crawler. If set to BLACKLIST the
“disallow” directives in the Robots.txt file will be observed; this
means scans will not crawl matching links.

useSitemap (Boolean)

A flag indicating whether to adhere to a sitemap.xml file if
present in the web application: true or false (default).

headers*

The headers that need to be injected by the scanning engine to
scan the web application for complex authentication schemes or
to impersonate a web browser.
Example:
<header s>
<set >
<\WebAppHeader >X- TTP- REQUESTED- BY: Qual ys
Test 1</ WebAppHeader >
<WebAppHeader >X- TTP- REQUESTED- BY: Qual ys
Test 2</ WebAppHeader >
</ set>
</ header s>
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Element (data type) Description

urlBlacklist* The URLs for the black list. These are web application links
(URLs) that you do not want scanned. For each URL, specify
UrlEntry (Text). If the attribute regex (Boolean) is set to “true”
the service performs a regular expression match.
Example:
<url Bl ackl i st>
<set >
<Ur | Entry><![ CDATA[ http://url.blacklist. 1. xxx.com
11></Url Entry>
<Url Entry
regex="fal se”><! [ CDATA[ http://url.Dblacklist.2.xxx
.com]></UlEntry>
<Url Entry
regex="true"><![ CDATA http://rg. bl acklist.*.xxx.c
om]></Ul Entry>
</set>
</ url Bl ackl i st >

urlWhitelist* The URLs for the white list. These are web application links
(URLs) that you want to be scanned. For each URL, specify
UrlEntry (Text). If the attribute regex (Boolean) is set to "true”
the service performs a regular expression match.
Example:
<url Wiitelist>
<set >
<Ur | Entry><![ CDATA[ http://url.whitelist. 1. xxx.com
11></Url Entry>
<Url Entry
regex="fal se"><! [ CDATA[ http://url.whitelist.2. xxx
.com]></UlEntry>
<Url Entry
regex="true"><![ CDATA[ http://rg.whitelist.*.xxx.c
om]></Ul Entry>
</set>
<furlWitelist>
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Description

postDataBlacklist*

The web application URLs for which you want to block form
submission (POST data), as this could have unwanted side
effects. For each URL, specify UrlEntry (Text). The attribute
regex (Boolean) can be set to “true” for a regular expression
match.
Example:
<post Dat aBl ackl i st >
<set >
<Url Entry
regex="true"><![ CDATA[ http://rg. post dat abl ackl i st
.*.ga.qualys.com]></UlEntry>
<Url Entry
regex="true"><![ CDATA[ http://rg. post dat abl ackl i st
L *?]11></ Ul Entry>
</ set>
</ post Dat aBl ackl i st >

authRecords*

The web application authentication records. The
WebAppAuthRecords element identifies a set of authentication
instances (combination of form and types).
Example:
<aut hRecor ds>
<list>
</list>
<set >
<WebAppAut hRecor d>
<nane>Nane of Record</nanme>
<conment s>Coment s</ corment s>
<f or mRecor d>
<t ype>STANDARD</ t ype>
<fields>

</ aut hRecor ds>

WebAppAuthRecord*

Under <authRecords>, this element identifies an authentication
record assigned to the web application. Prior to WAS 3.1,
authentication records and their settings were defined here
using the Web Applicatin API. Now you can manage
authentication records using the Authentication APIL

Elements Assigned by the Service

id (Integer)

The web application ID.

owner (Text)

The user login ID of the web application owner.

isScheduled (Boolean)

Is a scan scheduled for the web application? (true or false).

createdBy (Text)

The user who created the web application.

creatededDate (Date)

the date when the web application was created in UTC
date/time format (2011-11-07T10:58:17Z).
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Element (data type)

Description

updatedBy (Text)

The user who last updated the web application.

updatedDate (Date)

The date of the last update of the web application in UTC
date/time format (YYYY-MM-DDTHH:MM:SSZ).

lastScan (Text)

The scan ID of the last scan run on the web application.

lastScan.status (Keyword)

The status of the most recent scan: SUBMITTED, RUNNING,
FINISHED, ERROR or CANCELED.
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Authentication API

Some web applications require authenticated access to most of their functionality.
You can configure authentication by creating authentication records. Each record can
be defined with multiple types - form authentication like login pages and server
authentication (HTTP Basic, Digest, NTLM, SSL client certificates).

The WAS Authentication API provides a suite of API functions for managing
authentication records. You can select a record as part of the web application settings
thus making it the default (see the Web Application API), and you can select a record at
scan time (see the Scan API and Schedule API).

These operations are available:
Current authentication record count
Search authentication records

Get details for an authentication record
Create a new authentication record
Update an authentication record

Delete authentication records
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Current authentication record count

Input
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Returns the total number of authentication records in the user’s scope. Input elements are
optional and are used to filter the number of authentication records included in the
count.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/count/was/weba
ppauthrecord

Methods allowed: GET, POST

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format.

id (Integer) updatedDate (Date)

name (Text) lastScan.date (Date)

tags (Integer) lastScan.authStatus (Keyword: NOT_USED,
SUCCESSFUL, FAILED or PARTIAL)

tags.id (Integer) isUsed (Boolean)

tags.name (Text) contents (Keyword: FORM_STANDARD,

FORM_CUSTOM, FORM_SELENIUM,
SERVER_BASIC, SERVER_DIGEST)

createdDate (Date)
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Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Boolean (true/false) EQUALS,
NOT EQUALS

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Count includes authentication records within the user’s scope

Examples

Example 1: Count - no criteria (GET)
Return the number (count) of all authentication records in the user’s scope.

Request:

curl -u "USERNAME: PASSWORD"
"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ count/was/webappaut hrec
ord/"

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ webappaut hr ecor d. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >3</ count >
</ Servi ceResponse>
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Example 2: Count - criteria (POST)

Return the number (count) authentication records that have a name that contains the
term “server”.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conif qps/ rest/ 3.0/ count/was/ webappaut hrec
ord/" < file.xm

Note: “file.xml” contains the request POST data.
Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="name" operator="CONTAI NS">server</Criteria>
</filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanmespaceSchenaLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webappaut hr ecor d. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
</ Servi ceResponse>
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Search authentication records

Returns a list of authentication records which are in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/search/was/webap

pauthrecord

Methods allowed: POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format.

id (Integer)

updatedDate (Date)

name (Text)

lastScan.date (Date)

tags (Integer)

lastScan.authStatus (Keyword: NOT_USED,
SUCCESSFUL, FAILED or PARTIAL)

tags.id (Integer)

isUsed (Boolean)

tags.name (Text)

contents (Keyword: FORM_STANDARD,
FORM_CUSTOM, FORM_SELENIUM,
SERVER_BASIC, SERVER_DIGEST)

createdDate (Date)

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Boolean (true/false) EQUALS,
NOT EQUALS

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Output includes authentication records within the user’s scope
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Example: Search - no criteria (POST)
Return a list of all authentication records in the user’s scope.

Request:

curl -u "USERNAME: PASSWORD" -H "content-type: text/xm" -X"POST"
"https://qual ysapi.qual ys. conl qps/ rest/ 3. 0/ sear ch/ was/ webappaut hre
cord/"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. cnf gps/ xsd
/ 3. 0/ was/ webappaut hrecor d. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >3</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<WebAppAut hRecor d>
<i d>82605</i d>
<nane><! [ CDATA[ For m Onl y] ] ></ nane>
<owner >
<i d>630926</i d>
<user nane>user name</ user nane>
<firstName><![ CDATA[ John]] ></fi r st Nane>
<l ast Nane><! [ CDATA[ Sm t h] ] ></| ast Nane>
</ owner >
<t ags>
<count >3</ count >
</tags>
<cr eat edDat e>2013- 10- 24T04: 32: 14Z</ cr eat edDat e>
<updat edDat €>2013- 10- 24T07: 45: 05Z</ updat edDat e>
</ WebAppAut hRecor d>
<WebAppAut hRecor d>
<i d>82606</i d>

</ WebAppAut hRecor d>

<WebAppAut hRecor d>
<i d>82607</i d>
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</ WebAppAut hRecor d>
</ dat a>
</ Servi ceResponse>

Example 2: Search - criteria (POST)
Return authentication record ID 82605.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf qps/rest/ 3. 0/ sear ch/ was/ webappaut hre
cord/" < file.xn

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="id" operator="EQUALS">82605</Criteria>
</filters>
</ Servi ceRequest >
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Get details for an authentication record

Input

View details for an authentication record which is in the user’s scope. Want to find a
record ID to use as input? See Search authentication records.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/get/was/webappauthreco
rd/<id>

Methods allowed: GET

The element “id” (Integer) is required, where “id” identifies an authentication record.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Authentication record must be within the user’s scope

Example

88

View details (GET)
View details for authentication record ID 74078.

Request:

curl -u "USERNAME: PASSWORD'

"https://qual ysapi.qual ys. conl qps/rest/ 3.0/ get/was/webappaut hrecor
d/ 74078"

Response:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xnm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"

xsi : noNanmespaceSchenalLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webappaut hr ecor d. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebAppAut hRecor d>
<i d>74078</i d>
<name><! [ CDATA[ My Aut henti cati on Record]]></nane>
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<owner >
<i d>4354</i d>
<user nane>user name</ user nanme>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</ owner >
<f or nRecor d>
<t ype>STANDARD</ t ype>
<ssl Onl y>t rue</ ssl Onl y>
<fiel ds>
<count >2</ count >
<list>
<WebAppAut hFor nRecor dFi el d>
<i d>826453</i d>
<nanme><! [ CDATA[ nanel] ] ></ nane>
<val ue><![ CDATA[ val ue] ] ></ val ue>
</ WebAppAut hFor nRecor dFi el d>
<WebAppAut hFor mRecor dFi el d>
<i d>826452</i d>
<nanme><! [ CDATA[ nane2] | ></ nane>
<val ue><![ CDATA[ val ue] ] ></ val ue>
</ WebAppAut hFor nRecor dFi el d>
</list>
</fields>
</ f or mRecor d>
<t ags>
<count >1</ count >
<list>
<Tag>
<i d>1418973</i d>
<nane><! [ CDATA[ Cert Tag]] ></ nane>
</ Tag>
</list>
</tags>
<conment s>
<count >0</ count >
</ conment s>
<cr eat edDat €>2013- 09- 23T20: 21: 04Z</ cr eat edDat e>
<cr eat edBy>
<i d>4354</i d>
<user nane>user name</ user nane>
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<firstName><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>

</ creat edBy>

<updat edDat e>2013- 10- 22T05: 48: 57Z</ updat edDat e>

<updat edBy>
<i d>4354</i d>
<user nane>user nanme</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>

</ updat edBy>

</ WebAppAut hRecor d>
</ dat a>
</ Servi ceResponse>
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Create a new authentication record

Create a new authentication record.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/create/was/webapp
authrecord

Methods allowed: POST

Input

The required input elements are listed below. The associated data type for each element
appears in parentheses.

Required Elements Optional Elements

name (Text) tags

WebAuthRecord (Text) comments
Permissions

User must have the WAS application enabled
User must have “API Access” permission
User must have “Create Authentication Record” permission

Example

Example 1: Create - standard authentication (POST)

Request:

curl -u "USERNAVE: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ creat e/ was/ webappaut hre
cord/" < file.xnm

Note: “file.xml” contains the request POST data.
Reguest POST Data:

<Servi ceRequest >
<dat a>
<WebAppAut hRecor d>
<name><! [ CDATA[ STANDARD aut h] ] ></ nane>
<f or mMRecor d>
<t ype>STANDARD</ t ype>
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<ss|l Onl y>t rue</ssl Onl y>
<fields>
<set >
<WebAppAut hFor mRecor dFi el d>
<nane>user name</ nane>
<val ue>Logi n</ val ue>
</ WebAppAut hFor nRecor dFi el d>
<WebAppAut hFor mRecor dFi el d>
<nane>passwor d</ nanme>
<val ue>Logi n with password</val ue>
</ WebAppAut hFor nRecor dFi el d>
</ set>
</fields>
</ f or mRecor d>
<t ags>
<set >
<Tag>
<i d>152743</i d>
</ Tag>
</ set>
</ tags>
<conment s>
<set >
<Comment ><cont ent s><! [ CDATA[ sone
conmment s] ] ></ cont ent s></ Comrent >
</set>
</ comrent s>
</ WebAppAut hRecor d>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. com qps/ xs
d/ 3. 0/ was/ webappaut hr ecor d. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>

<WebAppAut hRecor d>
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<i d>80149</i d>
<name><! [ CDATA] STANDARD aut h]] ></ nanme>
<owner >
<i d>45941</i d>
<user nane>user name</ user nanme>
<first Nanme><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nane><! [ CDATA[ Sni t h] ] ></| ast Nane>
</ owner >
<f or mRecor d>
<t ype>STANDARD</ t ype>
<ssl Onl y>true</ssl Onl y>
<fields>
<count >2</ count >
<list>
<WebAppAut hFor mRecor dFi el d>
<i d>835050</i d>
<nane><! [ CDATA[ user nane] | ></ nane>
<val ue><![ CDATA[ Logi n] ] ></ val ue>
</ WebAppAut hFor nRecor dFi el d>
<WebAppAut hFor mRecor dFi el d>
<i d>835051</i d>
<nane><! [ CDATA[ passwor d] ] ></ nanme>
<val ue><![ CDATA[ *****] ] ></ val ue>
</ WebAppAut hFor nRecor dFi el d>
</list>
</fields>
</ f or mRecor d>
<t ags>
<count >1</ count >
<list>
<Tag>
<i d>152743</i d>
<name><! [ CDATA[ Asset G oups]] ></ nanme>
</ Tag>
</list>
</tags>
<conment s>
<count >1</ count >
<list>
<Comment >
<cont ent s><! [ CDATA[ sone conmment s] ] ></cont ent s>
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<cr eat edDat e>2013- 10- 18T18: 18: 01Z</ cr eat edDat e>
</ Coment >
</list>
</ comrent s>
<cr eat edDat e>2013- 10- 18T18: 18: 01Z</ cr eat edDat e>
<cr eat edBy>
<i d>45941</i d>
<user nane>user name</ user name>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>
</ creat edBy>
<updat edDat e>2013- 10- 18T18: 18: 01Z</ updat edDat e>
<updat edBy>
<i d>45941</i d>
<user nane>user name</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</ updat edBy>
</ WebAppAut hRecor d>
</ dat a>
</ Servi ceResponse>

Example 2: Create - custom authentication (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 3. 0/ creat e/ was/ webappaut hre
cord/" < file.xn

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<WebAppAut hRecor d>
<nane><! [ CDATA[ CUSTOM aut h] ] ></ name>
<f or mRecor d>

<t ype>CUSTOW/ t ype>
<ssl Onl y>t rue</ssl Onl y>
<fields>
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<set >
<WebAppAut hFor mRecor dFi el d>
<nane>sone user name</ nane>
<val ue>Logi n</ val ue>
<secur ed>f al se</ secur ed>
</ WebAppAut hFor nRecor dFi el d>
<WebAppAut hFor nRecor dFi el d>
<name>sonme password with true</nane>
<val ue>real password</val ue>
<secur ed>t rue</ secur ed>
</ WebAppAut hFor nRecor dFi el d>
<WebAppAut hFor mRecor dFi el d>
<nane>not password with fal se</ nane>
<secur ed>f al se</ secur ed>
<val ue>f ake password</val ue>
</ WebAppAut hFor nRecor dFi el d>
</ set>
</fields>
</ f or mRecor d>
<comment s>
<set >
<Coment ><cont ent s><! [ CDATA[ sone
comrent s] ] ></ cont ent s></ Conment >
</ set>
</ conment s>
</ WebAppAut hRecor d>
</ dat a>
</ Servi ceRequest >

Example 3: Create - Selenium script (POST)

Request:

curl -u "USERNAVE: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ creat e/ was/ webappaut hre
cord/" < file.xn

Note: “file.xml” contains the request POST data.
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Request POST Data:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceRequest >
<dat a>
<WebAppAut hRecor d>
<nane><! [ CDATA[ From APl - Sel eni unj] ></ name>
<f or mRecor d>
<t ype>SELENI UMK/ t ype>
<sel eni untcri pt >
<nane><! [ CDATA[ sel eni untScri pt K] ] ></ nanme>
<dat a><! [ CDATA[ <?xm version="1.0" encodi ng="UTF- 8" ?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTML 1.0 Strict//EN'
"http://ww. w3. org/ TR xht Ml 1/ DTDY xht ml 1-strict.dtd">
<html xml ns="http://ww.w3. org/ 1999/ xhtm " xm : | ang="en"
| ang="en" >
<head profile="http://sel eniumide. openqga.org/profiles/test-case">
<met a http-equi v="Content-Type" content="text/htnl; charset=UTF-8"
/>
<link rel="sel eni um base" href="https://conmunity.qualys.com" />
<title>sel eniuntcriptOK</title>
</ head>
<body>
<tabl e cel | paddi ng="1" cel | spaci ng="1" border="1">
<t head>
<tr><td rowspan="1" col span="3">sel eni unScri pt OK</ td></tr>
</ t head><t body>
<tr>
<t d>open</td>
<td>https://comunity. qual ys. conlindex. jspa</td>
<td></td>
</tr>
<tr>
<td>cl i ckAndWai t </ t d>
<t d>css=#qc- honepage-caf e > span. qc- honepage- header-item
title</td>
<td></td>
</tr>
<tr>
<td>clickAndWait</td>
<td>li nk=Introduction to Qualys Mppi ng</td>
<td></td>
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</tr>
</t body></t abl e>
</ body>
</ htm >]]></dat a>
<r egex><! [ CDATA[ sel eni unj ] ></regex>
</ sel eni untscri pt >
</ f ormRecor d>
</ WebAppAut hRecor d>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ webappaut hr ecor d. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebAppAut hRecor d>
<i d>307757</i d>
<nane>
<! [ CDATA[ From APl - Sel enium]>
</ nane>
<owner >
<i d>4354</i d>
<user nane>acmne_as2</ user name>
<firstName>
<! [ COATA[ Al ice]] >
</firstNane>
<l ast Nane>
<I[ CDATA[ Smith]]>
</ | ast Name>
</ owner >
<f or nRecor d>
<t ype>SELEN UMK/t ype>
<sel eni untcri pt >
<nane>
<! [ CDATA[ sel eni unsScri pt OK] ] >
</ name>
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<dat a>
<! [ CDATA[
<?xm version="1.0" encodi ng="UTF-8"?>
<IDOCTYPE htm PUBLIC "-//WBC/ /DTD XHTM. 1.0
Strict//EN'" "http://ww.w3.org/ TR xhtm 1/ DTD/ xht M 1-strict.dtd">
<htm xm ns="http://ww.w3.org/ 1999/ xhtm "
xm : I ang="en" | ang="en">
<head profile="http://sel enium
i de. openga. org/ profil es/test-case">
<neta http-equi v="Content- Type"
content="text/htm; charset=UTF-8" />
<link rel ="sel eni um base"
href="https://community. qualys.com" />
<title>sel eniuntcript K</title>
</ head>
<body>
<t abl e cel | paddi ng="1"
cel |l spaci ng="1" border="1">
<t head>
<tr>
<td rowspan="1"
col span="3">sel eni untscri pt OK</ t d>
</tr>
</t head>
<t body>
<tr>
<t d>open</td>

<td>https://comunity. qual ys. conlindex. jspa</td>
<td></td>
</tr>
<tr>
<td>cl i ckAndWi t </t d>
<t d>css=#qc- honepage-
caf e > span. qc- honepage- header-itemtitle</td>
<td></td>
</tr>
<tr>
<td>cl i ckAndWi t </ t d>
<t d>l i nk=I ntroducti on
to Qual ys Mappi ng</td>
<td></td>
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</tr>
</t body>
</tabl e>
</ body></htm >]]>
</ dat a>
<r egex>
<! [ CDATA| sel eni un] >
</ regex>
</ sel eni untscri pt >
</ fornmRecor d>
<t ags>
<count >0</ count >
</tags>
<comment s>
<count >0</ count >
</ conment s>
<cr eat edDat e>2016- 05- 06T16: 23: 43Z</ cr eat edDat e>
<cr eat edBy>
<i d>4354</i d>
<user nane>acne_as2</ user nane>
<firstNane>
<I[ COATA[ Al ice]]>
</ firstName>
<| ast Nane>
<I[ COATA[ Smith]]>
</ | ast Nane>
</ creat edBy>
<updat edDat e>2016- 05- 06T16: 23: 43Z</ updat edDat e>
<updat edBy>
<i d>4354</i d>
<user nane>acne_as2</ user nane>
<firstNane>
<I[ CODATA[ Al ice]]>
</ firstNane>
<l ast Nane>
<I[ COATA[ Smith]]>
</ | ast Nane>
</ updat edBy>
</ WebAppAut hRecor d>
</ dat a>
</ Servi ceResponse>
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Example 4: Create - server authentication (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni qps/rest/ 3.0/ creat e/ was/ webappaut hre
cord/" < file.xn

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<WebAppAut hRecor d>
<nane><! [ CDATA[ server aut h]]></nane>
<server Recor d>
<ssl Onl y>t rue</ssl Onl y>
<certificate>
<nanme><! [ CDATAl My Certificate]]></nane>
<content s><![ CDATA[ - --- - BEG N CERTI FI CATE-- - - -
M | C4j CCAkugAW BAgl JAPU+Kw6 GX2aMVA0GCSqGSI b3 DQEBBQUAM GI MBWCQYD
VQQGEWI QUi EPMAOGALUECAWGRNJhbmNI MREWDWYDVQQHDAhUb3Vsb3Vz ZTEPMAOG
ALUECgWGUXVhbH z MRUMEWYDVQQL DAX RdWFs e XMgVGV) aC4x DTAL BgNVBAMVBESp
Y28xHz AdBgk ghki GOWOBCQEVEGHI aXpl QHF1YWk5cy 5] b20wHhc NMTEXMVDALM | x

M | CXAl BAAKBgQCASI B/ HaNxQt wQUt ot 867 Mk TP1PqAGh7VyHI dBs037eaf pd8B6
apHhi h0Jwozr 2RzcWhi UUnhpvwL4apG470/ Rzkl KSNu4h9ak HgASb0OPeOZasr E7B
MkUZWNF 9df r Y+J XOQndaPceOi 4w4z ZR+Pab XDy 5My9 ONEUKS3AONCHKk 7acw DAQAB
Ao GAMHWAFLFdgLz QXINMPZ6uGv4TaaJkzT2YEzKLI yvY7e/ / Dt 160GAMDSpH3Lgf f h

----- END RSA PRI VATE KEY-----]]></contents>
<passphrase>My Certifi cate</passphrase>
</certificate>
</ server Recor d>
<conment s>
<set >
<Comment ><cont ent s><! [ CDATA[ sone
coment s] ] ></ cont ent s></ Conmrent >
</set>
</ comrent s>
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</ WebAppAut hRecor d>
</ dat a>
</ Servi ceRequest >
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Update an authentication record

Update an authentication record which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/update/was/weba
ppauthrecord/ <id>

Methods allowed: POST

Input

The element “id” (Integer) is required, where “id” identifies an authentication record.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
The authentication record must be within the user’s scope

Example

Update authentication record settings (POST)
Update the settings for authentication record ID 82605.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conl qps/ rest/ 3. 0/ updat e/ was/ webappaut hre
cord/ 82605" < file.xm

Note: “file.xml” contains the request POST data.
Request POST Data:

<Servi ceRequest >
<dat a>
<WebAppAut hRecor d>

<nane><! [ CDATA[ For m and Server Auth]]></nanme>
<server Recor d>

<ssl Onl y>true</ ssl Onl y>

<fields>

<set >
<WebAppAut hSer ver Recor dFi el d>
<t ype>DI GEST</t ype>
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<domai n>r eal nx/ domai n>
<user nane><! [ CDATA[ user nane] ] ></ user nane>
<passwor d>passwor d</ passwor d>
</ WebAppAut hSer ver Recor dFi el d>
</ set>
</fields>
</ server Recor d>
<f or nRecor d>
<t ype>STANDARD</ t ype>
<ssl Onl y>t rue</ssl Onl y>
<fiel ds>
<set>
<WebAppAut hFor nRecor dFi el d>
<name>user nane</ nane>
<val ue>Logi n</ val ue>
</ WebAppAut hFor nRecor dFi el d>
</ set>
</fields>
</ f or mRecor d>
</ WebAppAut hRecor d>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ webappaut hr ecord. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebAppAut hRecor d>
<i d>82605</i d>
</ WebAppAut hRecor d>
</ dat a>
</ Servi ceResponse>
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Delete authentication records

Delete an authentication record which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/delete/was/webapp
authrecord /<id>
or
https:/ /qualysapi.qualys.com/qps/rest/3.0/delete/was/webapp
authrecord

Methods allowed: POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format.

id (Integer) lastScanDate (Date)
name (Text) lastScan.authStatus (Text)
tags isUsed (Boolean)
createdDate (Date) contents
updateDate (Date)

Permissions

User must have the WAS application enabled
User must have “API Access” permission
The authentication record must be within the user’s scope

Examples

Example 1: Delete specific record (POST)
Delete authentication record ID 78149.

Request:

curl -u "USERNAME: PASSWORD" -H "content-type: text/xm" -X"POST"
"https://qual ysapi.qual ys.coni qps/rest/ 3.0/ del et e/ was/ webappaut hre
cord/ 78149"
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Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ webappaut hr ecor d. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebAppAut hRecor d>
<i d>78149</i d>
</ WebAppAut hRecor d>
</ dat a>
</ Servi ceResponse>

Example 2: Delete multiple records (POST)
Delete authentication records that have a name containing the term “server”.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf qps/rest/ 3.0/ del et e/ was/ webappaut hre
cord/" < file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="nane"
oper at or =" CONTAI NS" >server</Criteri a>
</filters>
</ Servi ceRequest >

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ webappaut hr ecor d. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
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<dat a>
<WebAppAut hRecor d>
<i d>12874</i d>
<WebAppAut hRecor d>
<WebAppAut hRecor d>
<i d>13093</i d>
<WebAppAut hRecor d>
</ dat a>
</ Servi ceResponse>

106
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Scan API

The WAS Scan API provides a suite of API functions for managing web application
scans.

These operations are available:
Current scan count

Search scans

Get scan details

Launch a new scan

Retrieve the status of a scan
Retrieve the results of a scan
Cancel an unfinished scan

Delete an existing scan

Looking for something else?
Reference: WasScan

Reference: WAS Scan Results (legacy)
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Current scan count

Returns the total number of scans in the user’s account. Input elements are optional and
are used to filter the number of scans included in the count.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/count/was/wassc
an

Methods allowed: GET, POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: WasScan for descriptions of these
<WasScan> elements.

id (Integer) launchedDate (Date)

name (Text) type (Keyword: DISCOVERY or
VULNERABILITY)

webApp.name (Text) mode (Keyword: MANUAL, SCHEDULED
or API)

webApp.id (Integer) status (Keyword: SUBMITTED, RUNNING,
FINISHED, ERROR or CANCELED)

webApp.tags (with authStatus (Keyword: NONE, NOT_USED,

operator="NONE") SUCCESSFUL, FAILED or PARTIAL)

webApp.tags.id (Integer) resultsStatus (Keyword: NOT_USED,
NO_HOST_ALIVE, NO_WEB_SERVICE,
PROCESSING,
SCAN_RESULTS_INVALID,
TIME_LIMIT_REACHED,
SERVICE_ERROR,
SCAN_INTERNAL_ERROR,
SUCCESSFUL, TO_BE_PROCESSED

reference (Text)
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Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Boolean (true/false) EQUALS,
NOT EQUALS

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Count includes scans on web applications within the user’s scope

Examples

Example 1: Count - no criteria (GET)
Return a count of all scans in the user’s account.

Request:

curl -u "USERNAME: PASSWORD"
"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ count/was/wasscan"

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >534</ count >
</ Servi ceResponse>
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Example 2: Count - criteria (POST)

Return a count of scans that match all the criteria defined in the request POST data: 1)
scan name contains the word “Schedule”, 2) scan type is “VULNERABILITY”, 3) the
scanned web application contains the word “Merchant”, and 4) the scan status is equal to
“FINISHED”.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conif qps/ rest/ 3.0/ count/was/wasscan" <
file.xnm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="nane"
oper at or =" CONTAI NS" >Schedul e</ Criteri a>
<Criteria field="type"
oper at or =" EQUALS" >VULNERABI LI TY</Criteria
<Criteria field="webApp. name"
oper at or =" CONTAI NS" >Mer chant </ Criteri a>
<Criteria field="status"
oper at or =" EQUALS" >FI Nl SHED</ Criteri a>
</filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. com qps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
</ Servi ceResponse>
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Example 3: Count - web applications without tags (POST)
Return a count of scans of web applications that do not have any tags assigned.

Request:

curl -u "USERNAMVE: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ count/was/wasscan" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="webApp.tags" operator="NONE"></Criteria>
</filters>
</ Servi ceRequest >

Example 4: Count - web applications with certain tags (POST)
Return a count of scans of web applications that have certain tags assigned.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ count/was/wasscan" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >

<filters>

<Criteria field="webApp.tags.id"
oper at or =" EQUALS">1516928</Criteri a>
<Criteria field="webApp.tags.id"

oper at or =" EQUALS" >1234567</Criteri a>

</filters>
</ Servi ceRequest >
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Search scans

Returns a list of scans on web applications which are in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/search/was/wassc
an

Methods allowed: POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: WasScan for descriptions of these
<WasScan> elements.

id (Integer) launchedDate (Date)

name (Text) type (Keyword: DISCOVERY or
VULNERABILITY)

webApp.name (Text) mode (Keyword: MANUAL, SCHEDULED
or API)

webApp.id (Integer) status (Keyword: SUBMITTED, RUNNING,
FINISHED, ERROR or CANCELED)

webApp.tags (with authStatus (Keyword: NONE, NOT_USED,

operator="NONE") SUCCESSFUL, FAILED or PARTIAL)

webApp.tags.id (Integer) resultsStatus (Keyword: NOT_USED,
NO_HOST_ALIVE, NO_WEB_SERVICE,
PROCESSING,SCAN_RESULTS_INVALID,
TIME_LIMIT_REACHED,
SERVICE_ERROR,
SCAN_INTERNAL_ERROR,
SUCCESSFUL, TO_BE_PROCESSED

reference (Text)
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Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Boolean (true/false) EQUALS,
NOT EQUALS

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Output includes scans on web applications within the user’s scope

Examples

Example 1: List running scans (POST)

Return a list of all running scans in the user’s account.

Request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X “POST”
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/3.0/search/was/wasscan" <
file.xm

Note: “file.xml” contains the request POST data.
Reguest POST Data:

<Servi ceRequest >
<filters>
<Criteria field="status"
oper at or =" EQUALS" >RUNNI NG</ Cri teri a>
</filters>
</ Servi ceRequest >

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
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xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. cnf gps/ xsd
/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<WasScan>
<i d>13101</i d>
<name><! [ CDATA[ Vul nerability Scan - 2011-02-24]] ></ name>
<r ef erence>was/ 1298538355659. 20994</ r ef er ence>
<t ype>VULNERABI LI TY</t ype>
<nmode>ONDEMAND</ node>
<profil e>
<i d>1072</id>
<nanme><! [ CDATA[ I nitial WAS Opti ons]] ></ name>
</profile>
<l aunchedDat e>2011- 02- 24T10: 05: 55Z</ | aunchedDat e>
<l aunchedBy>
<i d>123056</i d>
<user nane>user name</ user nane>
<firstName><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</l aunchedBy>
<st at us>RUNNI NG</ st at us>
</ WAsScan>
<WasScan>
<i d>13102</id>
<nane><! [ CDATA[ Vul nerability Scan - 2011-02-24]]></ name>
<ref erence>was/ 1298541157873. 20995</ r ef er ence>
<t ype>VULNERABI LI TY</t ype>
<node>ONDEMAND</ node>
<profile>
<i d>1072</id>
<nane><! [ CDATA[ I nitial WAS Opti ons]]></ name>
</profile>
<l aunchedDat €>2011- 02- 24T10: 52: 37Z</| aunchedDat e>
<l aunchedBy>
<i d>123056</i d>
<user nane>user name</ user nane>
<firstName><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
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</l aunchedBy>
<st at us>RUNNI NG</ st at us>
</ WAsScan>
</ dat a>
</ Servi ceResponse>

Example 2: List scans - successful authentication (POST)

Return a list of scans in the user’s account that successfully authenticated to the target
web application.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X “POST”
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ search/was/wasscan" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="authStatus"
oper at or =" EQUALS" >SUCCESSFUL</ Criteri a>
</filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchenalLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
<hasMor eRecor ds>f al se</ hasMbr eRecor ds>
<dat a>
<WasScan>
<i d>13096</i d>
<nanme><! [ CDATA[ Wb Vul nerability Scan - 2011-02-23]]></name>
<ref erence>was/ 1298475533625. 20931</ r ef er ence>
<t ype>VULNERABI LI TY</t ype>
<node>ONDEMAND</ node>
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<profile>
<i d>1072</id>
<nanme><! [ CDATA[ I nitial WAS Opti ons]] ></ name>
</profile>
<l aunchedDat €>2011- 02- 23T16: 38: 53Z</| aunchedDat e>
<l aunchedBy>
<i d>123056</i d>
<user nane>user name</ user name>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>
</l aunchedBy>
<st at us>FI Nl SHED</ st at us>
</ WasScan>
<WAasScan>
<id>13116</id>
<name><! [ CDATA[ Rel aunch Vul nerability Scan - 2011-02-
23] ] ></ nanme>
<ref erence>was/ 1298558684177. 21009</ r ef er ence>
<t ype>VULNERABI LI TY</t ype>
<node>ONDEMAND</ node>
<profil e>
<i d>1072</i d>
<nane><! [ CDATA[ I nitial WAS Opti ons]]></ name>
</profile>
<l aunchedDat €>2011- 02- 24T15: 44: 44Z</ | aunchedDat e>
<l aunchedBy>
<i d>123056</i d>
<user nane>user name</ user nanme>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>
</l aunchedBy>
<st at us>FI NI SHED</ st at us>
</ WasScan>
</ dat a>
</ Servi ceResponse>
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Example 3: List scans - web applications without tags (POST)
Return a list of scans of web applications that do not have any tags assigned.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ search/was/wasscan" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="webApp.tags" operator="NONE"></Criteria>
</filters>
</ Servi ceRequest >

Example 4: List scans - web applications with certain tags (POST)
Return a list of scans of web applications that have certain tags assigned.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ search/was/wasscan" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >

<filters>

<Criteria field="webApp.tags.id"
oper at or =" EQUALS">1516928</Criteri a>
<Criteria field="webApp.tags.id"

oper at or =" EQUALS" >1234567</Criteri a>

</[filters>
</ Servi ceRequest >
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Example 5: List canceled scan (POST)
Response shows user who canceled the scan.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conl qps/rest/ 3.0/ search/was/wasscan" <
file.xnm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="id" operator="1N'>1447989</Criteri a>
</filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanmespaceSchenaLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ scan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>

<dat a>
<WasScan>
<i d>1447989</i d>
<nane>
<I[ CDATAIMy Vul nerability Scan]]>
</ nane>

<r ef erence>was/ 1446408743390. 1856849</ r ef er ence>
<t ype>VULNERABI LI TY</t ype>
<node>ONDEMAND</ node>
<nul ti>fal se</multi>
<t ar get >
<webApp>
<i d>2431279</i d>
<nane>
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<! [ CDATA[ 127.0.0.1]] >

</ nane>
<url >
<[ CDATA[ http://127.0.0.1/]]>
</url>
</ webApp>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>

</ scanner Appl i ance>
<cancel Opti on>SPECI FI C</ cancel Opti on>
</target>
<profil e>
<i d>28147</i d>
<nane>
<I[ CDATAIMy Option Profile]]>
</ nane>
</profile>
<l aunchedDat €>2015- 11- 01T20: 12: 23Z</| aunchedDat e>
<l aunchedBy>
<i d>2226741</i d>
<user nane>acne_ak1l</ user name>
<first Nanme>
<! [ CDATA[ Any] ] >
</ firstName>
<l ast Nane>
<![ CDATA[ Ki n]] >
</ | ast Nane>
</l aunchedBy>
<st at us>CANCELED</ st at us>
<cancel Mode>USER</ cancel Mbde>
<cancel edBy>
<i d>9872437571</i d>
<user nane>acne_bb5</ user nanme>
</ cancel edBy>
</ WAsScan>
</ dat a>
</ Servi ceResponse>
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Get scan details

View details for a scan on a web application which is in the user’s scope. Want to find a
scan ID to use as input? See “Search scans”.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/get/was/wasscan/<id>
Methods allowed: ~ GET

Input

The element “id” (Integer) is required, where “id” identifies a scan.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Scan target must be within the user’s scope

Example

Example 1: List scan details (GET)
View details for the scan with the ID 1447989.

Request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. coni qps/ rest/ 3.0/ get/was/wasscan/ 1447989

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanmespaceSchenaLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >

<dat a>
<WasScan>
<i d>1447989</i d>
<nane>

<I[ CDATAl My Vul nerability Scan]]>
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</ nane>
<r ef erence>was/ 1446408743390. 1856849</ r ef er ence>
<t ype>VULNERABI LI TY</type>
<nmode>ONDEMAND</ node>
<pr ogr essi veScanni ng>f al se</ pr ogr essi veScanni ng>
<mul ti>fal se</multi>
<t ar get >
<webApp>
<i d>2431279</i d>
<nane>
<! [ CDATA[ 127.0.0.1]]>
</ name>
<url >
<I[ COATA[ http://127.0.0.1/]]>
<furl>
</ webApp>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
<cancel Opti on>SPECI FI C</ cancel Opti on>
</target>
<profil e>
<i d>28147</i d>
<nane>
<I[CDATAIMy Option Profile]]>
</ nane>
</profile>
<opti ons>
<count >15</ count >
<list>
<WasScanOpt i on>
<name>My Aut hentication Record</name>
<val ue>
<! [ CDATA[ None] ] >
</ val ue>
</ WasScanQpt i on>
<WasScanOpt i on>
<name>Unexpect ed Error Threshol d</ nane>
<val ue>
<! [ CDATA| 48]] >
</ val ue>
</ WasScanQpt i on>
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Nunber s</ nane>
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<WasScanOpti on>
<nane>Sensitive Content: Credit Card

<val ue>
<! [ CDATA[ f al se]]>
</val ue>
</ WasScanOpt i on>
<WasScanOpt i on>
<name>Per f or mance Setti ngs</name>
<val ue>
<! [ CDATA[ MEDI UM | >
</val ue>
</ WasScanOpt i on>
<WasScanOpti on>
<name>Scanner Appl i ance</ name>
<val ue>
<! [ CDATA[ External ]] >
</val ue>
</ WasScanOpt i on>
<WasScanOpti on>
<nane>Det ecti on Scope</ name>
<val ue>
<! [ CDATA] COVPLETE] ] >
</val ue>
</ WasScanOpt i on>
<WasScanOpti on>
<name>Crawl i ng Form Subni ssi ons</ name>
<val ue>
<! [ CDATA] NONE] ] >
</val ue>
</ WasScanQOpt i on>
<WasScanOpti on>
<nane>Br ut ef orce Settings</ name>
<val ue>
<! [ CDATA M NI MAL] ] >
</val ue>
</ WasScanQOpt i on>
<WasScanOpti on>
<name>QCpti on Profil e Nane</name>
<val ue>
<I[ COATAlMy Option Profile]]>
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</val ue>
</ WasScanQpt i on>
<WAsScanOpti on>
<nane>Maxi mum Craw i ng Li nks</ name>
<val ue>
<! [ CDATA[ 300] ] >
</val ue>
</ WasScanQpt i on>
<WAsScanOpti on>
<nane>Ti meout Error Threshol d</ name>
<val ue>
<! [ CDATA[ 20]] >
</val ue>
</ WasScanQpt i on>
<WAsScanOpti on>
<nane>Web Applicati on Name</name>
<val ue>
<! [ CDATA[ 127.0.0.1]]>
</ val ue>
</ WasScanQpt i on>
<WAsScanOpti on>
<name>Request Paraneter Set</nane>
<val ue>
<I[CDATA[Initial Paraneters]]>
</ val ue>
</ WasScanQpt i on>
<WAsScanOpti on>
<name>Sensitive Content: Social Security

<val ue>
<! [ CDATA| f al se] ] >
</ val ue>
</ WasScanQpt i on>
<WasScanOpt i on>
<nane>Tar get URL</name>
<val ue>
<![ CDATA[ http://127.0.0.1/]] >
</ val ue>
</ WasScanQpt i on>

</list>
</ opti ons>
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<l aunchedDat €>2015- 11- 01T20: 12: 23Z</ | aunchedDat e>
<l aunchedBy>
<i d>2226741</i d>
<user nane>acne_akl</ user nanme>
<firstName>
<! [ CDATA[ Any] ] >
</firstNane>
<l ast Nane>
<! [ CDATA[ Ki n]] >
</ | ast Nanme>
</l aunchedBy>
<st at us>CANCELED</ st at us>
<cancel Mode>USER</ cancel Mode>
<cancel edBy>
<i d>9872437571</i d>
<user nane>acne_bb5</ user nanme>
</ cancel edBy>
<sendMai | >t rue</ sendMai | >
</ WAsScan>
</ dat a>
</ Servi ceResponse>

Example 2: List scan details with DNS override settings (GET)

When a scan has DNS override settings defined, the dnsOverride element lists DNS
override settings (one or more records) used for scanning.

API request:

curl -u "USERNAVE: PASSWORD'
"https://qual ysapi.qual ys.conl qps/rest/ 3.0/ get/was/wasscan/ 1381602

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnml ns: xsi="http://ww.w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanmespaceSchenalLocati on="htt ps://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
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<WasScan>
<i d>1381602</i d>
<nane>
<![ CODATA[ My Scan]]>
</ nanme>
<r ef erence>was/ 1443153045656. 1850463. 1</ r ef erence>
<t ype>DI SCOVERY</t ype>
<npde>ONDEMAND</ node>
<nmul ti>fal se</nul ti>
<t arget >
<webApp>
<i d>1932867</i d>
<nane>
<! [ CDATA[ 10. 10. 10.2]] >
</ nane>
<url >
<I[ CDATA[ http://10.10.10.2/]]>
<lurl>
</ webApp>
<dnsOverri de>
<i d>1421</id>
<nane>
<I [ CDATA[ DNS Override Settings 1]]>
</ nane>
</ dnsOverri de>
<scanner Appl i ance>
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Launch a new scan

Launch a scan on a web application which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/launch/was/wassca
n

Methods allowed: POST

Input

Required input elements are listed below. The associated data type for each element
appears in parentheses, unless a compound element. See Reference: WasScan for
descriptions of these <WasScan> elements.

Required Elements Optional Elements

name (Text) target.scannerAppliance.type (Keyword:
EXTERNAL or Internal)

target.webApp.id (Integer) target.scannerAppliance.friendlyName
(Text)

type (Keyword: DISCOVERY or target. webAppAuthRecord.id (Integer) or

VULNERABILITY) target.webAppAuthRecord.isDefault
(Boolean)

profile.id (Integer)* options
proxy.id (Integer)

dnsOverride.id (Integer)

cancelOption set to DEFAULT - Forces the
use of the target web app’s cancelScans
option if set, else fall back to the one passed
in to the API while launching the scan

cancelOption set to SPECIFIC - Always use
the cancel scan option passed while
launching the scan

sendMail (Boolean)

* The element profile (Text) is required unless the target has a default option profile.

Permissions

User must have the WAS application enabled
User must have “API Access” permission

User must have “Launch WAS Scan” permission
Scan target must be within the user’s scope
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Examples

Example 1: Launch a new scan - basic elements

Launch a new discovery scan on the web application ID 323126 using the option profile
ID 1021, and cancel the scan after 5 hours.

Request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/l aunch/ was/ wasscan" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<WasScan>
<name>New WAS Di scovery Scan | aunched from API </ name>
<t ype>Dl SCOVERY</t ype>
<target>
<webApp>
<i d>323126</i d>
</ webApp>
<webAppAut hRecor d>
<i sDef aul t >t rue</i sDef aul t >
</ webAppAut hRecor d>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
</target>
<profil e>
<i d>1021</i d>
</profil e>
<options>
<WasScanOpt i on>
<nanme>Cancel After N Hours</nane>
<val ue><![ CDATA[ 5] ] ></ val ue>
</ WasScanQOpt i on>
</ options>
</ WasScan>
</ dat a>
</ Servi ceRequest >
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Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
Xsi : noNanespaceSchemalLocati on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScan>
<i d>16954</i d>
</ WasScan>
</ dat a>
</ Servi ceResponse>

Example 2: Launch a new scan - use proxy
Launch a new vulnerability scan using proxy ID 12345.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conlf qps/rest/ 3.0/l aunch/ was/ wasscan" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<WasScan>
<name>New WAS Vul nerability Scan | aunched from API </ nane>
<t ype>VULNERABI LI TY</t ype>
<t ar get >
<webApp>
<i d>323126</i d>
</ webApp>
<scanner Appl i ance>
<type>l nternal </type>
<friendl yNane>dp_scanner </ fri endl yName>
</ scanner Appl i ance>
<pr oxy>
<i d>12345</i d>
</ pr oxy>
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</target>
<profil e>
<i d>1021</id>
</profil e>
</ WAsScan>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchenalLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScan>
<i d>224466</i d>
</ WasScan>
</ dat a>
</ Servi ceResponse>

Example 3: Launch a new scan - set cancel scan option

Launch a new vulnerability scan on web app ID 2376280 and set the cancel scan option to
DEFAULT. This forces the use of the target web app’s cancelScans option if set.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/l aunch/ was/ wasscan" <
file.xm

Note: “file.xml” contains the request POST data.
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Request POST Data:

<Servi ceRequest >
<dat a>
<WasScan>
<name><! [ CDATAl My Vul nerability Scan]]></name>
<t ype>VULNERABI LI TY</t ype>
<t arget >
<webApp>
<i d>2376280</i d>
</ webApp>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
<cancel Opti on>DEFAULT</ cancel Opti on>
</target>
</ WasScan>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanmespaceSchenaLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScan>
<i d>1275177</i d>
</ WasScan>
</ dat a>
</ Servi ceResponse>

130 Qualys Web Application Scanning API



Chapter 4 — Scan API
Retrieve the status of a scan

Retrieve the status of a scan

Retrieve the status of a scan on a web application which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/status/was/wassca
n/<id>

Methods allowed: GET

Input

The element “id” (Integer) is required, where “id” identifies a scan.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Scan target must be within the user’s scope

Example
Get the status of the scan with the ID 164.

Request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. coni qps/rest/ 3.0/ st atus/ was/ wasscan/ 164"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"”
xsi : noNanespaceSchemaLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScan>
<i d>164</id>
<st at us>SUBM TTED</ st at us>
</ WAsScan>
</ dat a>
</ Servi ceResponse>
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Retrieve the results of a scan

Retrieve the results of a scan on a web application which is in the user’s scope. Include
“3.0” in the URL for WASA v3 scan results using the WAS API schema, part of the API V3
architecture (see https://qualysapi.qualys.com/qps/xsd/3.0/was/wasscan.xsd).
Include “2.0” in the URL for scan results in legacy format (WAS v2 and earlier), using the
webapp_scan.dtd - see Reference: WAS Scan Results (legacy).

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/download /was/
wasscan/<id>
or
https:/ /qualysapi.qualys.com/qps/rest/2.0/download /was/
wasscan/<id>

Methods allowed: GET

Tip When you download web application scan results using the WAS API, you'll want to
view vulnerability descriptions from the Qualys KnowledgeBase in order to understand
the vulnerabilities detected and see our recommended solutions. See How to Download
Vulnerability Details (in Chapter 1).

Input

The element “id” (Integer) is required, where “id”identifies a scan.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Scan target must be within the user’s scope

Example

Download results of a scan
Download the results of the scan with the ID 174726.

Request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. coni qps/ rest/ 3. 0/ downl oad/ was/ wasscan/ 17
4726"
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Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<WasScan xnl ns: xsi="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<i d>174726</i d>
<name><! [ CDATAl My Web Appli cati on Scan]] ></ name>
<r ef erence>was/ 1328563860860. 218807</ r ef er ence>
<t ype>VULNERABI LI TY</t ype>
<nmode>API </ node>
<target>
<webApp>
<i d>952835</i d>
<name><! [ CDATAl My Web Appli cati on]] ></name>
<url ><! [ CDATA[ htt ps://exanmpl e.com ]]></url >
</ webApp>
<scanner Appl i ance>
<t ype>l NTERNAL</t ype>
<fri endl yNanme><! [ CDATA[ i s_quays_t c321] ] ></fri endl yName>
</ scanner Appl i ance>
</target>
<profil e>
<i d>6714</id>
<nane><![ CDATA[ I nitial WAS Options]]></nane>
</profil e>
<opti ons>
<count >10</ count >
<list>
<WasScanOpt i on>
<nane>Det ecti on Scope</ nanme>
<val ue>COVPLETE</ val ue>
</ WasScanQpt i on>
<WasScanOpti on>
<name>Maxi mum Crawl i ng Li nks</ nanme>
<val ue>300</ val ue>
</ WAsScanQpt i on>
<WAsScanOpti on>
<name>Br ut ef orce Setti ngs</ nanme>
<val ue>M NI MAL</ val ue>
</ WasScanOpt i on>
<WasScanOpt i on>
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<nane>Qpti on Profil e Name</name>
<val ue>Initial WAS Options</val ue>
</ WasScanQpt i on>
<WasScanOpt i on>
<name>Scanner Appliance Nane</nane>
<val ue><![ CDATA[ External (I1P: 10.40.3.104, Scanner: 6.2.13-
1, WAS: 2.13.5-1, Signatures: 2.2.52-2)]]></val ue>
</ WAsScanQpt i on>
<WAsScanOpti on>
<name>| gnore Bi nary Fil es</nane>
<VALUE><! [ CDATA[ t r ue] ] ></ VALUE>
</ WasScanOpt i on>

</list>
</ options>
<l aunchedDat e>2012- 02- 06T21: 31: 00Z</ | aunchedDat e>
<l aunchedBy>
<i d>35842</i d>
<user nane>user nane</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</l aunchedBy>
<st at us>FI NI SHED</ st at us>
<endScanDat e>2012- 02- 06T21: 49: 34Z</ endScanDat e>
<scanDur ati on>1114</ scanDur ati on>
<sunmar y>
<craw Durati on>16</craw Duration>
<t est Dur ati on>138</t est Durati on>
<li nksCol | ect ed>10</1i nksCol | ect ed>
<l'i nksCraw ed>1</1i nksCrawl ed>
<nbRequest s>503</ nbRequest s>
<aver ageResponseTi ne>0. 001554</ aver ageResponseTi nme>
<resul t sSt at us>SUCCESSFUL</ r esul t sSt at us>
<aut hSt at us>NONE</ aut hSt at us>
</ sumar y>
<st at s>
<gl obal >
<nbVul nsTot al >79</ nbVul nsTot al >
<nbWVul nsLevel 5>24</ nbVul nsLevel 5>
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<nbVul nsLevel 4>0</ nbVul nsLevel 4>

<nbWVul nsLevel 3>3</ nbVul nsLevel 3>

<nbVul nsLevel 2>18</ nbVul nsLevel 2>

<nbVul nsLevel 1>34</ nbVul nsLevel 1>

<nbScsTot al >0</ nbScsTot al >

<nbScsLevel 5>0</ nbScsLevel 5>

<nbScslLevel 4>0</ nbScslLevel 4>

<nbScslLevel 3>0</ nbScsLevel 3>

<nbScslLevel 2>0</ nbScsLevel 2>

<nbScslLevel 1>0</ nbScsLevel 1>

<nbl gsTot al >10</ nbl gsTot al >

<nbl gsLevel 5>0</ nbl gsLevel 5>

<nbl gsLevel 4>0</ nbl gsLevel 4>

<nbl gsLevel 3>0</ nbl gsLevel 3>

<nbl gsLevel 2>0</ nbl gsLevel 2>

<nbl gsLevel 1>10</ nbl gsLevel 1>

</ gl obal >
<byG oup>
<count >3</ count >
<list>
<@ oupSt at >
<gr oup>PATH</ gr oup>
<nbTot al >18</ nbTot al >
<nbLevel 5>0</ nbLevel 5>
<nblLevel 4>0</ nbLevel 4>
<nbLevel 3>0</ nbLevel 3>
<nblLevel 2>18</ nbLevel 2>
<nblLevel 1>0</ nbLevel 1>
</ GroupSt at >

</list>
</ byG oup>
<byOwasp>
<count >4</ count >
<list>
<OnaspSt at >
<owas p>OMASP- Ad</ owasp>
<nbTot al >18</ nbTot al >
<nbLevel 5>0</ nbLevel 5>
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<nblLevel 4>0</ nbLevel 4>

<nbLevel 3>0</ nbLevel 3>

<nbLevel 2>18</ nbLevel 2>

<nblLevel 1>0</ nbLevel 1>
</ OnaspSt at >

</list>
</ byOnasp>
<byWasc>
<count >5</ count >
<list>
<WascSt at >
<wasc>WASC- 15</ wasc>
<nbTot al >14</ nbTot al >
<nbLevel 5>0</ nbLevel 5>
<nbLevel 4>0</ nbLevel 4>
<nblLevel 3>2</ nbLevel 3>
<nbLevel 2>12</ nbLevel 2>
<nbLevel 1>0</ nbLevel 1>
</ \WascSt at >

</list>
</ byWasc>
</ stats>
<vul ns>
<count >79</ count >
<list>
<WasScanVul n>
<qgi d>150081</ qi d>
<title><![ CDATA[ Possi bl e C i ckj acki ng
vul nerability]]></title>

<uri ><![ CDATA[ htt ps: // exanpl e. conf randonii nk/ 1328558353. 9231]] ></u
ri>
<i nst ances>
<count >1</ count >
<list>
<WasScanVul nl nst ance>
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<aut hent i cat ed>f al se</ aut hent i cat ed>
<payl oads>
<count >1</ count >
<list>
<WasScanWVul nPayl oad>
<payl oad><![ CDATA[ "' >
<qss%R0a=@REQUESTI D@] ] ></ payl oad>
<result base64="true">
<!'[ CDATA] c3RhcnQoKTogVGhl | HNI c3Npb24gaWQyY29udGFpbnMyaWb2YWkpZCBj a
GFy YWNOZXJ zLCB2 YWk pZCBj aGFy YWNOZXJz| GFy ZSBvbnk 51 GEt ei wgQSlal GFuZCA
wWLTkgaWlgJnk0Q2l nz3Q7L3Zhci 93d3cvaHRt bCOpbmsdWRl cy9j b25maW uc Ghwd
mx0Oy9i Jnd0OyBvbi BsaWsl | CZsdDt i Jnd00Oz| mbHQ7L21 mz3Q7Inx02Jy| C8nZ3Q
7C ZsdDti ci Avdmd0OmonbHQ7Yi ZndDt XYXJuaWsnJnmk 0Oy 9i Jnd00zogl HNI c3Npb
25f c3RhcnQoKTog@Fubmd Ol HNI bntgc2Vzc2l vbi Bj YWNoZSBsaWLpdGVvy | COgaGV
hZGvycyBhbHII YWR5] HNI bnQgK&1dHB1dCBzdGFydGvk| GFOI C92YXI vd3d3L2h0b
WwaWsj bHVKZXM/Y29uZm nLnBoc Doy KSBpbi AnbHQ7Yi ZndDsvdnfyL3d3dy90dGL
sL2l uY2x1ZGVzL2NvbnZpZy 5waHAMbHQ7L21 niz3Q71 ul GxpbmgImx 021 nZ3Q7 M
i ZsdDsvYi ZndDsmbHQ7Ynl gLyZndDsKInx0Q2Jy| C8niz3Q7Ci ZsdDt i Jnd0OLdhcnb
pbrebHQ7L2I niZ3Q7rO AgQRFubnB0l GlvZA nmeSBoZWFkZXI gaWbnb3Jt YXRpb24gL
SBoZWFkZXJ z| GFscnvhZHkgc2VudCBi eSA0b3VOcHVOI HNOYXJ0ZWgYXQL3Zhci 9
3d3cvaHRt bC8] ] ></resul t >
</ WasScanVul nPayl oad>
</list>
</ payl oads>
</ WasScanWul nl nst ance>
</list>
</instances>
</ WasScanVul n>

</list>
</ vul ns>
<sensi tiveCont ent s>
<count >0</ count >
</ sensitiveContents>
<i gs>
<count >10</ count >
<list>
<WasScanl g>
<qi d>150058</ gi d>
<title><![CDATA[ Fl ash Analysis]]></title>
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<dat a base64="true"><![ CDATA
[ U1dG GZpbGU6I ChOdHAGLY 8XMCAXMCAY NI 4y Mz g6 ODAV YmBXL2Fj Y3QuvecGvyc29uY
Wwd2l udGvyM 5zd2YKI CAgl CBWZXJzaWuG A4CgpTVOYgZm sZTogaHROcDovLzE
whLj BEwLj | 2Lj 1 zOC9i b3EvcHIVAGV] dGVKL21pbWlvZGVmYXVsdFBhZ2Uuc3dnCi Agl
CAgVmVlyc2l vbj ogNgoK] ] ></ dat a>
</ WasScanl g>

</list>
</igs>
</ WasScan>
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Cancel an unfinished scan

Cancel an unfinished scan on a web application which is in the user’s scope. Note that
scan results will not be returned.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/cancel/was/wassc
an/<id>

Methods allowed: POST

Input

The element “id” (Integer) is required, where “id” identifies a running scan.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
User must have “Cancel WAS Scan” permission

Example
Cancel the unfinished scan that has the ID 168.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conif qps/rest/ 3.0/ cancel / was/ wasscan/ 168"

Response:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"

xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScan>
<i d>168</i d>
</ WasScan>
</ dat a>
</ Servi ceResponse>
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Delete an existing scan

Delete an existing scan on a web application which is in the user’s scope. You can delete
any scan in your account that is not running.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/delete/was/wassca
n/<id>
or

https:/ /qualysapi.qualys.com/qps/rest/3.0/delete/was/wassca
n

Methods allowed: POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: WasScan for descriptions of these
<WasScan> elements.

id (Integer) type (Keyword: DISCOVERY or
VULNERABILITY)

name (Text) mode (Keyword: MANUAL, SCHEDULED
or API)

webApp.name (Text) status (Keyword: SUBMITTED, RUNNING,
FINISHED, ERROR or CANCELED)

webApp.id (Integer) authStatus (Keyword: NONE, NOT_USED,
SUCCESSFUL, FAILED or PARTIAL)

reference (Text) resultsStatus (Keyword: NOT_USED,

NO_HOST_ALIVE, NO_WEB_SERVICE,
PROCESSING,SCAN_RESULTS_INVALID,
TIME_LIMIT_REACHED,
SERVICE_ERROR,
SCAN_INTERNAL_ERROR,
SUCCESSFUL, TO_BE_PROCESSED

launchedDate (Date)

140 Qualys Web Application Scanning API



Chapter 4 — Scan API
Delete an existing scan

Permissions

User must have the WAS application enabled
User must have “API Access” permission
User must have “Delete WAS scan” permission

Examples

Example 1: Delete a specified scan (POST)
Delete the scan with the ID 12405.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conif qps/rest/ 3.0/ del et e/ was/ wasscan/ 1240
5"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WAasScan>
<i d>12405</id>
</ WAsScan>
</ dat a>
</ Servi ceResponse>

Example 2: Delete scans with criteria (POST)
Delete scans with a name that contains the string “VULN".

Request:

curl -u "USERNAMVE: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ del et e/ was/ wasscan" <
file.xm

Note: “file.xml” contains the request POST data.
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Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="name" operator="CONTAI NS">VULN</ Criteria>
</filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanmespaceSchenaLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
<dat a>
<WasScan>
<i d>12874</i d>
</ WasScan>
<WasScan>
<i d>13093</i d>
</ WasScan>
</ dat a>
</ Servi ceResponse>
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Reference: WasScan

The <WasScan> element includes sub elements used to define a web application scan. A
reference of these elements is provided below. An asterisk * indicates a complex element.

Element (data type) Description

id (Integer) The scan ID. This element is assigned by the service and is
required for a certain type of request (details, status, results or
cancel).

name (Text) The user-defined scan name (maximum 256 characters).

target* The target of the scan. The target includes the web application

and authentication records, if any.

<scanner Appl i ance> - type (Keyword) is set to INTERNAL
for a scanner appliance, or EXTERNAL for external
scanners. If the type is INTERNAL, friendlyName (Text)
is the user-defined appliance name.

<cancel Opti on> set to DEFAULT - Forces the use of the
target web app’s cancelScans option if set, else fall back to the
one passed in to the API while launching the scan.

<cancel Opt i on> set to SPECIFIC - Always use the cancel
scan option passed while launching the scan.

</ webAppAut hRecor d> - Specify <id> set to an auth record ID,
or <isDefault> set to true (to use the default auth record for the
target web app).

Example:
<t ar get >
<webApp>
<i d>323126</i d>
</ webApp>
<webAppAut hRecor d>
<i d>1054</i d>
</ webAppAut hRecor d>
<scanner Appl i ance>
<type>Internal </type>
<friendl yName>dp_scanner </ fri endl yNanme>
</ scanner Appl i ance>
<cancel Opti on>DEFAULT</ cancel Opti on>
</target>

type (Keyword) The scan type: VULNERABILITY or DISCOVERY.
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Element (data type)

Description

sendMail (Boolean)

Set to false to disable scan complete email notifications.
Example:
<sendMai | >f al se</ sendMai | >

profile.id (Integer)) The name of the option profile that includes scan settings. The
service provides the profile “Initial WAS Options” and we
recommend this to get started.
Example:
<profile>
<name>l nitial WAS Options</nane>
</profil e>
proxy.id (Integer) The proxy for scanning the target web application.

Example:
<proxy>

<i d>12345</i d>
</ pr oxy>

dnsOverride.id (Integer)

The DNS override record for scanning the target web
application.
Example:
<dnsOverri de>
<i d>67890</i d>
</ dnsOverri de>

Scanner Appliance

The IP address of the external scanner appliance, when an
external scanner is used.

mode (Keyword)

The mode of the scan: ONDEMAND, SCHEDULED or API.

launchedDate (Date) The date and time when the scan was launched in UTC
date/time format (YYYY-MM-DDTHH:MM:SSZ).
launchedBy* The user who launched the scan. User properties include user

ID, user login, first and last name.
Example:
<l aunchedBy>
<i d>123056</i d>
<user name>user nanme</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nanme>
</l aunchedBy>

status (Keyword)

The status of the scan: SUBMITTED, RUNNING, FINISHED,
ERROR or CANCELED.

endScanDate (Date)

The date and time when the scan ended in UTC date/time
format (YYYY-MM-DDTHH:MM:SSZ).
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Description

summary*

The scan summary. <crawlTime> is the length of time used to
crawl the web application. <testDuration> is the length of time
used to perform analysis. <nbRequests> is the number of
requests sent during the scan. <authStatus> is the
authentication status (NONE, NOT_USED, SUCCESSFUL,
FAILED or PARTIAL)
Example:
<summary>

<crawl Ti me>22. 0</ craw Ti me>

<testDuration>112. 0</testTi me>

<l'i nksCraw ed>17</1i nksCraw ed>

<nbRequest s>3814</ nbRequest s>

<0s>W ndows XP SP2</ os>
<resul t sSt at us>RESULTS_PROCESSED_SUCCESSFULLY</re
sul t sSt at us>

<aut hSt at us>NO_AUTH</ aut hSt at us>
</ summar y>

vulns*

The list of detected vulnerabilities. Each <WasScanVuln>
element identifies a particular vulnerability QID and the URI
where detected, each <WasScanVulnlnstance> element
identifies a vulnerability instance, and each
<WasScanVulnInstancePayload> element identifies associated
payloads.

*

igs

The detected information gathered. Each <WasScanlg> element
identifies a particular information gathered QID.

sensitiveContents*

The detected sensitive content. Each
<WasScanSensitiveContent> element identifies a particular
sensitive content QID and the URI where detected, each
<instances> element identifies a sensitive content instance, and
each <WasScanSensitiveContentInstancePayLoad> element
identifies associated payloads.

stats*

The statistics gathered by the scan: the total number of
vulnerabilities, the number of vulnerabilities by severity level,
information gathered by severity level and the number of
vulnerabilities by group, OWASP and WASC.
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Reference: WAS Scan Results (legacy)

You have the option to retrieve web application scan results in legacy format (WAS v2
and earlier), using the webapp_scan.dtd (see “Retrieve the results of a scan”). You can
download this DTD by going to https:/ /qualysapi.qualys.com/webapp_scan.dtd (where
qualysapi is the API server URL where your account is located ).

<?xm version="1.0" encodi ng="UTF-8"?>
<!-- QUALYS WEB APPLI CATI ON SCAN DTD -->

<! ELEMENT WEB_APPLI CATI ON_SCAN (ERROR | (HEADER SUMVARY,
RESULTS)) >

<! ELEMENT ERROR (#PCDATA) >

<! ATTLI ST ERROR number CDATA #| MPLI ED>

<I-- GENERI C HEADER - - >

<! ELEMENT HEADER (NAME, GENERATI ON_DATETI ME, COVPANY_| NFO,
USER | NFO) >

<! ELEMENT NAME (#PCDATA) >

<! ELEMENT GENERATI ON_DATETI ME ( #PCDATA) >

<! ELEMENT COVPANY_| NFO ( NAME, ADDRESS, CITY, STATE, COUNTRY,
ZI P_CODE) >

<! ELEVMENT ADDRESS ( #PCDATA) >

<! ELEMENT CI TY (#PCDATA) >

<! ELEMENT STATE (#PCDATA) >

<! ELEMENT COUNTRY ( #PCDATA) >

<! ELEMENT ZI P_CODE ( #PCDATA) >

<! ELEMENT USER | NFO (NAME, USERNAME, ROLE) >
<! ELEMENT USERNANE ( #PCDATA) >
<! ELEVMENT ROLE (#PCDATA) >

<l-- SUMMARY -->

<! ELEMENT SUMMARY ( SCAN_SUMMARY, VULN_SUMMARY?,
SENSI TI VE_CONTENT_SUMVARY) >

<! ELEMENT SCAN_SUMMARY ( SCAN | NFO') >

<! ELEMENT SCAN | NFO (KEY, VALUE)>

<! ELEMENT KEY (#PCDATA) >

<! ELEMENT VALUE (#PCDATA) >

<! ELEMENT VULN_SUMVARY ( VULN_GROUP*) >
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<! ELEMENT VULN_GROUP (TI TLE, SEVERI TY_5, SEVERI TY_4, SEVERI TY_3,
SEVERI TY_2, SEVERITY_1, TOTAL)>
<! ELEMENT SEVERI TY_1 (#PCDATA) >
<! ELEMENT SEVERI TY_2 (#PCDATA) >
<! ELEMENT SEVERI TY_3 (#PCDATA) >
<! ELEMENT SEVERI TY_4 (#PCDATA) >
<! ELEMENT SEVERI TY_5 (#PCDATA) >
<! ELEMENT TOTAL (#PCDATA) >
<! ELEMENT SENSI TI VE_CONTENT_SUMMVARY ( SENSI Tl VE_CONTENT GROUP*) >
<! ELEMENT SENSI Tl VE_CONTENT_GROUP (TI TLE, TOTAL) >
<!-- RESULTS -->
<! ELEMENT RESULTS (VULN_LIST?, SENSI TI VE_CONTENT_LI ST?,
| NFO LI ST?) >
<! ELEMENT VULN_LI ST (VULN*) >
<! ELEMENT VULN (GROUP, Q D, TITLE, VULN_I NSTANCES) >
<! ELEMENT VULN_| NSTANCES ( VULN_| NSTANCE*) >
<! ELEMENT VULN_| NSTANCE (HOST, PORT, URI, AUTHENTI CATED?,

FORM_ENTRY_PO NT?,

<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT

<! ELEMENT

PARAVB, FI NDI NGS) >
AUTHENTI CATED ( #PCDATA) >
FORM _ENTRY_PQ NT ( #PCDATA) >

SENSI TI VE_CONTENT_LI ST ( SENSI TI VE_CONTENT*) >
SENSI TI VE_CONTENT (GROUP, Q D, TITLE,

SENSI Tl VE_CONTENT _| NSTANCES) >
SENSI Tl VE_CONTENT_| NSTANCES

( SENSI TI VE_CONTENT_I NSTANCE*) >

<! ELEMENT

<! ELEMENT
<! ELEMENT

<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
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SENSI Tl VE_CONTENT | NSTANCE (HOST, PORT, URI,
FI NDI NGS) >

CONTENT?,

I NFO_LI ST (I NFO*) >
INFO (Q D, TITLE, RESULT)>

GROUP ( #PCDATA) >
Q D (#PCDATA) >

TI TLE (#PCDATA) >
HOST (#PCDATA) >
PORT (#PCDATA) >
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<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ELEMENT
<! ATTLI ST

URI (#PCDATA) >

CONTENT ( #PCDATA) >

PARAMS ( #PCDATA) >

FI NDI NGS ( FI NDI NG*) >

FI NDI NG ( PAYLOAD?, RESULT) >
PAYLOAD ( #PCDATA) >

RESULT (#PCDATA) >

RESULT base64 (true|fal se)

"fal se">
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The WAS Schedule API provides a suite of API functions for managing web
application scan schedules across the enterprise.

These operations are available:
Current schedule count

Search schedules

Get schedule details

Create a schedule

Update a schedule

Activate an existing schedule
Deactivate an existing schedule
Delete one or more existing schedules

Download one or more schedules to iCalendar
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Current schedule count

Returns the total number of schedules in the user’s account. Input elements are optional
and are used to filter the number of schedules included in the count.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/count/was/wassc
anschedule

Methods allowed: GET, POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: WasScanSchedule for descriptions of
these <WasScanSchedule> elements

id (Integer) webApp.name (Text)

name (Text) webApp.id (Integer)

owner.id (Text) webApp.tags (with operator="NONE")
createdDate (Date) webApp.tags.id (Integer)

updatedDate (Date) active (Boolean)

type (Keyword: DISCOVERY or invalid (Boolean)

VULNERABILITY)

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Boolean (true/false) EQUALS,
NOT EQUALS

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Scan target must be within the user’s scope
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Examples

Example 1: Count - no criteria (GET)

Request:

curl -u "USERNAVE: PASSWORD'

"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ count/was/wasscanschedu
| e"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >15</ count >
</ Servi ceResponse>

Example 2: Count - criteria (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conl gps/rest/ 3.0/ count/was/wasscanschedu
le" < file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="type" operator="EQUALS">DI SCOVERY</Criteria>
</filters>
</ Servi ceRequest >

Response:

<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-

i nstance"

Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ wasscanschedul e. xsd" >
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<r esponseCode>SUCCESS</ r esponseCode>
<count >3</ count >
</ Servi ceResponse>

Example 3: Count - web applications without tags (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni qps/rest/ 3.0/ count/was/wasscanschedu
le" < file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="webApp.tags" operator="NONE"'></Criteria>
</filters>
</ Servi ceRequest >

Example 2: Count - web applications with certain tags (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ count/was/wasscanschedu
le" < file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >

<filters>

<Criteria field="webApp.tags.id"
oper at or =" EQUALS" >1516928</Criteri a>
<Criteria field="webApp.tags.id"

oper at or =" EQUALS" >1234567</Criteri a>

</[filters>
</ Servi ceRequest >
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Returns a list of scheduled scans on web applications which are in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/search/was/wassca

nschedule

Methods allowed: POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: WasScanSchedule for descriptions of
these <WasScanSchedule> elements.

id (Integer)

webApp.tags (with operator="NONE")

name (Text)

webApp.tags.id (Integer)

owner.id

updatedDate (Date)

createdDate (Date)

invalid (Boolean)

active (Boolean)

lastScan (with operation="NONE")

type (Keyword: DISCOVERY or
VULNERABILITY)

lastScan.launchedDate (Date)

webApp.name (Text)

lastScan.status (keyword: SUBMITTED,
RUNNING, FINISHED, ERROR,
CANCELED)

webApp.id (Integer)

multi (Boolean)

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Boolean (true/false) EQUALS,
NOT EQUALS
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Permissions

User must have the WAS application enabled
User must have “API Access” permission
Scan target must be within the user’s scope

Examples
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Example 1: List schedules never launched - criteria (GET)

Request:

curl -u "USERNAME: PASSWD"

htt ps://qual ysapi . qual ys. coml gps/rest/ 3. 0/ sear ch/ was/ wasscanschedu
le < file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:
<Servi ceRequest >
<filters>
<Criteria field="1astScan"
operator="NONE"></Criteria>
</[filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNamespaceSchenaLocati on="htt p:// qual ysapi . qual ys. conf gps/ xsd
/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<WasScanSchedul e>
<i d>171425669</i d>
<name><! [ CDATA[ Web Application Vulnerability Scan - 2014- Aug-
19] ] ></ nane>
<owner >
<i d>8792415669</i d>
</ owner >
<active>fal se</active>
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<t ype>VULNERABI LI TY</t ype>
<t ar get >
<webApp>
<i d>1296335669</i d>
<name><! [ CDATAl My Wb Appli cation]]></nanme>
<url ><!'[ CDATA[ http://10.10.1.100]]></url >
</ webApp>
<webAppAut hRecor d>
<i d>175535669</ i d>
<nane><! [ CDATA[ AR1] ] ></ name>
</ webAppAut hRecor d>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
</target>
<profil e>
<i d>716315669</i d>
<name><! [ CDATA[ Copy of Initial WAS Options]]></nane>
</profile>
<schedul i ng>
<st art Dat e>2014- 08- 19T12: 30: 00Z</ st ar t Dat e>
<ti meZone>
<code>Aneri ca/ Dawson</ code>
<of f set >- 07: 00</ of f set >
</tinmeZone>
<occurrenceType>ONCE</ occurrenceType>
</ schedul i ng>
<cr eat edDat e>2014- 08- 19T19: 30: 49Z</ cr eat edDat e>
<updat edDat e>2014- 08- 19T19: 30: 50Z</ updat edDat e>
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>

Example 2: List launched schedules - criteria (GET)

Request:

curl -u "USERNAME: PASSWD"
htt ps://qual ysapi . qual ys. con gps/rest/ 3. 0/ sear ch/ was/ wasscanschedu
le < file.xn

Note: “file.xml” contains the request POST data.
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Request POST Data:

<Servi ceRequest >

<filters>
<Criteria field="lastScan. status"

operat or =" N'>FI Nl SHED, ERROR</ Cri teri a>

<Criteria field="1astScan.!| aunchedDat e'

oper at or =" LESSER' >2014- 08-19</Criteri a>

</[filters>

</ Servi ceRequest >

Response:

</ WasScanSchedul e>
<WasScanSchedul e>
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<i d>97354000</ i d>
<nanme><! [ CDATA[ Schedul e Noti fi cati on]]></nane>
<owner >
<i d>334527</i d>
</ owner >
<active>fal se</active>
<t ype>VULNERABI LI TY</t ype>
<t ar get >
<webApp>
<i d>1061764000</i d>
<name><! [ CDATAl My Web App]] ></ nane>
<url ><![ CDATA[ http://10.10. 26. 238]] ></url >
</ webApp>
<webAppAut hRecor d>
<i d>8753</i d>
<nane><! [ CDATA[ Auth Record 1]]></nane>
</ webAppAut hRecor d>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
</target>
<profil e>
<i d>55784</i d>
<nane><![ CDATA[ I nitial WAS Options]]></nanme>
</profile>
<schedul i ng>
<start Dat e>2014- 05- 06T18: 22: 00Z</ st ar t Dat e>
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<ti meZone>
<code>Aneri ca/ Dawson</ code>
<of f set >-07: 00</ of f set >
</tinmeZone>
<occurrenceType>DAI LY</ occurrenceType>
<occurrence>
<dai | yCccurrence>
<ever yNDays>1</ ever yNDays>
</ dai |l yCccurrence>
</ occurrence>
</ schedul i ng>
<| ast Scan>
<i d>14929668885</ i d>
<l aunchedDat €>2014- 05- 12T01: 22: 02Z</ | aunchedDat e>
<st at us>FI NI SHED</ st at us>
</ | ast Scan>
<cr eat edDat €>2014- 05- 06T23: 17: 23Z</ cr eat edDat e>
<updat edDat e>2014- 05- 13T01: 22: 02Z</ updat edDat e>
</ WasScanSchedul e>

Example 3: List schedules - no criteria (POST)

curl -u "USERNAVE: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ sear ch/ was/ wasscansched
ule" < file.xmn

Note: “file.xml” contains the request POST data. Specify an empty file, since no search
criteria is being specified.

Example 4: List active schedules - criteria (POST)

Request:

curl -u "USERNAVE: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ sear ch/ was/ wasscansched
ule" < file.xmn

Note: “file.xml” contains the request POST data.
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Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="active" operator="EQUALS >true</Criteria>
<Criteria field="type"
oper at or =" EQUALS" >VULNERABI LI TY</Criteri a>
</filters>
</ Servi ceRequest >

Example 5: List scheduled Multiscans - With specified criteria (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ sear ch/ was/ wasscansched
ule" < file.xn

Note: “file.xm” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<preferences>
<limtResults>1</limtResults>
</ preferences>
<filters>
<Criteria field="id" operator="EQUALS">4546</Criteria>
</filters>
</ Servi ceRequest >

Response:

<?xm version="1.0" encodi nhg="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNamespaceSchenalLocati on="htt p:// qual ysapi . qual ys. conf gps/ xsd
/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>

<WasScanSchedul e>
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<i d>4546</i d>
<name><! [ CDATA] Wb Application Di scovery Scan - 2016-07-
15] ] ></ nanme>
<owner >
<i d>337014</i d>
<user nane>was_t est </ user nane>
<firstName><![ CDATA[first]]></firstNanme>
<l ast Nane><! [ CDATA[ | ast]] ></| ast Nanme>
</ owner >
<active>true</active>
<mul ti>true</multi>
<t ype>Dl SCOVERY</t ype>
<t ar get >
<webApps>
<list>

</ Servi ceResponse>
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Get schedule details

Input

View details for a scheduled scan on a web application which is in the user’s scope. Want
to find a schedule ID to use as input? See Search schedules.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/get/was/wassc
anschedule/<id>

Methods allowed: GET

The element “id” (Integer) is required, where “id” identifies a schedule.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Scan target must be within the user’s scope

Example
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Example 1: View schedule details (GET)

Request:
curl -u "USERNAVME: PASSWORD'

"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ get/was/wasscanschedul e
[ 1747"

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanmespaceSchenalLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<id>1747</id>
<name><! [ CDATA] VEEKLY - Weekly Vul nerability Scan
Schedul e] ] ></ nane>
<owner ><i d>123056</i d>
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<user nane>user nanme</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ S t h] ] ></ | ast Nane>
</ owner >
<active>fal se</active>
<t ype>VULNERABI LI TY</t ype>
<t arget >
<webApp>
<i d>324265</i d>
<nanme><! [ CDATA[ Mer chant Site]]></nane>
<ur | ><![ CDATA[ htt p://10. 10. 25. 116: 80/ nerchant/ 2. 2]] ></ url| >
</ webApp>
<scanner Appl i ance>
<t ype>| NTERNAL</t ype>
<friendl yNane><! [ CDATA[ i s_quays_j s]]></fri endl yName>
</ scanner Appl i ance>
</target>
<profile>
<i d>1072</i d>
<name><! [ CDATA[ I nitial WAS Opti ons]]></nane>
</profil e>
<schedul i ng>
<start Dat e>2014- 08- 12T18: 30: 00Z</ st ar t Dat e>
<ti meZone>
<code>Eur ope/ Pari s</ code>
<of f set >+01: 00</ of f set >
</tinmeZone>
<occurrenceType>WEEKLY</ occur renceType>
<cancel Ti me>11: 00</ cancel Ti me>
<occurrence>
<weekl yQccurrence>
<ever yNWeeks>2</ ever yNWeeks>
<onDays>
<WeekDay>MONDAY</ WeekDay >
<Week Day>SATURDAY</ WeekDay>
<WeekDay>SUNDAY</ WeekDay >
</ onDays>
<occurrenceCount >20</ occurr enceCount >
</ weekl yCQccur rence>
</ occurrence>
<cancel Aft er NHour s>11</ cancel Aft er NHour s>
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</ schedul i ng>
<notification>
<active>fal se</active>
</notification>
<l aunchedCount >0</ | aunchedCount >
<| ast Scan>
<i d>14930848885</ i d>
<name><! [ CDATA] Wb Application Vul nerability Scan]]></nane>
<ref erence>was/ 1399921142279. 127704</ r ef erence>
<l aunchedDat e>2014- 08- 12T18: 30: 00Z</ | aunchedDat e>
<st at us>FI NI SHED</ st at us>
<scanbDur at i on>129</ scanDur at i on>
</ | ast Scan>
<cr eat edDat €>2014- 08- 12T18: 00: 00Z</ cr eat edDat e>
<cr eat edBy>
<i d>123056</i d>
<user nane>user nane</ user nane>
<firstNane><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nanme><! [ CDATA[ Smi t h] ] ></| ast Nane>
</ creat edBy>
<updat edDat e>2014- 08- 12T18: 00: 00Z</ updat edDat e>
<updat edBy>
<i d>123056</i d>
<user nane>user nane</ user nane>
<firstName><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>
</ updat edBy>
<notification>
<active>fal se</active>
<r eschedul e>t r ue</ reschedul e>
<del ay>
<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>
<nessage><! [ CDATA[ A Qual ysGuard scan is scheduled to start
soon. ] ] ></ message>
</notification>
<sendMi | >t rue</ sendMi | >
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>
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Create a schedule

Create a scheduled scan on a web application which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/create/was/wassc
anschedule

Methods allowed: POST

Input

Required input elements are listed below. The associated data type for each element
appears in parentheses, unless a compound element. See Reference: WasScanSchedule
for descriptions of these <WasScanSchedule> elements.

Required Elements Optional Elements

name (Text) target.scannerAppliance.type (Keyword:
EXTERNAL or Internal)

target.webApp.id (Integer) target.scannerAppliance.friendlyName
(Text)

type (Keyword: DISCOVERY or target. webAppAuthRecord.id (Integer) or

VULNERABILITY) target.webAppAuthRecord.isDefault
(Boolean)

profile.id (Integer)* options

startDate (Date) proxy.id (Integer)

timeZone (Text) dnsOverride.id (Integer)

occurrenceType (Keyword: cancelOption set to DEFAULT - Forces the

ONCE, DAILY, WEEKLY or use of the target web app’s cancelScans

MONTHLY) option if set, else fall back to the one passed
in to the API while launching the scan

notification (Boolean) cancelOption set to SPECIFIC - Always use
the cancel scan option passed while
launching the scan

reschedule (Boolean) sendMail (Boolean)

* The element profile (Text) is required unless the target has a default option profile.

Permissions

User must have the WAS application enabled

User must have “API Access” permission

User must have “Create WAS Schedule” permission
Scan target must be within the user’s scope
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Examples

Example 1: Create a new weekly schedule (POST)

Request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conl qps/rest/3.0/creat e/ was/ wasscansched
ule" < file.xm

Request POST Data

<Servi ceRequest >
<dat a>
<WasScanSchedul e>

<name><! [ CDATA[ Create Schedule from API 3 - using
Reschedul e] ] ></ nane>

<t ype>VULNERABI LI TY</type>
<active>fal se</active>
<schedul i ng>
<cancel Aft er NHour s>8</ cancel Aft er NHour s>
<st art Dat e>2014- 09- 06T09: 50: 11Z</ st art Dat e>
<ti meZone>
<code>Aneri cal/ Vancouver </ code>
<of f set >-07: 00</ of f set >
</tineZone>
<occurrenceType>WEEKLY</ occurrenceType>
<occurrence>
<weekl yCccurrence>
<ever yNWeeks>2</ ever yNWeeks>
<occurrenceCount >20</ occurr enceCount >
<onDays>
<WeekDay>SATURDAY</ WeekDay >
<WeekDay>SUNDAY</ Week Day >
</ onDays>
</ weekl yCQccur rence>
</ occurrence>
</ schedul i ng>
<notification>
<active>true</active>
<r eschedul e>t rue</ reschedul e>
<del ay>
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<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>
<nessage><! [ CDATA[ A Qual ysGuard scan i s scheduled to start
soon. ] ] ></ nmessage>
</notification>
<target>
<webApp>
<i d>1296335669</i d>
</ webApp>
<webAppAut hRecor d>
<i d>175535669</i d>
</ webAppAut hRecor d>
</target>
<profil e>
<i d>712265669</i d>
</profile>
</ WAsScanSchedul e>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchenalLocat i on="htt p://qual ysapi . qual ys. conf gps/ xsd
/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<i d>203285669</i d>
<name><! [ CDATA[ Creat e Schedul e from API 3 - using
Reschedul e] ] ></ nane>
<owner >
<i d>8792415669</i d>
<user nane>quays_cp</ user nane>
<firstName><![ CDATA[ Customer _2.6_1]]></first Nane>
<l ast Nane><! [ CDATA[ pocni ] ></| ast Nanme>
</ owner >
<active>fal se</active>
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<t ype>VULNERABI LI TY</t ype>
<t arget >
<webApp>
<i d>1296335669</i d>
<name><! [ CDATAl My Web Appli cati on]] ></nanme>
<url ><![ CDATA[ http://10.10. 26. 238]] ></url >
</ webApp>
<webAppAut hRecor d>
<i d>175535669</i d>
<nane><! [ CDATA[ AR1] ] ></ name>
</ webAppAut hRecor d>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
</target>
<profil e>
<i d>712265669</i d>
<name><! [ CDATA[ I nitial WAS Options]]></nane>
</profile>
<schedul i ng>
<start Dat e>2014- 09- 06T09: 50: 00Z</ st ar t Dat e>
<ti meZone>
<code>Aneri cal/ Vancouver </ code>
<of f set >- 07: 00</ of f set >
</tineZone>
<occurrenceType>ONCE</ occurrenceType>
<cancel Aft er NHour s>8</ cancel Aft er NHour s>
</ schedul i ng>
<notification>
<active>true</active>
<reschedul e>t rue</reschedul e>
<del ay>
<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>
<nessage><! [ CDATA[ A Qual ysGuard scan is scheduled to start
soon. ] ] ></ nessage>
</notification>
<l aunchedCount >0</ | aunchedCount >
<cr eat edDat e>2014- 08-27T22: 30: 59Z</ cr eat edDat e>
<cr eat edBy>
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<i d>8792415669</i d>
<user nane>quays_cp</ user name>
<firstName><![ CDATA[ Custoner _2. 6_1]]></fi r st Name>
<l ast Nane><! [ CDATA[ pocni ] ></ | ast Nanme>

</ creat edBy>

<updat edDat e>2014- 08- 27T22: 31: 00Z</ updat edDat e>

<updat edBy>
<i d>8792415669</i d>
<user nane>acne_abl</ user name>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<| ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>

</ updat edBy>

<sendMai | >t rue</ sendMai | >

</ WAsScanSchedul e>
</ dat a>
</ Servi ceResponse>

Example 2: Create a new schedule - cancel scan option (POST)

Create a new vulnerability scan schedule on web app ID 2376281 and set the cancel scan
option to SPECIFIC. Scans launched from this schedule will always use the cancel scan
option passed with the schedule settings and will override the target web app’s cancel
scan setting, if set.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ creat e/ was/ wasscansched
ule" < file.xn

Request POST Data

Servi ceRequest >
<dat a>
<WasScanSchedul e>

<name><! [ CDATAl My Scan Schedul e]] ></ nane>

<t ype>VULNERABI LI TY</t ype>

<schedul i ng>
<cancel Af t er NHour s>7</ cancel Aft er NHour s>
<start Dat e>2015- 09- 30T13: 11: 00Z</ st ar t Dat e>
<ti meZone>

<code>Aneri ca/ Dawson</ code>
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</ti meZone>
<occurrenceType>ONCE</ occurrenceType>

</ schedul i ng>
<t ar get >

<webApp>
<i d>2376281</i d>
</ webApp>
<scanner Appl i ance>
<t ype>EXTERNAL</t ype>
</ scanner Appl i ance>
<cancel Opti on>SPECI FI C</ cancel Opti on>

</target>
<profile>

<i d>332147</i d>

</profile>

</ WasScanSchedul e>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. com qps/ xs
d/ 3. 0/ was/ wasscanschedul e. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>

<WasScanSchedul e>
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<i d>325624</i d>
<nane><! [ CDATA[ My Scan Schedul e] ] ></ name>
<owner >
<i d>2086786</i d>
<user nane>acmne_t p16</ user nane>
<first Nane><![ CDATA[ FI RSTNAME] ] ></ fi r st Nane>
<| ast Nane><! [ CDATA] LASTNAME] ] ></ | ast Nanme>
</ owner >
<active>true</active>
<t ype>VULNERABI LI TY</t ype>
<t arget >
<webApp>
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<i d>2376281</i d>
<nanme><! [ CDATAl My Wb App] ] ></ name>
<url ><!'[ CDATA[ htt p://10. 10. 26. 238]] ></ url >
</ webApp>
<scanner Appl i ance>
<t ype>EXTERNAL</ t ype>
</ scanner Appl i ance>
<cancel Opti on>SPECI FI C</ cancel Opti on>
</target>
<pr ogr essi veScanni ng>DEFAULT</ pr ogr essi veScanni ng>
<profil e>
<i d>332147</i d>
<nane><! [ CDATA[ 10 | i nks]]></ nane>
</profil e>
<schedul i ng>
<start Dat e>2015- 09- 30T13: 11: 00Z</ st ar t Dat e>
<ti meZone>
<code>Aneri ca/ Dawson</ code>
<of f set >- 07: 00</ of f set >
</tinmeZone>
<occurrenceType>ONCE</ occurrenceType>
<cancel Aft er NHour s>7</ cancel Aft er NHour s>
</ schedul i ng>
<notification>
<active>fal se</active>
</notification>
<next LaunchDat e>2015- 09- 30T20: 11: 00Z</ next LaunchDat e>
<l aunchedCount >0</ | aunchedCount >
<cr eat edDat e>2015- 06- 26T20: 54: 30Z</ cr eat edDat e>
<cr eat edBy>
<i d>2086786</i d>
<user nane>ACME_t p16</ user nane>
<first Name><![ CDATA[ FI RSTNAME] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ LASTNAME] ] ></ | ast Nanme>
</ creat edBy>
<updat edDat €>2015- 06- 26T20: 54: 30Z</ updat edDat e>
<updat edBy>
<i d>2086786</i d>
<user nane>quays_t p16</ user name>
<first Name><![ CDATA[ FI RSTNAME] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ LASTNAME] ] ></ | ast Nane>
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</ updat edBy>
<sendMi | >t rue</ sendMi | >
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>
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Update a schedule

Update a scheduled scan on a web application which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/update/was/wassca
nschedule/<id>

Methods allowed: POST

Input

The “id” (Integer) element and the data to be updated in the schedule are required where
“id” identifies a schedule. See Reference: WasScanSchedule for descriptions of all of the
<WasScanSchedule> elements.

Permissions

User must have the WAS application enabled
User must have “API Access” permission

User must have “Edit WAS Schedule” permission
Scan target must be within the user’s scope

Example

Example 1: Enable notification (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ updat e/ was/ wasscansched
ule/1688" < file.xn

Note: “file.xml” contains the request POST data.
Reguest POST Data:

<Servi ceRequest >
<dat a>
<WasScanSchedul e>
<notification>
<active>true</active>
<del ay>
<nb>4</ nb>
<scal e>DAY</ scal e>
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</ del ay>
<reci pi ent s>
<set >
<Emai | Addr ess><! [ CDATA] nanmel@onpany. com ] ></ Emai | Addr ess>
<Emai | Addr ess><! [ CDATA] nanme2@onpany. com ] ></ Emai | Addr ess>
<Emai | Addr ess><! [ CDATA[ nane3@onpany. coni ] ></ Enai | Addr ess>
</set>
</reci pi ent s>
<nessage><! [ CDATA] The schedul e notification
message] ] ></ nessage>
</notification>
</ WasScanSchedul e>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<i d>1688</i d>
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>

Example 2: Update notification to reschedule (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni qps/rest/ 3.0/ updat e/ was/ wasscansched
ul e/ 171425669” < file.xn

Note: “file.xml” contains the request POST data.
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Request POST Data:

<Servi ceRequest >
<dat a>
<WasScanSchedul e>
<name><! [ CDATA] Updat e Notification to enabl e Reschedul e]] ></ name>
<notification>
<active>true</active>
<reschedul e>true</reschedul e>
<del ay>
<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>
<nessage><! [ CDATA[ A Qual ysGuard scan is scheduled to start
soon. ] ] ></ nmessage>
</ notification>
</ WasScanSchedul e>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnm ns: xsi="http://ww.w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchenalLocati on="http://qual ysapi . qual ys. conf gps/ xsd
/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<i d>171425669</i d>
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>
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Activate an existing schedule

Activate one or more scheduled scans on web applications which are in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/update/was/wassc
anschedule/<id>
or
https:/ /qualysapi.qualys.com/qps/rest/3.0/activate/was/wassc
anschedule/ <filters>

Methods allowed: POST

Input

The “id” (Integer) element is required to activate a specific schedule where “id” identifies
a schedule. Filters are required to activate schedules based on criteria. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: WasScanSchedule for descriptions of
these <WasScanSchedule> elements.

id (Integer) type (Keyword: VULNERABILITY or
DISCOVERY)
name (Text) active (Boolean)
webApp.id (Integer) invalid (Boolean)
webApp.name (Text) createdDate (Date)
owner.id (Integer) updatedDate (Date)
Permissions

User must have the WAS application enabled
User must have “API Access” permission

User must have “Edit WAS Schedule” permission
Scan target must be within the user’s scope

174 Qualys Web Application Scanning API



Chapter 5 — Schedule API
Activate an existing schedule

Example
Activate a schedule (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conl gps/rest/ 3.0/ updat e/ was/ wasscansched
ul e/ 1688" < file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<WasScanSchedul e>
<active>true</active>
</ WasScanSchedul e>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena-
i nstance”
xsi : noNanespaceSchemaLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<i d>1688</i d>
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>
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Deactivate an existing schedule

Deactivate one or more scheduled scans on web applications which are in the user’s

scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/update/was/wassca
nschedule/<id>
or

https://qualysapi.qualys.com/qps/rest/3.0/deactivate/was/was
scanschedule/ <filters>

Methods allowed: POST

Input

The “id” (Integer) element is required to deactivate a specific schedule where “id”
identifies a schedule. When multiple elements are specified, parameters are combined
using a logical AND. All dates must be entered in UTC date/time format. See Reference:
WasScanSchedule for descriptions of these <WasScanSchedule> elements.

id (Integer) type (Keyword: VULNERABILITY or
DISCOVERY)
name (Text) active (Boolean)
webApp.id (Integer) invalid (Boolean)
webApp.name (Text) createdDate (Date)
owner.id (Integer) updatedDate (Date)
Permissions

User must have the WAS application enabled
User must have “API Access” permission

User must have “Edit WAS Schedule” permission
Scan target must be within the user’s scope
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Example

Deactivate a schedule (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conl gps/rest/ 3.0/ updat e/ was/ wasscansched
ul e/ 1688" < file.xmn

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<WasScanSchedul e>
<active>fal se</active>
</ WasScanSchedul e>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena-
i nstance”
xsi : noNanespaceSchemaLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<i d>1688</i d>
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>
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Delete one or more existing schedules

Delete scheduled scans on web applications which are in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/delete/was/wassca
nschedule/<id>
or
https:/ /qualysapi.qualys.com/qps/rest/3.0/delete/was/wassca
nschedule/ <filters>

Methods allowed: POST

Input

The “id” (Integer) element is required to delete a specific schedule where “id” identifies a
schedule. Filters are required to delete schedules based on criteria. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: WasScanSchedule for descriptions of
these <WasScanSchedule> elements.

id (Integer) type (Keyword: VULNERABILITY or
DISCOVERY)
name (Text) active (Boolean)
webApp.id (Integer) invalid (Boolean)
webApp.name (Text) createdDate (Date)
owner.id (Integer) updatedDate (Date)
Permissions

User must have the WAS application enabled

User must have “API Access” permission

User must have “Delete WAS Schedule” permission
Scan target must be within the user’s scope

Examples

Example 1: Delete single schedule (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ del et e/ was/ wasscansched
ul e/ 1846”
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Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance”
xsi : noNanespaceSchemaLocati on="htt ps:// qual ysapi . qual ys. cnf gps/ xsd
/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<i d>1846</i d>
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>

Example 2: Delete schedules matching criteria (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conl gps/rest/ 3.0/ del et e/ was/ wasscansched
ule/" < file.xn

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="active" operator="EQALS'>fal se</Criteria>
<Criteria field="nanme" operator="CONTAI NS">WEEKLY -</Criteria>
</filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"”
xsi : noNanespaceSchemaLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
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<dat a>
<WasScanSchedul e>
<id>1747</id>
</ WasScanSchedul e>
<WasScanSchedul e>
<i d>1768</i d>
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>
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Download one or more schedules to iCalendar

Download scheduled scans on a web applications, which are in the user’s scope, to
iCalendar format and then import them into your favorite calendar application so you
can access your schedules on the go. You can import your schedules into several
calendars including Microsoft Outlook, Google Calendar and Apple iCal.

URL:

Methods allowed:

Input

https:/ /qualysapi.qualys.com/qps/rest/3.0/download/was/wa
sscanschedule/ <id>

or

https://qualysapi.qualys.com/qps/rest/3.0/download /was/wa
sscanschedule/ <filters>

POST

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: WasScanSchedule for descriptions of
these <WasScanSchedule> elements.

id (Integer)

type (Keyword: DISCOVERY or
VULNERABILITY)

name (Text)

webApp.name (Text)

owner.id

webApp.id (Integer)

createdDate (Date)

updatedDate (Date)

active (Boolean)

invalid (Boolean)

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Scan target must be within the user’s scope
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Example 1: Download single (POST)

Request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"

"https://qual ysapi.qual ys. conl qps/ rest/ 3. 0/ downl oad/ was/ wasscansch
edul e/ 1846

Response:

BEG N: VCALENDAR

PRODI D: -// Qual ys 1 nc//WAS Product//EN
VERSI ON: 2. 0

CALSCALE: GREGORI AN

METHOD: PUBLI SH

BEGQ N: VTI MEZONE

TZI D: Aneri cal Boi se

TZURL: http://tzurl.org/ zonei nf o/ Areri ca/ Boi se
X- LI C- LOCATI ON: Arrer i ca/ Boi se

BEG N: DAYLI GHT

TZOFFSETFROM - 0700

TZOFFSETTO. - 0600

TZNAME: MDT

DTSTART: 20070311T020000

RRULE: FREQ=YEARLY; BYMONTH=3; BYDAY=2SU
END: DAYLI GHT

BEGQ N: STANDARD

TZOFFSETFROM - 0600

TZOFFSETTO. - 0700

TZNAME: MST

DTSTART: 20071104T020000

RRULE: FREQ=YEARLY; BYMONTH=11; BYDAY=1SU
END: STANDARD

BEGQ N: STANDARD

TZOFFSETFROM - 074449

TZOFFSETTO. - 0800

TZNAME: PST

DTSTART: 18831118T121511

END: STANDARD

BEGQ N: DAYLI GHT

TZOFFSETFROM - 0800
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TZOFFSETTO - 0700
TZNAME: PDT

DTSTART: 19180331T020000
END: DAYLI GHT

BEG N: STANDARD
TZOFFSETFROM - 0700
TZOFFSETTO - 0800
TZNAME: PST

DTSTART: 19181027T020000
END: STANDARD

BEG N: STANDARD
TZOFFSETFROM - 0800
TZOFFSETTO - 0700
TZNAME: MST

DTSTART: 19230513T020000
END: STANDARD

BEG N: DAYLI GHT
TZOFFSETFROM - 0700
TZOFFSETTO - 0600
TZNAME: MAT

DTSTART: 19420209T020000
END: DAYLI GHT

BEG N: DAYLI GHT
TZOFFSETFROM - 0600
TZOFFSETTO - 0600

TZNAME: MPT

DTSTART: 19450814T170000
END: DAYLI GHT

BEG N: STANDARD
TZOFFSETFROM - 0600
TZOFFSETTO - 0700

TZNAME: MST

DTSTART: 19450930T020000
END: STANDARD

BEG N: DAYLI GHT
TZOFFSETFROM - 0700
TZOFFSETTO - 0600

TZNAME: MDT

DTSTART: 19670430T020000
END: DAYLI GHT

BEG N: STANDARD
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TZOFFSETFROM - 0700
TZOFFSETTGO - 0700
TZNAME: MST

DTSTART: 19740101T000000
END: STANDARD

END: VTI MEZONE

BEG N: VEVENT
DTSTART; TZI D=Aneri ca/ Boi se: 20111128T140000
DTEND; TZI D=Aneri ca/ Boi se: 20111128T140000
RRULE: FREQ=DAI LY; COUNT=1; | NTERVAL=1
DTSTAMP: 20120327T182146Z
Ul D: Ul D_ADDRESS
ORGANI ZER: MAI LTO: EMAI L_ ADDRESS
CONTACT: John Smit h ( USERNANE)
CATEGORI ES: Wb Application Vul nerability Scan
LOCATI ON: ny_scanner
DESCRI PTI ON: Type: Wb Application Vulnerability Scan\n
Web Application: My Apache\n
Aut henti cati on Record: None\n
Option Profile: My Apache Site - OP\n
Oaner: John Smith (USERNAME)\ n
Onner Phone: xxX- xxx-xxxx\ n
Owner Enmil: nmilto: EMAI L_ADDRESS\ n
Mbdi fied By: John Smith (USERNAME)\n
Ti me Zone: (GMI -06: 00) Muntain Standard Time (MT
Aneri cal Boi se)
Daylight Saving Tinme: On\n
Duration: No run tinme threshold\n
Approxi mate Duration: Not Avail abl e\n
Cccurs: Every 1 day\, End after 1 occurrence (1 remaining)
Scanner Appliance: my_scanner\n
Targets: My Web AppNone\n
Notification: Of\n
SUVMARY: My Wb App Scan Schedul e (Active)
CREATED: 20111128T204534Z
LAST- MODI FI ED: 20111128T210007Z
SEQUENCE: 0
STATUS: CONFI RVED
TRANSP: TRANSPARENT
END: VEVENT
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END: VCALENDAR

Example 2: Download with criteria (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ downl oad/ was/ wasscansch
edule/" < file.xn

Note: “file.xml” contains the request POST data.

Request POST Data:
<Servi ceRequest >
<filters>
<Criteria field="active" operator="EQIALS"'>fal se</Criteria>
<Criteria field="nanme" operator="CONTAI NS">WEEKLY -</Criteria>
</filters>
</ Servi ceRequest >
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186

The <WasScanSchedule> element includes sub elements used to define a web application
scan schedule. A reference of these elements is provided below. An asterisk * indicates a

complex element.

Element (data type)

Description

id (Integer) The schedule ID. This element is assigned by the service and is
required for a certain type of request (details, activate,
deactivate).

owner* The user who owns the schedule. User properties include user

ID, user login, first and last name.
Example:
<owner >
<i d>123056</i d>
<user name>user name</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nanme>
</ owner >

active (Boolean)

The schedule is active: true or false.

launchedCount (Integer)

The number of times the scan has been launched.

nextLaunchDate (Date)

The next launch date and time in UTC date/time format (YYYY-
MM-DDTHH:MM:SSZ).
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Description

target*

The target of the scan. <webApp> is the target web application.

<scanner Appl i ance> - type (Keyword) is set to INTERNAL
for a scanner appliance, or EXTERNAL for external
scanners. If the type is INTERNAL, friendlyName (Text)
is the user-defined appliance name.

<cancel Opti on> set to DEFAULT - Forces the use of the
target web app’s cancelScans option if set, else fall back to the
one passed in to the API with the schedule settings.

<cancel Opt i on> set to SPECIFIC - Always use the cancel
scan option passed with the schedule settings.

Example:
<t arget >
<webApp>
<i d>324265</i d>
<nanme><! [ CDATA[ Mer chant Site]]></nanme>
<url ><![ CDATA http://url]]></url>
</ webApp>
<scanner Appl i ance>
<t ype>| NTERNAL</ t ype>
<fri endl yName><! [ CDATA[ nane] ] ></ fri endl yNanme>
</ scanner Appl i ance>
<cancel Opt i on>SPECI FI C</ cancel Opti on>
</target>

profile.id (Integer)

The name of the option profile that includes scan settings. The
service provides the profile “Initial WAS Options” and we
recommend this for getting started.
Example:
<profile>

<nane><! [ CDATA[ I nitial WAS Options]]></nane>
</profile>

proxy.id (Integer)

The proxy for scanning the target web application.
Example:
<proxy>
<i d>12345</id>
</ proxy>

dnsOverride.id (Integer)

The DNS override record for scanning the target web
application.
Example:
<dnsOverride>
<i d>67890</i d>
</ dnsOverri de>
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Element (data type) Description

createdDate (Date) The schedule creation date and time in UTC date/time format
(YYYY-MM-DDTHH:MM:SSZ).

createdBy* The user who created the schedule.
Example:

<cr eat edBy>
<i d>123056</i d>
<user nane>user name</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>
</ cr eat edBy>

updatedDate (Date) The date and time of the most recent update of the schedule in
UTC date/time format (YYYY-MM-DDTHH:MM:SSZ).
updatedBy* The user who updated the schedule.
Example:

<updat edBy>
<i d>123056</i d>
<user name>user nanme</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Name>
</ updat edBy>
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Element (data type) Description

scheduling* The schedule settings. <cancel AfterNHours> is the number of
hours after which the scan task will be cancelled. <cancelTime>
is the time at which a scan will be cancelled. <startDate> is the
date and time the scan will begin. <timeZone> is the time zone
that applies to the schedule. <occurence> defines frequency of
the task: SINGLE, DAILY, WEEKLY or MONTHLY.
Example of weekly scan with the <cancel AfterNHours> option:
<schedul i ng>
<cancel Aft er NHour s>11</ cancel Af t er NHour s>
<startDat e>2012- 02-02T10: 10: 00Z</ st ar t Dat e>
<ti nmeZone>
<code>Eur ope/ Pari s</ code>
</ti meZone>
<occurrenceType>WEEKLY</ occurrenceType>
<occurrence>
<weekl yOccurrence>
<ever yNWeeks>2</ ever yNWeeks>
<occurrenceCount >20</ occur r enceCount >
<onDays>
<WeekDay>MONDAY</ Week Day >
<WeekDay>SATURDAY</ WeekDay >
<WeekDay>SUNDAY</ Week Day >
</ onDays>
</ weekl yCccurrence>
</ occurrence>
</ schedul i ng>

Example of single occurrence scan with the <cancelTime>
optton:
<schedul i ng>

<startDat e>2012-02- 02T10: 10: 00Z</ st art Dat e>

<ti meZone>

<code>Eur ope/ Pari s</ code>

</ timeZone>

<occurrenceType>ONCE</ occurrenceType>

<occurrence>

<cancel Ti me>11: 15</ cancel Ti me>
</ occurrence>

</ schedul i ng>
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Element (data type) Description

notification* The notification settings. <active> indicates whether
notification is enabled. <delay> indicates when the notification
will be sent as number of days, hours, or minutes before the
scan. <scale> indicates the delay unit: DAY, HOUR or MINUTE.
<recipients> identifies the email addresses of the notification
recipients. <message> is the text of the notification message.
Example:
<notification>
<active>true</active>
<del ay>
<nb>1</ nb>
<scal e>DAY</ scal e>
</ del ay>
<reci pi ent s>
<set >
<Emai | Addr ess><! [ CDATA[ 1@. conj ] ></ Emai | Addr ess>
<Emai | Addr ess><! [ CDATA[ 2@. con] ] ></ Enmi | Addr ess>
</ set>
</ reci pi ent s>
<nmessage><! [ CDATA] The nessage]] ></ nessage>
</notification>

sendMail (Boolean) Set to false to disable scan complete email notifications.
Example:
<sendMui | >f al se</ sendMai | >
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The WAS Report API provides a suite of API functions for managing web application
reports across the enterprise.

These operations are available:
Current report count

Search reports

Get report details

Get report status

Download a report

Send an encrypted PDF report
Update a report

Delete one or more existing reports
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Current report count

Returns the total number of reports in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/count/was/report
Methods allowed: GET, POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: Report for descriptions of these
<Report> elements.

id (Integer) creationDate (Date)

name (Text) type (Keyword: WAS_SCAN_REPORT,
WAS_WEBAPP_REPORT,
WAS_SCORECARD_REPORT,
WAS_CATALOG_REPORT or
DATALIST_REPORT)

tags.id (Integer) format (Keyword: HTML_ZIPPED,
HTML_BASE64, PDF, PDF_ENCRYPTED,
CSV, XML, POWERPOINT or WORD)

tags.name (Text) status (Keyword: RUNNING, ERROR or
COMPLETE)

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Count includes reports within the user’s scope
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Examples

Example 1: Count - no criteria (GET)

Request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys.conl gps/rest/ 3.0/ count/was/report"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse>

<count >12</ count >

<r esponseCode>SUCCESS</ r esponseCode>
</ Servi ceResponse>

Example 2: Count - criteria (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X “POST”
--data-binary @

"https://qual ysapi.qual ys.conl gps/rest/ 3.0/ count/was/report" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="id" operator="1N'>1302, 1303</Criteria>
</filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse>

<count >1</ count >

<r esponseCode>SUCCESS</ r esponseCode>
</ Servi ceResponse>
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Search reports

Returns a list of reports which are in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/search/was/report
Methods allowed: POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: Report for descriptions of these
<Report> elements.

id (Integer) creationDate (Date)

name (Text) type (Keyword: WAS_SCAN_REPORT,
WAS_WEBAPP_REPORT,
WAS_SCORECARD_REPORT,
WAS_CATALOG_REPORT or
DATALIST_REPORT)

tags format (Keyword: HTML_ZIPPED,
HTML_BASE64, PDF, PDF_ENCRYPTED,
CSV, XML, POWERPOINT or WORD)

tags.id (Integer) status (Keyword: RUNNING, ERROR or
COMPLETE)

tags.name (Text)

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Output includes reports within the user’s scope
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Examples

Example 1: Search - no criteria (POST)

Request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conf qps/rest/ 3.0/ search/was/report" <
file.xm

Note: “file.xml” contains the request POST data. Specify an empty file, since no search
criteria is being specified.

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse>
<count >3</ count >
<dat a>
<list>
<Report >
<i d>1393</i d>
<nane><! [ CDATA[ Wb Application Report 1]]></nanme>
<t ype>WAS_ WEBAPP_REPORT</type>
<f or mat >PDF</ f or nat >
<st at us>COVMPLETE</ st at us>
<si ze>2244667</ si ze>
<creationbDat e>2011- 11- 25T10: 20: 06Z</ cr eat i onDat e>
<t ags>
<count >0</ count >
</tags>
<owner >
<i d>123056</i d>
<user nane>user name</ user name>
<firstName><![ CDATA[ John]] ></fi r st Nane>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</ owner >
</ Report >
<Report >
<i d>1394</i d>
<nane><! [ CDATA[ Wb Application Report 2]]></nane>
<t ype>WAS WEBAPP_REPORT</type>
<f or mat >PDF</ f or mat >
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<st at us>COVMPLETE</ st at us>
<si ze>124578</si ze>
<creationbDat e>2011- 11- 25T10: 21: 25Z</ cr eat i onDat e>
<t ags>
<count >0</ count >
</tags>
<owner >
<i d>123056</i d>
<user nane>user nane</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>
</ owner >
</ Report >
<Report>
<i d>1282</i d>
<nane><! [ CDATA Wb Application Report 3]]></nanme>
<t ype>WAS WEBAPP_REPORT</type>
<f or mat >PDF</ f or nat >
<st at us>COVMPLETE</ st at us>
<si ze>12341234</ si ze>
<creationbDat e>2011- 11- 24T00: 00: 00Z</ cr eat i onDat e>
<t ags>
<count >0</ count >
</tags>
<owner >
<i d>123056</i d>
<user nane>user nane</ user nane>
<first Name><![ CDATA[ John] ] ></fi r st Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>
</ owner >
</ Report >
</list>
</ dat a>
<i sDone>t r ue</ i sDone>
<r esponseCode>SUCCESS</ r esponseCode>
<responseErrorDet ai |l s>
<i nternal Error Codel d>0</i nt er nal Err or Codel d>
</responseErrorDetail s>
</ Servi ceResponse>
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Example 2: Search - criteria (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/ rest/ 3.0/ search/was/report" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="tags.id"
oper at or =" EQUALS">99511</Criteri a>
</filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse>
<count >1</ count >
<dat a>
<list>
<Report >
<i d>1302</i d>
<name><! [ CDATA] Wb Appli cati on Report 2]]></nane>
<t ype>WAS WEBAPP_REPORT</type>
<f or mat >PDF_ENCRYPTED</ f or mat >
<st at us>COVMPLETE</ st at us>
<si ze>2244667</ si ze>
<creationbDat e>2011- 11- 24T00: 00: 00Z</ cr eat i onDat e>
<t ags>
<count >1</ count >
</tags>
<di stributionLi st >
<count >12</ count >
</distributionList>
<owner >
<i d>123056</i d>
<user nane>user nane</ user nane>
<firstName><![ CDATA[ John] ] ></fi r st Nane>
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<l ast Nane><! [ CDATA[ Smi t h] ] ></| ast Nane>
</ owner >
</ Report >

</list>
</ dat a>
<i sDone>t r ue</ i sDone>
<r esponseCode>SUCCESS</ r esponseCode>
<responseErrorDetail s>

<i nt er nal Err or Codel d>0</i nt er nal Err or Codel d>
</responseErrorDetail s>

</ Servi ceResponse>
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Get report details

View details for a report which is in the user’s scope. Want to find a report ID to use as
input? See Search reports.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/get/was/report/<id>
Methods allowed: GET

Input

The element “id” (Integer) is required, where id identifies a report.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Report must be within the user’s scope

Example

Get report details

Request:

curl -u "USERNAVE: PASSWORD'
"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ get/was/report/1302"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse>
<count >1</ count >
<dat a>
<Report >
<i d>1302</i d>
<nane><! [ CDATA[ Wb Application Report 2]]></nanme>
<t ype>WAS_ WEBAPP_REPORT</t ype>
<f or mat >PDF_ENCRYPTED</ f or nat >
<st at us>COVPLETE</ st at us>
<Si ze>2244667</ si ze>
<creationbDat e>2011- 11- 24T00: 00: 00Z</ cr eat i onDat e>
<| ast Downl oadDat €>2011- 11- 09T00: 00: 00Z</ | ast Downl oadDat e>
<downl oadCount >1</ downl oadCount >
<t ags>
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<count >2</ count >
<list>
<Tag>
<i d>99509</i d>
<name><! [ CDATA[ Tag 1]] ></ nane>
</ Tag>
<Tag>
<i d>99510</i d>
<name><! [ CDATA] Tag 2]] ></ nanme>
</ Tag>
</list>
</tags>
<di stri butionLi st >
<count >2</ count >
<list>

<Enmai | Addr ess><! [ CDATA[ enai | 1@onpany. conj ] ></ Enai | Addr ess>

<Enmai | Addr ess><! [ CDATA[ enmi | 2@onpany. conj ] ></ Enai | Addr ess>
</list>
</distributionList>
<owner >
<i d>123056</i d>
<user nane>user nane</ user nane>
<first Nanme><![ CDATA[ John] ] ></fi r st Nane>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>
</ owner >
</ Report >
</ dat a>
<r esponseCode>SUCCESS</ r esponseCode>
</ Servi ceResponse>
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Get report status

Retrieve the status of a report which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/status/was/report/ <id>
Methods allowed: ~ GET

Input

The element “id” (Integer) is required, where “id” identifies a report.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Report must be within the user’s scope

Example

Get report status

Request:

curl -u "USERNAVME: PASSWORD'
"https://qual ysapi.qual ys. conf gps/rest/3.0/status/was/report/1302"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse>
<count >1</ count >
<dat a>
<Report >
<i d>1302</i d>
<st at us>COVMPLETE</ st at us>
</ Report >
</ dat a>
<r esponseCode>SUCCESS</ r esponseCode>
</ Servi ceResponse>
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Download a report

Download a report which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/download /was/report/
<id>

Methods allowed: GET

Input

The elements “id” (Integer) is required, where “id” identifies a report.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Report must be within the user’s scope

Example

Get report status

Request:

curl -u "USERNAVME: PASSWORD'
"https://qual ysapi.qual ys. coni gps/rest/ 3.0/ downl oad/ was/ report/ 130
o

Response:
Report ID 1302 will be downloaded in the format in which it was generated.
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Send an encrypted PDF report

Send an encrypted PDF report, which is in the user’s scope, to a distribution list.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/send /was/report/<i
d>

Methods allowed: POST

Input

The elements “id” (Integer) and “distributionList” (Text) are required, where “id”
identifies a report and “distributionList” identifies the email addresses of the report
recipients.

Permissions

User must have the WAS application enabled
User must have “API Access” permission

User must have “Distribute Report” permission
Report must be within the user’s scope

Example

Request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ send/ was/report/1302" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<Report>
<di stributionLi st>
<add>

<Enmai | Addr ess><! [ CDATA| enmi | 1@bc. coni] ></ Ermai | Addr ess>
<Enmai | Addr ess><! [ CDATA| enmi | 2@bc. coni ] ></ Ermai | Addr ess>
</ add>

</ di stributionList>

Qualys Web Application Scanning API 203



Chapter 6 — Report API
Send an encrypted PDF report

</ Report >
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse>
<count >1</ count >
<dat a>
<Report>
<i d>1302</i d>
</ Report >
</ dat a>
<r esponseCode>SUCCESS</ r esponseCode>
</ Servi ceResponse>
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Update a report

Update the tags assigned to a report which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/update/was/report
/ <id>

Methods allowed: ~ POST

Input

The elements “id” (Integer) and “tags” (complex element) are required, where “id”
identifies a report and “tags” identifies tags to be added or removed.

The element “showPatched” can be set to filter the report to include/not include findings
with virtual patches. Applies to Web Application Report and Scan Report. This filter can
be set to:

SHOW_ONLY - show patched findings only
SHOW_BOTH - show patched & unpatched findings (default)
SHOW_NONE - show unpatched findings only

Permissions

User must have the WAS application enabled
User must have “API Access” permission
User must have “Edit Report” permission
Report must be within the user’s scope

Example

Update a report - add a tag

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf qps/rest/ 3. 0/ updat e/ was/ report/1304"
< file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<Report>
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<t ags>
<set >
<Tag>
<i d>99509</i d>
</ Tag>
<Tag>
<i d>99510</i d>
</ Tag>
</set>
</tags>
</ Report >
</ dat a>
</ Servi ceRequest >

Response:

<?xm version="1.0"
<Servi ceResponse>
<count >1</ count >
<dat a>
<Report>
<i d>1304</i d>
</ Report >
</ dat a>
<r esponseCode>SUCCESS</ r esponseCode>
</ Servi ceResponse>

encodi ng="UTF- 8" ?>
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Delete one or more existing reports

Delete a report which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/delete/was/report
/<id>
or
https://qualysapi.qualys.com/qps/rest/3.0/delete /was/report

Methods allowed: POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. To delete one report by the report ID, the id element is required.
the other elements listed below are used to delete reports based on filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format. See Reference: Report for descriptions of these
<Report> elements.

id (Integer) creationDate (Date)

name (Text) type (Keyword: WAS_SCAN_REPORT,
WAS_WEBAPP_REPORT,
WAS_SCORECARD_REPORT,
WAS_CATALOG_REPORT or
DATALIST_REPORT)

tags.id (Integer) format (Keyword: HTML_ZIPPED,
HTML_BASE64, PDF, PDF_ENCRYPTED,
CSV, XML, POWERPOINT or WORD)

tags.name (Text) status (Keyword: RUNNING, ERROR or
COMPLETE)

Permissions

User must have the WAS application enabled
User must have “API Access” permission
User must have “Delete Report” permission
Report must be within the user’s scope
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Example 1: Delete a single report (POST)
Delete the report with the ID 1393.

Request:

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
"https://qual ysapi.qual ys.conl qps/rest/3.0/del et e/ was/report/6333"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. com qps/ xs
d/ 3. 0/ was/ report.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Report>
<i d>6333</i d>
</ Report >
</ dat a>

Example 2: Delete reports - criteria (POST)

Delete reports matching one or both of these criteria: 1) reports with names that contain
the string “to be deleted”, and 2) reports that are completed (having the status
COMPLETED).

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conl qps/rest/3.0/del ete/was/report" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="name" operator="CONTAI NS"'>to be
del eted</Criteria>
<Criteriafield="status" operator="EQUALS"'>COVWPLETE</Criteria>
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</filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ report. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Report >
<i d>1542</i d>
</ Report >
</ dat a>
</ Servi ceResponse>
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The <Report> element includes sub elements used to define a web application report. A
reference of these elements is provided below. An asterisk * indicates a complex element.

Element (data type)

Description

id (Integer)

The report ID. This element is assigned by the service and is
required for a certain type of request (details, status, update,
delete, send or download).

name (Text)

The report name (maximum 256 characters).

description (Text)

A description of the report.

owner* This element is assigned by the service and may be specified for
an update request only.
Example:
<owner >
<i d>123056</i d>
<user name>user nane</ user nane>
<firstName><![ CDATA[ Johns] ] ></fir st Nane>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>
</ owner >
type (Text) The report type, one of: WAS_SCAN_REPORT,

WAS_WEBAPP_REPORT, WAS_SCORECARD_REPORT,
WAS_CATALOG_REPORT, DATALIST_REPORT

format (Text)

The format of the report, one of: HTML_ZIPPED,
HTML_BASE64, PDF, PDF_ENCRYPTED, POWERPOINT, CSV,
XML, WORD

tags*

This element identifies the tags associated with the report.
Example:
<t ags>
<count >2</ count >
<list>
<Tag>
<i d>99509</i d>
<nanme><! [ CDATA[ Tag 1]]></ name>
</ Tag>
<Tag>
<i d>99511</i d>
<nane><! [ CDATA[ Tag 2] ] ></ nane>
</ Tag>
</list>
</ tags>

password (Text)

The password for a PDF encrypted report.
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Description

distributionList*

This element specifies the email addresses for distribution of the
report.
Example:
<di stri butionList>

<count >2</ count >

<list>

<Emmi | Addr ess><! [ CDATA[ 1@bc. com ] ></ Emai | Addr ess
>
<Emai | Addr ess><! [ CDATA[ 2@bc. coni ] ></ Emai | Addr ess
>

</list>
</distributionList>

config*

The configuration options for report creation.
Example:
<config>
<webAppReport >
<t ar get >
<t ags>
<Tag>
<i d>102609</i d>
</ Tag>
</ tags>
<webapps>
<WebApp>
<i d>324538</i d>
</ WebApp>
</ webapps>
</target>

status (Keyword)

The status of the report: RUNNING, ERROR or COMPLETE

creationDate (Date)

The date when the report was created in UTC date/time format
(YYYY-MM-DDTHH:MM:SSZ).

lastDownloadDate (Date)

The date when the report was last downloaded in UTC
date/time format (YYYY-MM-DDTHH:MM:SSZ).

downloadCount (Integer)

The number of times the report has been downloaded.
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The WAS Report Creation API allows you to create a variety of web application
reports based on security information collected by the most recent scans of your web
applications.

See these topics:
Report Creation API
Web Application Report
Scan Report
Scorecard Report

Catalog Report




Chapter 7 — Report Creation API
Report Creation API

Report Creation API

Input

214

Using the Report Creation API you can create these reports: Web Application Report,
Scan Report, Scorecard Report and Catalog Report.

URL: https://qualysapi.qualys.com/qps/rest/3.0/create/was/report

Methods allowed: POST

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. See Reference: Report Creation for descriptions of these elements.

Required Elements

Optional Elements

name (Text)

tags.id (Integer)

type (Keyword:
WAS_SCAN_REPORT,
WAS_WEBAPP_REPORT,
WAS_SCORECARD_REPORT or
WAS_CATALOG_REPORT)

tags.name (Text)

format (Keyword: HTML_ZIPPED,
HTML_BASE64, PDF,
PDF_ENCRYPTED, CSV, XML, or
POWERPOINT)

password (Text)

config*(1)

distributionList*

(1) The “config” element must have one and only one of these child elements:
webAppReport, scanReport, catalogReport or scorecardReport. These are described in

the next sections.

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN
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Permissions

User must have the WAS application enabled
User must have “API Access” permission
User must have “Create Report” permission
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Web Application Report

A Web Application Report shows the security status of your web applications.

Input for this report

216

Allowed input elements are listed below. The element “target” is required and at least
one of these child elements must be set: “tags” or “webapps”. See Reference: Report
Creation for descriptions of these elements.

target.tags (Tag) display.contents (WebAppReportContent)
target.webapps (WebApp) display.graphs
(WebAppReportGraph)
filters.searchlists (SearchList) display.groups
(WebAppReportGroup)
filters.url (Text) display.options
(rawLevels)
filters.status display.groups
(WebAppFindingStatus) (WebAppReportGroup)

filters.remediation
showPatched (Keyword:
SHOW_ONLY, SHOW_NONE,
SHOW_BOTH - default)

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN
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Example

Create a web application report

Create a web application report in encrypted PDF format, setting both tags and web
applications for the target.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conf gps/rest/ 3.0/ create/was/report” <
file.xm

Note: “file.xml” contains the request POST data.
Reguest POST Data:

<Servi ceRequest >
<dat a>
<Report >
<name><! [ CDATA[ APl Wb Application Report]]></nanme>
<descri pti on><![ CDATA[ Encrypt ed PDF WebApp
report]]></description>
<f or mat >PDF_ENCRYPTED</ f or nat >
<passwor d>PASSWORD</ passwor d>
<di stributionLi st>
<set >
<Enmai | Addr ess>enai | @onai n. conx/ Enmai | Addr ess>
</ set>
</distributionList>
<t ype>WAS_ WEBAPP_REPORT</t ype>
<confi g>
<webAppReport >
<t arget >
<t ags>
<Tag>
<i d>7821676</i d>
</ Tag>
</tags>
<webapps>
<WebApp>
<i d>28510007</i d>
</ WebApp>
</ webapps>
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</target>
<di spl ay>
<cont ent s>
<WebAppReport Cont ent >DESCRI PTI ON</ WebAppRepor t Cont ent >
<WebAppRepor t Cont ent >SUMVARY</ WebAppRepor t Cont ent >
<WebAppRepor t Cont ent >GRAPHS</ WebAppRepor t Cont ent >
<WebAppReport Cont ent >RESULTS</ WebAppReport Cont ent >
</ cont ent s>
<gr aphs>
<WebAppRepor t Graph>VULNERABI LI TI ES_BY_GROUP</ WebAppReport G aph>
<WebAppReport Graph>VULNERABI LI TI ES_BY_OWASP</ WebAppReport G aph>
</ graphs>
<groups>
<WebAppRepor t Gr oup>CROUP</ WebAppReport G oup>
<WebAppReport G oup>ONSP</ WbAppRepor t G oup>
</ groups>
<opti ons>
<rawLevel s>true</rawLevel s>
</ opti ons>
</ di spl ay>
<filters>
<i ncl udedSear chlLi st s>
<Sear chLi st >
<i d>378688</i d>
</ Sear chlLi st >
</incl udedSear chlLi st s>
<st at us>
<WebAppFi ndi ngSt at us>NEW&/ WebAppFi ndi ngSt at us>
<WebAppFi ndi ngSt at us>ACTI VE</ WebAppFi ndi ngSt at us>
<WebAppFi ndi ngSt at us>REOPENED</ WebAppFi ndi ngSt at us>
</ status>
</[filters>
</ webAppReport >
</ config>
</ Report >
</ dat a>
</ Servi ceRequest >
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Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ report. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Report >
<i d>2629</i d>
</ Report >
</ dat a>
</ Servi ceResponse>

Qualys Web Application Scanning API 219



Chapter 7 — Report Creation API
Scan Report

Scan Report

A scan report shows you the results of scans on a particular web application.

Input for this report

Allowed input elements are listed below. The element “target” is required and at least
one “scans” child element is required. See Reference: Report Creation for details.

target.scans (WasScan)

display.contents (ScanAppReportContent)

filters.searchlists (SearchList) display.graphs
(ScanAppReportGraph)

filters.url (Text) display.groups
(ScanAppReportGroup)

filters.status (ScanFindingStatus) | display.options
(rawLevels)

filters.remediation
showPatched (Keyword:
SHOW_ONLY, SHOW_NONE,
SHOW_BOTH - default)

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Example

Create a scan report

Create a scan report in HTML ZIPPED format, selecting a single scan for the target.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"

--data-binary @

"https://qual ysapi.qual ys.conf qps/rest/3.0/create/was/report" <

file.xnm

Note: “file.xml” contains the request POST data.
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Request POST Data:

<Servi ceRequest >
<dat a>
<Report >
<name><![ CDATA[wi th all paraneters HTM__ZI PPED] ] ></ name>
<descri pti on><![ CDATA[ A si npl e scan report]]></description>
<f or mat >HTM__ZI PPED</ f or mat >
<t ype>WAS SCAN REPORT</type>
<confi g>
<scanReport >
<t arget >
<scans>
<WasScan>
<i d>104268</i d>
</ WasScan>
</ scans>
</target>
<di spl ay>
<cont ent s>
<ScanReport Cont ent >DESCRI PTI ON</ ScanRepor t Cont ent >
<ScanReport Cont ent >SUMVARY</ ScanReport Cont ent >
<ScanReport Cont ent >GRAPHS</ ScanReport Cont ent >
<ScanReport Cont ent >RESULTS</ ScanReport Cont ent >
<ScanRepor t Cont ent > NDI VI DUAL_RECORDS</ ScanReport Cont ent >
<ScanReport Cont ent >RECORD DETAI LS</ ScanReport Cont ent >
<ScanReport Cont ent >ALL_RESULTS</ ScanReport Cont ent >
<ScanReport Cont ent >APPENDI X</ ScanReport Cont ent >
</ cont ent s>
<gr aphs>

<ScanRepor t G aph>VULNERABI LI TI ES_BY_SEVERI TY</ ScanRepor t G aph>
<ScanRepor t G aph>VULNERABI LI TI ES_BY_GROUP</ ScanReport G aph>
<ScanReport Graph>VULNERABI LI TI ES_BY_OWASP</ ScanReport G- aph>
<ScanReport Graph>VULNERABI LI TI ES_BY_WASC</ ScanReport G aph>
<ScanReport Graph>SENSI Tl VE_CONTENTS_BY_CGROUP</ ScanReport Gr aph>

</ graphs>
<gr oups>
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<ScanRepor t G- oup>URL</ ScanReport G oup>
<ScanReport G oup>GROUP</ ScanRepor t G oup>
<ScanReport G oup>ONASP</ ScanRepor t G oup>
<ScanReport G oup>WASC</ ScanReport G oup>
<ScanReport G oup>STATUS</ ScanRepor t G oup>
<ScanReport G oup>CATEGORY</ ScanRepor t G oup>
<ScanReport Group>Q D</ ScanReport G oup>
</ groups>
<opti ons>
<rawLevel s>true</rawLevel s>
</ opti ons>
</ di spl ay>
<filters>
<searchli st s>
<Sear chlLi st >
<i d>43147</i d>
</ Sear chlLi st >
</ searchlists>
<url>http://ww.nysite.com hel p. htm </ url >
<st at us>
<ScanFi ndi ngSt at us>NEW/ ScanFi ndi ngSt at us>
<ScanFi ndi ngSt at us>ACTI VE</ ScanFi ndi ngSt at us>
<ScanFi ndi ngSt at us>REOPENED</ ScanFi ndi ngSt at us>
<ScanFi ndi ngSt at us>FI XED</ ScanFi ndi ngSt at us>
</ st atus>
</filters>
</ scanReport >
</ config>
</ Report >
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanmespaceSchenalLocati on="htt ps://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ report.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
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<Report >
<i d>3629</i d>
</ Report >
</ dat a>
</ Servi ceResponse>
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Scorecard Report

A Scorecard Report ranks the vulnerability of your web applications.

Input for this report

Allowed input elements are listed below. See Reference: Report Creation for descriptions
of these elements.

target.tags (Tag) display.contents (ScorecardReportContent)

filters.searchlists (SearchList) display.graphs
(ScorecardReportGraph)

filters.scanDate (DatetimeRange) display.groups
(ScorecardReportGroup)

filters.scanStatus display.options
(WasScanConsolidatedStatus) (rawLevels)

filters.scanAuthStatus
(WasScanAuthStatus)

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN
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Example

Create a scorecard report

Create a scorecard report in PDF format, selecting a single tag for the target.

Request:
curl -u "USERNAMVE: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conf qps/rest/3.0/create/was/report" <
file.xm

Note: “file.xml” contains the request POST data.
Reguest POST Data:

<Servi ceRequest >
<dat a>
<Report >
<name><! [ CDATA[with all paraneters PDF with rawlLevel
fal se] ] ></ nane>
<descri pti on><![ CDATA[ A si npl e scorecard
report]]></description>
<f or mat >PDF</ f or mat >
<t ype>WAS SCORECARD REPORT</type>
<confi g>
<scor ecar dReport >
<t ar get >
<t ags>
<Tag>
<i d>243130</i d>
</ Tag>
</ tags>
</target>
<di spl ay>
<cont ent s>

<Scor ecar dReport Cont ent >DESCRI PTI ON</ Scor ecar dReport Cont ent >
<Scor ecar dReport Cont ent >SUMMARY</ Scor ecar dReport Cont ent >
<Scor ecar dRepor t Cont ent >GRAPHS</ Scor ecar dRepor t Cont ent >

<Scor ecar dRepor t Cont ent >RESULTS</ Scor ecar dRepor t Cont ent >
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</ cont ent s>
<gr aphs>

<Scor ecar dRepor t G aph>VULNERABI LI TI ES_BY_GROUP</ Scor ecar dReport G a

ph>

<Scor ecar dRepor t G aph>VULNERABI LI TI ES_BY_OWASP</ Scor ecar dReport Gr a

ph>

<Scor ecar dRepor t Graph>VULNERABI LI TI ES_BY_WASC</ Scor ecar dReport G- ap

h>

</ graphs>
<gr oups>
<scor ecar dReport G oup>GROUP</ Scor ecar dRepor t G oup>
<Scor ecar dReport G oup>ONASP</ Scor ecar dRepor t G oup>
<Scor ecar dRepor t G oup>WASC</ Scor ecar dReport G oup>
</ groups>
<options>
<rawLevel s>f al se</rawlLevel s>
</ opti ons>
</ di spl ay>
<filters>
<searchlists>
<Sear chLi st >
<i d>43147</i d>
</ Sear chLi st >
<Sear chLi st >
<i d>43147</i d>
</ Sear chlLi st >
</ searchlists>
<scanbDat e>
<start Dat e>2012- 08- 28</ st art Dat e>
<endDat e>2012- 10- 28</ endDat e>
</ scanDat e>
<scanSt at us>NO HOST_ALI VE</ scanSt at us>
<scanAut hSt at us>NONE</ scanAut hSt at us>
</[filters>

</ scor ecar dReport >
</ config>
</ Report >
</ dat a>
</ Servi ceRequest >
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Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ report. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Report >
<i d>4629</i d>
</ Report >
</ dat a>
</ Servi ceResponse>
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Catalog Report

A Catalog Report shows you the number and status of entries in your web application
catalog.

Input for this report

Allowed input elements are listed below. See Reference: Report Creation for descriptions
of these elements.

filters.scanDate (DatetimeRange) | display.contents (WebAppReportContent)
filters.url (Text) display.graphs
(WebAppReportGraph)
filters.ip (Text) display.groups
(WebAppReportGroup)
filters.os (Text) display.options
(rawLevels)
filters.status (EntryStatus)

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN
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Example

Create a catalog report

Create a catalog report in CSV format, selecting a single tag for the target.

Request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conf qps/rest/3.0/create/was/report" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<Report >
<name><! [ CDATA[wi th all paraneters CSV]]></name>
<descri pti on><![ CDATA[ A si npl e Cat al og
report]]></description>
<t ype>WAS CATALOG REPORT</type>
<f or mat >CSV</ f or mat >
<confi g>
<cat al ogReport >
<di spl ay>
<cont ent s>

<Cat al ogReport Cont ent >DESCRI PTI ON</ Cat al ogReport Cont ent >
<Cat al ogReport Cont ent >SUMVARY</ Cat al ogReport Cont ent >
<Cat al ogReport Cont ent >GRAPHS</ Cat al ogReport Cont ent >
<Cat al ogReport Cont ent >RESULTS</ Cat al ogReport Cont ent >

<Cat al ogReport Cont ent > NDI VI DUAL_RECORDS</ Cat al ogReport Cont ent >
</ cont ent s>
<gr aphs>

<Cat al ogReport G aph>ENTRI ES_ADDED OVER_TI ME</ Cat al ogReport Gr aph>

<Cat al ogReport G aph>ENTRI ES_BY_STATUS</ Cat al ogReport G aph>
</ graphs>
<gr oups>
<Cat al ogReport G oup>STATUS</ Cat al ogReport G oup>
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<Cat al ogReport G oup>OPERATI NG_SYSTEM</ Cat al ogReport G oup>
</ groups>
</ di spl ay>
<filters>
<st at us>
<EntrySt at us>NEW&/ Ent ry St at us>
<Ent rySt at us>SUBSCRI PTI ON</ Ent r ySt at us>
<Ent rySt at us>ROGUE</ Ent r ySt at us>
<Ent r ySt at us>APPROVED</ Ent r y St at us>
<Ent r ySt at us>REJECTED</ Ent r ySt at us>
</ status>
<scanDat e>
<st art Dat e>2012- 08- 28T08: 53: 43Z</ st art Dat e>
<endDat e>2012- 10- 28T08: 53: 43Z</ endDat e>
</ scanbDat e>
<url ><I[ CDATAl nysite.fr]]></url >
<os><! [ CDATA[ uni x] ] ></ os>
</[filters>
</ cat al ogReport >
</ config>
</ Report >
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. com qps/ xs
d/ 3. 0/ was/ report.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Report >
<i d>5629</i d>
</ Report >
</ dat a>
</ Servi ceResponse>

230 Qualys Web Application Scanning API



Chapter 7 — Report Creation API
Reference: Report Creation

Reference: Report Creation

The Report “config” element includes sub elements used to define a web application
report type. A reference of these elements is provided below. An asterisk * indicates a

complex element.

Element (data type)

Description

name (Text)

A report name (maximum 256 characters). Applies to all
reports.

target*

A report target. Applies to all reports.
Example for a web application report:
<t ar get >
<t ags>
<t ag>
<i d>1234</id>
</tag>
</ tags>
<webapps>
<WebApp>
<i d>2345</id>
</ WebApp>
</ webapps>
</target>

password (Text)

A password for a encrypted PDF report. Applies to all reports.

distributionList*

Email addresses for a report distribution list. Applies to all
reports.
Example:
<di stri butionList>
<set >
<Enmai | Addr ess><EMAI L_ADDRESS1></ Enai | Addr ess>
<Enmai | Addr ess><EMAI L_ADDRESS2></ Enai | Addr ess>
</ set>
</distributionList>

display.contents*

Identifies the report content to display.

Values: DESCRIPTION, SUMMARY, GRAPHS, RESULTS,
INDIVIDUAL_RECORDS (all reports)

Values: RECORD_DETAILS, ALL_RESULTS, APPENDIX (Web
Application Report and Scan Report)

Example for a Scan Report:
<di spl ay>
<cont ent s>
<ScanRepor t Cont ent >GRAPHS</ ScanRepor t Cont ent >
<ScanRepor t Cont ent >RESULTS</ ScanReport Cont ent >
</ cont ent s>
</ di spl ay>
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Element (data type) Description

display.graphs* Identifies the graphs to display. Applies to all reports.

Example for a Scan Report:
<di spl ay>

<gr aphs>
<ScanRepor t Graph>MOST_VULNERABLE_URLS</ ScanRepor t
G aph>
<ScanReport G- aph>VULNERABI LI TI ES_BY_SEVERI TY</ Sca
nReport Graph>
<ScanRepor t Graph>VULNERABI LI TI ES_BY_GROUP</ ScanRe
port G aph>
<ScanReport G- aph>VULNERABI LI TI ES_BY_OWASP</ ScanRe
port Graph>
<ScanRepor t Graph>VULNERABI LI TI ES_BY_WASC</ ScanRep
ort Graph>
<ScanReport G aph>SENSI TI VE_CONTENTS_BY_GROUP</ Sca
nReport Graph>

</ graphs>
</ di spl ay>

display.groups* Identifies the vulnerability groups to display. Applies to all
reports.
Example for a Web Application Report or Scan Report:
<di spl ay>
<gr oups>
<WebAppRepor t G oup>GROUP</ WebAppReport Gr oup>
<WebAppRepor t G oup>OMASP</ WebAppReport Gr oup>
<WebAppRepor t G oup>WASC</ WebAppRepor t G oup>
</ groups>
</ di spl ay>

display.options* Specifies whether to display severity using levels (1 through 5)
or using ratings (low, medium, high). Applies to all reports.

filters.searchlists* Identifies search list filters. Applies to a Web Application
Report, Scan Report or Scorecard Report.
Example:
<filters>
<Sear chl Lst s>
<Sear chlLi st >
<i d>43147</id>
</ Sear chLi st >
</ Sear chl Lst s>
</[filters>

232 Qualys Web Application Scanning API



Element (data type)

Chapter 7 — Report Creation API
Reference: Report Creation

Description

filters.url (Text)

Identifies URL filters. Applies to a Web Application Report,
Scan Report or Catalog Report.

Example:

<filters>

<url>http://ww. nysite.conl hel p. htm </url >

</filters>

filters.status*

Identifies status filters. Applies to Web Application Report,
Scan Report and Catalog Report.

Values for Web Application Report and Scan Report: NEW,
ACTIVE, REOPENED, FIXED, IGNORED (Web Application
Report only)

Values for Catalog Report: NEW, ROGUE, APPROVED,
REJECTED, SUBSCRIPTION

filters.showPatched
(Keyword)

Identifies whether to include/not include findings with virtual
patches. Applies to Web Application Report and Scan Report.

Values:

SHOW_ONLY - show patched findings only

SHOW_BOTH - show patched & unpatched findings (default)
SHOW_NONE - show unpatched findings only

filters.scanDate*

Applies to a Scorecard Report and Catalog Report
Example:
<filters>
<scanbDat e>
<st art Dat e>2012- 08- 28</ st ar t Dat e>
<endDat e>2012- 10- 28</ endDat e>
</ scanDat e>
</[filters>

filters.scanStatus*

Applies to a Scorecard Report. Tip - Specify SERVICE_ERROR
to include scans with the status Service Errors Detected.
Example:
<filters>

<scanSt at us>FI Nl SHED</ scanSt at us>
</filters>

filters.scanAuthStatus*

Applies to a Scorecard Report
Example:
<filters>
<scanAut hSt at us>SUCCESSFUL</ scanAut hSt at us>
</filters>
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Element (data type) Description

filters.ip (Text) Applies to a Catalog Report
Example:
<filters>

<i p><! [ CDATA[ 10. 56. 64. 245] ] ></ i p>
</filters>

filters.os (Text) Applies to a Catalog Report
Example:
<filters>
<os><! [ CDATA[ uni x] ] ></ os>
</[filters>
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The WAS Option Profile API provides a suite of API functions for managing option
profiles you want to use for scanning web applications.

These operations are available:
Current option profile count
Search option profiles

Get details for an option profile
Create a new option profile
Update an option profile

Delete an option profile
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Current option profile count

Returns the total number of option profiles in the user’s scope. Input elements are
optional and are used to filter the number of option profiles included in the count.

URL: https://qualysapi.qualys.com/qps/rest/3.0/count/was/option
profile
Methods allowed: GET, POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
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elements are specified, parameters are combined using a logical AND.

id (Integer) Filter by option profile ID
name (Text) Filter by option profile name
tags Filter by tags applied

tags.id (Integer) Filter by tag ID applied

tags.name (Text)

Filter by tag name applied

createdDate (Date)

Filter by created date (UTC date/time
format)

updatedDate (Date)

Filter by last updated date (UTC date/time
format)

usedByWebApps Filter profiles if used/not used by web
(Boolean with operator: applications

EQUALS or NOT EQUALS)

usedBySchedules Filter profiles if used /not used by scan
(Boolean with operator: schedules

EQUALS or NOT EQUALS)

owner.id Filter profiles based on owner's user ID

(Long with operator: EQUALS,
IN, NOT EQUALS, GREATER or
LESSER)

owner.name
(text with operator: CONTAINS,
EQUALS or NOT EQUALS)

Filter profiles based on owner's full name
(first and last)

owner.username
(text with operator: CONTAINS,
EQUALS or NOT EQUALS)

Filter profiles based on owner's username
(like acme_ab3)
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Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Boolean (true/false) EQUALS,
NOT EQUALS

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Count includes option profiles within the user’s scope

Examples

Example 1: Count - no criteria (GET)

Request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. conf qps/rest/ 3.0/ count/was/optionprofile
/ n

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchenaLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >30</ count >
</ Servi ceResponse>
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Example 2: Count - criteria (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni qps/rest/ 3.0/ count/was/optionprofile
/" < file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="id"
operat or="1 N'>832265669, 832295669, 832285669</ Criteri a>
<Criteria field="name" operator="CONTAI NS">0OP</Criteria>
<Criteria field="tags" operator="NONE'></Criteria>
<Criteria field="createdDate" operator="LESSER'>2014-09-
09</Criteria>
<Criteria field="updatedDate" operator="LESSER'>2014-09-
09</Criteria>
</filters>
</ Servi ceRequest >

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchemaLocati on="htt p://qual ysapi . qual ys. cont gps/ xsd
/ 3.0/ was/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
</ Servi ceResponse>
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Returns a list of option profiles which are in the user’s scope. Action logs are not

included in the output.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/search/was/option

profile

Methods allowed: POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND..

id (Integer) Filter by option profile ID
name (Text) Filter by option profile name
tags Filter by tags applied

tags.id (Integer) Filter by tag ID applied

tags.name (Text)

Filter by tag name applied

createdDate (Date)

Filter by created date (UTC date/time

format)
updatedDate (Date) Filter by last updated date (UTC date/time
format)
usedByWebApps Filter profiles if used /not used by web
(Boolean with operator: applications
EQUALS or NOT EQUALS)
usedBySchedules Filter profiles if used /not used by scan
(Boolean with operator: schedules
EQUALS or NOT EQUALS)
owner.id Filter profiles based on owner's user ID

(Long with operator: EQUALS,
IN, NOT EQUALS, GREATER or
LESSER)

owner.name
(text with operator: CONTAINS,
EQUALS or NOT EQUALS)

Filter profiles based on owner's full name
(first and last)

owner.username
(text with operator: CONTAINS,
EQUALS or NOT EQUALS)

Filter profiles based on owner's username
(like acme_ab3)
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Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS

Date EQUALS, NOT EQUALS,
GREATER, LESSER

Keyword EQUALS, NOT EQUALS,
IN

Boolean (true/false) EQUALS,
NOT EQUALS

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Output includes option profiles within the user’s scope

Example

Search - criteria (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 3. 0/ search/was/optionprofil
e/" < file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

REQUEST:
<Servi ceRequest >
<filters>
<Criteria field="id"
operat or="1N'>832265669, 832295669, 832285669</ Criteri a>
<Criteria field="name" operator="CONTAI NS">0OP</Criteria>
<Criteria field="tags" operator="NONE'></Criteria>
<Criteria field="createdDate" operator="LESSER'>2014-09-
09</Criteria>
<Criteria field="updatedDate" operator="LESSER'>2014-09-
09</Criteria>
</filters>
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</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchenalLocati on="htt p://qual ysapi . qual ys. conf gps/ xsd
/3. 0/ was/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<OptionProfil e>
<i d>832285669</ i d>
<name><! [ CDATAl My Option Profile]]></name>
<owner >
<i d>8792415669</ i d>
<user nane>acne_ww</ user nane>
<firstName><![ CDATA[ Wal ter]]></firstName>
<l ast Nane><! [ CDATA] Wi t e] ] ></ | ast Nane>
</ owner >
<t ags>
<count >0</ count >
</tags>
<cr eat edDat e>2014- 09- 08T23: 16: 07Z</ cr eat edDat e>
<updat edDat e>2014- 09- 08T23: 16: 07Z</ updat edDat e>
</ OptionProfile>
</ dat a>
</ Servi ceResponse>
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Get details for an option profile

View details for an option profile which is in the user’s scope. See “Search option
profiles” to find a record ID to use as input.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/get/was/optionprofile/<id>
Methods allowed: ~ GET

Input

The element “id” (Integer) is required, where “id” identifies an option profile.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
Option profile must be within the user’s scope

Example

Example 1: Get details (GET)

Request:
curl -u "USERNANME: PASSWORD'

"https://qual ysapi.qual ys. coni gps/rest/ 3.0/ get/was/optionprofilel/8
32265669"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnm ns: xsi="http://ww.w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNamespaceSchenalLocati on="htt p:// qual ysapi . qual ys. conf gps/ xsd
/ 3.0/ was/ optionprofil e.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>832265669</ i d>
<name><! [ CDATAl My Option Profil e]]></name>
<owner >
<i d>8792415669</ i d>
<user nane>acne_ww</ user nane>
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<firstName><![ CDATA[ Wal ter]]></firstName>
<l ast Nane><! [ CDATA] Wi t e] ] ></ | ast Nane>
</ owner >
<i sDef aul t >f al se</i sDef aul t >
<t ags>
<count >0</ count >
</tags>
<f or mBubm ssi on>BOTH</ f or nBubmi ssi on>
<maxCr awl Request s>300</ naxCr aw Request s>
<ti meout Err or Thr eshol d>200</t i neout Er r or Thr eshol d>
<unexpect edEr r or Thr eshol d>20</ unexpect edEr r or Thr eshol d>
<par anet er Set >
<i d>0</i d>
<name><! [ CDATA[ I niti al Paraneters]]></name>
</ par anet er Set >
<i gnor eBi nar yFi | es>f al se</i gnor eBi nar yFi | es>
<per f or mance>LOW/ per f or mance>
<br ut ef orceOpti on>M NI MAL</ br ut ef or ceOpti on>
<conment s>
<count >2</ count >
<list>
<Comment >
<cont ent s><! [ CDATA[ sone conmment s] ] ></cont ent s>
<aut hor >
<i d>200639085669</i d>
<user nane>ache_Ww</ user name>
</ aut hor >
</ Comrent >
<Comment >
<cont ent s><! [ CDATA[ sonme nore coment s]] ></cont ent s>
<aut hor >
<i d>200639085669</i d>
<user nane>acmne_wWw</ user name>
</ aut hor >
</ Conment >
</list>
</ conment s>
<sensi tiveContent >
<cr edi t Car dNunber >f al se</ cr edi t Car dNunber >
<soci al SecurityNunmber >f al se</ soci al Securi t yNunber >
</ sensitiveContent>
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<cr eat edDat e>2014- 09- 08T22: 03: 01Z</ cr eat edDat e>
<cr eat edBy>
<i d>8792415669</i d>
<user nane>acme_ww</ user name>
<firstNanme><![ CDATA Wal ter]]></firstNanme>
<l ast Nane><! [ CDATA[ Whi t e] ] ></ | ast Nane>
</ creat edBy>
<updat edDat e>2014- 09- 08T23: 18: 28Z</ updat edDat e>
<updat edBy>
<i d>8792415669</i d>
<user nane>acme_ww</ user name>
<firstNanme><![ CDATA Wal ter]]></first Name>
<l ast Nane><! [ CDATA[ Wi t e] ] ></ | ast Nane>
</ updat edBy>
</ OptionProfile>
</ dat a>
</ Servi ceResponse>

Example 2: Get details on option profile with SmartScan enabled (GET)

Want to use SmartScan? This feature must be enabled for your subscription. We can help
you with this quickly - just contact your Technical Account Manager or Qualys Support.

Request:
curl -u "USERNAVE: PASSWORD'

"https://qual ysapi.qual ys. conl qps/rest/ 3.0/ get/was/optionprofilel/4
67333"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanmespaceSchenaLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>467333</i d>
<nane>
<[ CDATAIMy Option Profile]]>

Qualys Web Application Scanning API



Chapter 8 — Option Profile API
Get details for an option profile

</ nane>
<owner >
<i d>4354</i d>
<user nane>acne_as2</ user nanme>
<firstName>
<! [ COATA[ Ari]]>
</firstNane>
<l ast Nane>
<I[ COATA[ Smith]]>
</ | ast Nanme>
</ owner >
<i sDef aul t >f al se</i sDef aul t >
<t ags>
<count >0</ count >
</tags>
<f or nSubni ssi on>BOTH</ f or nSubmi ssi on>
<maxCr awl Request s>300</ naxCr aw Request s>
<t i meout Error Threshol d>100</ti meout Er r or Thr eshol d>
<unexpect edErr or Thr eshol d>300</ unexpect edEr r or Thr eshol d>
<par anet er Set >
<i d>15601</i d>
<nane>
<! [ CDATA[ Test Paranset]]>
</ name>
</ par anet er Set >
<i gnor eBi nar yFi | es>f al se</i gnhoreBi naryFi | es>
<smart ScanSupport >true</ smart ScanSupport >
<smart ScanDept h>10</ smar t ScanDept h>
<per f or mance>LON/ per f or mance>
<br ut ef or ceOpti on>M NI MAL</ br ut ef or ceOpti on>
<conment s>
<count >0</ count >
</ comrent s>
<sensitiveCont ent >
<cr edi t Car dNunber >f al se</ cr edi t Car dNunber >
<soci al SecurityNunber >f al se</ soci al Securit yNunber >
</ sensitiveContent>
<creat edDat e>2016- 03- 23T21: 15: 47Z</ cr eat edDat e>
<cr eat edBy>
<i d>4354</i d>
<user nane>acne_as2</ user name>
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<first Name>
<I[ COATA[ Ari]]>
</firstNane>
<l ast Nane>
<! [ COATA[ Smith]]>
</ | ast Name>
</ creat edBy>
<updat edDat e>2016- 03- 23T21: 15: 477</ updat edDat e>
<updat edBy>
<i d>4354</i d>
<user nane>acmne_as2</ user nane>
<firstName>
<![ COATA[ Ari]]>
</ firstNane>
<l ast Nane>
<I[ CDATA[ Snit h]] >
</ | ast Nanme>
</ updat edBy>
</ OptionProfil e>
</ dat a>
</ Servi ceResponse>

Example 3: Get details of option profile to check if action URI is enabled or
disabled (GET)

Example: View the option profile details for the web application with ID #171683 to check
if action URI is enabled or disabled.

API Request:

curl -u "USERNAME: PASSWORD' " -X GET -H "Content-type: text/xm"
"https://qual ysapi.qual ys.conl portal -api/rest/3.0/get/was/
optionprofilel/ 176683"

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchemalLocati on="htt p://qual ysapi . qual ys. cont port al -
api / xsd/ 3. 0/ was/ opti onprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
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<dat a>
<OptionProfile>
<i d>176683</i d>
<nane>
<|[ CDATAIMy Option Profile - with action URI]]>
</ name>
<owner >
<i d>336390</i d>
<user nane>j ohn_doe</ user name>
<firstName>
<! [ CDATA[ John] ] >
</ firstName>
<l ast Nane>
<! [ CDATA[ Doe] ] >
</ | ast Nanme>
</ owner >
<i sDef aul t >f al se</i sDef aul t >
<t ags>
<count >0</ count >
</tags>
<f or mBubm ssi on>BOTH</ f or nSubmi ssi on>
<maxCr awl Request s>200</ maxCr aw Request s>
<ti meout Error Thr eshol d>22</ti meout Err or Thr eshol d>
<unexpect edEr r or Thr eshol d>50</ unexpect edErr or Thr eshol d>
<user Agent >
<! [ CDATA[ Mbzilla/5.0 (Wndows NT 6. 2;
WOW64) Appl eVebKi t
/537.36 (KHTM., I|ike Gecko) Chrone/27.0.1453.116
Safari/537.36]]>
</ user Agent >
<par anet er Set >
<i d>0</i d>
<nane>
<I[CDATA[Initial Paraneters]]>
</ name>
</ par anet er Set >
<i gnor eBi naryFi | es>true</ignoreBi naryFi | es>
<i ncl udeActi onUri | nForm d>t rue</i ncl udeActi onUril nForm d>
<smart ScanSupport >f al se</ smart ScanSupport >
<per f or rance>LON/ per f or mance>
<br ut ef or ceOpt i on>DI SABLED</ br ut ef or ceOpt i on>
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<comrent s>
<count >1</ count >
<list>
<Comrent >
<cont ent s>
<! [ CDATA[ User Comment]]>
</ cont ent s>
<cr eat edDat e>2016- 11-
18T15: 59: 557</ cr eat edDat e>
</ Conment >
</list>
</ coment s>

</ OptionProfile>

</ dat a>
</ Servi ceResponse>
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Create a new option profile

Create a new option profile.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/create/was/optionpr
ofile

Methods allowed: POST

Input

Required elements are “name” and “OptionProfile”. Additional elements are optional -
see examples below.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
User must have “Create Option Profile” permission

Example

Example 1: Create - minimum criteria (POST)

Create a new option profile with the name “My Option Profile - with defaults”. The
default option profile settings are assigned automatically.
Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/ rest/ 3.0/ create/was/optionprofil
e/" < file.xm

Note: “file.xml” contains the request POST data.
Request POST Data:

<Servi ceRequest >
<dat a>
<OptionProfile>
<nanme><! [ CDATAI My Option Profile - with defaults]]></nane>
</ OptionProfil e>
</ dat a>
</ Servi ceRequest >
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Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
Xsi : noNanespaceSchemalLocat i on="htt p:// qual ysapi . qual ys. conf gps/ xsd
/3. 0/ was/ opti onprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>832265669</i d>
<name><! [ CDATAI My Option Profile - with defaults]]></nanme>
<owner >
<i d>8792415669</i d>
<user nane>acne_as</ user nane>
<first Name><![ CDATA[ Al ex] ] ></first Name>
<l ast Nane><! [ CDATA[ Smi t h] ] ></ | ast Nane>
</ owner >
<i sDef aul t >f al se</i sDef aul t >
<t ags>
<count >0</ count >
</tags>
<f or mBubm ssi on>BOTH</ f or nSubni ssi on>
<maxCr awl Request s>300</ maxCr aw Request s>
<t i meout Err or Thr eshol d>20</ ti meout Err or Thr eshol d>
<unexpect edErr or Thr eshol d>48</ unexpect edErr or Thr eshol d>
<par anet er Set >
<i d>0</i d>
<nanme><! [ CDATA[ I ni ti al Paraneters]]></name>
</ par anet er Set >
<i gnor eBi nar yFi | es>f al se</i gnhoreBi naryFi | es>
<per f or mance>LON/ per f or mance>
<br ut ef or ceOpti on>M NI MAL</ br ut ef or ceOpt i on>
<conment s>
<count >0</ count >
</ comrent s>
<sensi tiveContent >
<cr edi t Car dNunber >f al se</ cr edi t Car dNunber >
<soci al SecurityNunber >f al se</ soci al Securi t yNunber >
</ sensitiveContent>
<cr eat edDat e>2014- 09- 08T22: 03: 01Z</ cr eat edDat e>

Qualys Web Application Scanning API



Chapter 8 — Option Profile API
Create a new option profile

<cr eat edBy>
<i d>8792415669</i d>
<user nane>acne_as</ user nane>
<first Name><![ CDATA[ Al ex] ] ></first Name>
<l ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>

</ creat edBy>

<updat edDat €>2014- 09- 08T22: 03: 01Z</ updat edDat e>

<updat edBy>
<i d>8792415669</i d>
<user nane>acmne_as</ user nanme>
<firstNanme><![ CDATA[ Al ex] ] ></fir st Nane>
<| ast Nane><! [ CDATA[ Sni t h] ] ></ | ast Nane>

</ updat edBy>

</ OptionProfile>
</ dat a>
</ Servi ceResponse>

Example 2: Create - multiple criteria (POST)

Create a new option profile with the name “My Option Profile - All Fields”. The "name"
setting is required in the request data, other settings are optional.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ create/was/optionprofil
e/" < file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<OptionProfile>
<nanme><! [ CDATAI My Option Profile - Al Fields]]></nanme>
<ti meout Err or Thr eshol d>22</ti meout Err or Thr eshol d>
<unexpect edEr r or Thr eshol d>50</ unexpect edErr or Thr eshol d>
<f or mBubm ssi on>BOTH</ f or nSubni ssi on>
<maxCr awl Request s>200</ naxCr aw Request s>
<per f or mance>LOW/ per f or mance>
<br ut ef or ceOpt i on>USER_DEFI NED</ br ut ef or ceOpt i on>
<par anet er Set ><i d>15669</i d></ par anet er Set >
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<i sDef aul t >t rue</i sDefaul t >
<i gnor eBi nar yFi | es>t rue</i gnor eBi nar yFi | es>
<user Agent ><! [ CDATA] Mbzill a/5.0 (W ndows NT 6.2; WO\54)
Appl eWebKi t/537. 36 (KHTM., |ike Gecko) Chrome/27.0.1453.116
Saf ari / 537. 36] ] ></ user Agent >
<t ags><set ><Tag><i d>75521225669</ i d></ Tag></ set ></t ags>
<sensi tiveCont ent >
<cust onmCont ent s>zi p code</ cust onCont ent s>
</ sensitiveCont ent >
<comment s>
<set >
<Coment >
<cont ent s><! [ CDATA[ Sone Conment]] ></ cont ent s>
</ Conment >
</set>
</ comment s>
<brut ef orceli st >
<i d>74005669</i d>
</ brut ef or celLi st >
<det ecti on>
<i ncl udedSear chLi st s>
<set >
<Sear chLi st >
<i d>3496185669</i d>
</ Sear chLi st >
</set>
</i ncl udedSear chLi st s>
<excl udedSear chlLi st s>
<set >
<Sear chLi st >
<i d>3496175669</i d>
</ Sear chlLi st >
<Sear chlLi st >
<i d>3496165669</i d>
</ Sear chLi st >
</ set>
</ excl udedSear chLi st s>
</ detection>
</ OptionProfil e>
</ dat a>
</ Servi ceRequest >
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Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
XSi : noNanespaceSchemalLocat i on="htt p:// qual ysapi . qual ys. conf gps/ xsd
/3. 0/ was/ opti onprofil e.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>832275669</i d>
<name><! [ CDATAI My Option Profile - Al Fields]]></nane>
<owner >
<i d>8792415669</i d>
<user nane>acne_cg</ user nane>
<firstName><![ CDATA[ G ndy] ] ></fir st Name>
<| ast Nane><! [ CDATA[ Gr een] ] ></ | ast Nane>
</ owner >
<i sDef aul t >true</i sDef aul t >
<t ags>
<count >1</ count >
<list>
<Tag>
<i d>75521225669</i d>
<nane><! [ CDATA[ Busi ness Uni t s]]></nane>
</ Tag>
</list>
</tags>
<f or nBubm ssi on>BOTH</ f or mSubni ssi on>
<maxCr awl Request s>200</ maxCr aw Request s>
<ti meout Err or Thr eshol d>22</ti meout Err or Thr eshol d>
<unexpect edEr r or Thr eshol d>50</ unexpect edEr r or Thr eshol d>
<user Agent ><! [ CDATA] Mozill a/5.0 (W ndows NT 6.2; WOW\54)
Appl eWebKi t/537. 36 (KHTM., |ike Gecko) Chrone/27.0.1453.116
Saf ari / 537. 36] ] ></ user Agent >
<par anet er Set >
<i d>15669</i d>
<nane><! [ CDATA[ Cust om Par anet er s] ] ></ nane>
</ par anet er Set >
<i gnor eBi nar yFi | es>t rue</i gnor eBi nar yFi | es>
<per f or mance>LON/ per f or mance>
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<br ut ef or ceOpt i on>USER_DEFI NED</ br ut ef or ceOpt i on>
<brut ef orcelLi st >
<i d>74005669</i d>
<nane><! [ CDATA[ BFL] ] ></ name>
</ brut ef or ceLi st >
<det ecti on>
<i ncl udedSear chlLi st s>
<count >1</ count >
<list>
<Sear chLi st >
<i d>3496185669</i d>
</ Sear chlLi st >
</list>
</'i ncl udedSear chLi st s>
<excl udedSear chlLi st s>
<count >2</ count >
<list>
<Sear chLi st >
<i d>3496175669</i d>
</ Sear chLi st >
<Sear chlLi st >
<i d>3496165669</i d>
</ Sear chLi st >
</list>
</ excl udedSear chLi st s>
</ det ecti on>
<comment s>
<count >1</ count >
<list>
<Comment >
<cont ent s><! [ CDATA[ Some Conment]] ></cont ent s>
</ Conment >
</list>
</ comrent s>
<sensi tiveCont ent >
<credi t Car dNunber >f al se</ credi t Car dNunber >
<soci al Securi tyNumnber >f al se</ soci al Securit yNunber >
<cust omCont ent s>zi p code</ cust onCont ent s>
</ sensitiveCont ent >
<cr eat edDat e>2014- 09- 08T22: 31: 06Z</ cr eat edDat e>
<cr eat edBy>
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<i d>8792415669</i d>
<user nane>acme_cg</ user nane>
<firstName><![ CDATA[ G ndy] ] ></fir st Name>
<l ast Nane><! [ CDATA[ Gr een] ] ></ | ast Nane>

</ creat edBy>

<updat edDat e>2014- 09- 08T22: 31: 07Z</ updat edDat e>

<updat edBy>
<i d>8792415669</i d>
<user nane>acme_cg</ user nane>
<firstName><![ CDATA[ G ndy] ] ></fir st Name>
<| ast Nane><! [ CDATA[ Gr een] ] ></ | ast Nane>

</ updat edBy>

</ OptionProfile>
</ dat a>
</ Servi ceResponse>

Example 3: Create - disable error threshold values, set to 0 (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ create/was/optionprofi
e/" < file.xmn

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<OptionProfil e>
<nane><! [ CDATAIMy OP - with no threshold
speci fi ed] ] ></ nane>
<ti meout Err or Thr eshol d>0</ti neout Er r or Thr eshol d>
<unexpect edEr r or Thr eshol d>0</ unexpect edEr r or Thr eshol d>
</ OptionProfile>
</ dat a>
</ Servi ceRequest >
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Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-

i nst ance"

Xsi : noNanespaceSchemalLocati on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ opti onprofile.xsd">

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>

<OptionProfile>

256

<i d>453133</i d>
<nane>
<I[CDATAIMy OP - with no threshold specified]]>
</ name>
<owner >
<i d>4354</i d>
<user nane>acne_akl</ user nane>
<firstName>
<! [ CDATA[ Any]] >
</firstNane>
<l ast Nane>
<I[ CDATA[Kin]] >
</ | ast Nanme>
</ owner >
<i sDef aul t >f al se</i sDef aul t >
<t ags>
<count >0</ count >
</tags>
<f or mBubm ssi on>BOTH</ f or nSubni ssi on>
<maxCr awl Request s>300</ maxCr aw Request s>
<par anet er Set >
<i d>0</i d>
<nane>
<I[CDATA[ I nitial Paraneters]]>
</ name>
</ par anet er Set >
<i gnor eBi naryFi | es>f al se</i ghoreBi naryFi | es>
<per f or mance>LON/ per f or mance>
<br ut ef or ceOpti on>M NI MAL</ br ut ef or ceOpti on>
<conment s>
<count >0</ count >
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</ comment s>
<sensi tiveCont ent >
<credi t Car dNunber >f al se</ credi t Car dNunber >
<soci al SecurityNunmber >f al se</ soci al Securi t yNunber >
</ sensitiveCont ent >
<creat edDat €>2015- 11- 07T01: 29: 24Z</ cr eat edDat e>
<creat edBy>

Example 4: Create - enable SmartScan (POST)

Want to use SmartScan? This feature must be enabled for your subscription. We can help
you with this quickly - just contact your Technical Account Manager or Qualys Support.

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conf gps/rest/ 3.0/ create/was/optionprofi
e/" < file.xm

Note: “file.xml” contains the request POST data.
Request POST Data:

<Servi ceRequest >
<dat a>
<OptionProfile>
<name>My Option Profil e</nanme>
<smart ScanSupport >t rue</ smart ScanSupport >
<smart ScanDept h>10</ smar t ScanDept h>
</ OptionProfile>
</ dat a>
</ Servi ceRequest >

Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ optionprofile.xsd">

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>

<OptionProfile>
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<i d>467333</i d>
<name>
<I[ CDATAIMy Option Profile]]>
</ name>
<owner >
<i d>4354</i d>
<user nane>acmre_as</ user name>
<first Name>
<I[ CDATA[ Ari]]>
</firstNane>
<l ast Nane>
<I[ CDATA[ Sm t h]] >
</ | ast Nane>
</ owner >
<i sDef aul t >f al se</i sDef aul t >
<t ags>
<count >0</ count >
</tags>
<f or mBubni ssi on>BOTH</ f or nBubm ssi on>
<maxCr awl Request s>300</ maxCr aw Request s>

<ti meout Error Thr eshol d>100</ti meout Err or Thr eshol d>
<unexpect edErr or Thr eshol d>300</ unexpect edEr r or Thr eshol d>
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<par anet er Set >

<i d>15601</i d>

<nane>

<! [ CDATA| Test Paranset]]>

</ nane>
</ par anet er Set >
<i gnor eBi nar yFi | es>f al se</i gnor eBi naryFi | es>
<smart ScanSupport >t r ue</ smart ScanSupport >
<smart ScanDept h>10</ smar t ScanDept h>
<per f or mance>LOW/ per f or mance>
<br ut ef or ceOpti on>M NI MAL</ br ut ef or ceOpti on>
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Example 5: Create - enable action URI (POST)

Example: Create a new option profile with the name “My Option Profile” to include
action URI. The default option profile settings are assigned automatically.

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm"-X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/ rest/ 3.0/ create/was/optionprofi
e" < file.xm

Note: “file.xml” contains the request POST data.
Request POST data:

<Servi ceRequest >
<dat a>
<OptionProfil e>
<nane>
<I[ CDATAIMy Option Profile]]>
</ name>
<ti meout Error Thr eshol d>22</ti meout Err or Thr eshol d>
<unexpect edEr r or Thr eshol d>50</ unexpect edEr r or Thr eshol d>
<f or nSubm ssi on>BOTH</ f or nSubm ssi on>
<maxCr awl Request s>200</ naxCr aw Request s>
<per f or mance>LON/ per f or mance>
<br ut ef or ceOpt i on>DI SABLED</ br ut ef or ceOpt i on>
<i sDef aul t >t rue</i sDef aul t >
<i gnor eBi naryFi | es>true</ignoreBi naryFi | es>
<i ncl udeActi onUri | nFor m d>t rue</i ncl udeActi onUril nForm d>
<user Agent >
<! [ CDATA[ Mbzilla/5.0 (Wndows NT 6. 2;
WOW64) Appl eWebKi t / 537. 36
(KHTM., I|ike Gecko) Chrone/27.0.1453.116
Saf ari/537.36]]>
</ user Agent >
<sensi tiveContent >
<cust omCont ent s>zi p code</ cust onCont ent s>
</ sensitiveContent >
<conment s>
<set >
<Coment >
<cont ent s>
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<I[CDATA| This is a test conment.]]>
</ cont ent s>
</ Coment >
</set>
</ comrent s>
</ OptionProfile>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNamespaceSchenalLocati on="htt p:// qual ysapi . qual ys. coni port al -
api / xsd/ 3. 0/ was/ opti onprofil e. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfil e>
<i d>171683</i d>
<nane>
<I[ CDATAIMy Option Profile - with action URI]]>
</ nane>
<owner >
<i d>336390</i d>
<user nane>j ohn_doe</ user name>
<firstName>
<! [ CDATA[ John] ] >
</firstName>
<| ast Nane>
<! [ CDATA[ Doe] ] >
</ | ast Nanme>
</ owner >
<i sDef aul t >f al se</i sDef aul t >
<t ags>
<count >0</ count >
</tags>
<f or nSubmni ssi on>BOTH</ f or nSubmi ssi on>
<maxCr awl Request s>200</ maxCr aw Request s>
<ti meout Error Threshol d>22</ti meout Err or Thr eshol d>
<unexpect edEr r or Thr eshol d>50</ unexpect edEr r or Thr eshol d>
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<user Agent >
<! [ CDATA[ Mbzilla/5.0 (Wndows NT 6. 2;
WOW64) Appl eVebKi t
/537.36 (KHTM., I|ike Gecko) Chrone/27.0.1453.116
Safari/537. 36
11>
</ user Agent >
<par anet er Set >
<i d>0</i d>
<nane>
<I[CDATA[Initial Paraneters]]>
</ name>
</ par anet er Set >
<i gnor eBi naryFi | es>true</ignoreBi naryFi | es>
<i ncl udeActionUril nForm d>true</i ncl udeActionUri |l nFornl d>
<smart ScanSupport >f al se</ smart ScanSupport >
<per f or mance>LON/ per f or mance>
<br ut ef or ceOpt i on>DI SABLED</ br ut ef or ceOpt i on>
<conment s>
<count >1</ count >
<list>
<Comment >
<cont ent s>
<! [ CDATA[ User Comment]]>
</ content s>
<cr eat edDat e>2016- 11-
18T15: 59: 55Z</ cr eat edDat e>
</ Coment >
</list>
</ comrent s>
<sensi tiveCont ent >
<cr edi t Car dNunber >f al se</ cr edi t Car dNunber >
<soci al Securi tyNumber >f al se</ soci al Securit yNunber >
<cust omCont ent s>zi p code</ cust onCont ent s>
</ sensitiveContent>
<cr eat edDat e>2016- 11- 18T15: 59: 49Z</ cr eat edDat e>
<cr eat edBy>
<i d>336390</i d>
<user nane>j ohn_doe</ user nane>
<firstNane>
<! [ CDATA[ John] ] >
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</firstNane>
<l ast Nane>
<! [ CDATA[ Doe] ] >
</ | ast Name>
</ creat edBy>
<updat edDat e>2016- 11- 18T15: 59: 49Z</ updat edDat e>
<updat edBy>
<i d>336390</i d>
<user nane>j ohn_doe</ user name>
<firstName>
<! [ CDATA[ John] ] >
</ firstName>
<l ast Nane>
<! [ CDATA[ Doe] ] >
</ | ast Nanme>
</ updat edBy>
</ OptionProfile>
</ dat a>
</ Servi ceResponse>
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Update an option profile

Update an option profile which is in the user’s scope.
URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/update/was/optio
nprofile/<id>

Methods allowed: POST

Input

The element “id” (Integer) is required, where “id” identifies an option profile. Additional
elements are optional and must be supplied in POST XML data. At least one of the
following elements must be set: name, isDefault, owner, tags, formSubmission,
maxCrawlRequests, userAgent, parameterSet, ignoreBinaryFiles, performance,
bruteforceOption, bruteforceList, numberOfAttempts, detection, sensitiveContent,
comments.

Permissions

User must have the WAS application enabled
User must have “API Access” permission
User must have the "Update Option Profile" permission

Example

Example 1: Update - minimum criteria (POST)

Change the option profile name to “Update Option Profile - title” for option profile ID
832265669.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ updat e/ was/ opti onpr ofi
e/ 832265669" < file.xn

Note: “file.xml” contains the request POST data.
Request POST Data:

<Servi ceRequest >
<dat a>
<OptionProfil e>
<name><! [ CDATA] Update Option Profile - title ]]></nane>
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</ OptionProfil e>
</ dat a>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNamespaceSchenalLocati on="htt p:// qual ysapi . qual ys. conf gps/ xsd
/3. 0/ was/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfil e>
<i d>832265669</i d>
</ OptionProfile>
</ dat a>
</ Servi ceResponse>

Example 2: Update - multiple settings (POST)
Update multiple option profile settings for option profile ID 832275669.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni gps/rest/ 3. 0/ updat e/ was/ opti onprofil
e/ 832275669" < file.xn

Note: “file.xml” contains the request POST data.
Request POST Data:

<Servi ceRequest >
<dat a>
<OptionProfile>
<name><! [ CDATAI My Option Profile - Al Fields]]></nane>
<f or nSubm ssi on>BOTH</ f or nSubm ssi on>
<maxCr awl Request s>100</ maxCr aw Request s>
<per f or mance>Hl G/ per f or mance>
<br ut ef or ceOpt i on>USER_DEFI NED</ br ut ef or ceOpt i on>
<par anet er Set ><i d>15669</ i d></ par anet er Set >
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<i sDef aul t >f al se</i sDefaul t >
<i gnor eBi nar yFi | es>f al se</i gnoreBi naryFi | es>
<user Agent ><! [ CDATA[ Mozill a/5.0 (W ndows NT 6.2; WOW\54)
Appl eWebKi t/537. 36 (KHTM., |ike Gecko) Chrome/27.0.1453.116
Saf ari /537. 36] ] ></ user Agent >
<t ags><set ><Tag><i d>75521225669</ i d></ Tag></ set ></t ags>
<sensi tiveCont ent >
<cust omCont ent s>zi p code</ cust onCont ent s>
</ sensitiveCont ent >
<comment s>
<set >
<Comrent >
<cont ent s><! [ CDATA[ Corment 2]] ></cont ent s>
</ Conment >
</ set >
</ comment s>
<brut ef orceli st >
<i d>74005669</i d>
</ brut ef or ceLi st >
<det ecti on>
<i ncl udedSear chlLi st s>
<set >
<Sear chlLi st >
<i d>3496185669</i d>
</ Sear chlLi st >
</set>
</'i ncl udedSear chLi st s>
<excl udedSear chlLi st s>
<set >
<Sear chLi st >
<i d>3496175669</i d>
</ Sear chLi st >
<Sear chlLi st >
<i d>3496165669</i d>
</ Sear chLi st >
</ set>
</ excl udedSear chLi st s>
</ det ecti on>
</ OptionProfil e>
</ dat a>
</ Servi ceRequest >
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Response:
<?xm version="1.0" encodi ng="UTF-8"?>

<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchemaLocati on="htt p://qual ysapi . qual ys. cont gps/ xsd
/ 3.0/ was/ optionprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>832275669</i d>
</ OptionProfil e>
</ dat a>
</ Servi ceRequest >

Example 3: Update - owner (POST)
Update the option profile owner.

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf qps/ rest/ 3. 0/ updat e/ was/ opti onprofi |
e/ 123456" < file.xnl

Note: “file.xml” contains the request POST data.
Request POST Data:

<Servi ceRequest >
<dat a>
<OptionProfile>
<owner ><j d>123456</ i d></ owner >
</ OptionProfil e>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchemalLocati on="htt ps:// qual ysapi . qual ys. com qps/ xs
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d/ 3. 0/ was/ opti onprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>123456</i d>
</ OptionProfil e>
</ dat a>
</ Servi ceResponse>

Example 4: Update - custom threshold values (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ updat e/ was/ opti onpr of i
e/ 452933" < file.xn

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<dat a>
<OptionProfil e>
<name><! [ CDATAI My OP - with customthreshol d
val ues] ] ></ nane>
<ti meout Error Thr eshol d>200</ ti meout Er r or Thr eshol d>
<unexpect edEr r or Thr eshol d>20</ unexpect edErr or Thr eshol d>
</ OptionProfile>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ optionprofile.xsd">

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>

<OptionProfile>
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<i d>452933</i d>
</ OptionProfile>
</ dat a>
</ Servi ceResponse>

Example 5: Update - disable action URI (POST)
Example: Update the Option Profile to disable Action URI.

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm"-X "POST"
--data-binary @

"https://qual ysapi.qual ys. coni qps/rest/ 3.0/ creat e/ was/optionprofil
e/ 176683" < file.xnl

Note: “file.xml” contains the request POST data.

Request POST data:

<Servi ceRequest >
<dat a>
<OptionProfile>
<nane>
<|[ CDATAIMy Option Profile - with action URI]]>
</ nane>
<i ncl udeActi onUri | nFor m d>f al se</i ncl udeActi onUri I nForm d>
</ OptionProfile>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/
XM_Schenma- i nst ance" xsi : noNamespaceSchenalLocat i on="htt p:// qual ysapi
. qual ys. com portal - api/xsd/ 3. 0/ was/ opti onprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfil e>
<i d>176683</i d>
</ OptionProfile>
</ dat a>
</ Servi ceResponse>
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Delete an option profile

Delete an option profile that is in the user’s scope. Upon success, the output is a list of
IDs for the option profiles that were deleted.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/delete/was/optionp
rofile/ <id>
or
https://qualysapi.qualys.com/qps/rest/3.0/delete/was/optionp
rofile

Methods allowed: POST

Input

Optional elements are used to retrieve option profiles to delete. When multiple elements
are specified, parameters are combined using a logical AND. All dates must be entered in
UTC date/time format.

name (Text) updatedDate (Date)

owner (Text) usedByWebApps (Boolean)
tags usedBySchedules (Boolean)
createdDate (Date)

Permissions

User must have the WAS application enabled
User must have “API Access” permission
User must have the "Delete Option Profile" permission

Examples

Example 1: Delete specific option profile (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf qps/rest/ 3.0/ del et e/ was/ opti onprofil
e/ 834275669"
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Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
Xsi : noNanespaceSchemalLocat i on="htt p:// qual ysapi . qual ys. conf gps/ xsd
/3. 0/ was/ opti onprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<OptionProfile>
<i d>834275669</i d>
</ OptionProfile>
</ dat a>
</ Servi ceResponse>

Example 2: Delete multiple option profiles (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conl qps/rest/ 3.0/ del et e/ was/ opti onprofi
el" < file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="name" operator="CONTAI NS"'>0P</Criteria>
<Criteria field="updatedDate" operator="LESSER'>2014-09-
09</Criteria>
</filters>
</ Servi ceRequest >

Response:
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
XsSi : noNanespaceSchemalLocat i on="htt p:// qual ysapi . qual ys. conf qps/ xsd
/3. 0/ was/ opti onprofile.xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >10</ count >
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<dat a>

<OptionProfil e>

<i d>712265669</i d>
</ OptionProfile>
<OptionProfil e>

<i d>752265669</i d>
</ OptionProfil e>
<OptionProfil e>

<i d>752275669</ i d>
</ OptionProfile>
<OptionProfil e>

<i d>754265669</i d>
</ OptionProfile>
<OptionProfil e>

<i d>812685669</i d>
</ OptionProfile>
<OptionProfil e>

<i d>824295669</i d>
</ OptionProfil e>
<OptionProfil e>

<i d>824305669</i d>
</ OptionProfile>
<OptionProfil e>

<i d>830265669</i d>
</ OptionProfil e>
<OptionProfil e>

<i d>830275669</i d>
</ OptionProfile>
<OptionProfil e>

<i d>830285669</i d>
</ OptionProfil e>

</ dat a>

</ Servi ceResponse>
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CHAPTER

Finding API

The WAS Finding API provides a suite of API functions lets you manage the findings
(detections) returned from your web application scans.

These operations are available:
Current finding count

Search findings

Get details of a finding

Ignore Findings

Activate Findings

Edit Findings Severity

Restore Findings Severity
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Current finding count

Returns the total number of findings on web application(s) in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/count/was/finding
Methods allowed: POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format.

id (Integer) ignoredDate (Date)

qid (Integer) ignoredReason (Keyword:
FALSE_POSITIVE, RISK_ACCEPTED or
NOT_APPLICABLE)

name (Text) group (Keyword: XSS, SQL, INFO, PATH,
CC, SSN_US or CUSTOM)

type (Keyword: owasp.name (Text)
VULNERABILITY,
SENSITIVE_CONTENT, or
INFORMATION_GATHERED)

url (Text) owasp.code (Integer)
webApp.tags.id (Integer) wasc.name (Text)
webApp.tags.name (Text) wasc.code (Integer)
status (Keyword) cwe.id (Integer)

NEW, ACTIVE or REOPENED

patch (Integer-Long) firstDetectedDate (Date)
webApp.id (Integer) lastDetectedDate (Date)
webApp.name (Text) lastTestedDate (Date)
severity (Integer) timesDetected (Integer)

externalRef (String)

Tip - Use operator IS EMPTY for
findings with empty external
references
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Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS,

IS EMPTY (use with
externalRef only)

Date EQUALS, NOT EQUALS,
GREATER, LESSER
Keyword EQUALS, NOT EQUALS,
IN
Boolean (true/false) EQUALS,
NOT EQUALS
Permissions

The WAS application must be enabled in the user’s account
User must have “API Access” permission
Count includes findings on web applications within the user’s scope

Example

Example 1: Count - no criteria (GET)
Return the number (count) of all findings in the user’s scope.

Request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ count/was/finding/"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
XSi : noNanespaceSchemalLocat i on="htt p:// qual ysapi . qual ys. conf qps/ xsd
/3. 0/ was/ findi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >2815</ count >
</ Servi ceResponse>
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Example 2: Count - criteria (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conlf qps/rest/ 3.0/ count/was/finding/" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="type"
oper at or =" EQUALS" >VULNERABI LI TY</Criteri a>
<Criteria field="severity" operator="EQUALS">5</Criteria>
<Criteria field="status" operator="I1N">NEW ACTI VE,
REOPENED</ Criteri a>
</filters>
</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
XsSi : noNanespaceSchemalLocat i on="htt p:// qual ysapi . qual ys. conf qps/ xsd
/3. 0/ was/ findi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >41</ count >
</ Servi ceResponse>
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Returns list of findings (vulnerabilities, sensitive contents, information gathered) found
in web applications which are in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/search/was/findi

ng

Methods allowed: POST

Input

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format.

id (Integer)

ignoredDate (Date)

qid (Integer)

ignoredReason (Keyword:
FALSE_POSITIVE, RISK_ACCEPTED or
NOT_APPLICABLE)

name (Text)

group (Keyword: XSS, SQL, INFO, PATH,
CC, SSN_US or CUSTOM)

type (Keyword:
VULNERABILITY,
SENSITIVE_CONTENT, or
INFORMATION_GATHERED)

owasp.name (Text)

url (Text)

owasp.code (Integer)

webApp.tags.id (Integer)

wasc.name (Text)

webApp.tags.name (Text)

wasc.code (Integer)

status (Keyword:
NEW, ACTIVE or REOPENED)

cwe.id (Integer)

patch (Integer-Long)

firstDetectedDate (Date)

webApp.id (Integer)

lastDetectedDate (Date)

webApp.name (Text)

lastTestedDate (Date)

severity (Integer)

timesDetected (Integer)

externalRef (String)

Tip - Use operator IS EMPTY for
findings with empty external
references

Qualys Web Application Scanning API

277



Chapter 9 — Finding API
Search findings

Allowed Operators

Integer EQUALS, NOT EQUALS,
GREATER, LESSER, IN

Text CONTAINS, EQUALS,
NOT EQUALS,

IS EMPTY (use with
externalRef only)

Date EQUALS, NOT EQUALS,
GREATER, LESSER
Keyword EQUALS, NOT EQUALS,
IN
Permissions

The WAS application must be enabled in the user’s account
User must have “API Access” permission
Output contains findings on web applications within the user’s scope

Example

278

Example: Search - criteria (POST)

Request:
curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conl qps/rest/3.0/search/was/finding/" <
file.xm

Note: “file.xml” contains the request POST data.

Request POST Data:

<Servi ceRequest >
<pr ef erences>
<ver bose>true</ver bose>
</ preferences>
<filters>
<Criteria field="id" operator="1N'>935943</Criteria>
</filters>
</ Servi ceRequest >
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Response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ fi ndi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<hasMor eRecor ds>f al se</ hasMor eRecor ds>
<dat a>
<Fi ndi ng>
<i d>935943</i d>
<qi d>150046</ gi d>
<nane>
<I[ CDATA[ Ref l ected Cross-Site Scripting In HTTP
Header]] >
</ nane>
<t ype>VULNERABI LI TY</type>
<cwe>
<count >1</ count >
<list>
<l ong>79</ | ong>
</list>
</ cwe>
<owasp>
<count >1</ count >
<list>
<OWASP>
<nane>
<! [ CDATA[ Cross-Site Scripting (XSS)]]>
</ nane>
<url >

<! [ CDATA[ htt ps: //www. owasp. or g/ i ndex. php/ Top_10_2013- A3- Cr 0ss-
Site_Scripting_(XSS)]]>

<lurl>
<code>3</ code>
</ ONASP>
</list>
</ owasp>
<wasc>

<count >1</ count >
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<list>
<WASC>
<npane>
<I[ CDATA[ Cross-Site Scripting]]>
</ nanme>
<url >
<! [ CDATA[ http://proj ects. webappsec. or g/ w page/ 13246920/ WASC] | >
<lurl>
<code>8</ code>
</ WASC>
</list>
</ wasc>
<par anp
<! [ CDATA| user-agent]]>
</ par anp
<function>
<! [ COATA[ Hel I 0] ] >
</function>
<resul tList>
<count >1</ count >
<list>
<Resul t >
<aut henti cati on>f al se</ aut henti cati on>
<accessPat h>
<count >2</ count >
<list>
<Url >
<! [ CDATA[ http://10. 10. 26.238/]] >
</ Ul >
<Url >

<I'[ CDATA[ htt ps: // 10. 10. 26. 238/ boq/ par seAct i on. php] ] >
</ Ul >
</list>
</ accessPat h>
<payl oads>
<count >5</ count >
<list>
<Payl oadl nst ance>
<pay! oad>
<! [ CDATA[ Mozi | | a<scri pt
src=//1ocal host/j>]]>
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</ payl oad>
<r equest >
<net hod>
<! [ CDATA[ GET] ] >
</ met hod>
<l ink>

<! [ CDATA[ ht t ps://10. 10. 26. 238/]] >
</link>
<header s>
<! [ CDATA[ VXN ci 1BZ2VudDogTW96aWks YTxzY3JpcHQgc3Jj PS8vb@dj YWkob3NOL
20+DQpDb29r aWUBI GNvb2t pZTMBY29va2l | dGhyZWJ71 GN\Nvb2t pZTl 9Y29va2l | dHd
vOyBj b29r aWUx PMAvb2t pZWAuZTsgUEhQUOVTUWOI EPTVhY] Uy Yz MLNnRK YWWy NnZmy
R MALR ZnmRk OAY3NT YwOy BMb2dpbl NI bGVj dGVkVGFI PXRhY] sNCg==] | >
</ header s>
</ request >
<r esponse>
<! [ CDATA[ i n/ exanpl e-
bash. sh">Shel | Shock</a></1i><li><a href="/cgi-
bi n/ st at us” >Shel | Shock2</a></1i ><li><a href="/cgi-
bi n/ st at us2?asdf =1">Shel | Shock2</a></1i ><|i><a href="/cgi -
bi n/ st at us3. sh">Shel | Shock2</a></1i >
</ ul >
Mozi | | a<script src=//local host/j>
</ div>
</div><div id="franecontent Mai n"><div id="left-
Navi gation"><form i d="| ogi nForm nanme="1 ogi nForm' net hod="POST"
action="bog/ par seActi on. php">
Logi n: <br/><input nane="l|ogin" type="text" val]]>
</ response>
<payl oadResponce>
<of f set >237</ of f set >
<l engt h>26</ | engt h>
</ payl oadResponce>
</ Payl oadl nst ance>
<Payl oadl nst ance>
<pay! oad>
<! [ CDATA[ Mozi | | a""' ><qgss
a=X144544684Y0Z>] | >
</ payl oad>
<request >
<met hod>
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<!'[ CDATA[ GET]] >
</ met hod>
<li nk>

<! [ CDATA[ https://10.10.26.238/]]>
</link>
<header s>
<! [ CDATA[ VXN ci 1BZ2VudDogTW86aWks YSI nPj xxc3MgYT1YMICQONTCQON] gOWIBaP
gOK@29va2l | O Bj b29r aWzPWNvb2t pZXRocnWVl OyBj b29r aWJy PMAvb2t pZXR3bzs
gY29vazl | Mr'1lj b29r aW/wvbnmJ7l FBI UFNFULNJRDO1YW 1MvVENTZkZGFj M ZnzmlkY
ZzFl NmzkzDl mNz U2 VDsgT@naWb TZWk| Y3RI ZFRhY] 10YW 7DQo=] ] >
</ header s>
</ request >
<r esponse>
<! [ CDATA[ n/ exanpl e-
bash. sh">Shel | Shock</a></1i><li><a href="/cqgi -
bi n/ st at us" >Shel | Shock2</a></Ili><li><a href="/cgi -
bi n/ st at us2?asdf =1">Shel | Shock2</a></1i><li><a href="/cqgi -
bi n/ st at us3. sh" >Shel | Shock2</a></1i >

</ ul >
Mozi |l a"' ><qss a=X144544684Y0Z>
</ div>
</div><div id="framecontent Main"><div id="left-
Navi gati on"><f orm i d="1 ogi nFor ¥ nanme="1 ogi nFor m' net hod="POST"
action="bog/ par seActi on. php">
Logi n: <br/><input nane="login" type="text" val ue=]]>
</ response>
<payl oadResponce>
<of f set >239</ of f set >
<l engt h>21</| engt h>
</ payl oadResponce>
</ Payl oadl nst ance>
<Payl oadl nst ance>
<payl oad>
<! [ CDATA[ Mbzi | | a"><gss>] ]| >
</ payl oad>
<request >
<met hod>
<! [ CDATA[ CGET] ] >
</ met hod>
<li nk>
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<! [ CDATA[ ht t ps://10. 10. 26. 238/]] >
</link>
<header s>
<! [ CDATA[ VXN ci 1BZ2VudDogTWe6aWksYSI +PHFzcz4NCkNvb2t pZTogY29va2l | M
z1j b29r aW0aHJI ZTsgY29va2l | M 1j b29r aWw0d2871 G\vb2t pZTE9Y29va2l | b25
| OyBQSFBTRVNTSUQNWFi NTJj MeU2ZCGRhYzI 2ZnZi ZAGWKZTZnZGBZj c1N A7l ExvZ
21 uU2Vs ZWNOZWRUYW 9dGFi On0K] | >
</ header s>
</ request >
<r esponse>
<! [ CDATA[ ="/ cgi - bi n/ exanpl e-
bash. sh">Shel | Shock</a></1i><li><a href="/cgi-
bi n/ st at us” >Shel | Shock2</a></1i ><li><a href="/cgi-
bi n/ st at us2?asdf =1">Shel | Shock2</a></1i ><|i><a href="/cqgi -
bi n/ st at us3. sh">Shel | Shock2</a></1i >

</ul >
Mozi | | a"><qgss>
</ di v>
</div><div id="franecontent Mai n"><div id="left-
Navi gation"><form i d="| ogi nForm nanme="1 ogi nForm' net hod="POST"
action="bog/ par seActi on. php">
Logi n: <br/><input nane="l|ogin" type="text" value="John" /]]>
</ response>
<payl oadResponce>
<of f set >247</ of f set >
<l engt h>5</1| engt h>
</ payl oadResponce>
</ Payl oadl nst ance>
<Payl oadl nst ance>
<payl oad>
<! [ CDATA[ Mozi | | a
<scri pt>_g_qg=randon() </script>]]>
</ payl oad>
<request >
<met hod>
<! [ CDATA[ CGET] ] >
</ met hod>
<l ink>

<! [ CDATA[ https://10.10.26.238/]]>
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</link>
<header s>
<! [ CDATA[ VXN ci 1BZ2VudDogTW86aWks YSA8c 2Ny aXBOPI 9x X3E9c nFuZ@G9t KCk 8L
3N cml wdDANCKkNvb2t pZTogY29va2l | Me1j b29r aW/0aHIl ZTsgY29vaz2l | M 1j b29
raw/0d2871 GNvb2t pZTE9Y29va2l | b251 OyBQSFBTRVNTSUNWFI NTJj Mz U2ZGRhY
zl 2ZnZi ZAWZTZnZGBZj cINj A71 ExvZ2] uU2Vs ZWNOZWRUYW 9dGFi On0K] | >
</ header s>
</ request >
<r esponse>
<! [ CDATA[ exanpl e-
bash. sh">Shel | Shock</a></1i><li><a href="/cgi -
bi n/ st at us" >Shel | Shock2</a></I|i><li><a href="/cgi -
bi n/ st at us2?asdf =1" >Shel | Shock2</a></1i><li ><a href="/cgi -
bi n/ st at us3. sh">Shel | Shock2</a></1i >

</ ul >
Mbzilla <script>_g_g=randon()</script>
</div>
</div><div id="franecontent Mai n"><div id="left-
Navi gation"><form i d="| ogi nForm name="1 ogi nFor ' net hod="POST"
action="bog/ par seActi on. php">
Logi n: <br/><input nane="login" type="text" v]]>
</ response>
<payl oadResponce>
<of f set >235</ of f set >
<l engt h>30</ | engt h>
</ payl oadResponce>
</ Payl oadl nst ance>
<Payl oadl nst ance>
<payl oad>
<! [ CDATA[ Mozi Il a""' ><qgss " ;!-
-=&{()}>]1>
</ payl oad>
<request >
<met hod>
<!'[ CDATA[ GET]] >
</ met hod>
<l i nk>

<! [ CDATA[ ht t ps: // 10. 10. 26. 238/1] >

</link>
<header s>
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<! [ CDATA[ VXN ci 1BZ2VudDogTW86aWks YSI nPj xxc3MgYDshLS09JnsoKX0+DQpDb
29r aWJBl G\vb2t pZTMBY29va2l | dGhyZWJ71 GN\vb2t pZTl 9Y29va2l | dHdvOyBj b29
r aWUxPWNvb2t pZWOuZTsgUEhQUOVTUOI EPTVhY] Uy Yz MLNmRK YWMy NmZnmYmRj MAU2Z
Rk OAY3NT YwOy BMb2dpbl NI bGVj dGVKVGF PXRhY] sNCg==] | >
</ header s>
</ request >
<r esponse>
<! [ CDATA] bi n/ exanpl e-

bash. sh">Shel | Shock</a></1i><li><a href="/cgi -
bi n/ st at us" >Shel | Shock2</a></Ili><li><a href="/cgi -
bi n/ st at us2?asdf =1" >Shel | Shock2</a></1i><li ><a href="/cgi -
bi n/ st at us3. sh">Shel | Shock2</a></1i >

</ul >
Mozilla"'><qss “;!--=&{()}>
</ di v>
</div><div id="franecontent Mai n"><div id="left-
Navi gati on" ><form i d="1ogi nFormf name="1 ogi nForm' met hod="POST"
action="bog/ par seActi on. php" >
Logi n: <br/><input nane="login" type="text" value="J]]>
</ response>
<payl oadResponce>
<of f set >241</ of f set >
<l engt h>17</ | engt h>
</ payl oadResponce>
</ Payl oadl nst ance>

</list>
</ payl oads>
</ Resul t >

</list>
</resultList>
<severity>5</severity>
<url >
<! [ CDATA[ htt ps://10. 10. 26. 238/]] >
<lurl>
<st at us>ACTI VE</ st at us>
<firstDetectedDat e>2014-02-
03T20: 21: 30Z</fi r st Det ect edDat e>
<| ast Det ect edDat €>2016- 03-
16T19: 47: 08Z</ | ast Det ect edDat e>
<| ast Test edDat €>2016- 03- 16T19: 47: 08Z</ | ast Test edDat e>
<ti mesDet ect ed>271</ti nesDet ect ed>
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<webApp>
<i d>1559164</i d>
<nane>
<! [ CODATAlMy Wb App]] >
</ name>
<url >
<! [ CDATA[ htt p://10. 10. 26. 238:80/]] >
</url>
</ webApp>
<i sl gnor ed>f al se</i sl gnor ed>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>
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Get details of a finding

View details for a finding on a web application which is in the user’s scope. See “Search
findings” to find a record ID to use as input.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/get/was/finding/id
Methods allowed: ~ GET

Input

The element “id” (Integer) is required, where “id” identifies a finding (WebAppVuln,
WebApplg, or WebAppSensitiveContent).

Permissions

The WAS application must be enabled in the user’s account
User must have “API Access” permission
Web application must be within the user’s scope

Example

View details (GET)

Request:

curl -u "USERNAVE: PASSWORD'
"https://qual ysapi.qual ys. conf gps/rest/ 3.0/ get/was/finding/ 1420716

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnm ns: xsi="http://ww.w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchenalLocati on="https://qual ysapi . qual ys. conl gps/ xs
d/ 3. 0/ was/ fi ndi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>1420716</i d>
<qgi d>150060</ qgi d>
<name>
<! [ CDATA[ HTTP Response Splitting Vulnerabilities]]>
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</ nane>
<t ype>VULNERABI LI TY</t ype>
<gr oup>| NFO</ gr oup>
<cwe>
<count >1</ count >
<list>
<l ong>113</ 1| ong>
</list>
</ cwe>
<owasp>
<count >1</ count >
<list>
<ONASP>
<name>
<!'[ CDATA[ Security M sconfiguration]]>
</ name>
<url >

<! [ CDATA[ htt ps: //www. owasp. or g/ i ndex. php/ Top_10_2013- A5-
Security M sconfiguration]]>
<furl>
<code>5</ code>
</ ONASP>
</list>
</ owasp>
<wasc>
<count >1</ count >
<list>
<WASC>
<nane>
<! [ CDATA[ HTTP Request Splitting]]>
</ nane>
<url >
<I[ CDATA[ htt p:// proj ects. webappsec. or g/ w page/ 13246929/ WASC] | >
<furl>
<code>24</ code>
</ WASC>
</list>
</ wasc>
<par anp
<I[ CDATA[ | ogi n]] >
</ par anp
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<function>
<! [ CDATA[ Wl cone] ] >
</function>
<resul tList>
<count >1</ count >
<list>
<Resul t >
<aut henti cati on>f al se</ aut henti cati on>
<fornlLocati on>
<![ CDATA[ http://10. 10. 26. 238/]] >
</fornlLocati on>
<accessPat h>
<count >1</ count >

<list>
<Url >
<![ CDATA[ http://10.10.26.238/]]>
</Ul>
</list>

</ accessPat h>
<payl oads>
<count >1</ count >
<list>
<Payl oadl nst ance>
<payl oad>
<I'[ CDATA[ | ogi n=q%0d%aCont ent -
Type¥BAt ext %2Fht nl Y9d%®aCont ent -
Lengt h%8A%20190%0d%Wa%0d%0aHTTPY2F1. 1920200%200K%0d%®aCont ent -
Type¥BA%R20t ext ¥2Fht M %0@d%aSet - Cooki e¥BAYR20a%BDqY0d¥aCont ent -
Lengt h%8A%202%0d%a%0d¥aAA&passwor d=passwor d&act i on=I ogi n&subni t =
Login]]>
</ payl oad>
<request >
<met hod>
<! [ CDATA[ POST] | >
</ met hod>
<link>

<! [ CDATA[ https://10.10. 26. 238/ bog/ par seAct i on. php] ] >
</link>
<header s>

<! [ CDATA[ UnWnZXJI cj ogaHROcDovLzEWL.j EwLj | 2Lj | zOCBNCkNvb2t pZTogY29va
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21 | Mz1j b29r awv0aHl| ZTsgY29va2l | M 1j b29r aWw/0d2871 GNvb2t pZTE9Y29va2l

| b251 Oy BQSFBTRVNTSUQOGYz MDVMBZGUSOGELZ]j | j ODI 2Yj ky MTEQY] dhNTI xZmQ7D
Qosb2dpbj 1xJTBkJITBhQR9udGVudCLUeXBl J TNBdGVA4dCUy RrhObWM MGQ MGFDb25
0ZWBOLUx| brd0aCUz QSUy MDES MCUWZ CUWYSUMZCUWYURUVFAI Mk YxLj El M Ay MDAl M
j BPSy UAZCUWYUNvbnRI bnQt VH wZSUz QSUy MHRI eHQ MkZodGLsJ TBkJ TBhU2VOLUN
vb2t pZSUz QSUy MGE! MDRxJ TBkJ TBhQR9udGVud CLMZWENndGgl MOE! M AyJTBKJITBhJ
TBkJ TBhQUENT GFzc3dvemc GFzc3dv e mmyWh0aVBuPWv Z2l uJnNLYripdD1Mb2d

pbg==]] >

</ header s>
</ request >
<r esponse>
<I[ CODATA[HTTP/ 1.1 200 K

Cont ent - Type: text/htnl

Set - Cooki e:

a=q Content-Length: 2

AA
Content-Length: O
Connection: cl ose

Content - Type: text/htnl; charset=UTF-8

11>

</ response>
<payl oadResponce>
<of f set >0</ of f set >
<l engt h>59</| engt h>
</ payl oadResponce>
</ Payl oadl nst ance>

</list>
</ payl oads>
</ Resul t >

</list>
</resultList>
<severity>b</severity>

<url >

<! [ CDATA[ htt ps: //10. 10. 26. 238/ boqg/ par seActi on. php] ] >

<lurl>

<st at us>NEW/ st at us>

<firstDetectedDat e>2016-03-
09T17: 57: 46Z</fir st Det ect edDat e>

<| ast Det ect edDat €>2016- 03-
09T17: 57: 46Z</ | ast Det ect edDat e>
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<| ast Test edDat e>2016- 03- 09T17: 57: 46Z</ | ast Test edDat e>
<ti nesDet ect ed>1</ti nesDet ect ed>
<webApp>
<i d>2776077</i d>
<nane>
<! [ CODATAlMy Wb App]] >
</ nane>
<url >
<! [ CDATA[ htt p://10. 10. 26. 238] ] >
<furl>
</ webApp>
<i sl gnor ed>f al se</i sl gnor ed>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>
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Ignore Findings

Input

Ignore findings for a web application which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/ignore/was/finding

Methods allowed: POST

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format.

id (Integer)

ignoredReason (Keyword:
FALSE_POSITIVE, RISK_ACCEPTED or
NOT_APPLICABLE)

qid (Integer)

group (Keyword: XSS, SQL, INFO, PATH,
CC,SSN_US or CUSTOM)

name (Text)

owasp.name (Text)

type (Keyword:
VULNERABILITY,
SENSITIVE_CONTENT, or
INFORMATION_GATHERED)

owasp.code (Integer)

url (Text)

wasc.name (Text)

webApp.tags.id (Integer)

wasc.code (Integer)

webApp.tags.name (Text)

cwe.id (Integer)

status (Keyword:
NEW, ACTIVE or REOPENED)

firstDetectedDate (Date)

webApp.id (Integer)

lastDetectedDate (Date)

webApp.name (Text)

lastTestedDate (Date)

severity (Integer)

timesDetected (Integer)

ignoredDate (Date)

Permissions
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The WAS application must be enabled in the user’s account
User must have “API Access” permission

Web application must be within the user’s scope

User must have “Ignore Vulnerabilities” permission
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Examples

Ignore specific finding (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf qps/rest/3.0/ignore/was/findi ng/ 1645
195669"

Request POST Data:
<Servi ceRequest >

<dat a>
<Fi ndi ng>
<i d>1645195669</i d>
<i gnor edReason>FALSE_POSI Tl VE</ i ghor edReason>
<i gnor edComment >t est </ i gnor edConment >
</ Fi ndi ng>
</ dat a>

</ Servi ceRequest >

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
xsi : noNanespaceSchenalLocati on="http://qual ysapi . qual ys. conf gps/ xsd
/3. 0/ was/ findi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>1645195669</ i d>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>
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Activate Findings

Activate ignored findings for a web application which is in the user’s scope.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/activate/was/finding

or

https:/ /qualysapi.qualys.com/qps/rest/3.0/activate/was/finding/

<id>

Methods allowed: POST

Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND. All dates must be
entered in UTC date/time format.

id (Integer)

ignoredReason (Keyword:
FALSE_POSITIVE, RISK_ACCEPTED or
NOT_APPLICABLE)

qid (Integer)

group (Keyword: XSS, SQL, INFO, PATH,
CC, SSN_US or CUSTOM)

name (Text)

owasp.name (Text)

type (Keyword:
VULNERABILITY,
SENSITIVE_CONTENT, or
INFORMATION_GATHERED)

owasp.code (Integer)

url (Text)

wasc.name (Text)

webApp.tags.id (Integer)

wasc.code (Integer)

webApp.tags.name (Text)

cwe.id (Integer)

status (Keyword:
NEW, ACTIVE or REOPENED)

firstDetectedDate (Date)

webApp.id (Integer)

lastDetectedDate (Date)

webApp.name (Text)

lastTestedDate (Date)

severity (Integer)

timesDetected (Integer)

ignoredDate (Date)
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Permissions

The WAS application must be enabled in the user’s account
User must have “API Access” permission

Web application must be within the user’s scope

User must have “Ignore Vulnerabilities” permission

Examples

Example 1: Activate all ignored findings (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @
"https://qual ysapi . qual ys. conf qps/rest/ 3.0/ activat e/ was/fi ndi ng"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchenalLocati on="http://qual ysapi . qual ys. conf gps/ xsd
/3. 0/ was/ findi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >3</ count >
<dat a>
<Fi ndi ng>
<i d>1613225669</i d>
</ Fi ndi ng>
<Fi ndi ng>
<i d>1613255669</i d>
</ Fi ndi ng>
<Fi ndi ng>
<i d>1645195669</i d>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>
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Example 2: Activate specific finding (POST)

Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.coni qps/rest/3.0/activate/was/finding/16
13255669"

Response:
<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNamespaceSchenaLocati on="htt p://qual ysapi . qual ys. conf gps/ xsd
/3. 0/was/ findi ng. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>1613255669</i d>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>
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Edit Findings Severity

Edit severity level of the given findings.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/editSeverity /was/
finding
or
https://qualysapi.qualys.com/qps/rest/3.0/editSeverity /was/
finding / <id>

Methods allowed: POST

Input
Allowed input elements are listed below. The associated data type for each element
appears in parentheses. These elements are optional and act as filters. When multiple
elements are specified, parameters are combined using a logical AND.
id (Integer) comments (Text)
new Severity level {1, 2, 3, 4, 5}
(Integer)

Permissions

User must have access to the API

Subscription must have WAS module enabled

User must have access to WAS module

User must have access to web application which belongs to given WebAppVuln id
User must have "Ignore Vulnerabilities" permission

Example 1: Edit severity level
Edit severity for single finding.

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qualys. conigps/rest/3.0/editSeverity/was/finding" <
file.xm

Note: “file.xm” contains the request POST dat a.

Use this URL to edit severity for one or nore findings. POST is required.
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Edit severity for single finding

Request POST Data:

<Servi ceRequest >
<dat a>
<Fi ndi ng>
<i d>647</id>
<severityComrent >t est comment api </severityComent >
<severity>2</severity>
</ Fi ndi ng>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNamespaceSchermalLocati on="htt ps:// qual ysapi . qual ys. coni gps/ xsd/ 3. 0/ w
as/ findi ng. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>647</i d>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>

Edit severity for multiple findings

Request POST Data:

<Servi ceRequest >
<dat a>
<Fi ndi ng>
<severityConment >t est comment api </severityComent >
<severity>2</severity>
</ Fi ndi ng>
</ dat a>
<filters>
<Criteria field="id" operator="I1N"'>183, 645</Criteria>
</filters>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenmalLocati on="htt ps://qual ysapi . qual ys. com qps/ xsd/ 3. 0/ w
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as/ findi ng. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
<dat a>
<Fi ndi ng>
<i d>645</i d>
</ Fi ndi ng>
<Fi ndi ng>
<i d>183</i d>
</ Fi ndi ng>
</ dat a>
</ Ser vi ceResponse>
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Restore Findings Severity

Input

Restore severity level of the given findings.

URL: https:/ /qualysapi.qualys.com/qps/rest/3.0/restoreSeverity /was/
finding
or
https:/ /qualysapi.qualys.com/qps/rest/3.0/restoreSeverity /was/
finding / <id>

Methods allowed: POST

Allowed input element is listed below. The associated data type for the element appears
in parentheses.

id (Integer)

Permissions

300

User must have access to the API

Subscription must have WAS module enabled

User must have access to WAS module

User must have access to web application which belongs to given WebAppVuln id
User must have "Ignore Vulnerabilities" permission

Example 1: Restore severity level

API Request:

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.conlgps/rest/3.0/restoreSeverity/was/finding" <
file.xm

Note: “file.xm” contains the request POST dat a.

Use this URL to restore severity for one or nore findings. POST is
required.

Restore for single finding

Request POST Data:

<Servi ceRequest >
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<dat a>
<Fi ndi ng>
<i d>6034</i d>
</ Fi ndi ng>
</ dat a>
</ Servi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenaLocati on="htt ps://qual ysapi . qual ys. com gps/ xsd/ 3. 0/ w
as/findi ng. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<Fi ndi ng>
<i d>6034</i d>
</ Fi ndi ng>
</ dat a>
</ Ser vi ceResponse>

Restore for multiple findings

Request POST Data:

<Servi ceRequest >
<filters>
<Criteria field="id" operator="I1N"'>183, 645</Criteria>
</filters>
</ Ser vi ceRequest >

XML response:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="htt ps://qual ysapi . qual ys. com gps/ xsd/ 3. 0/ w
as/findi ng. xsd">
<r esponseCode>SUCCESS</ r esponseCode>
<count >2</ count >
<dat a>
<Fi ndi ng>
<i d>183</i d>
</ Fi ndi ng>
<Fi ndi ng>
<i d>645</i d>
</ Fi ndi ng>
</ dat a>
</ Servi ceResponse>
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CHAPTER

Progressive Scanning

Qualys WAS 4.0 introduces Progressive Scanning to improve testing coverage and
scheduling flexibility. Progressive Scanning is a limited availability feature, so if
you're interested in becoming an early adopter please contact your Technical
Account Manager or our Support Team. Learn more

We’ve made several updates to the WAS API to support Progressive Scanning - see
below for all the details. Users will see these changes only when Progressive
Scanning is enabled for their account.

Web Application API
Scan API
Schedule API

Scan Report
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Schema: webapp.xsd

A new progressiveScanning element was added to the WebApp XML element. Expected
format is a boolean.

<xs: conpl exType nanme="WebApp" >
<xs:all>
<xs: el enent nane="id" type="xs:long" minCccurs="0"/>

<xs: el enent nane="progressi veScanni ng" type="xs: bool ean”
defaul t="true" m nCccurs="0"/>

CREATE / UPDATE web application

The user will be able to set progressiveScanning to true or false, if Progressive Scanning is
enabled for the subscription. When Progressive Scanning is enabled for the subscription,
if progressiveScanning option is not specified during CREATE request, by default the
option will be enabled for the web application.

API request (create):

curl -u "USERNAME: PASSWORD' -H "Content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys.coni gps/rest/ 3.0/ creat e/ was/ webapp/" <
file.xm

“file.xml” contains the request POST data:

<Servi ceRequest >
<dat a>
<WebApp>
<nane><! [ CDATAl My Wb Appl i cati on]] ></name>
<ur| ><![ CDATA[ htt p: / / mywebapp. conj ] ></url >
<pr ogr essi veScanni ng>f al se</ pr ogr essi veScanni ng>
</ WebApp>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi="http://ww. w3. org/ 2001/ XM_Schena-
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i nstance”
xsi : noNanespaceSchemaLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WebApp>
<i d>1912949</i d>
<nane><! [ CDATAl My Wb Appli cati on]] ></ name>
<url ><![ CDATA[ htt p: // mywebapp. com ]]></url >

<scanner Locked>f al se</ scanner Locked>
<pr ogr essi veScanni ng>f al se</ pr ogr essi veScanni ng>

XML output (error):

If Progressive Scanning is not enabled for the subscription, the progressiveScanning
element cannot not be provided, otherwise an error will be returned.

<Servi ceResponse
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ webapp. xsd" >
<r esponseCode>| NVALI D_REQUEST</ r esponseCode>
<responseErrorDet ai | s>
<error Message>Progressi ve scanning i s not enabled in your
subscri ption. </ error Message>
<error Resol uti on>Pl ease check with your account nmanager to
enabl e this option.</errorResol ution>
</responseErrorDetail s>
</ Servi ceResponse>

GET web application

If Progressive Scanning is enabled for the subscription, the progressiveScanning element
is displayed in GET call responses. If Progressive Scanning is not enabled for the
subscription, the element is not included.

For all existing web applications created prior to WAS 4.0 the value will be set to TRUE
by default.

API request:
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curl -n -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ get/was/webapp/ 323102"

XML output:

<Servi ceResponse

xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schema- i nst ance"
xsi : noNanmespaceSchenaLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ webapp. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>
<WebApp>
<i d>323102</i d>
<nane>
<! [ CDATA[ ManboCMS] | >
</ name>
<url >

<I'[ CDATA[ ht t p: // f unkyt own. acne01. acre. coni For s/ For nFi el ds/ t enp/ up
dat ed_web_app_nane] ] >
</url>

<scanner Locked>f al se</ scanner Locked>
<pr ogr essi veScanni ng>f al se</ pr ogr essi veScanni ng>
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Schema: scan.xsd / wasscan.xsd

A new progressiveScanning element was added to the WasScan XML element. Expected
format is a boolean.

<xs: conpl exType nanme="WasScan" >
<xs:all>
<xs: el enent nanme="id" type="xs:long" minCccurs="0"/>

<xs: el enent nane="progressi veScanni ng" type="xs: bool ean”
m nCccurs="0"/>

LAUNCH scan

The user can set the progressiveScanning option to true or false for the vulnerability scan,
if Progressive Scanning is enabled for the subscription. If the option is not set for a scan,
the Progressive Scanning setting for the web application is used. Note this option is not
supported for a discovery scan.

API request:

curl -u "USERNAVE: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conf gps/rest/ 3.0/l aunch/ was/ wasscan" <
file.xm

“file.xml” contains the request POST data:

<Servi ceRequest >
<dat a>
<WasScan>
<nane>New WAS Vul nerability Scan | aunched from API </ nanme>
<t ype>VULNERABI LI TY</t ype>

<target>
<webApp>
<i d>323126</i d>
</ webApp>
<scanner Appl i ance>
<t ype>EXTERNAL</ t ype>
</ scanner Appl i ance>
</target>
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<profile>
<i d>1021</id>
</profile>
<cancel Aft er NHour s>5</ cancel Aft er NHour s>
<pr ogr essi veScanni ng>f al se</ pr ogr essi veScanni ng>
</ WAsScan>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nst ance"
Xsi : noNanespaceSchemalLocat i on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScan>
<i d>16954</i d>
</ WasScan>
</ dat a>
</ Servi ceResponse>

XML output (error):

If Progressive Scanning is not enabled for the subscription, the progressiveScanning
element cannot be provided, otherwise an error will be returned.

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"
xsi : noNanmespaceSchenalLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >
<r esponseCode>| NVALI D_REQUEST</ r esponseCode>
<responseErrorDet ail s>
<error Message>Progressi ve scanning i s not enabled in your
subscri ption. </ error Message>
<error Resol uti on>Pl ease check with your account manager to
enabl e this option.</errorResol ution>
</responseErrorDetail s>
</ Servi ceResponse>
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GET scan

The progressiveScanning element will be included in the call response, if Progressive
Scanning is enabled for the subscription. For all scans launched before this feature was
enabled, the value “false” will be returned.

API request:

curl -u "USERNAVME: PASSWORD'
"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ get/was/wasscan/ 31397"
XM out put :
<Servi ceResponse

xm ns: xsi ="http://ww.w3. org/ 2001/ XM_Schema- i nst ance"
xsi : noNanespaceSchenalLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscan. xsd" >

<r esponseCode>SUCCESS</ r esponseCode>

<count >1</ count >

<dat a>
<WasScan>
<i d>31397</i d>
<name>

<! [ CDATA[ Rel aunch Rel aunch Wb Application
Vul nerability Scan - 2014-08-13]]>
</ nanme>
<r ef erence>was/ 1413891468597. 1792880</ r ef er ence>
<t ype>VULNERABI LI TY</type>
<node>ONDEMAND</ node>
<progr essi veScanni ng>t r ue</ pr ogr essi veScanni ng>
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Schema: schedule.xsd / wasscanschedule.xsd

A new progressiveScanning element was added to the WasScanSchedule XML element.

DEFAULT Use web application setting
ENABLED Use progressive scanning for all web applications
DISABLED Do not use progressive scanning for all web applications

<xs: si npl eType nanme="Progressi veScanni ngOpti on">
<xs:restriction base="xs:string">
<xs:enuneration val ue="DEFAULT"/ >
<Xs:enuneration val ue="ENABLED'/ >
<xs:enuneration val ue="Dl SABLED"/ >
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType nane="WasScanSchedul e" >
<xs:all>
<xs: el enment nane="id" type="xs:long" m nQccurs="0"/>

<xs: el enent nanme="progressi veScanni ng"
type="Progressi veScanni ngOpti on" defaul t="DEFAULT" m nCccurs="0"/>

CREATE / UPDATE schedule

The user will be able to set progressiveScanning to ENABLED, DISABLED or DEFAULT,
if progressiveScanning is enabled for the subscription. If this option is not set for a new
schedule, the value DEFAULT is used.

APl request (update):

curl -u "USERNAME: PASSWORD' -H "content-type: text/xm" -X "POST"
--data-binary @

"https://qual ysapi.qual ys. conl qps/ rest/ 3. 0/ updat e/ was/ wasscansched
ul e/ 1688" < file.xmn

“file.xml” contains the request POST data:

<Servi ceRequest >
<dat a>
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<WasScanSchedul e>
<i d>1688</i d>
<pr ogr essi veScanni ng>ENABLED</ pr ogr essi veScanni ng>
</ WasScanSchedul e>
</ dat a>
</ Servi ceRequest >

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse xnl ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena-
i nstance"
xsi : noNanespaceSchenalLocati on="https://qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<i d>1688</i d>
</ WasScanSchedul e>
</ dat a>
</ Servi ceResponse>

XML output (error):

If Progressive Scanning is not enabled for the subscription, the progressiveScanning
element cannot be provided, otherwise an error will be returned.

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : noNanespaceSchemaLocati on="htt ps:// qual ysapi . qual ys. com gps/ xs
d/ 3. 0/ was/ wasscanschedul e. xsd" >
<responseCode>| NVALI D _REQUEST</ r esponseCode>
<responseErrorDetail s>
<error Message>Progressi ve scanning is not enabled in your
subscri ption. </ error Message>
<error Resol uti on>Pl ease check with your account nmanager to
enabl e this option.</errorResol ution>
</responseErrorDetail s>
</ Servi ceResponse>
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GET schedule

The progressiveScanning element will be included in the call response, if Progressive
Scanning is enabled for the subscription.

API request:

curl -u "USERNAME: PASSWORD'
"https://qual ysapi.qual ys. conf gps/rest/ 3. 0/ get/was/ wasscanschedul e
/8183"

XML output:

<?xm version="1.0" encodi ng="UTF-8"?>
<Servi ceResponse
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
Xsi : noNanespaceSchemalLocati on="htt ps://qual ysapi . qual ys. cont gps/ xs
d/ 3. 0/ was/ wasscanschedul e. xsd" >
<r esponseCode>SUCCESS</ r esponseCode>
<count >1</ count >
<dat a>
<WasScanSchedul e>
<i d>8183</i d>
<nane>
<! [ CDATA[ WASUI - 3772 #3]]>
</ name>

<pr ogr essi veScanni ng>ENABLED</ pr ogr essi veScanni ng>
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Scan Report

We’ve made enhancements to scan results data when Progressive Scanning is enabled for
the subscription. When a vulnerability scan is processed, all scan findings will be
associated with the consolidated finding for the web application. This occurs for every
vulnerability scan, even if Progressive Scanning is not enabled for the scan. The
consolidated finding is assigned a finding ID.

New elements in XML scan report

New elements appear in the XML scan report when Progressive Scanning is enabled for
the subscription as follows.

The new DETECTION_ID element (optional) containing the web application finding ID
appears following these elements. (If the finding ID is unavailable the element is not
included).

RESULTS/ VULNERABI LI TY_LI ST/ VULNERABI LI TY/ DETECTI ON_I D
RESULTS/ SENSI Tl VE_CONTENT_LI ST/ SENSI Tl VE_CONTENT/ DETECTI ON_I D

RESULTS/ | NFORVATI ON_GATHERED LI ST/ | NFORVATI ON_GATHERED/ DETECTI ON_|
D

The new PROGRESSIVE_SCANNING element is included in the Appendix. This is set to
true if the scan used Progressive Scanning, or false.

Sample XML scan report

<RESULTS>
<VULNERABI LI TY_LI ST>
<VULNERABI LI TY>
<I D>76681</| D>
<DETECTI ON_| D>7098</ DETECTI ON_I| D>
<Q D>150004</ Q D>
<URL><![ CDATA[ htt ps://10.10. 26.238/../../bog/ protected/ m ne/ def aul
t Page. pdf . t est 1] ] ></ URL>
<AUTHENTI CATI ON>Not Requi r ed</ AUTHENTI CATI ON>
<STATUS>NEW/ STATUS>
<FI RST_TI ME_DETECTED>2014- 10-
07T18: 09: 52Z</ FI RST_TI ME_DETECTED>
<LAST_TI ME_DETECTED>2014- 10-
07T18: 09: 527</ LAST_TI ME_DETECTED>
<LAST_TI ME_TESTED>2014- 10-
07T18: 09: 527</ LAST_TI ME_TESTED>
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<TI MES_DETECTED>1</ TI MES_DETECTED>
<PAYLOADS>
<PAYLOAD>
<NUM>1</ NUVP>
<PAYLOAD><! [ CDATA[ /. ./ .. @ATH@S| LENAVE@ @EXTENSI ON@ t est 1] ] ></ PAY
LOAD>
<REQUEST>
<METHOD>GET</ METHOD>
<URL><![ CDATA[ htt ps://10. 10. 26.238/../../boqg/ prot ect ed/ ni ne/ def au
t Page. pdf . t est 1] ] ></ URL>
<HEADERS>
<HEADER KEY="Referer">
<! [ CDATA[ http://10.10. 26.238/]]> </ HEADER>
<HEADER KEY=" Cooki e" ><! [ CDATA[
cooki e3=cooki et hree; cooki e2=cooki et wo; cooki el=cooki eone;
PHPSESSI D=346e3909391063e3449e203ef aef a224;
11 ></ HEADER>
</ HEADERS>
</ REQUEST>
<RESPONSE>
<CONTENTS
base64="true" ><! [ CDATA] SFRUUCBxLj EgM Aw E9L] ] ></ CONTENTS>
</ RESPONSE>
</ PAYLOAD>
</ PAYLOADS>
</ VULNERABI LI TY>

<SENSI TI VE_CONTENT>

<| D>76671</ | D>

<DETECTI ON_| D>2304</ DETECTI ON_| D>

<Q D>150022</ Q D>
<URL><![ CDATA[ http://10. 10. 26. 238/ boqg/ acct/ ot her/ W1 | Produce500Err
or. php]]></ URL>

<CONTENT>" %200nEvent =@REQUEST| D@20</ CONTENT>

<PARAM><! [ CDATA[ r ef er er ] ] ></ PARAM>

<ACCESS_PATH>

<URL><! [ CDATA[ htt p: //10. 10. 26. 238/ ]] ></ URL>

<URL><! [ CDATA[ htt p: //10. 10. 26. 238/ bog/ t ou. ht M ?s=1] ] ></ URL>

<URL><! [ CDATA[ htt p: //10. 10. 26. 238/ bog/ acct/]] ></ URL>
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<URL><![ CDATA[ ht t p: // 10. 10. 26. 238/ boq/ acct/ ot her/]] ></ URL>
</ ACCESS_PATH>
<AUTHENTI CATED>Not Requi r ed</ AUTHENTI CATED>
<STATUS>NEW/ STATUS>
<FI RST_TI ME_DETECTED>2014- 10-
07T18: 09: 52Z</ FI RST_TI ME_DETECTED>
<LAST_TI ME_DETECTED>2014- 10-
07T18: 09: 527</ LAST_TI ME_DETECTED>
<LAST_TI ME_TESTED>2014- 10-
07T18: 09: 52Z</ LAST_TI ME_TESTED>
<TI MES_DETECTED>1</ TI MES_DETECTED>
<PAYLQADS>
<PAYLQAD>
<NUM>1</ NUM>
<PAYLQAD><! [ CDATA[ %90] ] ></ PAYLOAD>

<REQUEST>
<METHOD>GET</ METHOD>
<URL>
<! [ CDATA[ http://10.10. 26. 238/ bog/ acct/ ot her/ W1 | Produce500Err or. ph
p] ] ></ URL>
<HEADERS>

<HEADER KEY=" Ref er er " ><! [ CDATA]
http://1 ocal host/ %0] ] ></ HEADER>
<HEADER KEY=" Cooki e" ><! [ CDATA[
cooki e3=cooki et hree; cooki e2=cooki et wo; cooki el=cooki eone;
PHPSESSI D=346e3909391063e3449e203ef aef a224;
11 ></ HEADER>
</ HEADERS>
</ REQUEST>
<RESPONSE>
<CONTENTS
base64="true" ><! [ CDATA[ PEhUTUw~
Ci AgPEhFQUQ Ci AgPC9l RUFEPgogl DxCTORZPgogl Dw Qk9EWT4KPCOI VE1IMPg] | ><

| CONTENTS>
</ RESPONSE>
</ PAYLOAD>
</ PAYLOADS>
</ SENSI Tl VE_CONTENT>
<APPENDI X>
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<SCAN LI ST>
<SCAN>
<NAME><! [ CDATA] VULN SCAN - 10. 10. 26. 238 #2]] ></ NAME>

<REFERENCE>wWas/ 1412697001370. 1789435</ REFERENCE>
<START_DATE>2014- 10-07T17: 50: 01Z</ START_DATE>
<END_DATE>2014- 10- 07T18: 09: 52Z</ END_DATE>
<MODE>Vul ner abi |'i t y</ MODE>
<PROGRESSI VE_SCANNI NG>f al se</ PROGRESSI VE_SCANNI NG>
<TYPE>Manual </ TYPE>
<WEB_APPLI| CATI ON><! [ CDATA[ 10. 10. 26. 238 - Good

One! ] ></ VWEB_APPLI CATI ON>
<AUTHENTI CATI ON_RECORD><! [ CDATA[ AAA

(1 D=2005, 10. 10. 26. 238 - Good One!)]]></ AUTHENTI CATI ON_RECORD>
<PROFI LE><! [ CDATA[ CC/ SSN] ] ></ PROFI LE>
<SCANNER>Ext ernal (1P: 10.10.21.160, Scanner:

7.9.40-1, WAS: 3.6.46-1, Signatures: 2.2.813-1)</SCANNER>
<STATUS>Fi ni shed</ STATUS>

<AUTHENTI CATI ON_STATUS>Par ti al </ AUTHENTI CATI ON_STATUS>
</ SCAN>
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Error Messages

This appendix describes the types of error messages returned from WAS API
requests.

Sample Messages: Elements
Sample Messages: Criteria
Sample Messages: Authorization

Sample Messages: Report Storage Limit
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Sample messages for element errors are shown below.

Error Message

Resolution

Element Validation

url: Invalid URL format (<value>).

URL format must be as follows:
http:/ /<baseUrl>/rest/3.0/?parameters

<scope>: Invalid value (<value>).

Element must be set to one of these values: ALL,
LIMIT, SUBDOMAIN or DOMAINS.

domains: Element is required when scope
is set to: DOMAINS.

Specify the domains to include in the web
application scope in the “domains” element.

subDomain: Element is required when
scope is set to: SUBDOMAIN.

Specify the subdomains to include in the web
application scope in the “subDomain” element.

subDomain: Invalid domain name format
(<value>).

Use following format in the “subDomain”
element: .my.domain.suffix (must start with a dot)

useRobots: Invalid value (<value>).

Element “userRobots” must be set to one of these
values: IGNORE, ADD_PATHS, BLACKLIST.

Url: Element is required

Element “Url” is required.

uris.<field>: Invalid URL format (<value>).

For the uri.<field> sub element, specify a URL like
http://domain.name/base/url/?parameters

uris.<field>: Length of the field must not be
greater than 2048 characters. (<value>).

For the uri.<field> sub element, the maximum
field length is 2048 characters.

Domain: Element is required

The domain element must be provided.

Domain: Invalid host name format
(<value>).

Use following format for value in the “Domain”
element: www.my.domain.example.

Length of all domains cannot exceed 2048
characters.

The list of all domains in the web application
cannot exceed 2048 characters.

Attribute.category: Element is required.

The element Attribute.category is required.

Attribute.category: Invalid value
(<value>).

Element Attribute.category must be set to one of
these values: Business Function, Business
Location, Business Description.

Attribute.value: Element is required.

Provide a value for the attribute in the
Attribute.value element: function, location or
description.

The attribute length cannot be greater than
64 characters.

The value for this attribute cannot exceed 64
characters.

The attribute length cannot be greater than
2048 characters.

The value for this attribute cannot exceed 2048
characters.
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Resolution

<element>: Element must not be set.

This element does not apply to this request.

set: Element must contain at least one child.

The set element requires at least one sub element.

At least one of the following elements must
be set: set, add, remove.

This request requires at least one of these elements:
set, add or remove.

headers: Length of all headers cannot
exceed 2048 characters.

The values of all headers cannot exceed 2048
characters.

At least one of the following elements must
be set: set, add, remove.

For an “update” request you must set at least one
of these elements: set, add or remove.

UrlEntry: Element is required.

The element UrlEntry must be provided.

UrlEntry: Invalid URL format (value).

Specify a URL like
http://domain.name/base/url/?parameters

<parent>: Length of all [URLs, regular
expressions] cannot exceed 2048 characters

The list of entries for a given type shall not exceed
2048 characters.

UrlEntry: Only regular expressions are
accepted for this element.

You must provide regular expressions for the
element postDataBlackList.

tags.<element>: Element must not be set.

The tags element does not apply for this request

tags.set: Element must contain at least one
child.

At least one sub element must be provided for the
element tag.set.

Tag.id: Element is required.

Provide a value for the element Tag.id

Tag.id: Invalid value (value).

Value must be an integer set at least to 1.

Tag: Tag specified by ID <id> does not exist
or is not available.

Provide a value for the element id that
corresponds to a valid tag.
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Sample messages for errors related to criteria are shown below.

Error Message

Resolution

Element Validation

Criteria: Field is required.

Specify the name of the criteria to search against.

Criteria: Invalid criteria (<field name>).

Please search against one of the following criteria:
Yos.

Criteria: Invalid operator for criteria
'<field>' (<operator>).

Allowed operations for this criteria are: %s.

Criteria: Value is required for criteria
'<field>".

Specify a value for a field name for search criteria.

Criteria: Invalid value format for criteria
'<field>": <value>.

Boolean (true, false).

Date and Time in UTC format

Enumeration (allowed options separated by
comma).

Other: Specify criteria value(s) as <type>.
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Sample Messages: Authorization

Sample messages related to authorization errors are shown below.

Error Message Resolution

Element Validation

You are not authorized to access the You must be granted the API Access permission in
application through the APL your roles and scopes.
You do not have access to module Web Please contact your account manager to have WAS

Application Scanning required by this API. enabled in your subscription.

No data shall be passed for this operation. = The POST request does not specify a data element.

User is not authorized to perform this You must be granted access to these objects in your
operation on specified object(s). user scope.

Operation %s does not support search Do not provide search filers for this operation.
filters.

Quota of web application has been Please check with your account manager to
exceeded. purchase new applications.

Sample Messages: Report Storage Limit

A sample message related to report storage limit is shown below.

Error Message Resolution

Element Validation

Your [subscription | user] storage limit of Delete existing reports and try again.
<NB> Mb has been reached.
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WAS Findings in XML Reports

Findings in all WAS reports in XML format are Base64 encoded starting with version
3.1. Findings include vulnerability detections, information gathered and sensitive
content.

Did you build clients using WAS version 3.0 or earlier? If yes, please update your
clients so that WAS findings data is processed accurately.

Tell me about Base64 encoded findings

All findings reported for scan and web applications are base64 encoded in XML. This
includes:

- Actual contents of the response
- If evidence in response is highlighted, the evidence contents
- Information gathered data

Base64 encoded data usually will have the attribute set to “base64=true”. For
example:

<FI NDI NG
<PAYLQOAD><! [ CDATA[ ui d=9%00%3Cscr i pt ¥YBE_q¥3Dr andon( X157105156Y1
Z) WBCYRFscri pt
YBE] ] ></ PAYLOAD>
<RESULT
base64="true" ><! [ CDATA] C 9n¥WkKCgKCgpbCi | =] ] ></ RESULT>
</ FI NDI NG




Appendix B — WAS Findings in XML Reports

324

If the “baset4=true attribute” is not set, the value will be in plain text. For example:

<FI NDI NG
<PAYLQAD><! [ CDATA[ ui d=%00%8Cscr i pt ¥Y8E_q¥3Dr andonm( X157105156Y1Z) %
3CRFscri pt
9BE] ] ></ PAYLOAD>
<RESULT><! [ CDATA[ _feed(("]]></ RESULT>
</ FI NDI NG

Which WAS reports show findings?
- WAS v3 Scan Results

- Web Application Report

- Web Application Scan Report

WAS v3 Scan Results

Vulnerability and Sensitive Content findings

WasScan/vulns/list/ WasScanVuln/instances/list/ WasScanVulnInstance /payloads/list/ WasS
canVulnPayload /result

WasScan/sensitiveContents/list/ WasScanSensitiveContent/instances /list/ WasScanSensitiveC
ontentInstance/payloads/list/ WasScanSensitiveContentPayload /result

Sample WAS v3 Scan Results XML

<WasScanWVul n>
<qi d>150001</ gi d>
<title><![ CDATA[ Refl ected Cross-Site Scripting (XSS)
Vul nerabilities]]></title>
<uri><![ CDATA[ http:// myuri.apps. com 613460625329/ f eed. gt | ?ui d=9%22"
YBEYBCass¥0a%8DX157
105156Y1Z9%BE] ] ></ uri >
<par anmpui d</ par an
<i nst ances>
<count >1</ count >
<list>
<WasScanVul nl nst ance>
<aut hent i cat ed>f al se</ aut henti cat ed>
<payl oads>
<count >4</ count >
<list>
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<WasScanVul nPayl oad>
<payl oad><! [ CDATA[ ui d=%00%3Cscri pt ¥Y8E_q¥3Dr andom( X157105156Y1Z) ¥3C
%2Fscri pt ¥8E] ] >

</ payl oad>

<result base64="true">
<! [ CDATA[ A 9mZW/kKCgKCgphCi 1]] ></resul t >

</ WasScanVul nPayl| oad>

<WasScanWVul nPayl oad>
<payl oad><! [ CDATA[ ui d=9%22"' ¥BE¥BCqss¥20a¥8DX157105156Y1Z¥BE] | ></ pay
| oad>

<result base64="true">
<! [ CDATA[ A 9mzWKkKCgKCgpbGi | i JyZndDsmbHQ7c XNz | GEOWDELNz EMNTELNI kxW
i ZndDsi CgpdCgoKCi kpCg] ] ></resul t>

</ WasScanVul nPayl oad>

<WasScanWVul nPayl oad>
<payl oad><! [ CDATA[ ui d=9%900%3Cscri pt ¥8E_q¥8Dr andonm( X157201836Y1Z) %B3C
%2Fscri pt ¥8E] | >

</ payl oad>

<result
base64="true"><! [ CDATA] O 9n¥WKKCgKCgpbCi I ]] ></resul t >

</ WasScanVul nPayl| oad>

<WasScanWVul nPayl oad>
<payl oad><! [ CDATA[ ui d=9%22' ¥BE¥BCqss¥20a¥8DX157201836Y1Z¥BE] | ></ pay
| oad>

<result base64="true">
<! [ CDATA[ A 9nmzZWkKkKCgKCgpbCi |i JyZndDsmbHQ7c XNz | GEOWDELNz | wMrgz Nl kxW
i ZndDsi CgpdCgoKCi kpCg] ] ></resul t >

</ WasScanVul nPayl oad>

</list>
</ payl oads>
</ WasScanWul nl nst ance>
</list>
</instances>

</ WasScanVul n>

Information Gathered findings
WasScan/igs/list/ WasScanlg/data

Sample WAS v3 Scan Results XML:

<I NFO>
<Q D>150044</ Q D>
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<TI TLE><! [ CDATA[ Login Form |Is Not Submtted Via HTTPS]]></TI TLE>
<RESULT base64="true">
<! [ CDATA[ RGVnYXVsdCBnb3Jt | GFj dd vbi Bkb2Vzl GevdCBzdWt aXQgdm hl FNTT
DogaHROcDovL2dvb2ds
ZS1ncnV5ZXJ1 LmFwe HNwb3QuY29t Lz Yx Mz @2MDYYNTMy OS9sb2dpbgo=] ] ></ RESUL
T
</ | NFO>

Web Application Report

Vulnerability and Sensitive Content findings
WAS_WEBAPP_REPORT/RESULTS/WEB_APPLICATION/VULNERABILITY_LIST/VULNE
RABILITY/PAYLOADS/PAYLOAD/RESPONSE/CONTENTS

WAS_WEBAPP_REPORT/RESULTS/WEB_APPLICATION/SENSITIVE_CONTENT_LIST/SE
NSITIVE_CONTENT/PAYLOADS/PAYLOAD/RESPONSE/CONTENTS

WAS_WEBAPP_REPORT/RESULTS/WEB_APPLICATION/VULNERABILITY_LIST/VULNE
RABILITY/PAYLOADS/PAYLOAD/RESPONSE/EVIDENCE

WAS_WEBAPP_REPORT/RESULTS/WEB_APPLICATION /SENSITIVE_CONTENT_LIST/SE
NSITIVE_CONTENT/PAYLOADS/PAYLOAD/RESPONSE/EVIDENCE

Sample Web Application Report XML

<VULNERABI LI TY>
<| D>5943</ | D>
<Q D>150001</ Q D>
<URL><![ CDATA[ htt p:// myuri . apps. conl app/ xss/ 0/ 1/ 0/ xss. php?s="' %200n
Event %8dX146470180Y12%20] ] ></ URL>
<PARAM><! [ CDATA[ s] ] ></ PARAM>
<AUTHENTI CATI ON>Not Requi r ed</ AUTHENTI CATI ON\>
<STATUS>NEW./ STATUS>
<FI RST_TI ME_DETECTED>2011- 12- 30T09: 57: 39Z</ FI RST_TI ME_DETECTED>
<LAST_TI ME_DETECTED>2011- 12- 30T09: 57: 39Z</ LAST_TI ME_DETECTED>
<LAST_TI ME_TESTED>2011- 12- 30T09: 57: 39Z</ LAST_TI ME_TESTED>
<TI MES_DETECTED>1</ T| MES_DETECTED>
<PAYLOADS>
<PAYLOAD>
<NUM>1</ NUM>
<PAYLQAD><! [ CDATA[ s=' %200onEvent %8dX146470180Y12%20] ] ></ PAYLOAD>
<REQUEST/ >
<RESPONSE>
<CONTENTS
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base64="t r ue" ><! [ CDATA[ bGQ Jnd00yZsdDsmbHQ7 L3INWYWANZ3Q71 DOnzZ3Q71 CZ
sdDt zcGFul GNsYXNzPSJi b2xkl i ZndDs mYWLwW2x 00y ZsdDsvc3Bhbi ZndDsnbHQ7 Y
nl mz3Q7Ci ZsdDsvZd 2Jnd00mnbHQ7L2Rpdi ZndDs KInk02Jy Jnd00OwonbHQ7 Zd
21 GNs YXNz PSIWYXI sb2Fkcyl nZ3Q7Ck91dHB1dCBntn®Bt | HII ¢ XVI ¢3QgJ nk 0B NwY
WIgY2xhc3MBI mIvbGQ Jnd00y9j YXNzaXVt L3hzcy5waHA/ dnFyaWFud DOwd =t ¢ Dt
xcz0xJnFt cDt MPTAMYWLWOSMBJy Uy MOBURXZI bnQ@ M2RYMTQ2NDcWMTgWWIFaJ Tl wd
Mx00y 9z cGFuJnd 00w nbHQ7 Ynl niz3Q7Ci ZsdDt hl Ghy ZWr9J1wnl BuRXZI bnQWDE
ONj @GBMDE4MFkxW AnJnd0CBNhbXBsZSBsaWsr Jmx 00y 9hJnmd0OwonbHQ7 L2Rpdi Znd
DsKImxO@BNj cml wdCZndDt t YW uKCkmbHQ7L3Nj cml wdCZndDs KInmx0Oy 9i b2R5Jnd
00w b HQ7L2h0bWwiz3Q7] ] ></ CONTENTS>
</ RESPONSE>
</ PAYLOAD>
</ PAYLOADS>

<| GNORED>f al se</ | GNORED>

</ VULNERABI LI TY>

Information Gathered findings

WAS_WEBAPP_REPORT/RESULTS/WEB_APPLICATION/INFORMATION_GATHERED_LI
ST/INFORMATION_GATHERED/DATA

Sample Web Application Report XML

<I NFORMATI ON_GATHERED LI ST>
<I NFORMATI ON_GATHERED>
<I D>1529</ | D>
<Q D>6</ Q D>
<FI RST_TI ME_DETECTED>2011- 12-
30T09: 57: 39Z</ FI RST_TI ME_DETECTED>
<LAST_TI ME_DETECTED>2011- 12- 30T09: 57: 39Z</ LAST_TI ME_DETECTED>
<LAST_TI ME_TESTED>2011- 12- 30T09: 57: 39Z</ LAST_TI ME_TESTED>
<DATA
base64="tr ue" ><! [ CDATA[ | 3RhYnmx| Ckl QX2FkZHJI c3MySGIzdF9uYWLI Cgox M4
xMC4yNi 43Ny BndVBr eXR vd24udnVsbi 5x
YS5xdWEseXMiY29t Cg==] | ></ DATA>
</ | NFORMATI ON_GATHERED>
<I NFORMATI ON_GATHERED>
<I D>1532</ | D>
<Q D>150031</ Q D>
<FI RST_TI ME_DETECTED>2011- 12-
30T09: 57: 39Z</ FI RST_TI ME_DETECTED>
<LAST_TI ME_DETECTED>2011- 12- 30T09: 57: 39Z</ LAST_TI ME_DETECTED>
<LAST_TI ME_TESTED>2011- 12- 30T09: 57: 39Z</ LAST_TI ME_TESTED>
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<DATA

base64="true" ><! [ CDATA] VA t ZWO1dCByZWFj aGvkl G ul El QQyBj b25uZ\WN0aVW9
ul HRvI FdI Ykt pdC4gSnt

2YVN c¢m wdCBz

dXBwbh3J01 GRpc2Fi bGVkI A uOmMVQaGFz ZUNy YXds CkNy YXds| GNvbXBsZXRl ZCB3aX
Rol Fdl Ykt p dCAK] ] ></ DATA>

</ | NFORVATI ON_GATHERED>

Web Application Scan Report

Vulnerability and Sensitive Content findings
WAS_SCAN_REPORT/RESULTS/VULNERABILITY_LIST/VULNERABILITY/PAYLOADS/P
AYLOAD/RESPONSE/CONTENTS

WAS_SCAN_REPORT/RESULTS/SENSITIVE_CONTENT_LIST/SENSITIVE_CONTENT/PA
YLOADS/PAYLOAD/RESPONSE/CONTENTS

WAS_SCAN_REPORT/RESULTS/VULNERABILITY_LIST/VULNERABILITY/PAYLOADS/P
AYLOAD/RESPONSE/EVIDENCE

WAS_SCAN_REPORT/RESULTS/SENSITIVE_CONTENT_LIST/SENSITIVE_CONTENT/PA
YLOADS/PAYLOAD/RESPONSE/EVIDENCE

Information Gathered findings

WAS_SCAN_REPORT/RESULTS/INFORMATION_GATHERED_LIST/INFORMATION_GAT
HERED/DATA
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JSON Support

WAS API supports JSON requests and responses starting with WAS version 4.5.
Samples are shown below.

Headers used in samples

Send JSON request "Content-Type: application/json"

Get response in JSON "Accept: application/json"

Example 1: Create an Option Profile

Request:

cat createCP.json | curl -s -k -X POST -H "Accept: application/json" -
H "Content-Type: application/json" -H "user: usernane" -H "password:
passwd" -d @

"https://qual ysapi.qualys. conlgps/rest/3.0/create/was/optionprofilel”

POST data:
{

"Servi ceRequest": {
"data": {
"OptionProfile": {
"name": "OP creation - with json request and response",
"timeout Error Threshol d": "10",
"unexpect edErr or Thr eshol d": " 20"
}
}
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Response:
{
" Servi ceResponse”: {
"data": [
{
"OptionProfile": {

"id": 464134,

"fornSubm ssion": "BOTH',

"owner": {
"l ast Name": "Smth",
"usernane": "usernane",
"firstNane": "Steve",
"id": 4354

}s

"createdBy": {
"l ast Name": "Smth",
"usernane": "usernane",
"firstNane": "Steve",
"id": 4354

}s

"tags": {
"count": O

}

"bruteforceQption": "M N MAL",
"updat edBy": {
"l ast Name": "Smth",

"usernane": "usernane",
"firstName": "Steve",
"id": 4354

b
"maxCr aw Requests": 300,
"sensitiveContent": {
"credit CardNunber": "false",
"soci al SecurityNunber": "false"
b
"updat edDat e": "2015-12-15T13: 39: 252",
"coments": {
"count": O
b
"createdDate": "2015-12-15T13:39: 252",
"paranmeterSet": {

"nane": "lInitial Paraneters",
"id': 0
}s
"isDefault": "false",
"unexpect edError Threshol d": 20,
"performance": "LOW,
"name": "OP creation - with json request and response",
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"ignoreBi naryFiles": "fal se",
"timeout ErrorThreshol d": 10
}
}
1.
"count": 1,

"responseCode": " SUCCESS"

}
}

Example 2: Launch a scan

Request:

cat createCP.json | curl -s -k -X POST -H "Accept: application/json" -H
"Content - Type: application/json" -H"user: usernane" -H "password: passwd"
-d @ "https://qual ysapi.qualys.com gps/rest/3.0/1aunch/was/wasscan/"

POST data:
{
"Servi ceRequest": {
"data": {
"WasScan": {

"name": "WebApp Default Auth",

"type": "VULNERABI LI TY",

"target": {
"webApp": { "id": "2640672" },
"webAppAut hRecord": { "isDefault": "true" }

b

"cancel After NHours": "1",

"profile": { "id": "450936" }

}
}
}
}

Response:
{

" Servi ceResponse” : {
"responseCode" : " SUCCESS",
"data" : [ {

"WasScan" : {
"id" : 1498381
}
1

"count" : 1
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Example 3: Get a WAS scan

Request:

curl -s -k -H "Accept: application/json" -n -u "usernane: passwd"
"https://qual ysapi.qual ys. conl gps/rest/ 3.0/ get/was/wascan/ 1498381"

Response:
{

" Servi ceResponse”: {
"responseCode": " SUCCESS",
"data": |
"WasScan": {
"reference": "was/1450187128946. 1863678",
"status": "SUBM TTED',
"id": 1498381,
"progressiveScanning": "true",
"type": "VULNERABI LI TY",
"node": "API",
"options": {
"count": 16,
"list": [
{
"WasScanOption": {
"nane": "Web Application Authentication Record Nane",

"val ue": "Test 123"
}
3
{
"WasScanOption": {
"nane": "Unexpected Error Threshol d",
"value": "null"
}
3
{
"WasScanOption": {
"name": "Sensitive Content: Credit Card Nunbers",
"value": "false"
}
3
{
"target": {
"webApp”: {
"name": "WebApp - with default Auth",
"id": 2640672,
"url": "http://10.10.21.1"

b

"scanner Appl i ance": {
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"type": "EXTERNAL"

H
"webAppAut hRecord": {
"name": "Test 123",
"id": 253957
8
"cancel Option": "SPECI FIC
H
"name": "WebApp Default Auth",
"sendMai |l ": "true",
"mul ti": "fal se"
}
}
1.
"count": 1
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