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List of Products Supported by Qualys Patch
Management
This document lists products and versions that Qualys Patch Management supports patching.
e Supported Windows Products
e Supported Linux Operating Systems

e Supported Mac Products

Supported Windows Products
Note: Qualys Patch Management does not support deploying new patches for all EOL and EOS

products in this list.

Vendor Product

7-Zip 7-Zip

Acro Software CutePDF Writer
AdoptOpenJDK JDK

AdoptOpenJDK ptopen/DK )
AdoptOpenJDK JRE
Acrobat
Flash

Adobe
Reader
Shockwave

AIMP DevTeam AIMP

Amazon Services LLC Corretto

Apache Software Foundation Tomcat
iCloud
iTunes

Apple . .
Mobile Device Support
Software Update

) HipChat

Atlassian
Sourcetree

Audacity Audacity

Azul Systems, Inc

Azul Zulu JDK

Azul Zulu JRE

Bandicam Company

Bandicut

Blue Jeans Network, Inc.

Blue Jeans

Blue Jeans Outlook Addin

Bluebeam

Bluebeam Revu

Barco, Inc

ClickShare

Botkind, Inc.

Allway Sync

Box.com

Box Drive




Vendor Product
Box Edit
Box.com Box Sync
CDBurnerXP CDBurnerXP
. Cisco Jabber
Cisco -
Cisco WebEx Teams
Citrix GoToMeeting
Citrix Citrix Receiver
Citrix Workspace App
Codedward.net Royal Applications
CoreFTP CoreFTP
Corel WinDVD Pro
CrowdStrike, Inc CrowdStrike Falcon Sensor
dotPDN LLC Paint.NET
Dropbox Dropbox
Evernote Corporation Evernote
FileZilla FileZilla

Foxit Corporation

Foxit PhantomPDF

Foxit Reader

Gimp.org Gimp

GIT GIT

GlavSoft TightVNC
Chrome
Drive

Google Google Desktop

Google Drive File Stream

Google Earth Pro

Gretech Corp GOM Player
Inkscape Inkscape
IrfanView IrfanView
Jabra Jabra Direct
JAM Software TreeSizeFree
Juraj Simlovic TED Notepad
KeePass KeePass
LibreOffice LibreOffice
Lightning UK ImgBurn
LogMeln, Inc. LogMeln

Malwarebytes Corporation

Malwarebytes Anti-Malware Home

Microsoft

.Net

.Net Core

AntiXss

Azure Site Recovery Provider

Azure Information Protection Client




Vendor

Product

BizTalk Server

Microsoft

Business Contact Manager

CAPICOM

Commerce Server

Content Management Server

Windows Defender

Digital Image

DirectX

Dynamics

Edge

Enhanced Mitigation Experience Toolkit

Exchange Server

Exchange System Manager

Expression

Forefront Server

Front Page Server

Host Integration Server

Identity Manager

Internet Explorer

Internet Information Server

ISA Server

Journal Viewer

Live Meeting

Live Messenger

Lync

Lync Server

Skype for Business Server

MDAC

Microsoft Mouse and Keyboard Center

Step By Step Interactive Training

Mscomctl

MSN Messenger

MSXML

Office Communicator 2005

Office Web Components XP

Producer for PowerPoint 1.1

Small Business Accounting 2006

Works 6-9 Converter

Office Communicator 2007

Office Communications Server 2007 R2

Office Communicator 2007 R2

Producer for PowerPoint 2003




Vendor

Product

Access 2000

Microsoft

Excel 2000

Office 2000

Outlook 2000

PowerPoint 2000

Project 2000

Publisher 2000

Word 2000

Access 2002

Excel 2002

Office XP

Outlook 2002

PowerPoint 2002

Project 2002

Publisher 2002

Visio 2002

Word 2002

Access 2003

Excel 2003

InfoPath 2003

Office 2003

Office 2003 Web Components

Office Converter Pack

Office Outlook 2003 with Business Contact Manager Update

Outlook 2003

PowerPoint 2003

PowerPoint Viewer 2003

Project 2003

Publisher 2003

Visio 2003

Word 2003

Access 2007

Excel 2007

Groove 2007

InfoPath 2007

Office 2003 Web Components for 2007

Office 2007

Office 2007 Filter Pack

Office Compatibility Pack

Office Excel Services 2007

Office Groove Server 2007

Office Groove Server 2007 Data Bridge




Vendor

Product

Office Shared 2007

Microsoft

OneNote 2007

Outlook 2007

Outlook TimeZoneMove

PowerPoint 2007

PowerPoint Viewer 2007

Project 2007

Project Server 2007

Publisher 2007

Search Server 2007

Sharepoint Designer 2007

Visio 2007

Word 2007

InfoPath Form Services 2007

Office IME 2007

Access 2010

Excel 2010

Excel Services Components 2010

Excel Web App Components 2010

InfoPath 2010

Office 2010

Office 2010 Filter Pack

Office File Validation Add-In

Office Groove Server 2010

Office Pinyin IME 2010

Office Server 2010

Office Shared 2010

OneNote 2010

Outlook 2010

PowerPoint 2010

PowerPoint Viewer 2010

Project 2010

Project Web Front End Server 2010

Proofing Tools 2010

Publisher 2010

SharePoint Designer 2010

Sharepoint Workspace 2010

Slide Library 2010

Visio 2010

Word 2010

Word Server 2010

Server Proof 2010




Vendor

Product

InfoPath Form Services 2010

Microsoft

Access 2013

Access Services Server 2013

Excel 2013

Excel Services Components 2013

InfoPath 2013

InfoPath Forms Services 2013

Office 2013

Office Groove Server 2013

Office Server 2013

Office Shared 2013

OneNote 2013

Outlook 2013

PerformancePoint Services For SharePoint 2013

PowerPoint 2013

PowerPoint Services 2013

PowerPoint Viewer 2013

Project 2013

Project Web Front End Server 2013

Proofing Tools 2013

Publisher 2013

Server Proof 2013

Sharepoint Designer 2013

SkyDrive Pro 2013

Slide Library 2013

Visio 2013

Visio Services 2013

Web Analytics 2013

Word 2013

Word Server 2013

Office Compatibility Pack 2013

Access 2016

Excel 2016

Publisher 2016

Project 2016

Office Shared 2016

Outlook 2016

OneNote 2016

Proofing Tools 2016

InfoPath 2016

Visio 2016

PowerPoint 2016




Vendor

Product

Office 2016

Microsoft

SkyDrive Pro 2016

Word 2016

Server Proof 2016

Office 2019

Snapshot Viewer for Microsoft Access

Word Viewer 2000

Word Viewer 2002

Access Runtime 2003

Excel Viewer 2003

Visio Viewer 2003

Word Viewer 2003

Access Database Engine 2007

Access Runtime 2007

Excel Viewer 2007

Visio Viewer 2007

Access Database Engine 2010

Access Runtime 2010

Visio Viewer 2010

Access Database Engine 2013

Access Runtime 2013

Visio Viewer 2013

Access Runtime 2016

Access Database Engine 2016

OneCare

Outlook Express

Power BI Desktop

PowerShell

Report Viewer

System Center Configuration Manager

Windows Search

Services for Unix

SharePoint Services 2.0

SharePoint Services 3.0

SharePoint Team Services 2002

Search Server 2008

Search Server 2008 Express

SharePoint Server 2007

Search Server 2010 Core

SharePoint Foundation 2010 Core

SharePoint Server 2010

FAST Search Server 2010 for Sharepoint




Vendor

Product

SharePoint Foundation 2013 Core

Microsoft

SharePoint Multilingual Solutions 2013

SharePoint Server 2013

SharePoint Server 2013 Client Components SDK

SharePoint Server 2016

SharePoint Foundation 2016 Core

SharePoint Server 2019

Silverlight

SNA Server

SQL Server Management Studio Express

SQL Server 7.0

SQL Server 2000

SQL Server Desktop Engine 2000

WMSDE

SQL Server 2005

Windows Internal Database

SQL Server 2008

SQL Server 2008 R2

SQL Server 2012

SQL Server 2014

SQL Server 2016

SQL Server 2017

SQL Server 2019

SQL Server Management Studio 17

SQL Server Management Studio 18

System Center Operations Manager Agent

System Center Operations Manager Audit Collection Server

System Center Operations Manager Console

System Center Operations Manager Gateway

System Center Operations Manager Reporting

System Center Operations Manager Server

System Center Operations Manager Web Console

System Center Virtual Machine Manager

Systems Management Server

Teams Machine-Wide Installer

Virtual Machine

Virtual PC

Virtual Server

Visual Basic

Visual C++

Visual FoxPro

Visual Studio Code




Vendor

Product

Visual Studio Tools for Applications 2.0

Microsoft

Visual Studio .NET

Visual Studio .NET 2003

Visual Studio 2005

Visual Studio 2008

Visual Studio 2010

Visual Studio Team Foundation Server 2010

Visual Studio 2012

Visual Studio Team Foundation Server 2012

Visual Studio 2013

Visual Studio Team Foundation Server 2013

Visual Studio Team Foundation Server 2015

Visual Studio 2015

Visual Studio 2017

Visual Studio Team Foundation Server 2017

Visual Studio Team Foundation Server 2018

Azure DevOps Server 2019

Windows NT

Small Business Server 2000

Windows 2000

Windows XP

Windows 7

Windows 8

Windows 8.1

Windows Server 2008

Windows Server 2008 R2

Windows Server 2012

Windows Server 2012 R2

Windows Vista

Windows 10

Windows Server 2016

Windows Server Semi-Annual Channel

Windows Server 2019

Windows Live Essentials

Windows Mail

Windows Media Encoder

Windows Media Player

Windows Media Services

Windows Messenger

Windows Movie Maker

Windows Phone App For Desktop

WSUS




Vendor Product

MIT Kerberos

Morphisec Morphisec Protector
Firefox
Firefox ESR

Mozilla Foundation SeaMonkey
Thunderbird
Thunderbird ESR

Neevia Technology docuPrinter

NextCloud GmbH

NextCloud Desktop Client

Nitro Software, Inc.

Nitro Pro

Nmap Project Nmap
Node.js Foundation Node js
Notepad++ Notepad++
Opera Software ASA Opera Browser
OpenOffice
Oracle .
VM VirtualBox
PeaZip PeaZip
Pidgin Pidgin
Piriform CCleaner

Plantronics, Inc.

Plantronics Hub

Plex, Inc

Plex Media Player

Plex Media Server

Prezi Inc

Prezi Desktop

Programmer's Notepad

Programmer's Notepad

PSPad

PSPad

QSR International Nvivo
Quest Software, Inc. PowerGUI
R Foundation R for Windows
Rarlab WinRAR
Real RealPlayer
RealVNC Free Edition
RealVNC RealVNC Connect
RealVNC Viewer
Glip
RingCentral, Inc. RingCentral App

RingCentral App Classic

Scooter Software, Inc.

Beyond Compare

Siber Systems

GoodSync

Simon Tatham

PuTTY

Skype Technologies S.A.

Skype Business

Slack Technologies

Slack Deployment Tool

Slack Machine-Wide




Vendor Product
Slack Technologies Slack Machine-Wide Installer
Splunk Splunk Forwarder

Sublime HQ Pty Ltd

Sublime Text

Sun Microsystems

Java 11

Java 8

Java 7

Java 6

Tableau Software

Tableau Reader

Tableau Prep

Tableau Desktop

TeamViewer GmbH TeamViewer
TechSmith Camt'asw
Snagit
Thingamahoochie WinMerge
TortoiseGit TortoiseGit
TortoiseHg TortoiseHG
TortoiseSVN TortoiseSVN
Tracker PDF-XChange PRO
UltraVNGC UltraVNC
VideoLAN VLC Media Player
VMware Horizon Client
VMware Horizon View Client
Vmware VMware Player
VMware Tools
VMware Workstation
WinSCP WinSCP
WinZip WinZip
Wireshark Foundation Wireshark
XMind Ltd XMind
XnSoft XnView

Zoom Video Communications

Zoom Client

Zoom Outlook Plugin




Supported Linux Operating Systems
Qualys Patch Management supports deploying patches that are available in the following
operating systems.

Note:

- Qualys Patch Management does not support deploying new patches for all EOL and EOS
products in this list.

- The Extended Update Support (EUS) patching is not supported. Note that these packages
are also not published in the patch catalog.

Operating .

System Advisory references

Redhat 6 https://www.redhat.com/security/data/oval/v2/RHEL6/
Redhat 7 https://www.redhat.com/security/data/oval/v2/RHEL7/
Redhat 8 https://www.redhat.com/security/data/oval/v2/RHEL8/
Redhat 9 .

(9.0,9.1, https://www.redhat.com/security/data/oval/v2/RHEL9/
and 9.2)

Centos 7 https://lists.centos.org/pipermail/centos-announce/
Oracle https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELE
Linux 6 ASE:SECURITY,6

Oracle https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELE
Linux 7 ASE:SECURITY,7

Oracle https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELE
Linux 8 ASE:SECURITY,8

Oracle https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELE
Linux 9 ASE:SECURITY,9

Amazon https://alas.aws.amazon.com/

Linux

Amazon https://alas.aws.amazon.com/alas2.html

Linux 2

Ubuntu . - ;

Linux 18, https://ubuntu.com/security/notices

20, 21, and

22

Debian ] ‘

9,10, and https://www.debian.org/security/

11

SUSE

Linux

Enterprise

Server .

SLES 12 https://www.suse.com/support/security/

SP3, SLES

12 SP4,

and SLES

12 SP5

SUSE

Linux https://www.suse.com/support/security/

Enterprise

Server



https://www.redhat.com/security/data/oval/v2/RHEL6/
https://www.redhat.com/security/data/oval/v2/RHEL7/
https://www.redhat.com/security/data/oval/v2/RHEL8/
https://www.redhat.com/security/data/oval/v2/RHEL9/
https://lists.centos.org/pipermail/centos-announce/
https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELEASE:SECURITY,6
https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELEASE:SECURITY,6
https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELEASE:SECURITY,7
https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELEASE:SECURITY,7
https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELEASE:SECURITY,8
https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELEASE:SECURITY,8
https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELEASE:SECURITY,9
https://linux.oracle.com/ords/f?p=105:21:0::NO:RP:P21_ADVISORY_TYPE,P21_RELEASE:SECURITY,9
https://alas.aws.amazon.com/
https://alas.aws.amazon.com/alas2.html
https://ubuntu.com/security/notices
https://www.debian.org/security/
https://www.suse.com/support/security/
https://www.suse.com/support/security/

SLES 15,

SLES 15

SP1, SLES

15 SP2,

SLES 15

SP3, and

SLES 15

SP4

Rocky .

Linux 8 https://errata.rockylinux.org/

and 9

Alma .

Linux 8 https://errata.almalinux.org/

and 9

Epenslgif Vendor advisory Web-Ul: https://lists.opensuse.org/archives/list/security-

ai?ipls_é announce@lists.opensuse.org/
Vendor advisory Oval: https://ftp.suse.com/pub/projects/security/oval/
Ubuntu 23.04:
https://ubuntu.com/security/notices?order=newest&release=lunar&details=

Ubuntu 23

e Ubuntu 23.10:

https://ubuntu.com/security/notices?order=newest&release=mantic&details=

Debian 12 | https://www.debian.org/security/



https://errata.almalinux.org/
https://lists.opensuse.org/archives/list/security-announce@lists.opensuse.org/
https://lists.opensuse.org/archives/list/security-announce@lists.opensuse.org/
https://ftp.suse.com/pub/projects/security/oval/
https://ubuntu.com/security/notices?order=newest&release=lunar&details=
https://ubuntu.com/security/notices?order=newest&release=mantic&details=
https://www.debian.org/security/

Supported Mac Products
Qualys Patch Management supports deploying patches that are available in the following
operating systems:

e macOs 10.15 Catalina

e macOS 11 Big Sur

e macOS 12 Monterey

e macOS 13 Ventura (3rd party and OS security update)
e Mac Sonoma 14.x

Prerequisite for Mac Sonoma 14.x: It's a must to have the cloud agent versions Mac Intel
Agent 5.2.0.x and Mac ARM Agent 5.3.0.x.

Note: Qualys Patch Management does not support deploying new patches for all EOL and EOS
products in this list.

Vendor Product
Adium Adium
Adobe Acrobat 2015 Classic
Adobe Acrobat 2017 Classic
Adobe Acrobat DC Continuous
Adabe Adobe Reader 2015 Class%c
Adobe Reader 2017 Classic
Adobe Reader DC Continuous
Flash Player Plugin
Flash Player PPAPI
AgileBits 1Password 7
Apple Safari
BBEdit 12
Bare Bones Software BBEdit 13
BBEdit 14
DEVONtechnologies EasyFind
Dropbox Dropbox
Duet Duet
Evernote Corporation Evernote
flux flux
Flexibits Fantastical 2
folivora.ai BetterTouchTool 3
Franz Franz
FreeMacSoft AppCleaner
GitHub Atom
Google Backup and Sync
Google
Google Chrome




Google Drive

Inkscape Inkscape-Mac
. Test Deploy File
Ivanti
Test Deploy
Kapeli Dash 6
Lighthead Software Caffeine
AutoUpdate

Microsoft

Excel 2016 (x64)

Excel 2019 (x64)

Microsoft Edge

Microsoft Teams

OneNote 2016 (x64)

OneNote 2019 (x64)

Outlook 2016 (x64)

Outlook 2019 (x64)

PowerPoint 2016 (x64)

PowerPoint 2019 (x64)

Skype for Business

Visual Studio Code

Visual Studio Code x64

Word 2016 (x64)

Word 2019 (x64)

Mozilla Foundation

Firefox ESR

SeaMonkey
n.spektor Calendar 366 11
Noodlesoft Hazel

Dash 4

Firefox
OpenSource gimp

libreoffice

Thunderbird
Opera Software ASA Opera
Panic Coda 2

Parallels

Parallels Desktop 15

Parallels Desktop 16

Parallels Desktop 17

Parallels Desktop 18

Prosoft Engineering

Data Rescue 4

Data Rescue 5

Data Rescue 6

Alfred 4




Running with Crayons

Ltd Alfred 5
gkgpe Technologies Skype
Slack Technologies Slack
Spotify Spotify

Sublime Text 3 x64

Sublime HQ Pty Ltd
QP Sublime Text

Sun Microsystems Java Runtime Environment 8.0 x64

Bartender 3

Surtees Studios
Bartender 4

Snagit 19 x64

TechSmith Snagit 21 x64

Snagit 22 x64

The HandBrake Team HandBrake

The Omni Group OmniFocus 3

Tjark Derlien Disk Inventory X

Tran Ky Nam Software | aText

VideoLAN VLC

VMware Fusion 10

VMware Fusion 11

VMware 3
VMware Fusion 12

VMware Horizon Client 4

ZipZapMac Go2Shell

Zoom Video

A Zoom Client
Communications
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