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MS Exchange Server Authentication - Scan User
Privileges and Configuration

This document provides system configuration requirements and scan user privileges needed to
authenticate to a Microsoft Exchange Server running on a Windows host and scan it for
compliance.
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System Configuration Requirements (when using a Cloud Agent)

If you're using Qualys Cloud Agent, the agent will run and scan using the local System user by
default. It runs Get-* cmdlets from scripts, which require the “View-Only Organization
Management Role” for the Exchange host.

Make sure the Exchange host meets the following minimum requirements for agent scans:

¢ On Exchange Servers DC, go to Active Directory Users and Groups > Microsoft
Exchange Security Groups > View-Only Organization Management > Members > Add >
Select Object types as "Computers” > Enter the Exchange Server Hostname and Apply.

e PowerShell Version 3.0 and above. Our PS scripts mostly support commands that are
used in PowerShell 3.0 and above.

e Our scripts are signed by Qualys Trusted Certificates. Make sure the PowerShell
Execution Policy or any third-party tool does not block our PS scripts from running.

Note that Cloud Agent scans do not require authentication records because agents are installed
directly on the host being scanned. For agent scans, there are no additional steps needed.

System Configuration Requirements (when using a Scanner)

If you're using a Scanner, then you'll need to complete these system configuration requirements:
e Set PowerShell Execution Policies
e Verify WinRM IIS Extensions
e Enable Windows Authentication for PowerShell Virtual Directory
e Verify SSL setting for PowerShell Virtual Directory
e Verify the application pool for PowerShell Virtual Directory
e Verify the Security for PowerShell Virtual Directory

Follow the steps below for system configuration:

1) Open a Windows PowerShell window by selecting Run as administrator. Then run the
command below:

Set-ExecutionPolicy RemoteSigned

k¥ Administrator: Windows PowerShell I;Ii-

1 e
Copyright (C) 2013 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> Set-ExecutionPolicy RemoteSigned

Execution Policy Change

he execution policy helps protect you from scripts that you do not trust. cChanging
the execution policy might expose you to the security risks described in the
about_Execution_Policies help topic at
ht%p://go.microsoft.com/fw11nk/?L1nkID=135170. Do you want to change the execution
policy?

[Y] Yes [N] No [S] Suspend [?] Help (default is "Y"): Y

PS C:\Windows\system32>
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2) Enable the WinRM IIS Extension under Add Roles and Features in Server Manager.

Windows Remote Management (WinRM) IIS Extension enables a serve

T to receive a management

request from a client computer by using the WS-Management protocol. WinRM is the Microsoft
implementation of the WS-Management protocol. This helps secure communication between

local and remote computers by using Web-based services.

2a) In the Add Roles and Features Wizard, select WinRM IIS Extension and click Next.

= Add Roles and Features Wizard m]

DESTINATION SERVER
SVR1.winadmins.local

Select features

Before You Begin Select one or more features to install on the selected server,

nstallation Type

Features Description

Windows Remote Management
(WinRM) IIS Extension enables a
server to receive a management
request from a client by using W5-
Management. WinRM is the
Microsoft implementation of the
WS-Management protocol which
provides a secure way to
communicate with local and remote
computers by using Web services.

|| Telnet Client

] TFTP Client

] VM Shielding Tools for Fabric Management

] Windows Biometric Framework

| Windows Defender Features (Instzlled)

] Windows Identity Foundation 3.5

] Windows Internal Database

(W] Windows PowerShell (2 of 5 installed)

(W] Windows Process Activation Service (2 of 3 installe
] Windows Search Service

] Windows Server Backup

] Windows Server Migration Tools

] Windows Standards-Based Storage Management

Confirmation

WinRM IIS Extensior

[C] Wireless LAN Service
| WoW64 Support (Installed)
[] xPs Viewer

Install

X

2b) View installation progress for the WinRM IIS Extension, and click Close.

e Add Roles and Features Wizard O

Installation progress

SVRIwinadmins local

View installation progress

o Feature installation

Installation succeeded on SVR1.winadmins local

DESTINATION SERVER

X

WinRM IIS Extension

You can close this wizard without interrupting running tasks, View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next >

3) Log in to your Exchange 2010+ server and enable Windows Authentication on the PowerShell

site.
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3a) Open the Internet Information Services (IIS) Manager console.

3b) Connect to the Exchange Server.

3c) Open Sites > “Name of your Exchange Site” > PowerShell, and open Authentication.

3 » CEXCHANGEZOIMB b Sites » Defouk WebSite » Powershell »

File View Help

/PowerShell Home

Q- iz 8
St Page =
‘;f 9 Fitten - %60 - GyShowAl |Groupby: Category -BE-
5 bascsem
& Application Pools on S
(8] Sites = [ o
% @ Detaut web st =) & B
ion MochineKey Pagesand  Providers Sesson Stte SMTP E-mall
Contels
Reques Tr
HTTP Features. ~
— N o=
b R &
@ bhange BackEnd NeT Defout  Dicctory ErorPages  HIP  HTTP  MMETypes  Request
bages Document  Srowsing Redirect  Respon, Fiting
NETRoles  NET Trust  NET Users | Authenticati 11 Manager S5LSettings
Levls o | Pamssons
&l
Configuat..  Handler  Modules
Edtor  Mappings
[E Festres view |2 Content View
Ready %

3d) Enable Windows Authentication. Right click on Windows Authentication and select
Providers as Negotiate.

3 » CEXCHANGEZVIIMB » Stes » Defouk WebSite » PowerShell »

Authentication

Status Response Type

Disablect HTTP 401 Challenge

Enabled Providers:

Negotiate Move Up

Select a provider from the list of available providers and click Add
to add it to the enabled providers.

Available Providers:

[ na |

oc | [ conea |
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4) For using HTTP URI to access PowerShell Virtual Directory, you must disable the SSL checking
(with Ignore) for the PowerShell Virtual Directory and for the Default IIS Web Site, as shown in
the images below. Make sure you click Apply to save your changes.

PowerShell Virtual Directory:

3 » CECHANGEZIME » Stes » Defoult WebSte » Powershel »

File View Help

o-Li2 18 /PowerShell Home
‘VW StartPage Filter: « ¥ Go - (G ShowAll | Groupby: Category -E@-
2 Application Pools Application Development. .
43 Sites 2 & = - ﬁ 'ﬁ f
4@ DefuleWebSie 8 © ? D‘ B [}b\ i i &
=] aspnet_client NET NET NET (NETProfile Application Connection MachineKey Pagesand  Providers ~Session State SMTP E-mail
3 Auodiscover Adthorzat.. Complltion Globalization i o Controls
p1 bin .
@ e
»3 eus
b @ mapi
b Microsoft-Server-ActiveSync.
v on
b owa ~
(@ Powershell Y i = o=
b3 Roc 53] EC T &
» @ Exchange Backnd Dinctory  EvorPages  HTTP  HTTP  MMETypes Request
4 e Fitring
Configuat..  Handler  Modules
Edtor Mappings
(5] Festures View | . Content View
Configuaton: ocalhost app o
Default Web Sit
erau e 1te:
@ b CEICHANGENIMB » Stes » Defauh WebSte »
Fle Ve Haip
Q- it I8, @ Default web Site Home
% stnpage B
_:mﬂz‘mummh . Fiter + % Go + gk Show AN |Grouplye Category < E
2 Application Pocls Applcation Development
ot Y 5 ¢ = B - & B B & @
@ Defautt L] & ? E’—i IE ak] - ! =]
» 3 ‘ NET HET NET  NETProfiie Apphicstion Connection MachineKey Pagessnd  Providers  Session State SMTP E-mail
Y Sutharist. Compiaion Gisbaiastion Satin Cantels
v Hesthand Dagnties
2 3 7]
1§ Faied  Locgg
'3 Requed Tre
1] HTTP Festures
L2 y = B s
) e B B W & B &
+ @ Exchange Back End feult Dectery  Enror Pages HTS MIME Types  Regquest
Browiny ct Fespon. Fitanng

Erowe S0 ()
Subvanced Settings.

Contigure
Failed Request Teacing.
Limits

© 9 0 B Hep
5 ® ¢ b
HETRoles  NETTrst  NETUsers  Autrenbic.. 15 Manager |SSL Sefting

Level Permisans

B & § A

Configural.,  Handler  1S4PIFilers  Modules
L

77 Features View || 2 Cament View

Disable the Require SSL option (with Ignore):

@ » CEXCHANGE2013MB » Sites » Default Web Site » PowerShell »

File View Help

Q- il |2 18 SSL Settings

- Start Page This page lets you modify the SSL settings for the content of a website or spplication.
43 CEXCHANGE2013MB (COM2012R2\exchange2013) "
-2 Application Pools [ Require SSL
(8] Sites Client certificates:
4.} Default Web Site
b7 aspnet_client ® Ignore
|- Autodiscover O Accept
b bin ) Require
biP ecp
b [P EWS

b mapi
I -[# Microsoft-Server-ActiveSync
b-[ OAB

b Rpe
1 4 Exchange Back End
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5) Go to Powershell Virtual Directory > Basic Settings. Make sure you have the correct
Application pool and Physical path selected to access the PowerShell virtual directory on the

host under IIS root.

Use these settings:

Application pool: MSExchangePowerShellAppPool or MSExchangePowerShellFrontEndAppPool

Physical path: C:\Program Files\Microsoft\Exchange Server\V<Exchange

Version>\ClientAccess\PowerShell

Intemet Information Services (IIS) Manager

gl
@ [ [B r COCHANGEDIME » Ste » DefautWebSte » Powarshel »

File View Help

TR @ /powershell Home
W Stort Page. - B )
4 %5 CEXCHANGEZ13MB (COM2012R2\exchange2013) = * ¥ Go - G Show All | Group by: Category <
L2 Appcation Pools Application Development
4 (@) Sites. v

; & =0 7 n F B &l

44 Detoult Web Site 3 2 L4 Ig = [ oE] ! s; 3

b =1 aspnee_cliemt HET NET NET  NETProfie Application Connection Machine Key Pagesand  Prowiders Session State SMTP E-mail
Authorizst.. Compilation Globalzstion Settings ings Controls

Heslth and Dizgnostics
Faled  Logging
Fequest Tra.

+ T [
NETEwor  Defaut  Direciory B
Pages  Decument  Browsing

3

Site name:  Default Web Site:
Perdormance. Path: /
oy ”
g ¥ e Agpicaton poot
Ce 7 Output -l
ompresion. Qg i | [MeEschangePouesheliontnds] | selet. |

Exemple: sales
Seeuiity
. Physical path:
2 % % Ci\Program Files\Microsoft\Exchange Semver\V13\Ciient| | ...
NET Roles  NETTrust  NETUsers A
Levels Comneet o3 'com20122\sxchange2013'

S—
E & A ¥l EnablePreoad

Configurat..  Handier  Modules
Ed

Hoppngs -]

fmu.u Directories
Application =
Browse Application

~ ||®@ nep

B Explore
Edit Permissions.

~ || B Basic sexings...

5] Beowse 1270.01:443 https)

3] Browse "a43 (hitps)
(1 Browse *180 (hitp}
Advanced Settings..

6) Make sure the Exchange user has Read permissions on the Physical path specified. To do this,
go to PowerShell Virtual Directory > Edit Permissions. Select the Security tab. Assign Read

permissions to the user performing the scan, as shown in the image below.

Internet lion Servit (IIS) Manager - g X

(@) | | D v COCHANGEDIME r Stes » Default WebSte b Powershel + CEEICE
File View Help
- il 1 18 @ powershell Home N

W Start Page B = S Edt Permissions...

283 CEXCHANGE2013ME (COM2012R\exc hange2l13) =3 « ¥ Go - gy Show Al | Group by: Category B

{2 Application Foels Application Development

4| Sites .

4@ Defaul Wieb Site = & L4 B B | ;r ﬁ

{5121 aspret_clent

NET Profile Application  Connection Machine Key Broviders  Session State SMTP E-mail
Setting: Strings

L NET
Authorizst.. Compilstion Globalzation

Heslth and Disgnestics

e | S | oty | rovious Verors | Cuorize

Cojectname:  C\Progran Fles'Meroach Exchange

= - = - G oruser
| 2 @ & = 3 G
+ @ Exchange Back End Defaukt  Dictory  EorPages  HTTR MR MMETypes  Req
Docurmnt  Browsimg Rediect  Respon. Fidl | | &
@
Perfonr <
ﬂ i" To change pemissios, cick Bt EEE
o .k Bt e
Compesien Ot Paissiont for suchange 2013 How  Dery
e Fullcortl v 2]
Secity Vody M
©\ P P xeade v B
0 v s st el contarts. v
METRoles  NET Tt NETUserc  Authentic.. IS Manager SSL Settings e M -
Leveis Permissions W v -
crver Componcn Forsecicl pemisiors o cevenoec b, [ advaced |
Server Companents N cick Advared
P o
B &a A

Corfiqurat...  Handier  Modules

Edtor  Mappings

R | e

a8 hutp)

1443 (hesps)

8] Browse 80 (tp)
Advanced Sertngs..

® o
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Scan User Privileges Required (when using a Scanner)

The user account provided for authentication must have certain privileges. We'll help you with
the steps.

e Add new user account in Active Directory
e Add Roles/Group membership for newly created user account

e Enable Remote PowerShell for newly created user account

Create New User Account as MS Exchange Scan User in Active Directory

Follow these steps to create the new user account:

1) Open Server Manager and select Active Directory Users and Computers (ADUC) from the
Tools menu.

2) In the left pane, expand your domain and click the Users container.

3) In the right pane, right click some empty space and select New > User from the menu.

File Action View Help
oo 2nE 0/ XBez HE e TYER
] Active Directory Users and Computers [com20)| Name Type Description
p (] Saved Queries 2 Administrator User Built-in account for ad...
4 F4 com2012r2.comp.rdiab.qualys.com 2 ahu User
» [ Builtin 2 ahu2 User
b J Computers 2, ahu2-group Security Group...
b {8 Domain Controllers 82, Allowed RODC Password Replication Group  Security Group... Members in this group c...
B J ForeignSecurityPrincipals 82, Cert Publishers Security Group.. Members of this group ...
: j k:;‘:;::"s‘:’:c”“wm #2, Cloneable Domain Controllers Security Group... Members of this group t...
i ; 2, Denied RODC Password Replication Group ~ Security Group... Members in this group c...
: ﬂ :’::::‘ﬂ:; hange Security Groups || g i coverySearchMailbox {DI19BA05-4646... User
» 1 System 82, DnsAdmins Security Group... DNS Administrators Gro...
5 U 2, DnsUpdateProxy Security Group... DNS clients who are per...
b jM Delegate Control... %Dcmain Admins Security Group... Designated administrato...
» @ N Find... 2, Domain Computers Security Group... Al workstations and ser...
v 0@ T e - Security Group... All domain controllers i...
New k Computer Sec ity Grougits AN domein gueats
All Tasks L3 | Contact Security Group... All domain users
View » Group Security Group... Designated administrato...
Refresh InetOrgPerson Security Group... Members of this group ...
Export Lt msDS-Rmur:.eP!?pa.ﬁyI:in . ﬂ::
msExchDynamicDistributionList
Properties User
msimaging-PSPs
e MSMQ Q i o
ueue Alias User
Printer ... User
User ‘ Security Group... Members in this group c...
Shared Folder User Built-in account for gue...
1T & KIoTe User Key Distribution Center ...

4) In the New Object — User window, enter a First name, Last name, User logon name, and then
click Next to continue.
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New Object - User ILI

a Create in: || o fUses

First name: |quah’s_scal’l | Initials: | |

Last name: | |

Full name: |qualys_5can |

User logon name:

st s = ]

User logon name {pre-Windows 2000):

I | [auatys_scan |

| <Back [ Net> | [ Cancel |

5) Type and confirm a Password, then click Next.

& Createin: [ I Users

Password: |.||oo||¢ooo |
Confim d: | | |
[[] User must change password at next logon
["] User cannot change password
[ Password never expires
[] Account is disabled
| <Back || MNet> || Cancel |

6) Check the information for the new user on the confirmation screen and click Finish.

& Ceden: EEEEE DB JrUsers

When you click Finish, the following object will be created:

Full name: qualys_scan

Userlogen name: @I @
The password never expires.
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Add Roles/Group Membership for Newly Created User Account

The user performing the scan should be an Exchange AD user with the following Roles/Group
membership configurations to run specific Exchange PowerShell Cmdlets. Make sure the user is
a part of Exchange Management Role Groups to run specific sets of Exchange PowerShell cmdlets
as mentioned below.

Follow the steps below using Domain Administrator user:

1) To assign a specific role to the user, go to Active Directory Users and Computers (dsa.msc).
Under Microsoft Exchange Security Groups, right click the required group and add the
Exchange user to Exchange Role Group as per the requirements listed below:

e IIS_IUSRS
e Organization Management
e Domain Users

e View-Only Audit Logs management

See the table below for requirements.

Feature/Exchange Cmdlets Category Exchange Role/Security Group membership
required

Administrator audit logging Organization Management
Records Management

Exchange admin center configuration View-Only Organization Management
settings

Exchange admin center connectivity Organization Management
Server Management

Exchange server configuration settings = Organization Management
Server Management

Exchange Help settings Organization Management
Message categories Organization Management

Hygiene Management
Recipient Management

Help Desk
Product key Organization Management
Test system health Organization Management

Server Management

View-only administrator audit logging | Organization Management
Records Management
Note: You can also manually assign the View-Only
Audit Logs management role to a management role
group. For more information, see View-Only Audit

Logs.
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http://technet.microsoft.com/library/0e0c95ce-6109-4591-b86d-c6cfd44d21f5.aspx
http://technet.microsoft.com/library/c514c6d0-0157-4c52-9ec6-441d9a30f3df.aspx
http://technet.microsoft.com/library/0bfd21c1-86ac-4369-86b7-aeba386741c8.aspx
http://technet.microsoft.com/library/30cbc4de-adb3-42e8-922f-7661095bdb8c.aspx
http://technet.microsoft.com/library/0bfd21c1-86ac-4369-86b7-aeba386741c8.aspx
http://technet.microsoft.com/library/30cbc4de-adb3-42e8-922f-7661095bdb8c.aspx
http://technet.microsoft.com/library/0bfd21c1-86ac-4369-86b7-aeba386741c8.aspx
http://technet.microsoft.com/library/0bfd21c1-86ac-4369-86b7-aeba386741c8.aspx
http://technet.microsoft.com/library/fc0a9ec2-9c3d-42f6-8442-8603fb29d464.aspx
http://technet.microsoft.com/library/669d602e-68e3-41f9-a455-b942d212d130.aspx
http://technet.microsoft.com/library/e7958752-22e4-4155-a2fc-948099dec6f7.aspx
http://technet.microsoft.com/library/0bfd21c1-86ac-4369-86b7-aeba386741c8.aspx
http://technet.microsoft.com/library/0bfd21c1-86ac-4369-86b7-aeba386741c8.aspx
http://technet.microsoft.com/library/30cbc4de-adb3-42e8-922f-7661095bdb8c.aspx
http://technet.microsoft.com/library/0bfd21c1-86ac-4369-86b7-aeba386741c8.aspx
http://technet.microsoft.com/library/0e0c95ce-6109-4591-b86d-c6cfd44d21f5.aspx
http://technet.microsoft.com/library/9298fe59-0a16-4a09-bdb8-514d1cea6e2f.aspx
http://technet.microsoft.com/library/9298fe59-0a16-4a09-bdb8-514d1cea6e2f.aspx

Feature/Exchange Cmdlets Category Exchange Role/Security Group membership
required

Write to audit log Users that are members of any role group or
assigned any management role can write to the
administrator audit log.

Active Directory Domain Services Organization Management
server settings Server Management

Recipient Management
UM Management

Cmdlet extension agents Organization Management

PowerShell virtual directories Organization Management
Server Management

PowerShell and WinRM installation Local Server Administrator

Remote PowerShell Organization Management

] Active Directory Users and Computers
File Action View Help
e 7@ 8 XEGL2Bm eETEe
| Active Directory Users and Computers [com20|| Name Type Description
p (] Saved Queries 2 Administrator User Built-in account for ad...
4 B4 com2012r2.comp.rdlab.qualys.com 2 ahu User
b (] Builtin 2 ahuz User
b [l Computers 82 ahu2-group Security Group...
» @ Domain Controllers 2, Allowed RODC Passward Replication Group  Security Group... Members in this group c...
4 J ForeignsecurityPrincipals %Cert Publishers Security Group... Members of this group ...
» [ LostandFound 2, Cloneable Domain Controllers Security Group... Members of this group t..
z ; m?;:z::i:x::;:g::::; Groups %Denled RODC Password Replication Group  Security Group... Members in this group c...
b [7] Program Data e_. DiscoverySearchMailbox {D919BAD3-46A6...  User exchange 2013 Praperties I—-
b [ System 82 DnsAdmins Security Group... DNS Administrators
s %DnsUpdateProxy Security Group... DNS clients who are Secutty | T | Grmrm | Terme ]
» [ Microso 82 Domain Admins Security Group... Designated administ Remte Deskiop Services Profie | COMs= | Atribute Editor
b [] NTDS Quotas 82, Domain Computers security Group...  All workstations and | | General | Address | Account | Profile | Telephones | Organization
b ] TPM Devices 2, Domain Controllers Security Group...  All domain controllef| | puplished Certficates | Member Of | Password Repiication | Diahn | Object
52 Domain Guests Security Group... All domain guests H
2, Domain Users Security Group...  All domain users er af:
82 Enterprie Admins Security Group... Designated adgimef(] | | Name Active Directory Domz ~
&Enterpr\se Read-enly Domain Controllers Security Group... s of this groi 'I;dr"i"iﬂzm_s mmx;‘;; comp. ::E
lomain Admins com. comp rdlal
exchenge 2010 Domain Users com20122 cum: rdla
2, exchange 2013 User Erterprise: Admins com2012:2 comp rdlal =
2 exchonge 20130 User Group Policy Creator Onners com2012r2.comp i
2 exchange 2016 User Organization Management
2, Exchenge Online-ApplicationAccount User | | Remots Desktop Users com20122 comp rdlal
“_. FederatedEmail.4c1f4d8b-8179-4148-93bf-... User Remote Management Users com2012r2 comp ralal
% Group Policy Creator Owners Security Group... Members in this grol : ‘L - m ‘ R — 'J;'
2, Guest User Built-in account far
‘i. krbtgt User Key Distribution Cent
"_- Migration.8f3e7716-2011-43e4-96b1-abab... User
2‘ pedevt User Primary group: Domain Users
52, Protected Users Security Group... Members of this gro
B2, RAS and IAS Servers Security Group... Servers in this group E:ralfggﬂgge:;:hcgwseuﬁﬂgg&gﬁﬁﬂ;ﬁ
Ly User applications.
2 rdiab User
% Read-cnly Domain Controllers Security Group... Members of this gro
82, Schema Admins Security Group... Designated administ|
2 sharepoint 2010 User
L sharepoint 2013 User Apply Help
&, sharepoint 2016 User
s sharepoint 2019 User
“_. SystemMailbox{1f05a927-de52-4715-87af-... User
‘i. SystemMailbox{bb358c35-97F1-4chS-8ff7-... User
3_. SystemMailbox{e0dc1c29-83¢3-4034-b678...  User
2 testmb User
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http://technet.microsoft.com/library/30cbc4de-adb3-42e8-922f-7661095bdb8c.aspx
http://technet.microsoft.com/library/669d602e-68e3-41f9-a455-b942d212d130.aspx
http://technet.microsoft.com/library/c91f0387-615c-4a1d-87d4-133ddac1e407.aspx
http://technet.microsoft.com/library/0bfd21c1-86ac-4369-86b7-aeba386741c8.aspx
http://technet.microsoft.com/library/0bfd21c1-86ac-4369-86b7-aeba386741c8.aspx
http://technet.microsoft.com/library/30cbc4de-adb3-42e8-922f-7661095bdb8c.aspx
http://technet.microsoft.com/library/0bfd21c1-86ac-4369-86b7-aeba386741c8.aspx

qualys_scan Properties _

Security I Environment I Sessions I Remote control
Remote Desktop Services Profile I COM+ I Mtribute Editor
General I Address I Account I Profile I Telephones I Organization
Fublished Certficates | Member Of | Password Replication | Dialn | Object

Member of:
MName Active Directory Domain Services Folder
Domain Users ©T a1 1/Usen)
lIS_IUSRS . /Buitti
Organization Management i /Micre
View-Only Crganization Man... — - e W /Micre
£ m >
Primary group: Domain Users
P — There is no need to change Primany group unless
= ik ket you have Macintosh clients or POSI¥-compliant
applications.

Enable Remote PowerShell for Newly Created User Account

Open a Windows PowerShell window (by selecting Run as administrator) and run the following
command:

Set-User ”qualys scan” -RemotePowerShellEnabled $True

ey Administrator: Windows PowerShell

:\Windows\system32> Add-PSSnhapin Microsoft.Exchange.Management.PowerShe
PS C:\Windows\system32> Set-User qualys_scan -RemotePowerShellEnabled $True
ARNING: The command completed successfully but no settings of 'com2012r2.comp.rdlab.qu
PS C:\Windows\system32> Get-User qualys_scan | f1 name, RemotePowerShellEnabled

.ShapIn;

Name : qualys_scan
RemotePowerShellEnabled : True

Verify Scan User Membership and Test Connection by PowerShell
Script (when using a Scanner)

You'll need to complete these steps:
e Verify the membership of groups assigned to users

e Test connect to MS Exchange Server via Remote PowerShell

MS Exchange Server — Scan User Privileges and Configuration 11



Verify the Membership of Groups Assigned to Users

Using the PowerShell commands below we can verify the above membership of groups assigned
to users in AD. Note: Your user must be assigned the Role Management management role to run
the Get-ManagementRoleAssignment cmdlet.

Below is the PowerShell command:

Get-ManagementRoleAssignment -RoleAssignee <Scan User Name>

Test Connection to MS Exchange Server via Remote PowerShell

Here are the steps required to connect to PowerShell Virtual Directory using PS Script:
1) Open PowerShell or PowerShell ISE with Run as Administrator and insert below code:

Susername="<DomainName>\<ScanUserName>"

$tvar = "<Password Of Scan User>"

Spassword = ConvertTo-SecureString -string S$tvar -asPlainText -force
S$Credentials = New-Object
System.Management.Automation.PSCredential ($username, Spassword)

$Session = New-PSSession -SessionOption (New-PSsessionOption -SkipCACheck -
SkipCNCheck) -ConfigurationName Microsoft.Exchange -ConnectionUri
http://<FQDN of Exchange Server Host>:80/powershell -authentication Kerberos
-Credential $Credentials

Import-PSSession $Session -AllowClobber

#You Can test any Exchange PowerShell Command as shown in below line:
Get-PopSettings | fl -property LoginType

Remove-PSSession $Session

2) Run the above code with correct input details as per your host setup and you should be able to
see the connection result. An example is shown below. This ensures you are able to connect the
PowerShell Virtual Directory using Remote PowerShell with the Scan User specified.

= Administrator: Windows PowerShell ISE = I:'-
File Edit View Tools Debug Add-ons Help

bae |3 4 b » |9 P 3B = 8 Boo ®m®

| kerberos exch_connectps1 X s

me=" N\ exchange2013" ~
~ CO—

asPlainText -force
tion. PSCredential($username, §
ionOption -SkipCACheck -SkipC

urationName Microsoft.Exchange ~ConnectionUri http://c QN5 . coMENE> . comp

mp_sikfbfps. fel {Add- Add-AvailabilityAddressSpace, Add-ContentFilterPhrase, Add-DatabaseAvailabilityGroupServer. ..}

PS C:\Windows'\system32>

Completed Ln8 Col 26 I 100%
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Manage Authentication Records (when using a Scanner)

Create an MS Exchange Server record in order to authenticate to a Microsoft Exchange Server
running on a Windows host and scan it for compliance. Windows authentication is required so
you will also need to create a Windows record for the host running the web server.

Which technologies are supported?

For the most current list of supported authentication technologies and the versions that have
been certified for VM and PC by record type, please refer to the following article:

Authentication Technologies Matrix

How to Create Authentication Records

Follow these steps to create authentication records.
1) Go to Scans > Authentication.

2) Check that you have a Windows record already defined for the host running the web server. If
you don't, go to New > Operating Systems > Windows to create one.

3) Create an MS Exchange Server record for the same host. Go to New > Applications > MS
Exchange Server.

— i issi ?
R e el ol Which users have permission to create records?
— Managers can add authentication records. Unit Managers
v must be granted these permissions:
Operating Systems... » _
S v sy » S - Manage PC module
[0 Global Default | appiications... » Apache Web Server
7] Global Defat| Databases . ¥ Docker . - Create/edit authentication records/vaults
Wiwvare... 3 HTTP
[F] Agent Test
System Record Templates b IBM 'WebSphere App Server
[C] Global Default T @
Authentication Vaults
[F] Global Default
Download. | MS IS
[F] Global Default Network Unix .
MS SharePoint
[ Agent Test Unix Oracle HTTP Server
[F] Global Default Network Unix Oiacislebiogici=e og
[F] Global Default Network Oracle TE::“;?.L?::‘CE..C:

How does it work?

We'll authenticate to each target host using the credentials provided in the Windows record. If
the host is running an MS Exchange Server, then we’ll check to see if an MS Exchange Server
record exists. If yes, we'll use credentials from the Windows record to authenticate to the
Windows system, access the web server configuration, and scan it for compliance.

Last updated: November 8, 2022

MS Exchange Server — Scan User Privileges and Configuration 13


https://success.qualys.com/support/s/article/000006761

	MS Exchange Server Authentication – Scan User Privileges and Configuration
	System Configuration Requirements (when using a Cloud Agent)
	System Configuration Requirements (when using a Scanner)
	Scan User Privileges Required (when using a Scanner)
	Create New User Account as MS Exchange Scan User in Active Directory
	Add Roles/Group Membership for Newly Created User Account
	Enable Remote PowerShell for Newly Created User Account

	Verify Scan User Membership and Test Connection by PowerShell Script (when using a Scanner)
	Verify the Membership of Groups Assigned to Users
	Test Connection to MS Exchange Server via Remote PowerShell

	Manage Authentication Records (when using a Scanner)
	Which technologies are supported?
	How to Create Authentication Records
	How does it work?


