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Qualys laC Security Integration with Bamboo

In the existing Continuous Integration and Continuous Deployment (CICD) environment,
the security scans are conducted on cloud resources after deployment. As a result, you
secure your cloud resources post-deployment to respective Cloud accounts.

With an introduction of the Infrastructure as Code (1aC) security feature by Qualys Cloud-
View, you can now secure your IaC templates before the cloud resources are deployed in
your cloud environments. The IaC Security feature will help you shift cloud security and
compliance posture to the left, allowing evaluation of cloud resources for misconfigura-
tions much early during the development phase.

CloudView offers integration with Bamboo to scan and secure your [aC templates using
the Bamboo plans. It continuously verifies security misconfigurations against CloudView
controls and displays the misconfigurations for each run. With a continuous visibility of
the security posture of your IaC Templates at Bamboo, you can plan for remediation to
stay secure post deployment.

For supported templates, other integrations, and features of Cloud IaC Security, refer to
CloudView User Guide and CloudView API User Guide.
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https://www.qualys.com/docs/qualys-cloud-view-user-guide.pdf
https://www.qualys.com/docs/qualys-cloudview-api-user-guide.pdf
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Scanning laC Templates at Bamboo

The Bamboo integration allows you to perform IaC scans using plans. We provide you
with plans and options that you can configure to run based on various triggers.

You can perform an IaC scan on either of the following:
- the entire git repository.
- only the templates that were newly added / updates to the branch.

The results are generated on the build console that provides you with proactive visibility
into the security of your IaC templates residing in Git repositories.

Pre-requisite
-Install Java 8 with version less than 255.

-Ensure you have the latest version of Bamboo installed.

-To auto-trigger a Bamboo plan, ensure that you install a specific Source Code Manage-
ment (SCM) plugin, e.g., Bitbucket plugin, Bitbucket Server Integration.

- Ensure that you have a valid Qualys CloudView Security Assessment app subscription.
Let us see the quick workflow:

Configure the Plan
Add Task
Run IaC Scan

View Scan Output
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Configure the Plan

Before running a scan, we have to create a new plan on your Bamboo dashboard.

1. On the Bamboo dashboard, go to Create > Create Plan.

& Bamboo MyBamboo Projects Build v Deploy v Specs v | Create v

Build dashboard

Let's get building! 0
Now that the irszallation and the setup of Bambco is complete, (‘ (
it time to create your irst build plan. J

Build plans hold all the nstructions to build, test and assemble O
your software. Wherever you make a change to your code, o
Bambco triggers your bu/ld plan and notifies you of the result

[

Create your first build plan [v] O

Continuous intagration powerad by Atlass an Bamboo version 803 bild 80011 - D8 Oct 21

Reportaproblem - Requesta feature - Contact Atiassian - Contact Administrators

A ATLASSIAN

2. On the plan configuration screen, select an existing or new project.
3. Enter plan name, key and description. Click Create.

Create plan

plan repositories

Select a project and configure a plan

@ Your build plan defines everything about your build process. Each plan has a Default job when it is created. More advanced configuration
options, including those for apps, and the ability to add mere jobs will be available to you after creating this plan. Learn more on creating
plan

Project’  TestProject -~
The project the new plan will be created in.
Plan name” | test
Plan key” | TEST
For example WEB (for a plan named Website)
Plan description | test description

Plan access [ Allow all users to view this plan, this applies to all new projects.




Qualys laC Security Integration with Bamboo
Scanning IaC Templates at Bamboo

4. Next, you can either link a git repository with your plan to scan templates in your
repository or continue configuring the plan to scan local template files.

5) To continue without linking a repository, select ‘None’ and click Save.

To Link a Repository
a) Select ‘Link new repository’

b) Select repository source (Git, BitBucket, Github etc)
c) Provide the repository details and authentication information

d) Click Save and continue

Project: TestProject
Plan: testl

Plan key: TEST1

Repository host” O None

@ Link new repository

Git ~
Display name” | e.g. My repository (branch alpha)
Git details
Repository URL™ | https)//github.com/test/Terraform-1aC-Scan @

The URL of your Git repository.

Authentication type | Username and password ~
O Use shared credentials
@ Provide username and password
Reuse predefined shared credentials or provide custom username/password pair for authentication,
Username | test

Username you want to use to authenticate with http(s) or SSH repository.

Password cnearnen

want to use to suthenticate with http(s) or SSH repository.

Branch main

The name of a branch or a tag that contains the source code.
Test connection

Who has access y
Who has access @ All users have access to this repository.

O Only you have access to this repository.

Save and continue Cancel
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Add Task
5. Under ‘Create tasks’, click Add tasks.

——
Create plan
Configure plan Link Configure job

repasitories

Configure Job

Each plan has a default job when it is created. Here, you can configure Tasks for this plan's default job. You can add mere jobs to this plan once the plan
has been created.

Isolate build

Builds are normally run in the agent's native operating system. If you want to run your build in an isolated and controlled environment, you can do it
with Docker.

Run this job in” @ Agent environment
O Docker container

Create tasks

Atask is an operation that is run on a Bamboo working directory using an executable. An example of task would be the execution of  script, a shell
command, an Ant Task or a Maven goal. Learn more about tasks.

No tasks configured

| N soeandcontinue  Cancel

6. Search for the Qualys IaC Scan plugin and Install it.

Task types qua

All

- Qualys laC Scan
Builder @ Task to run a laC scan
Tests
Deployment

Source Control

Variables

Get more tasks on the Atlassian Marketplace or write your own Cancel
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7. You can select from your available linked repositories or add more repositories from
‘Source Code Checkout’. Once selected, you can proceed to run a scan.

Jobdetals Docker Tasks Requirements Artifacts Other

Tasks

Ataskis 3 piece of work that i being executed as part of the o.ild. The execution of 3 script a shall commarc, an Art Task or a Maven acal ar€ only few examples of Tasks. Leam rore about tasks,

You can use runtime. plan. orajact and glooal variables to parameterize your tasks,

rce Code Checkout

Acd task

Source Code Checkout configuration

Task desariotion
Test Repository
0 Disable tais task

(0 Add condition to task ()

Yo can chck Ut one o mor repositcries with this Tesc. You cer chcase to check out the Plan's [

Plan configuration,

Repository"

tast v
Cefaut abays peirts to Flars default repository.

Checkout Directory

(Optinal 5ps

(0 Ferze Clean Build

Remmoves the source irectory and checks it out again prir 2 each kuld. This may sigaficanty ncrease kuld simes,

 Add reposiory

m ceree

8. To run a scan, select the ‘Qualys [aC Security’ tab.

7. Enter your Qualys credentials.

ository o specify a Specifc Rep

1 agent has -he cepabil tes to un this job

How ¢ use the Source Code Checkout task

ository. You can zcd additional repositaries to this Flan via the

8. Click Test Connection to ensure you are authenticated. The plugin will not be able to
perform scans unless the test connection is successful.

9. Enter the path to the [aC template (file extension must be .yml, .yaml, .JSON or .tf).

10. You can choose to display failed results only, set the build failure conditions and

timeout period.

11. Click Save and then click Create.
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Qualys IaC Security
E test

Acd task

Qualys laC Security configuration
Task description
test

) Cisable this tack

) Add condition to task (3)

APl Login

Qualys ltform URL"
hteps:/fquaysguard 33 apps qualys.com;

Qualys Usemams

Qualys Password

Launch Scan API Parameters

Sczn Name
tast
Compressed File path/Dirzctory to be scanned

Terraform-laC-Scan\terraform samgle

) Failed results only

Build Failure Conditions

Run laC Scan

Once we've deployed the IaC plugin and authenticated ourselves, we can run scans on

selected templates.

1. On the Build dashboard of your new plan, click Run > Run Plan.

2. Wait till the build is generated.
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& Bamboo  MyBamboo Projects Build v Deploy v Specs v Reports v Create v ® 0 '

Build dashboard / projectl /

Bulld #7 [ONONONONONONC] ®Run v {3 Actions v
Planbranch: 8 main v §

p2

@ Job: Default Job was s

Stages & jobs

JobSummary Tests Commits Atifacts Logs Metadata
Default Stage =2
@ Default Job

Build log

The buid generated 92 lines of output. Download or view fullbuild log,

- 5 47 (2 qualys. ez, Bamboo verss

o3t L3LEAA-T4E

orp. qualys.cox)

View Scan Output
At the end of the job, the Bamboo plan creates the artifact file.
Go to Qualys IaC Scan Results to view the scan report for a selected plan.

The Build Summary displays the failed controls of all the scanned templates. The failed
scans are categorized based on their criticality.

Summary Tests Commits Atifacts Logs Metadata Webhooks QualyslaC Scan Results

Build Summary  laC Posture  Remediation
1aC Scan Status : FINISHED Scan ID : 815a26ac-0bcB-4108-91e8-5077d3d66d 12
Scan Name : multiple_repo_scan

Qualys IaC Scan Failod Roport Controls causing build failure

@ iign (3)
® Medium (8)
o) 23

of 18

Pass/Fail criteria results summary

High Medium Low

Criteria

© Violates criteria @ Satisfies criteria -- Not eonfigured
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View the failed controls on the IaC Posture tab.

Summary Tests Commits Artifacts Logs Metadata Webhooks Qualys laC Scan Results

Build Summary  1aC Posture  Remediation

Control 10 Control Name Citcalty  Result FilePath Resource
29 Ensure no hard coded AWS access key and secret key exists in provider  HIGH PASSED /aws.iam_account password_policy/providertt  aws default
299 Ensure no hard coded AWS access key and secret key exists in provider  HIGH PASSED /aws_Jambda_function/provicer. awsdefault
299 Ensure no hard coded AWS access key and secret key exists in provider  HIGH PASSED /aws _s3_bucket/provider.f awsdefoult
9 Frsure no hard coded AWS access key and secret key exists in provider  HIGH PASSED  fiam-policies/providertf aws.default
10 Ensure 1AM password policy require at least one number HIGH PASSED /aws_jom_account_password_policy/iam aws._jam_account_password_policy.pass_oxpi

password-expirytf

n Ensure 1AM password policy requires minimum length of 14 or greater  HIGH PASSED /aws iam_account password_pol aws jam_account password_policy.pass._expiry 90
password-expirytf

2 Ensure 1AM password policy prevents password reuse HIGH PASSED /aws_iam_account password_policy/iam- aws_jam_account_password_policy.pass._expiry90
password-expirytf

3 Ensure IAM password policy expires passwords within 90 days orless  HIGH FAILED  /aws_iam_account password_policy/iam- aws_jam_account_password_policy.pass_expiry90
password expiry.tf

7 Ensure 1AM password policy requires at least one uppercase letter HIGH PASSED /aws_iam_account password_policy/iam- aws_jam_account_password_policy.pass_expiry_90

password-expirytf

8 Frsure IAM password policy require at least one lomercase letter HIGH PASSED /aws iam account password_policy
password-expiry.tf

aws_iam_account_password_policy.pass_expiry 90

9 Fsure 1AM password policy require at least one symbol HIGH PASSED /aws iam ac

password_policy, aws_iam account_password polic

password-expiry.tf

10 Ensure 1AM password policy require at least one number HIGH PASSED /aws iam
password-lowercase.tt

ount password pol aws iam account password policy.pass lowercase

Lastly, check the Remediation tab to learn how you can resolve the misconfiguration.

Build dashboard / TestProject / test
Build #4 |

Planbranch: 89 main v 8

© #4 failed ~ Manual run by

Summary Tests Commits Artifacts Logs Metadata Webhooks ~Qualys 1aC Scan Results

Build Summary  1aC Posture  Remediation

o 10 e seren
ContralID Remedation
7 Ensure aws_am_account_password_policy resource has require_uppercase characters argument setto True.
8 Ensure aws,am_account_password_policyresource has require_lowercase_characters argument set to True.
B Ensure aws iam_account_password_policyresource has require_symbols argument set to True
10 Ensure aws_iam_account_password_policyresource has require_numbers argument set to True.
" Ensure aws,am_account_password_policy resource has minimum_passuiord_length argument st to 14 or more.
2 Ensure aws lam_account_password_policy resource has password_reuse_prevention argument set to 24 of more.
13 Ensure aws_am_account_password_polic resource has max_passviord_age argument set o 90 Days orles.
" Ensure that aws jam_user_policy aws_jam_user_policy_attachment or aws_iam_policy_attachment resouceis not used for adding IAM policy t the users.
" Ensure that aws_jam_user_policy aws_jam_user_policy_attachment or aws_iam_policy_attachment resource is not used for adding IAM policy o the users.
" Ensure that aws_jam_user_policy aws_jam_user_policy_attachment or aws_iam_policy_attachment resouceis not used for adding IAM policy to the users.
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