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CyberSecurity Asset Management (CSAM)

Get complete visibility into your environment
Discover and inventory all your assets
Use multiple Qualys sensors to continually discover and inventory your assets. View information about servers, desktops, network, 
mobile and IoT in your on-premises and Cloud environments. Get detailed software and container information.

View categorized and normalized hardware and software information
Standardize your inventory
Get clean and concise inventory with normalized manufacturer, product, hardware model and software information, saving 
hundreds of sta� hours.

Define criticality and find related assets
Add business context through dynamic tagging
Organize your inventory with dynamic tags to find assets related to business functions (e.g. finance), scope (e.g. PCI DSS 
compliance) and other factors relevant to your organization. Assign criticality based on tags to quickly focus on most critical assets.

Easily keep Qualys and your CMDB in sync
Enable 2-way integration to sync with ServiceNow CMDB
Synchronize inventory with ServiceNow CMDB to keep it up to date and enriched with hardware and software lifecycle and 
categorization information. Import business context data to Qualys, including owners, environment, business application and 
other key data to improve response to asset health related issues. All using our certified ServiceNow app.

Monitor your External Attack Surface
Discover all assets that are visible to attackers on the internet
Continuously monitor your external attack surface, discovering previously unknown/missing assets, with relevant information 
about these assets to get the attacker’s view of your environment.

Manage your Technology Debt
Find and upgrade unsupported software and hardware
The Qualys CSAM technology catalog automatically extends your IT asset inventory with product release, lifecycle, and support 
information. Informing your teams of their assets with Operating Systems or Software Application that are already end-of-life, 
end-of-support, or soon to be eol/eos, enables you to manage and upgrade your technology debt in addition to patching 
vulnerabilities

Eliminate unauthorized software from your environment
Quickly identify assets requiring attention
Define unauthorized and authorized software. Detect assets with installations of unauthorized software and define appropriate 
actions to improve Asset Health.

Find assets missing critical required software, such as antivirus & 
endpoint protection
Find assets missing critical IT agents and security tools
Define required software policies for specific asset scopes. Monitor continuously and highlight assets missing the required 
software, e.g., IT/Ops agents, antivirus & endpoint protection, data-loss prevention.

Be informed about assets requiring attention
Receive notifications to review and define actions
Configure alerts to receive notifications about asset health issues related to end-of-life, installations of unauthorized software 
and more.

Inform stakeholders about health of your assets
Create custom reports
Inform internal stakeholders about health of your assets. Prepare compliance reports to help maintain industry compliance like PCI 
DSS and FedRAMP.
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