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About this Deployment Guide
About Qualys

About this Deployment Guide

This deployment guide contains the information for deploying, interacting, and
configuring Centralized Appliance Management Service (CAMS) QGS Appliance on
Microsoft Azure Cloud.

About Qualys

Qualys, Inc. (NASDAQ: QLYS) is a pioneer and leading provider of cloud-based security and
compliance solutions. The Qualys Cloud Platform and its integrated apps help businesses
simplify security operations and lower the cost of compliance by delivering critical
security intelligence on demand and automating the full spectrum of auditing,
compliance and protection for IT systems and web applications.

Founded in 1999, Qualys has established strategic partnerships with leading managed
service providers and consulting organizations including Accenture, BT, Cognizant
Technology Solutions, Deutsche Telekom, Fujitsu, HCL, HP Enterprise, IBM, Infosys, NTT,
Optiv, SecureWorks, Tata Communications, Verizon and Wipro. The company is also
founding member of the Cloud Security Alliance (CSA). For more information, please visit
www.qualys.com

Qualys Support

Qualys is committed to providing you with the most thorough support. Through online
documentation, telephone help, and direct email support, Qualys ensures that your
questions will be answered in the fastest time possible. We support you 7 days a week,
24 hours a day. Access online support information at www.qualys.com/support/.


https://cloudsecurityalliance.org/
http://www.qualys.com/support/
www.qualys.com
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Overview

The Qualys Gateway Service (QGS) is a packaged virtual appliance created by Qualys that
provides proxy services for Qualys Cloud Agent deployments that require proxy
connectivity in order to connect to the Qualys Cloud Platform.

This document outlines the steps required to set up a Centralized Appliance Management
Service (CAMS) Qualys Gateway Service (QGS) appliance on the Microsoft Azure Cloud
Platform (Azure).

Pre-requisites

- To set up the CAMS QGS appliance on Azure Cloud Platform, you need Microsoft Azure
account.

- You must have CLI installed on your machine to use Azure CLI to launch and execute the
command.

- To get the CAMS/QGS Azure VHD image, submit a service request to Qualys support.

How to Deploy VM From the Image

1. Go to the Azure marketplace. Search for Qualys Gateway Service Appliance. Click
Qualys Gateway Service Appliance to launch the instance.

Marketplace

Get Started

| 5 Qualys Gateway Service Appliance * Pricing : All < Operating System : All Publizher Type : Al

Service Providers
[] Azure services only

Management
Showing 1 to 1 of 1 results for 'Qualys Gateway Service Appliance’. Clear search

Private Marketplace

Private Offer Management @

Qualys Gateway Service

My Marketplace Appliance

Qualys, Inc.

Favorites

Private products

Categories

Networking (1)
w Create v~ <

I Qualys Gateway Service Appliance I

Page | 1 \/lo.-'l


https://success-qa.qualys.com/support/s/
https://portal.azure.com/#home
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2. Under Instance Details, select the image you want to use from the list..

Home > Marketplace >

Create a virtual machine

Subscription * ® ‘ qlys-devga-qgs bl ‘
Resource group * © l NetworkWatcherRG v l
Create new

Instance details

Virtual machine name * @ l PT-AzureTest o l

Region * @ ‘ (Asia Pacific) Central India v ‘

Availability options (O ‘ No infrastructure redundancy required v ‘

Security type © ‘ Standard v ‘

Image * ® “ @ Qualys Gateway Service Appliance - x64 Gen' | v ‘
See all images | Configure VM generation

3. Ensure the VM minimum requirement is selected as mentioned in the QGS User Guide.

VM architecture (D () Armb4

(®) x64

0 Armé&4 is not supported with the selected image.

Run with Azure Spot discount © D
Size* () | Standard_B4ms - 4 vcpus, 16 GiB memory ($130.67/month) v
See all sizes

- Select any option for Authentication type under the Administrator account


https://www.qualys.com/docs/qualys-gateway-service-user-guide.pdf
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Note: You can select any of the available options for authentication. As QGS is a hardening
appliance, neither authentication method will be implemented on the virtual machine.

Administrator account

Authentication type @ (®) SSH public key
O Password

o Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * @ ‘ azureuser v ‘
SSH public key source ‘ Generate new key pair v ‘
Key pair name * l test v ]

- The public inbound ports should strictly be selected as None.

Home > Images > q; >

Create a virtual machine

network access on the Networking tab.

Public inbound ports * O (® None
O Allow selected ports

Select inbound ports ‘ Select one or more ports v

@ Al traffic from the internet will be blocked by default. You will be able to
change inbound port rules in the VM > Networking page.

Licensing

License type * Other v
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4. From the disk tab, make sure to click the Delete with VM checkbox so as not to flood
Azure with redundant disks.

Create a virtual machine

Basics  Disks ~ Networking Management ~ Monitoring ~ Advanced  Tags  Review + create

Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more

VM disk encryption

Azure disk storage encryption automatically encrypts your data stored on Azure managed disks (OS and data disks) at rest by
default when persisting it to the cloud.

Encryption at host U

@ Encryption at host is not registered for the selected subscription.
Learn more about enabling this feature '

0S disk

OS disktype * © ‘ Premium SSD (locally-redundant storage) v ‘
Delete with VM © =

Key management © ‘ Platform-managed key v ‘
Enable Ultra Disk compatibility © D
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5.You can also attach a secondary disk (required minimum disk size 250 GB), if required
and then click the Delete with VM checkbox.

Data disks for PT-AzureTest

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN Name Size (GIB) Disk type Host caching Delete with ym O
[0 | pT-AzureTest DataDis.. 500 Premium SSDLRS | None /| V4

Create and attach a new disk  Attach an existing disk

6. In Networking tab, select None as the public IP and NIC network security group as
Basic.

Home > Images > ¢ 2>

Create a virtual machine

Basics  Disks ~ Networking ~Management  Monitoring ~ Advanced  Tags  Review + create

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control ports,
inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.

Learn more o

Network interface

When creating a virtual machine, a network interface will be created for you.

Virtual network * © l NetworkWatcherRG-vnet v l
Create new

Subnet * © ro‘ . v l
Manage subnet configuration

PublicIP © l None v l
Create new

- Make sure to select Delete public IP and Delete NIC when VM is deleted so you do not
run out of NICs.

—

Public inbound ports * (O @ None
O Allow selected ports

Select inbound ports | Select one or more ports

o All traffic from the internet will be blocked by default. You will be able to
change inbound port rules in the VM > Networking page.

Delete NIC when VM is deleted @ B

Enable accelerated networking @ I:‘
The selected image does not support accelerated networking.
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Note: Do not use any options on the Management and Monitoring tab..
Home > Images > q 2 >

Create a virtual machine

Basics  Disks  Networking Management ~ Monitoring | Advanced  Tags  Review + create

Configure management options for your VM.

Microsoft Defender for Cloud

Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud
workloads. Learn more

@ Your subscription is protected by Microsoft Defender for Cloud basic plan.

Identity
Enable system assigned managed D
identity ©

Azure AD

7.Add relevant tags as required and create a VM.

8. On Review + create tab, check for "Validation passed" and after reviewing details
perform create operation.

Lo £ wiasipruce

Create a virtual machine
@ Vvalidation passed
Basics  Disks  Networking ~ Management  Monitoring ~ Advanced  Tags  Review + create

@ cCost given below iz 2n astimate and not the final price. Plasse use Pricing caleulator [ for all your pricing neads.

Price

Qualys Gateway Service Appliance Not cavered by credits ©

by Qualys, Inc. 0.0000 USD/hr

Terms of use | Privacy policy

1X Standard Bams Subscription credits apply ©
by Microsoft 0.1790 USD/hr

Terms of use | Privacy policy Pricing for other VM sizes
TERMS

By clicking *Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same

‘ Download a template for automation

10
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How to Create Public IP Address Prefixes

To create public IP address prefixes, you need to visit the Azure portal. Follow all the steps
mentioned in the Azure portal.

How to Create a Public IP Address and a VM Association
Note the NIC of your VM using the following steps:

1. Log in to the Azure portal.

2. Navigate to Public IP Prefixes.

_ P Search resaurces, services, and dacs (G+/) ] G

Azure services

(=1 (T = o () —_— —

= g [ 8 7»’ ‘s = m -
Createa Public 1P IMarketplace Virtual Data Shares Quickstart App Services Storage SQL databases  More services
resource Prefixes machines Center accounts

4. Under the Public IP Prefix section, click Add IP Address to add a new IP address.
Home > Public IP Prefixes >

Public IP Prefixes « B, (e 90 apphances gt @ prefaes

qualys-azure Public IP Prefix
+ Create 33 Manage view ~ -+ [ 0 search | « () Refresh —> Move \ [ii] Delete — Add IP address
‘ Filter for any field. - G  Essentials
’ B Activity log Resource group (move) Provisioning state
Name NetworkWatcherRG Succeeded
= . ... ™ Access control (IAM) Location 1P prefix
= . . ¢ Tags East US (Zone 2, 1, 3) z
Subscription (move) SKU
Settings [ Standard
% Public IP addresses Subscription ID Version
k I1Pv4
Il Properties Allocated IP addresses
9of 16

B Locks

Note: The prefixes should contain an IP range that is allowed on the customer network.

11


https://azure.microsoft.com/en-in/get-started/azure-portal
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/create-public-ip-prefix-portal
https://learn.microsoft.com/en-us/azure/virtual-network/ip-services/create-public-ip-prefix-portal
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5. Now, go to the Public IP addresses tab and click on the IP you created.

Home » Public IP Prefixes > qgs-qa-appliances-public-ip-prefixes

Public IP Prefixes ©  my qgs-qa-appliances-public-ip-prefixes | Public IP addresses

qualys-azure Public

+ Create ié? Manage view

P Prefix

E—

‘ Filter for any field... ‘ W Oueniew
Name * @ Activity log
A itrol (IAM!
W qos-devga-ip-prefix v P ccess control (41
T
W qgs-ga-appliances-public-ip-prefixes Fig ¢ T
Settings

" Public IP addresses

I properties

A Locks

Monitoring
@ Insights

B Alerts

Automation

.f. Tasks (preview)

jxa)
=

Export template

Support + troubleshooting

B New Support Request

‘/O Search public IP addresses

Public IP address
test

pt-test

6. Associate this IP with the NIC of your VM.

Home > Public IP Prefives > qgs-qa-appliances-public-ip-
pt-test # #
Public IP address
@ pssocet= < D

& Ovenvew

s | Pubic P add eses >

B A fssentials
@ Adiviylog

Resource groud (move) : retucrknatherr
A9, Access certrol (AM)

W o2ete = wove v O Refesn [§ Open n mobie

Location (move) East LS
¢ Subsarioton movg]  cls-cewcgs
settings Subscriotion ID + b46C3121-a075-4:1b-8420-Ccb6a3T1ETT

& Confgurston
[I! properizs
P

9 Lecks
Tags el Cick heretoacd tags

GetSterted  Froperes  Tetorils

Q Insights

0 4lets

i Metiics

& Diagnestic settings.
Automation

i Tasks (preview)

5 Excrttenplate
Support + troublesnooting

2 New Support Request

KU Standrd

Tier Fegions

P address 0246240126
DS name Pttesteastus ok
hsedstedto -

Virtuzl machine -

Rating peferece | Maoso'tnetwork

Use public IP addresses for public connections to Azure resour

Asscdiateand corfigure public P adcresses o vrioJs aure resources Leam more, &

Associate to a resource
Associze our public P address to an Azure

ESOUTCE SUCY a5 an AzLre Load Balencer ara
netviork interfacz.

Associate IP

=
=
Configure a pubiic P adcress Protect I
Corfigure aDNSide ime,neme andalastecord  chopsett

for jourpublc P address,

12

address

Associate public P address X
prtest
@ Crocse the resource o which you want fc associate this public P adcress.
Resourca type
V]
Neworkinterface* ()
pitastfor-dec-1253 o

rescurce group: Neworkwatchere
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7. Next, select the Virtual machines options and select the appropriate virtual machine.

_ M Search resources, services, and docs (G+/)

Azure services

_|_

Createa
resgurce
Resources

Recent

Favorite

Virtual

a]

Marketplace

machines

=0 » — —
© 4 @ =
Data Shares. Quickstart App Services Storage 5QL databases
Center accounts

<

Azure Cosmos
DB

8. Go to the CAMS/QGS azure VM under the Virtual machines tab.

Home »

Virtual machines # -

qualysanre

b tate v 2 Suitthtocasic C Raservations v/ i@ Manzgeview v C‘ Rerih & Bportto SV ? QOpen query 0 as

Fiterfar any fie

Shewing 1to 3 of 3records

] Name

D [« J

D B st fordoc
D B presfordoe

Subscrption equals all

Tyezgudlsal  Resource group qeal:
Type Subscrinton 1y
irtual vachine qlys-Cenaqgs
Virual machine qys-Cengs
Virtual vaching qlys-Cenaqgs

sall X Locaion squasall Xy o fter

Resource group 1y Locaten 1 Status 1, Operating system 1y
agstderg EtUS Running Linu
HetworkWatcherRs Extl Running Linux
NetworkWatcherRG EastUS Running Linux

v @ Wirtenee v

%

Mare services

Na gouping V[ | EListvie

Size 1),
Standarg_Bams
Standarg_B4ms

Standard_Bams

Public P address Ty
20246240125

0166.203213

Disks T,

9. Go to Networking option under the Setting tab. You can view the associated public IP

address.

BRI SS SRS

Home » Vitusl machines » PT-tast-for-doc-1
Virtual machines «

+ Create v 2 switchtoclassic "
[Fiteror sy e
Nome
B failasa
B3 pretest-for-doc

B3 pr-test-for-doc-1

@ PT-test-for-doc-1| Networking

Virtual machine

£ search « AP reedback
B overview -
ttest-for-doc-1263
@ Activitylog P
; configuration ©
A Access control (1AM) IP configuration ©
@ s ipcontgr primoyy /]
ok Interface: pt.test.for-doc- fective security rules  Troubleshoot VM connection issues
Diagnose and solve problems @ Network Interface! ptitest foridoc1263  Eff yrules  Troubleshoot VM
Virtual network/subnet: NetworkwatcherRG wnet/default  NIC Publc 1P{20246240:126  NIC Private P: 10.2.0.5
Settings
Networkir inbound port rules  Outbound port rules ication security groups  Load balandin
o Inbound port rules  Outbound port rules  Appl groups  Load balancing
# Comnect @ Network security group PT-test-for-doc-1-nsg (attached to network interface: pt-test-for-doc-1263)
® o Impacts 0 subnets, 1 network interfaces
isks
- e priority Name port Protocol
© MicrosoftDefender for Cloud 65000 Allowvnetingound Any any
@ Advisor recommendstions 55001 AllowAzureLoadalanceringound Any ny
27 exensions + applcations 55500 DenyAlingound Any any
® availabilty + scaling
& Configuration
confi Need help?
Identity Understand Azure load balancing &
11l Properties
Quickstart: Create a public load balancer to load balance Virtual Machines 7
A Locks
Quickstart: Dirct web trafic with Azure Application Gateway
Operations
X gastion

© Auto-shutdown

13

Topolagy
Accelerated networking:

Source
VirtualNetwork
AzureLoadsalancer

Any

Disabled

Destination
VirtualNetwork
Any

Any

pthorave@qualys.com
quas

‘Add inbound port rule

Action
© Allow
© Allow

© Deny
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How to add an Inbound Port on the CAMS/QGS Azure Appliance

To use the tunnel, cache, or patch port on the appliance; you must to add the inbound port
rule on the CAMS/QGS Azure appliance, as mentioned in the following section.

1. Click the Networking tab of the appliance to which the inbound port rules need to be
added.

Home > NM-6Jan22-TestAzurelmage01

@ NW Sl 1| Networking % - X

Virtual machine

0 Search « ; A7 Feedback
B Overview nl

& Activity log IP configuration ©
A Access control (IAM) ipconfig1 (Primary) v

Tags - .
¢ T @ Network Interface: n Effective security rules Troubleshoot VM connection issues Topology
/2 Diagnose and solve problems Virtual network/subnet: NetworkWatcherRG-vnet/default NIC Public IP: NIC Private IP: Accelerated networking: Disabled

Settings
9 Inbound port rules  Outbound port rules  Application security groups Load balancing

& Networking
@ Network security group NV  (attached to network interface: nn
& Connect Impacts 0 subnets, 1 network interfaces

£ Disks Add inbound port rule

2. Add the inbound port rule as per your network standards. Make sure to use the correct
port; here, in the example cache port is 8080, and the selected protocol is TCP. Save the
rule, and it can be added to the VM.

& Add inbound security rule
Eewsica

Aty

Scmgce port ranges *

Arry

on port ranges *

Protoosd

Aty
& TCP

uoe

14
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How to Access the CAMS/QGS Azure Appliance Using the Text
Ul

The following are the steps given for accessing the CAMS/QGS Azure appliance using the
text UL

1. Click the CAMS/QGS Azure VM.
2. Go to Serial console under Help in the left panel.

3. The appliance Text Ul displays as shown below.

[ PT-test-for-doc | Serial console

Virtual machine

[4

‘ « 7 Feedback[Z B O m
Qualys Inc. USE:—f |~ to navigate ENTER to confirm

i Policies

2 Run command

Monitoring

@ Insights Configuration

R plerts [Register the Appliance with Qualys]
System Settings

fill Metrics Gensral Information
Information

& Diagnostic settings Various commands

# Logs

i4 Connection monitor (classic)

‘ Workbooks
Automation

2 Tasks (preview)

) Export template

Help

@ Resource health

& Boot diagnostics

, Performance diagnostics

[

< VM Inspector (Preview)
Reset password

M Redeploy + reapply

-

Serial console

B Netwaork security group test

@ suppert + Troubleshooting

15
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4. Click System to access the System Settings configuration.

Configuration

Registration Register the Zppliance with Qualys
Info General Information

Diagnostics Informaticon

Commands WVarious commands

5. On System Configuration, click POD Suffix.

d Terminal container

System Configuration

onfirm

Network

Time
Disable SSH

Network Settings

Qualys Platform URL Suffix

System Time Settings
Disakle SSH

An input field is displayed to provide the Platform URL Suffix (POD Suffix).

16
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6. Enter the Qualys Platform URL Suffix corresponding to the platform where your
subscription is hosted. To identify the Platform URL Suffix for your subscription, refer to
Qualys Platform Identification.

USE:TAB to navigate ENTER to set POD

Cualys Platform URL Suffix

l

< Back >

Once the POD Suffix is successfully updated and network settings are configured, the
appliance should display as below. Verify that the QAG Status shows Connected to ensure
your appliance runs successfully.

Qualys Inc.

eth0

QARG Status

QARG Status URL
DNS Servers
System Time

System Timezone :
: 09871067

: https://camspublic
: Up to date

: 2.1.0-48

Zppliance ID
Qualys URL

System Updates
Build-version
Service Version :

Build-date

: 10.2.0.4/24

: Connected

: https://gag

: 168

: 07/11/23 11:03:16

UTC (UTC, +0000)

None

: 2023-04-10T11:33:52+0000

7. We recommend running a connectivity test to ensure all Qualys backend services are
reachable.

To run a connectivity test, follow these steps.

a) Navigate back to the Configuration screen.

17
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b) Click Diagnostics > Connectivity Test

Terminal container

Usk:—1]|—+ To navigate ENTER © ontfirm

Diagnostics

Disks Disk Statistics
Containers Docker containers
Images Docker images
Units Services units
Logs Logs=

onnectivity Tes

Note: If the VM Instance is configured on a private IP network, configure your upstream
proxy network before appliance registration. Refer to the Proxy Servers section of the
Qualys User Guide to learn more..

8. Click Registration to register the appliance.

Q 75 Inc. USE:—1 |-~ to nav e ENTER tc

Configuration

System System Settings
Info General Information
Diagnostics Information

Commands Various commands

Follow the steps instructed in the Registration section of the QGS User Guide to complete
the appliance registration.

18
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How to add a Secondary Hard Disk on the CAMS/QGS Azure
Appliance

The following are steps for adding the secondary hard disk while deploying the Azure VM.

1. Go to the Disks tab and select Create and attach a new disk.
Home > Images > q¢ >
Create a virtual machine

Rey (hanagerient W | Frauon-anaged key v

Enable Ultra Disk compatibility @O
Ultra disk is supported in Availability Zone(s) 1,2,3 for the selected VM size

Standard_B4ms.

Data disks for NM-10Jan23-TestAzurelmageOnProd

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a

temporary disk.
LUN Name Size (GiB) Disk type Host caching Delete with VM ©
[0 | NM-10jan23-TestAzur.. 256 Premium SSD LRS l0PZ

Create and attach a new disk Attach an existing disk

' Advanced

2. Add a required size (more than 250GB in case of patch mode), Name, select the Source
type, etc, and click OK.
Home > Images > q » > Create a virtual machine >

Create a new disk

Create a new disk to store applications and data on your VM. Disk pricing varies based on factors including disk size, storage
type, and number of transactions. Learn more '

Name * ‘ NM-10Jan23-TestAzurelmageOnProd_DataDisk_1 ‘
Source type * © ‘ None (empty disk) v ‘
Size* © 256 GiB

Premium SSD LRS

Change size
Key management © ‘ Platform-managed key v
Enable shared disk O Yes (® No
Delete disk with VM

- Another method for adding the secondary disk to the appliance is to use the Disks option
on the left-hand pane of a deployed Azure VM.

19
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- Click Create and attach a new disk option.

Home > N
‘N" o A — 1|Di5ks - X
Virual mauiniz
‘}3 Search ‘ « &l save X Discard () Refresh fosd Additional settings 2 Feedback /2 Troubleshcot
B Overview 0S disk
B Activitylog 2 Swap OS disk
A trol (1AM,
. Access control (AW) Disk name Storage type Size (GiB) Max IOPS Max throughput (... Encryption ©
@ Tags .
NI v Premium SSD LRS 31 120 25 SSE with PMK
£ Diagnose and solve problems
Data disks

. O Filter by name ‘
Networking

Connect Showing 1 of 1 attached data disks

-+ Create and attach a new disk ;5’ Attach existing disks

Size
LUNO Disk name Storage type Size (GiB) Max IOPS Max throughput (... Encryption €
Microsoft Defender for Cloud

[0 v || Datadisk name || Premium ssD (.. v | 4 120 2 Platform-m

&
r:d
£ Disks
a
o
&

Advisor recommendations

=] _Extensions + applications

- Click the Edit icon, add the secondary disk details and click Save.

Data disks

‘ P Filter by name ‘

Showing 1 of 1 attached data disks

— Create and attach a new disk ﬁ Attach existing disks

Je type Size (GiB) Max IOPS Max throughput (... Encryption © Host caching ©

iumssD (.. | |4 | 120 25 Platform-managed key v | [ None v 2 X

How to Collect the Diagnostics Reports on the Azure Appliance

To collect the diagnostics report, you must add an inbound port rule on port 22. Otherwise,
you cannot SCP on the port to collect the diagnostics report.

Note: Disable the rule after collecting the report if the rule is no longer in use.

20
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Create VM Instance Using User Data

You can also configure a Azure VM Instances using the User Data setting. We recommend
using the User Data option only when the VM Instance is launched using scripts.

Follow the steps below to create a VM using User Data.

1. Navigate to the Advanced options on the VM deployment page during the Azure VM
Instance creation.

Create a virtual machine

Basics Disks Networking Management Monitoring Advanced Tags Review + create

Add additional configuration, agemnts, scripts or applications via virtual machine extensions or cloud-init.

In the Advanced tab, select Enable user data and Add the following details as user data.

#cloud-config
write files:
- owner: root:root
path: /opt/qualys/cloud.env
permissions: '0644'
content: |
POD SUFFIX="Add your corresponding POD suffix here"

User data

Pass 3 script, configuration file, or other data that will be accessible to your applications throughout the lifetime of the virtual
machine. Don't use user data for storing your secrets or passwords. Leam more about user data for Wiz [

Enable uzer datz E

lJzer dzta *

To identify the Platform URL Suffix for your subscription, refer to the Platform URL Suffix
section of the Qualys Platform Identification.
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Important:

- While copying the user data, avoid the spaces or blank lines after the last sentence of the
user data.

- Use any Online YAML validator to ensure the indentation in the user data is correct.
Every dot represents one space.

Note: To ensure a valid YAML configuration, follow the steps laid out in the Important
section on page 8 of the Qualys Gateway Service AWS Deployment Guide.
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