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Qualys Express Lite

For helping you know where your small business is vulnerable to hackers —and how to stop them

An all-in-one

security & compliance cloud solution

for small businesses.
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As a small business owner, you should
be concerned about hackers because
your business is a prime target for
attacks over the Internet. Consider that:

* Half of all small businesses have been
victims (National Small Business
Administration)

*  71% of attacks hit businesses with
under 100 employees (Verizon
Business)

* Last year, the average data breach cost
a small business $20,752 — up from
$8,600 in 2013 (NSBA)

*  60% of small businesses breached close
in six months (National Cyber Security
Alliance)

Fortunately, there is a simple, cloud-
based security solution from Qualys that
can help you identify your cyber
vulnerabilities and stop attacks before
the damage occurs. It’s called Qualys
Express Lite.

Why You Need Qualys Express Lite

A small business faces a mountain of challenges to
achieve success. As the owner, you are responsible
for everything — and often it seems like you must do
everything to stay in the game. This can be
overwhelming, especially for addressing a technical
challenge like cyber security. And that’s where Qualys
Express Lite is your best friend.

Qualys Express Lite takes the stress out of protecting
your business from hackers. Qualys runs everything
for you in the cloud. All you need to do is launch
security scans with your browser. Qualys does the
rest by continuously monitoring your network,
systems and web apps to automatically find
vulnerabilities, and telling you what to fix. It’s fast,
easy to use, and doesn’t require you to install new
gear or hire a team of experts to get these benefits.

Why Qualys?

Easy — No software to maintain; used right from your
browser.

Affordable — No servers to buy or set up.
Automated — Scans, organizes, prioritizes, reports.

Accurate — Tells you what you need to know without
wasting your time.

Cloud Platform — Cloud-based “software as a service”
that’s professionally managed 24x7x365 in Qualys’
world-class data center.

Market Leader — Thousands of organizations of all
sizes around the world rely on Qualys.

What Express Lite Does for You

Qualys Express Lite is a cloud-based suite of security
and compliance solutions for the typical small
business with limited budget and staff. It lets you
monitor security right from your browser. It applies
continuous monitoring to your Internet perimeter
servers, websites and web apps (which hackers often
target first) to ensure that security controls are up-to-
date and properly configured. It even lets you extend
the same protection to your internal computers to
make your business safer —inside and out.
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Since time is of the essence when Internet hackers
target your network, Qualys Express Lite helps you
discover security holes fast and fix them before you
get attacked. Qualys Express Lite also makes it easier
to comply with rules such as PCl and HIPAA that
require you to periodically audit your network and fix
any critical security vulnerabilities that you find.

Express Lite Guides You, Step by Step

Monitor Your Internet Perimeter — Servers &
Web Apps. With Qualys, you can check right from
your browser whether your Internet-facing servers,
websites and web apps are up to date and securely
configured against Internet attackers. Step by step
instructions guide you through scanning, using
generated reports and improving your security.

Scan Your Internal Network. Monitor your
internal servers, computers and web apps to see if
they are up to date and properly configured against
attacks. Qualys manages security and compliance for
your internal and perimeter systems together in a
single interactive web console.

Check Your Website & Apps for Top Risks and
Malware. With the built-in Web Application
Scanning feature, you can quickly search your web
forms and apps for vulnerabilities. These include
hackers’ favorite exploits such as SQL Injection, Cross-
Site Scripting and Cross-Site Request Forgery. Qualys
Express Lite teaches you how to fix these
vulnerabilities. It also helps you protect your business
reputation by protecting visitors to your website from
attacks by malware snuck in by hackers, such as in
blogs or comment pages.

Stay on Top of the Latest Security Patches.
Qualys Express Lite goes beyond listing which devices
are at risk of being attacked. It also tells you which
vendor-supplied patches you need to fix the
problems, and helps you to download them for
installation.

Know if you’re PClI Compliant — Before Your
Audit. With Qualys Express Lite, you can check
whether your systems are PCl-compliant at any time.
This capability allows you to address issues early and
submit quarterly PCl scanning results once you know
you’ve already passed.

Customer Support On Demand. Qualys provides
you with free 24x7 customer and technical support.
You can also attend our free training and certification
classes, user conferences and seminars. These may be
useful as your technology infrastructure expands to
meet the needs of your growing business.

Or, Buy Features a la Carte

If you don’t need all the functions of Qualys Express
Lite, you may also purchase standalone cloud-based
Qualys solutions. Options include:

* CM - Continuous Monitoring

* VM —Vulnerability Management

¢ PCl-PCl Compliance

* WAS - Web App Scanning

* WAF - Web App Firewall

* MD - Malware Detection

Try It and See How It Works for You!
For a free trial of Qualys Express Lite, visit
https://www.qualys.com/trial-lite

About Qualys

Qualys, Inc. (NASDAQ: QLYS) is a pioneer and leading
provider of cloud security and compliance solutions
with over 7,700 customers in more than 100
countries, including a majority of each of the Forbes
Global 100 and Fortune 100. The Qualys Cloud
Platform and integrated suite of solutions help
organizations simplify security operations and lower
the cost of compliance by delivering critical security
intelligence on demand and automating the full
spectrum of auditing, compliance and protection for
IT systems and web applications. Founded in 1999,
Qualys has established strategic partnerships with
leading managed service providers and consulting
organizations including Accenture, BT, Cognizant
Technology Solutions, Dell SecureWorks, Fujitsu, HCL
Comnet, InfoSys, NTT, Optiv, Tata Communications,
Verizon and Wipro. The company is also a founding
member of the Cloud Security Alliance (CSA). For
more information, please visit www.qualys.com.

Qualys and the Qualys logo are proprietary trademarks of
Qualys, Inc. All other products or names may be trademarks
of their respective companies.
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