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Welcome to the Qualys Community Edition

Qualys Community Edition provides organizations with the ease of use, scalability,
precision and centralized management of the Qualys Cloud Platform, free of charge. This
cloud-based offering allows organizations to protect themselves from threats present in
the wild without deploying any hardware or incurring maintenance costs.

Key Features

- Map your entire IT environment and discover all your assets, wherever they are — in the
cloud or on premises

- Detect and assess vulnerabilities on internal and external IT assets and infrastructure

- Scan a public-facing or internal web application for vulnerabilities, including the OWASP
Top 10

- Customize dynamic dashboards to reflect your organization’s critical security
information

Qualys Community Edition Includes

- 16 Cloud Agents

- Vulnerability Management for 16 Internal and 3 External IPs

- Web Application Scanning for 1 URL

- 1 Virtual Scanner Appliance

- CloudView for inventorying public cloud workloads and infrastructure

Limited version of Express Lite

Qualys Community Edition is a limited version of Express Lite, but scan functionality, full
CVE coverage, and Six Sigma accuracy remain the same. See Community Edition vs.
Express Lite.
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Get Started

We'll help you become familiar with the Qualys Ul and complete your first scan.

Quick Steps
Add and organize your assets

Add a Virtual Scanner Appliance
Configure scan settings
Start your first scan!

Deploy cloud agents for continuous assessments

Add and organize your assets

Add IP addresses for scanning

The first thing you'll want to do is tell us the IPs/ranges that you want to scan and report
on. In Qualys VM, go to Assets > Host Assets. From the New menu, select IP Tracked Hosts,
DNS Tracked Hosts or NetBIOS Tracked Hosts. The tracking method you choose will be
assigned to all of the hosts being added.

‘ About the tracking method...
@ QUG'VS, Community Edition

|| Vunerabity Management | By default we track hosts by IP address.
Dashboard Scans Reports Assets KnowledgeBase Users | YOU,H notj_ce that you have the Option to
add hosts tracked by DNS and NetBIOS
hostname, which allows for reporting
host scan results in dynamic networking

=
a= Assets | Accei Groups [RCHCESCH AssetSearch  Virtual Hosts

v | [N~ | [Samet] [Fites | [ < Dispiay Comments |

(1 o Tracong .« ous environments. For example, you may

o s p— want to use DNS or NetBIOS hostname

g S tracking if the hosts on your network are
O] Downioad. . .

"8 TGRS assigned IP addresses dynamically

B ® 10.10.24.60 through DHCP

Review the number of IPs in your account. To start you'll have 16 internal and 3 external
(perimeter) IPs. The number of IPs in the subscription is the number of IPs already added.

| New Hosts LaunchHelp  [& X l
.
Information:

Host IPs

VM Module

Host Atiributes
IPs Purchased (Internal) 16

IPs Purchased (Perimeter): 3

IPs In Subscription: 13

o ==
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Now jump to the Host IPs tab. Enter the new IPs you're adding and click Add. That’s it! The
new IPs will appear on your Host Assets list, and they're ready for scanning.

New Hosts LaunchHelp  [& %

General Information:
Host IPs

Host IPs > Enter IPs and ranges in the field below. See the Help for proper farmatting.

Host Attributes i
10.1 D.lEI.lSEI—l[I.lEI.lEI.lSl‘
(ex 192.168.0.200,192.168.0.87-192.168.0.92)
Validate IPs through Whois

o | ]
Eese)

Add domains for mapping

Qualys uses a domains concept for its network mapping process. “Domain” in this context
is our name for a DNS entry, for a netblock, or for a combination. Go to Assets > Domains

and select New > Domain.

@ Qualys. community Edition
Vulnerability Management

Dashboard Scans Reports Assets KnowledgeBase Users

"= Assets

Host Assets Asset Search Virtual Hosts Domains

Asset Groups
v || Mew v || searen

[l jDomain Domains \ B

| Dowrnioad.

Enter one or more domains and netblocks (see the help for proper formatting). Click Add.

New Domains

-
CE—

Launch Help

= x

Enter domains and netblocks in the field below. See the Help for proper formatting.

wmois |

Domains: *

lqualvs-tast.com

(ex: qualys-test.com:[192.168.0.67-192.166.0.52, 192.186.10.10-192.168.10.42))

Cancel

Qualys provides a demo domain called “qualys-test.com” for network mapping. This
domain may already be in your account. If not you can add it yourself. Note that the
devices in the demo domain reside in Qualys Security Operations Centers, so the Qualys
Internet scanners can be used for mapping this domain.
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Discover your network

Launch maps to discover your network devices and report comprehensive information
about them. After discovering live devices on your network you can add them to your
account and start scanning them for vulnerabilities.

Go to Scans > Maps, then select New > Map (or Schedule Map).

|
| Vulnerability Management v

Dashboard Scans Reports Assets KnowledgeBase Users

@ Scans | scans Maps Schedules Appliances Option Profiles ‘

(inene) [esect] (it
Ma |
[] Title i Targets Launched
Schedule Map... 1
Domain
Assst Graup.
Option Profie. .

Download...

Choose your map options.

Launch Map Launch Help

" Tolaunch a map select the targets you want to discover and specify the map's settings. h

General Information

| Give your map a name, select a scan profile (a defaultis selected for you with recommended settings), and choose a scanner
from the Scanner Appliance menu for internal scans, if visible.

Title: My First Map
Option Profile: Copy of Inttial Options (default) B [ view
Target D

Tell us which domains and IPs to map. A separate map will be launched for each target

skt CGroups Select items... OB

Assets from Asset Groups Domains
[ 1Ps

Domains / Netblocks qualys-test.com *x Select

qualys-test com
www.quelys-test com:[192.188.0.1-192.168.0.254]
10.10.10.10-10.10.10.15

Launch Cancel

L

Option Profile - Choose an option profile with the map settings you want to use. Tip - For
mapping IPs/ranges without a domain, be sure to enable the map option “Perform live
host sweep” in the option profile applied to the task.

Scanner Appliance - If you have a virtual scanner, then you can use it for mapping private
use internal IPs. If not, we'll use external scanners to map your network perimeter.

Target Domains - Specify any combination of asset groups, domains and IPs/ranges for
your map target. Enter asset groups in the Asset Groups field, and enter domains and IPs
in the Domains/Netblocks field.
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We'll create a separate map report for each target. That means we'll create a separate
map for each domain plus a map for any IPs entered. These maps will run sequentially -
one at a time - and each map will use a single scanner appliance.

When the map status is Finished, choose View Report from the Quick Actions menu.

Vulnerability Management v

Dashboard

@ Scans

Scans Reporls Assels

Scans Schedules
| new v || Searcn | | Fitters w |

] Title Targets

Quick Actions

View Graphic Mode

My First Map

View Report
Download
Relaunch

KnowledgeBase

Appliances Option Profiles Authentication Search Lists Setup
| [1-10f1 v ‘
Launched User Reference Date - Status
%] PatrickSlimmer  map/1531172698 48289 07/09/2018 at 14:44:58 (GMT-0700) Finished

E-]‘. Help v | Patrick Simmer (guays_ps) v  Logout

Users

In the Results section you'll see a list of the hosts detected on the mapped domain. For
each host, you'll see the IP address, DNS and NetBIOS hostnames, the router being used by
the host and the operating system.

Filer View~ Help~

Actions: Add to a new Asset Group ¥ | Apply

Map Results

@ Qualys. Community Edition

i

July 09, 2018

Patrick Slimmer s 07/09/2018 at 15:12:22 (GMT-0700)
M quays_ps 919 E Hillsdale Blvd, Floor 4 Sort By: IP Address
Manager Foster City, California 94404
United States of America
Report Summary
Domain: qualys-test.com
Map:
Type On demand
Status: Finished
Title: My First Map |
Launch Date: 07/09/2018 at 14:45:38 (CMT-0700)
Reference map/1531172698. 48289
Duration N/A
Total Hosts Found: 37
Scanner Appliance 10.10.21.184 (Scanner 10.2.45-1, Vulnerability Signatures 2.4.370-2)
Option Profile. Copy of Initial Options
Results |
qualys-test.com (57)
\ e DNS NetBIOS Router 0s AlsiLin
» [ 10111 fw.gualys-test.com Ciscol0S 12 L
» [ 10112 ws1.corp.qualys-fest.com WS1W2K 10111 Windows 2000 L
» [ 10113 ws2.corp.qualy-test.com WS2W2K 10111 Windows 2000 E
p [ 10145 10111 D-Link Wireless Access Point L
p [ 10118 hplazerjet.corp.qualys-test.com 10.1.1.1 HP JetDirect L
p [[] 101110 dhcp.corp.qualy-test.com 10111 Linux L
p O 104411 app.corp.qualys-test.com APPW2ZK 10.1.1.1 Windows 2000 5
p [0 101143 proxy.corp.qualys-testcom 10111 Linux E
p [C] 102115 wk7 frcorp.qualys-test.com WkTw2k3 10111 Windows 2003 Service Pack 2 E




Map Results

Filer View~ Help~

Actions: Add to a new Asset Group ||| Apply
Add to a new Asset Group
Add to Asset Groups
Remove from Asset Groups & RETe
@ nity Edition
Launch Vulnerabiity Scan

Schedule Vulnerability Scan

Edit
Patrick | Purge e
quays_| lisdale Bivd, Floor 4
Mariagd 20 t0-Subscription iy, California 94404

then click

United States of America

Map Results

Filew | View= | Help~

i Expand All

b~ [aoat]

Collapse All

Graphic Mode

@ Qualys. Community Edition

Map Results

Patrick Slimmer Qualys, Inc.
quays_ps 919 E Hillsdale Bivd, Floor 4
Manager Foster City, California 94404

United States of America

Apply.
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Get Started

Map results are closely integrated with scan
capabilities. There are several actions you can
perform on the hosts listed in your map results.
For example, you can scan hosts right away, you
can add newly discovered hosts to your account.
Select the check box next to each host to include
in the action, select an action from the Actions
drop-down menu (at the top of the report), and

Go to View > Graphic Mode to change the format
of your map results to graphic mode.

Your map results will appear in a graphical view like shown below. Use the Summary on
the left to drill-down into results or enter a search query at the top of the page.

Map Results: My First Map

Domain: qualys-test.com £ Search results by IP address, Hostname, or use filters...

Results are listed with the total number of findings
sorted by IP address.

Total Hosts in Domain

57

New Hosts -2

57

N samars

w | | Tools w |

demotd

New 57

Operating System Families

Approved
PP! demoi2  gemedt
demoid

demod2

demoit
Scannable Live

wat

demote
demodl

demotd &

In Netblock Rogue

o
4}

demads gemot?

demadd

demads . Gl

4 L
demo2

Linux

¥ Windows
st (8
demol

& Other

Router

demo?

demo?

wpn

warw

w2

w3

nplazeriet
qualys-test.com (5]

demod

demo3

demod  demo2

gwgva (8)

demet demot

demo?

gemos

Tum help tips: On [OFF Launch Help

proxy

10.1.15

i
W)

demod
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Organize assets into asset groups (optional)

Asset groups give you a convenient way to make logical groupings of the assets you want
to scan and report on. The same assets can appear in multiple groups as needed.

Go to Assets > Asset Groups and select New > Asset Group. Give the group a name, then go
to the IPs section to add IPs to the group and go to the Domains section to add domains to
the group. Hit Save when you're done.

New Asset Group LaunchHelp [ % |

Asset Group Title
b IP Hosts

IPs > Use the selections below to designate which hosts this asset group will contain

Domains Enter or Select IPsiRanges. Select IPs/Ranges | Select Asset Group | Remove | Clear

10.10.10.180-10.10.10.181
Business Info

Comments

[F] Display each IP/Range on new line.

coc

10
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Your Community Edition subscription allows 1 virtual scanner appliance for internal
scanning. Go to Scans > Appliances and select New > Virtual Scanner Appliance.

@ QUOIYS. Community Edition
Vulnerability Management ~

Dashboard  Scans

@ Scans | Seans Maps Schedules Appliances Option Profiles

Reports  Assets  KnowledgeBase Users

| New v | | earcn |
S Appli e
RIeT ST i LANIP WANIP Poll
Virtual Scanner Applance.

Rleplace Scanner Appiance...

Download...

Click Start Wizard and we’ll walk you through the steps.

Add New Virtual Scanner x

You have 983 virtual scanner license(s) available. Choose one of the options below to get started.

Get Started Download Image

Only
| want to download the

virtual image now and
configure my scanner later.

| Have My Image

I'm ready to complete the
configuration of my scanner.

Help me to select the right
virtual image and configure

my scanner.

start Wizard »

Download

Give your scanner a name, choose a virtualization platform, get your personalization code.

Add New Virtual Scanner *®

Activate Your Virtual Scanner

Configure your scanner and activate it using the personalizaiion code below For
more help, review the configuration guide for step-by-step instructions.

Virtual Scanner Name
My_Scanner

Personalization Code \
Need help configuring your virtual scanner?
‘ 1 5466 0 90055726” See How To steps atthe Qualys Community
>4

Enter your personalization code

Check Activation |

11

Complete the
configuration using the
virtual scanner console or
cloud platform (this is
when you'll need the
personalization code).
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Be sure activation is successful

Your appliance needs to make a connection to our cloud platform. You'll see the friendly
name and IP address when the activation is complete. It may take a few minutes for the
appliance activation to occur.

Check your virtual scanner status

Your appliance must be connected to our cloud platform. Go to Scans > Appliances to
check your appliance status. Select your scanner and you'll see the preview pane.

@ Scans | geans Maps Schedules Appliances Option Profiles Authentication Search Lists Setup

| new w | | searcn | [ 1-10f1 K- 2%

Appliance - 1D LANIP Polling Scanner Signatures Last Update
®_ - My_Scanner 70343780380320 10.100.16.107 180 seconds 102451 243691 07/06/2018 at 11:28:07 (GMT-0700) | & e
Preview ‘ Adions ¥ |
My_Scanner
1D: 7034370380320

Owner Irina Starsky (Manager} | Connected on: 07/06/2018 at 13:57:54 (GMT-0700) | Verified on' 07/06/2013 at 13:58:03 (GMT-0700) | Connected

Summary: The appliance is online and fts Softwars versions are up to date
@— Hearbeat Checks Missed Latest Scanner Version Latest Signature Version Available Capacity

0 10.2.451 2.4.369-1 100%

6

1- #&¥ tellsyou the virtual scanner is ready. Now you can start internal scans! Next to this
you'll see the busy icon is grayed out until you launch a scan using this scanner.

2 - This shows you it's a virtual appliance.
3 - Latest software versions - these are installed as part of the activation.

4 - The available capacity will be 100% until you launch a scan.

Configure scan settings

An option profile includes scan settings that you'll choose at scan time. With a
Community Edition subscription you get 3 profiles to start and you can add 1 custom
profile. Create a profile from the New menu or edit a default profile to save a copy.

Go to Scans > Option Profiles to configure scan settings in option profiles.

@ Qualys. Community Edition

Vulnerability Management v

Dashboard Scans Reports Assets KnowledgeBase  Users

@ Scans | Seans Maps Schedules Appliances Option Profiles Authentication
s ) )
[ % Title
@ Caopy of Initial Options (default)

] @& Initial Options
[7] & 2008 sANS20 Options

=] @ Qualys Top 20 Options

12
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Host Authentication is recommended

Using host authentication (trusted scanning) allows our service to log in to each target
system during scanning. For this reason we can perform in depth security assessment and
get better visibility into each system’s security posture. Running authenticated scans gives
you the most accurate results with fewer false positives.

How to setup authentication:

1) Enable authentication in the option profile that you'll apply to your scan.

sieati In the option profile, go to

Authentication enables the scanner to log into hosts at scan time to extend detection capabilities. See the online help to learn the Scan tab, SC]_’O]_]_ dOWn tO
oo e Authentication, and select
pndous each type of authentication

Unix/Cisco
[l Oracis you want to use.
[F] Oracle Listener

[] SNKP

[E] VMware

[ D82

[ HTTP

[ MysaL

[F] Tomcat Server

[] mongoDB

[F] Palo Alto Metworks Firawall

2) Add authentication records for your host technologies. Go to Scans > Authentication
and create new records from the New menu. For each record you'll provide login
credentials that our service will use to log in to each host at scan time.

@ Oualys. Community Edition

Vulnerability Management ~ [5]]] | Help~ | Patrick Simmer (quays_ps)w | Logout

Dashboard Scans Reports Assets KnowledgeBase Users

= Scans | geans Schedules Appliances Option Profiles Authentication Search Lists Setup

E | search

Show Graph

New | ]| 1-20f2 b| £~
7] Type & Title 1Ps #IPs  Modified ‘Owner Details
] unix Unix 10.10.10.180-10.10.10.181, 10.10.24.11,10.... 13 06/28/2018 Patrick Slimmer (Manager) Details
[F] Windows windows 10.10.10.180-10.10.10.181 2 06/28/2018 Patrick Slimmer (Manager) Details

13



Start your first scan!

You're now ready to start a vulnerability scan.

Qualys Community Edition
Get Started

Go to Scans > New > Scan. (Want to schedule your scan?)

@ QI..ICI|YS. Community Edition

Vulnerability Management v

Dashboard Scans Reports Assets KnowledgeBase Users

@ Scans [T Maps Schedules Appliances

v | | Mew v || search | | Filtess v
Scan
| Schedule Scan

Host 3
Asset Group...
Option Profile.

Download.

Option Profiles

Choose your scan settings.

Launch Vulnerability Scan

General Information

Turn help tips: On | Off Launch Help

from the Scanner Appliance menu for internal scans, if visible.

Title My First Scan

)| Option Profile: *
Processing Priority:

0 - No Priority E|

Scanner Appliance e Scanner Appliance not available

Choose Target Hosts from

Give your scan a name, select a scan profile (a defaultis selected for you with recommended seftings), and choose a scanner

o Copy of Initial Options (default) *x Select

Tell us which hosts (IP addresses) you wantto scan.

@ Assels @ Tags

Asset Groups Select ttems... oF *x Select

IPs/Ranges 10.10.10.80-10.10.10.81 *x Select
= 192.168.0.87-182.168.0.92, 152.162.0.200

Exclude IPs/Ranges *x Select

Eivpi 192.168.0.87-192.168.0.92, 192.182.0.200

Launch Cancel

L

/)

(1) Option Profile - You can choose one of the default profiles provided or the custom
profile that you previously saved, if applicable.

(2) Scanner Appliance - If you added a virtual scanner then you can choose the scanner for
an internal scan. If you don’t have a scanner, then we’'ll use external scanners for a
perimeter scan.

(3) Scan Target - Click Assets to select a combination of asset groups and IP addresses to
scan. Or Click Tags to select one or more asset tags to scan.

That'’s it - just click Launch and you're done.

14



Qualys Community Edition
Get Started

You'll see your scan in the scans list where you can track its progress.

£ @ MyFirstScan

Vulnerability Management e @ Help ~ | Patrick Slimmer (quays_ps) v | Logout
Dashboard Scans Reports Assets KnowledgeBase  Users
Maps Schedules Appliances Option Profiles Authentication Search Lists Setyy >
© (e (s [ e o) o E1E)
= Title Targets User Reference Date ~ Status
10.10.10.180-10.10.10.181  Palrick Simmer scan/1530919178.46164  07/06/2018 Finished  [3]

@® means results are processed and available in your account.

(O means the scan is finished but the results are not processed. Go to Filters > Processing

Tasks to see the status.

Want to schedule your scan?

You can schedule the scan to run Weekly or Monthly. Just choose New > Schedule Scan.

Like with an on demand scan, you’ll choose an option profile, scanne

r appliance and

target hosts. You'll also need to tell us when you want the scan to start and how often it

should run. Make these settings on the Scheduling tab.

New Scheduled Vuinerability Scan Turn help ti |Off  Launch Help x
Task Title .
Scheduling
Target Hosts
) _ Start 1ul 06,2018 T 1630
Scheduling b4 (GMT -08:00) United States, California (Pacific Standarc| > DsT
Notifications: ? Duration; [ Pause after| 01 hours 00 minutes
Stiisisie Sutis FReSUG Manualy 00 hours
Occurs: Weekly E'
Every| 1 weeks
On Days:
Sunday [ Monday [ Tuesday Wednesday
[ Thursday  [7] Friday [F] Saturday
[F] Ends after occurrences
Gorea |

15
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Go to the Notifications tab if you want to be notified by email before the scan starts or
when it’s finished. You can even customize the message included in the email body.

Tum help tip

New Scheduled Vulnerability Scan

Task Title

Note - You are the
task owner.

Notifications
Target Hosts Set up email notifications for you and other users. Enabl i Notlf]_catlons W]_l]_ be
- Send notification H bef tart: naple emal :
Scheduing ; [. : ous_[2] oetors scan stars ntiications sent to the email
Send nofification after scan completes .
[e— > {off by defauit address saved in
= Recipients
Schedule Status We'll notify the task owner. your account
. Custom Message
The email will always include info like the title, owner, option profile and start time:
Custom message for email sent before scan starts
A Qualys scan s scheduled to start soon.
Custom message for email sent after scan completes.
A Qualys scan is finished.
cace

Hit Save to save your scheduled scan. It will appear on

the Schedules list.

Vulnerability Management v

Dashboard Scans Reporls Assets KnowledgeBase Users
Scans | scans Maps Schedules Appliances Option Profiles Authentication
v | (e | (o] (7 |
Il (U Type Title Targets Scanner  Assigned User Next Launch
Bl @ (4 MyWeekly Scan Agl External
Scanner

10.10.10.180-10.10.10.181, External
101024 11,10.10.24 30,
10.10.2451-10.10.24 58,
10.10.24.60

O & @ scheudle scan

Scanner

Patrick Slimmer 07/08/2018 at 16:30:00 (GMT-0700) 07/086/2018 at 18:57:06 (GMT-0700) Mot Available

Patrick Slimmer 07/12/2018 at 15:10:00 (GMT-0700) 06/28/2018 at 15:05:42 (GMT-0700) 00:12:56

Help+  Patrick Simmer (quays_ps) v | Logout

Search Lists

Setup

OL A =L1

Previous Duration

1| 1-20f2

- Modified

When the scan starts running (at its next scheduled launch time) you'll see it appear on
the Scans list where you can track the status and view results when it’s finished.

16
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Deploy cloud agents for continuous assessments

Using our revolutionary Qualys Cloud Agent platform you can deploy lightweight cloud
agents for continuous security and compliance assessments.

Overview

With Qualys Cloud Agent you'll get continuous network security updates through the
cloud. As soon as changes are discovered on your hosts they’ll be assessed and you'll
know about new security threats right away. All you have to do is install lightweight
agents on your hosts - we'll help you do this quickly!

Install lightweight agents in minutes on your IT assets. These can be installed on your
on-premise systems, dynamic cloud environments and mobile endpoints. Agents are
centrally managed by the cloud agent platform and are self-updating (no reboot needed).

Scanning in the Cloud We’ll start syncing asset data to the cloud agent platform once
agents are installed. Agents continuously collect metadata, beam it to the cloud agent
platform where full assessments occur right away. Since the heavy lifting is done in the
cloud the agent needs minimal footprint and processing on target systems.

Stay updated with network security Scanning in the cloud uses the same signatures
(vulnerabilities, compliance datapoints) as traditional scanning with Qualys scanners.
You'll get informed right away about new security threats using your Qualys Cloud
Platform applications - Vulnerability Management (VM), Policy Compliance (PC),
Continuous Monitoring (CM), AssetView (AV) and more!

What do | need to know?

There are a few things to know before you install agents on hosts within your network.

We recommend these resources

Cloud Agent Platform Introduction (2m 10 s)
Getting Started Tutorial (4m 58s)

Qualys Cloud Platform

Qualys Cloud Agent Getting Started Guide

Cloud Agent requirements
- We support: Windows, Linux/Unix (.rpm), Linux (.deb), Apple Mac OSX (.pkg)

- Your hosts must be able to reach your Qualys Cloud Platform (or the Qualys Private
Cloud Platform) over HTTPS port 443. Go to Help > About to see the URL your hosts need to
access.

- To install Windows Agent you must have local administrator privileges on your hosts.
Proxy configuration is supported

17
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- To install Linux Agent, Unix Agent, Mac Agent you must have root privileges, non-root
with Sudo root delegation, or non-root with sufficient privileges (VM scan only). Proxy
configuration is supported.

Steps to install agents
- Create an activation key. This lets you group agents and bind them to your account.
- Download the agent installer to your local machine.

- Run the installer on each host from an elevated command prompt, or use group policy or
a systems management tool.

- Activate agents for modules in your subscription (i.e. VM, PC, etc). A license will be
consumed for each agent activated.

Get Started
Select the Cloud Agent app from the app picker.

Vulnerability Management w

([ e — j
\fu.llnfa.r:n?c:ll.lv.lfan?g.em?n( .
e

(was [Pk I

Threal Protection
TP [y e feod &

Unisties:
Anminisyason

Check out the Quick Start Guide (you can go to user name menu and select this option
anytime). You'll see step by step instructions with links to the right places to take actions.

Cloud Agent w

Dashboard  Agent Management

Welcome to Qualys® Cloud Agent Platform

you for signing up for our revolutionary new platform that ou continuous network security updates through the cloud using lightweight agents. Its

Get started with these quick steps See your agents >

° Cloud Agent Overview >
Become an expert in no time
Learn how i all works, what you wil need and which preiiminary steps you can take,

{2) Download & Install Agents >
g This step will help you create activation keys and set up agents, Already have an activation key?

Click here
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It’s easy to install agents

It just takes a few minutes to install an agent. Our wizard will help you do it quickly.

You'll need an activation key. Select New Key to create one.This key provides a way to
group agents and bind them to your account. For example, you can create different keys
for various business functions and users. (Already have a key? Select a key on the
activation keys list and choose Install Agent from the Quick Actions menu.)

Cloud Agent - @ Help v Patrick Simmer ~ Log out

Dashboard ~ Agent Management

& Agent Management Agents Activation Keys Configuration Profiles

Saved Searches ~ a g Agents

Search... e Search 0

~ | | install Mew Agent | | Adiivation Jobs |

0 Agent Host 0s Version Status/Last Checkedin ~ ~ Configuration Agent Modules  Tags

Ready to install cloud agents?
You'll need an activation key to get started.

Click here to get  wssssssssanas >
started

Lalready have keys

Give your key a name and provision the key for the VM application. If you have additional
apps like PC, FIM and IOC then you’ll see them listed as well. Click Generate.

New Activation Key Turn help ti

Create a new activation key

An activation key is used to install agents. This provides a way to group agents and better manage your account. By default
this key is unlimited - it allows you to add any number of agents at any time.

Title vimragents

Select | Create

(no tags selected)

Provision Key for these applications

= Vulnerability Management
VM 100 Licenses Remaining

Click here to
] Set fimits generate the key
£
Close Unlimited Key
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Review requirements and click Install Instructions for the target agent host.

New Activation Key Tumn helptips: On O %

New activation key generated successfully

Give your key a name and add tags to easily find agents installed using this key. We'll associate the tags to the agent
hosts

Activation Key Q35h MmN Lad SR WbEE S Gmied S S )

Key Type unlimited key

Installation Requirements

HEE | Windows ‘Windows Client Versions m
u (.exe) Windows Server Versions ‘InstaH Instructmnsl
Red Hat Enterprise Linux
CentOS
Fedora T
Install instructions
5 [L‘r"”n’:) OpenSUSE |nstal nsructons|
=all i sUse
Amazon Linux
Oracle Enterprise Linux
Linux Debian
(E) (.deb) bk | nstall instructions |
& | Mac 0sX —_—
& o | Install instructions |
AX ; —
W | 1pm) BAK | Install insiructions|
.

Close

You'll download the agent installer and run it on your hosts. To run the installer you just
copy and paste the command shown - it’s that simple.

New Activation Key Tum helptips: On O X Run the installer on each
host from an elevated
command prompt, or use

e e e group policy or a systems
management tool.

You are ready to install the agent.

Deploying in Azure Cloud

Our installation guides will
help you with additional

Windows Installation Requirements

» Click here for the list of supported operation system versions.

« To install the agent you must have local administrator privileges on your host. OpthDS 111(6 Settlng Up pTOXY
* Your host must be able to reach the Qualys Cloud Platform or the Qualys Private Cloud Platform over HTTPS port
»el support, and more.

= Do you have a proxy? Learn more

Steps to Install the Windows Agent Installation Guides .

Download the agent installer
File will be saved to your downloads area, as defined by your local system

Copy QualysCloudAgent.exe to the host you want to monitor and run command, or use group policy or a systems vV lndOWS Agel’lt
management tool. Click here to troubleshoot
Copy and paste this command for installation: LlnuX Agent
QualysCloudAgent.exe Customerld={* - - i}
Actmationld =] D - Unix Agent

Here's an example

Mac Agent

[ C\Windows\system32\cmd.exe [E=EEE

C:\>QualysCloudn

>

cie e | (I
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Analyze, Query & Report

In this section we'll cover how to create reports in VM, and how to query assets, build
widgets and dashboards in AssetView.

How to Query Assets

Vulnerabllly Honogement Select the AssetView app from the app picker.

AnselView
@@= )
Vulnerability Management
CloudViaw
CV [
@ Vieb Applicabon Scanning

(0]
Threat Protection

Hilities:

Adrinistration

Go to the Assets tab. This is where you'll see an inventory of all your scanned assets.

AssetView v Help v | Patrick Simmer v | Logout

Dashboard  Assets Templates

'= AssetView Assets JERELH

Saved Searches ~

e Assets
Search... (] Search 2
Group assets by, v L

O Asset Name 0s Modules Last Logged-In User Activity Sources Tags
0O 10.10.24.12 & Cisco 05 Version 12.4(19) = Scanned

10.10.24.12 57 minutes ago
O 10.10.24.10 == Cisco I0S Version 12.4(19b) - Scanned

10.10.24 10

an hour ago

Start typing in the search field and you'll see a list of asset properties (tokens) you can use
to search. Hover over the token name to see syntax help to the right.

AssetView v Help v | Patrick Simmer v | Logout

Dashboard Assets Templates

-
= AssetView Assets Tags
Saved Searches = - Assets
ope rrrnnnnannnnnnns start typing your search query here ©® Ssearch 2
orts.description Syntax Help ore
operatingSystem 2 W
orts detectedSenice
Use quotes or backticks within values to help you find the operating system you're looking for
orts firstFound Tags

Examples

EnPorts lastUpdated Show any findings with this 0S name

orts.port operatingSystem: Wind

orts protocal how any findings that contain components of OS name

operatingSystem: "Windows 2012°
[IBratingSystem

Show any findings that match exact value "Windows 2012"
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The latest vulnerability data is always available in your assets inventory. Just select the

AssetView

Saved Searches ~

operatingSystem: cisco

Group asses by,

O Asset Name

10.10.24.12
10.10.24.12

O 10.10.24.10
10.10.24.10

v
Dashboard  Assets  Templates
i= AssetView Assets Tags

0s

= Ciscol0S Version 12.4(19)
Wiew Asset Detais |

_ Ersion 12.4(19b}
Add Tags.

Save Query

asset name and choose View Asset Details from the quick actions menu.

Easily save your searches for reuse and share them with others.

AssetView

v

Dashboard

- —

== AssetView
Saved Searches ~
operatingSyster: cisco

v | |Group assets by,

O Asset Name

O 10.10.24.12
10.10.24.42

O 10.10.24.10
10.10.24.10

Assets  Templates

Create a new search

!

Saved Searches

Saved Searches allow you to quickly navigate from one search filter to another.

Search Title® {*) REQUIRED FIELDS

Cisco 05

[ Add this search to your favorites

[T Share this search with others

Cancel

Helpw | Patrick Simmer v Logout

Assets

° 2

Search

Activity Sources Tags

Scanned

an hour ago

Scanned

an hour ago

Download and export results

It just takes a minute to export search results. Select Download from the Tools menu. Next
choose an export format and click Download.

AssetView

~

Dashboard Assets  Templ

:= AssetView

Saved Searches ~
operatingSystam: cisco

v | | Group assets by.

O Asset Name
O 10.10.24.12

10102412
O

Datalist Download
lates

Select Download Format

@ @\ Comma-Separated Value (C5V)

| Extensible Markup Language (XML}

~
Portable Document Format (PDF)
0s | Microsoft Word (DOC)
.
= Bsics @ E3E| Compressed HTML pages (ZIP)
© | Web Archive (HTML) - For Intemnet Explorer > 7 or any modern browser
% Ciscol08

Selectthe imezone o use for dates included in the report
(GMT -07:00) GMT-07:00 (GMT-07:00 Etc/GMT+7) )

Cancel

I

he data is avallable, the

Help | Patrick Simmer | Logout

AEQUIRED FIELDS

- Assets
(7] Search 2
7 (%~
Download,
Souces Tage
o Refresh |
-
K
o’
Lo e
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You can create a widget based on your query and add it to your dashboard. First search for
assets and then choose Create widget. Add a title, you'll see your query is populated for

you, just one click to add to your dashboard.

AssetView v

Dashboard Assets  Templates

= AssetView Assets IERERD

Saved Searches ~

-
operatingSyster: cisco

| 1 Asset Name Select data for your widget using the form below {7 RECUIRED FIELDS

m} 10.10.24.12

10.10.24.12 01

O 10.10.24.10 Count

10.10.24.10

Widget Title*

Cisco Assety
Query
operatingSystem: cisco
@ List assets ) Group assets
Columns to display™

name * X|=
Sort by

name

Sort direction™

Cancel

Lesrmmenenns (( creste widget Jsave savs s v Assets

R e Add a new widget to your dashboard x

Help v | Patrick Simmerv | Logout

(2] search 2

Customize the way that your widget looks

Name
10102410

10.10.2412

Click here to add to
dashboard --.,

1

"Add to Dashboard

Organize assets using asset tags (optional)

While in the AssetView app, jump over to the Tags section to configure tags so you can
apply them to assets in your subscription. This helps you to organize your assets. You can

apply tags to IP addresses and web applications.

AssetView v

Dashboard  Assets  Templates

-

s== AssetView Assets Tags

Search Resulis ¥ Mew Tag

-

a Filter Results > || Business Units
Quick Filters
[7] Mot In Use
[ in scope
[ Favorite
Color
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In the Tag Creation wizard, enter the settings for your tag. You'll give the tag a name and
configure a tag rule. The rule is used to evaluate asset data returned by scans. When asset
data matches a tag rule we'll automatically add the tag to the asset.

Step 2 of 3 Set the tag type and rules
1 Tag details Rule Engine
o TR No Dynamic Rule] E

No Dynarmic Rule
3 Review And Confirm Al Moene Tomlobe;

Groovy Scriptlet

‘IP Address In Range(s)

IP Address In Range(s) + Network(s)
Open Ports

Operating System Ragular Exprassion
Software installed
Vuln(QID) Exist

Asset Search

Cancel

) REQUIRED FIELDS

Create Reports

Tip - Turn help tips on
(in the wizard title
bar) and we’ll show
you help as you hover
over the settings.

There are several reporting options available in Qualys VM. For Community Edition
subscriptions, you can run any of these template based scan reports: Technical Report,
Executive Report, High Severity Report or a custom scan report. These reports provide

different views of your data.

Go to Reports > New > Template Based... Scan Report. Then choose a report template, pick
a report format, select your report target and click Run.

Vulnerability Management v

Dashboard Scans Reports Assets KnowledgeBase Users

1l Reports Reports

Templates Risk Analysis Search Lists

s | |

Template Based... Si Report
[7] View ReportT oot 0aset. SEanRepat ) sunched Report Template

1p Report...
Authentication Report
Compliance Report

Asset Search Report...

Download...

24



Qualys Community Edition
Web Application Scanning

Web Application Scanning

Qualys WAS is the most powerful web application scanner available. We'll help you set up
your web application and run discovery and vulnerability scans.

Quick Steps
Add a web application
Launch a discovery scan

Scan for vulnerabilities

Add a web application
Select the WAS app from the app picker.

Vulnerability Management w

ff.!_a'.l.v“.'_ . .
bomges o v
CloudView
( Vieb Application Scanning . )
Available Trials (1)

Hilities:

Adrministrabon

Start by telling us about the web application you want to scan. Click Add Web Application.

Web Application Scanning v Help~  Pafrick Slmmer~ | Logout

Dashboard  Web Applications  Scans  Detections Reports  Configuration  KnowledgeBase

Dashboard

Tue 10 Jul 2018

0 total scanned web apps

All Vulnerabilitie s

0

G severity [0 severity LOW! Severity ew Sc
0 0 0 Add Web Applcation

() camLoc View Al

You have no web applications as of today.
Please add a web application to get started.

No records.

Add Web Application

we®
-----

Click here to start
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Choose the starting point
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Select Blank and you'll be able to build the new web asset from scratch.

Web Application Creation x

Select the starting point for your web application.

Add your web app settings

The web application name and URL are required when adding a web app from scratch.
Follow the wizard to complete all the steps and then save your web application.

Web Application Creation

Step 1 of 11
o Asset Details
2 Application Details
Scan Settings
Crawl Settings
Redundant Links
Authentication
Crawl Exclusion
Lists
Advanced Options
Malware Monitoring
0 Comments

Review And Confirm

Cancel

4

Tum help tips: On aunchhelp %

Tell us about the asset you want to scan

Definition ("} REQUIRED FIELDS]

Name™
My Web Application

Wehb Application URL
Targat Definiticn Enter the URL of the target web application. Tip: For
Web Application, URL* a secure URL, click hitp.// to switch to hites:# You

can enter 3 maximum of 2048 characters
http:// m§webapp.com

Itis your responsibility to verify that you have pemmission to scan all web applications that you speify as szan targets

Custom Attributes

Pro application within your subscription.
Name Value
Username Jason Add
Tags
Select tags to apply to the web application Select | Creste | Remove

26
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Your new web application appears in the Web Applications tab, where you can edit the
application settings or launch a scan on it.

Weh Application Scanning v Help v | Patrick Simmer~ | Logout

Dashboard  Web Applications Scans Burp Reports  Configuration  KnowledgeBase

E Web Application Management Web Applications Authentication Detections Catalog Maps

Search Resuits v | | new vieb Apsliction | | import| | tew Scan w | | New Schedule + | | |1-30f3 S v

Search EENRTET T #Pages  #Vulns Severity MDS Severity  Scanned  Updated ¥

http:/710.10.26.238:80/

Why use authentication?

Using authentication allows our service to access to all parts of your web application
during the crawling process. This way we can perform more in-depth assessment of your
web application. Some web applications require authenticated access to the majority of
their functionality. Authenticated scanning can be configured for HTML forms like login
pages and server-based authentication (HTTP Basic, Digest, NTLM, or SSL client
certificates). Just go to the Authentication tab, select New Record and configure an
authentication record with access credentials. Form and server authentication may be
combined as needed - we’ll monitor the session state to ensure an authenticated scan
remains authenticated throughout the crawl.

Warning about scans and their potential impact

Web application scans submit forms with test data. If this is not desired you should add
configurations for black lists, POST data black lists, and/or select the GET only method
within the option profile. Keep in mind when these configurations are used, testing of
certain areas of the web application is not included and any vulnerabilities that exist in
these areas may not be detected.

Launch a discovery scan

A discovery scan finds information about your web application without performing
vulnerability testing. This is a good way to understand where the scan will go and whether
there are URIs you should blacklist for vulnerability scans.

Go to Web Applications (on the top menu) and then select New Scan > Discovery Scan.

Web Application Scanning w

Dashboard  Web Applications Scans Burp  Reports  Configuration  KnowledgeBase

[E] Web Application Management WS YNREUEEN ~ Authentication ~— Detections

Search Results | Actions v | | New web Aplicstion | | Impart | | New Scan w || New Schedule w |

@ Dizcovery Scan{b:
|:| Name WVulnerability Sca lages #Vulns Se
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The launch scan wizard walks you through the steps. Tell us the web application you want

to scan and select scan settings (* means required). Click Continue to walk through the
discovery scan wizard. Then click Finish when you’re done.

Launch New WAS Discovery Scan

Step 1 of 3 Name your scan and configure target to be assessed
o Scan Details L4
Scan Mame™ My Discovery Scan
2 Scan Settings "4
J  Review And Confirm Scan Target

Tell us the web applications you want to scan for security risks.

@ MNames ® Tags

e or more web application names. The listincludes all web applications
Web Applications* Please select

Demo Web Application

Turn help tips: ©

ou have access to

A% ¥ | pemove Al

Off Launchhelp X

{) REQUIRED FIELDS

Remove | View

The scan view

Double click the finished scan to see the scan view.

9 Scan Manag Scan List

Search Results - v
[ scorc. JRG

http:##10.10.26 238:80/

Schedules Option Profiles Defaults

|Men5mnvl

Status

Finished

{ [1-10f1

v

Links Severity  ScanDate ¥

228 - 30 Jun 2017 o}

The Overview gives you an overview of the scan findings.

[vae ororsoty omnview ]

View Mode Scan findings overview
Target Demo Web Application
Scanlictalls Status: Finished
Scan Settings Authentication Status: Hone
Applications Scanned: n
Action Log Start Date: 04 Jul 2017 3:07PM GMT+0530
Duration: 00:39:33
Crawling Time Assessment Time Operating System
00:09:22 00:30:03 Linux 2.4-2.6 ...
Links Collected Links Crawled Requests Performed
13000 299 85836
Close

Avg. Response Time

0.030212 seconds

Want to view the
full scan report?
Just click the View
Report button.
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Each QID is a security check we performed and gathered information on. Just click the row
to see details.

45017 Operating System Detected
150152

150135
150126
150125
150115
150106
150099
150087
150082
150058
150054
150041
150028
150026
150025

Forms Crawled

Strict Transport Security Missing Header Analysis
Links With High Resource Consumption

File Upload Form Found

Authentication Form found

Content of crossdomain.xml

Cookies Issued Without User Consent

Web Senvice Found

Protection against Clickjacking vulnerability
Flash Analysis

Email Addresses Collected

Links Rejected

Cookies Collected

Maximum Number of Links Reached During Crawl

Exception At Scan Launch

150021

Scan Diagnostics

150014
150010

External Form Actions Discovered

External Links Discovered

150009

Links Crawled

45038 Host Scan Time

6_DNS HostName

Be sure to check QID
150009 Links Crawled and
QID 150021 Scan
Diagnostics to review
important data about the
scan.

You'll see the results for QID 150009 Links Crawled gives you a listing of the links crawled.

Finding # 6918367 (3757014 Web Application
Group Information Gathered Authentication

oviAsP - Detection Date

Details

Results

Highlight changes from previous scan

New - this link was not found in the prewvious scan

Duration of crawl phase (seconds): 541.00
Humber of linka: 299

htep://10.11.72.37/
http://10.11.72.37/cassium/AutcExpress/Index. html
htep://10.11.72.37/crosadorain. xml
http://10.11.72.37/htnl/images/logo.png

http://10.11.72.37/randomLink/randomLink.php

Modified - this result was found by the previcus scan but its value was different
Removed - this link was not found, but was reported in the previous scan

Demo Vieb Application
Hot Used

27 Jun 2017 5:54PM GMT+0530

Show

(This number excludes form requests and links re-requested during authentication.)

P
http://10.11.72.37/randomLink/$3Cbrt20/23E20AL3CbE3ENOTicet3C/be3EL3AL20820Undefinedi20variablet 38420320 PHP_SELF:20in
$20%3Cb33E/var/www/html/randomlink/randomLink.phpt3C/b¥3E3200n312011ine$2033Cb¥3E19133C/b33E13Cbri20/$3ES0R
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Scan for vulnerabilities

A vulnerability scan performs vulnerability checks and sensitive content checks to tell you
about the security posture of your web application.

What vulnerability checks are tested?

We'll scan for all vulnerability checks (QIDs) listed in the KnowledgeBase unless you
configure your option profile to limit the scan to certain vulnerabilities (confirmed,
potential and/or information gathered). We constantly update the KnowledgeBase as new
security information becomes available.

Click KnowledgeBase on the top menu.

Web Application Scanning v Help v | Patrick Simmer v | |
Dashboard  Web Applications ~ Scans  Detections  Reports  Configuration | KnowledgeBase
KnowledgeBase KnowledgeBase
QiD Name Information  Category Severity
m 115767 SUSE Security Announcement: krbS (SUSE-SA:2008:018) £+ . Local [T 1]
lieatioation: 38698 PAN-OS Management Interface Remote Code Execution Vulnerability (PAN-SA-2017-0027) “) 4 & Generalremote services AEEE
» Severity Level
26175 Mutiple Cross-Site Scripting Vulnerabiities Detected <) + _ Webserver EER
» Scan Information
» Exploit information 45224 Unofficial OpenJDK Detected £ Information gathering
» CVS5 Information 11837 Java Deseriaization Vulnerabilty Detectsd L 6l NEEE
SuComptancintonnation, 91438 Microsoft Windows CradSSP updates for March 2018 £+ % windows ENER
» Dates
370948 IBM WebSphere Application Server information exposure vulnerability (swg22013801) o)L * Local L
370951 Wozilla Thunderbird Muttiple Vulnerabilties (mfsa2018-09) £+ . Local EEEE

What is Severity? Each QID is assigned a severity level by our service: confirmed
vulnerability (red), potential vulnerability (yellow) and information gathered (blue).

Start your scan
Go to Scans on the top menu and then select New Scan > Vulnerability Scan.

Dashboard  Web Applications  Scans Burp  Reports  Configuration  KnowledgeBase

@ Scan Management Scan List Schedules Option Profiles

Search Results | Actions v || New Scan v |
@ Discovery Scan
[
|:| Nam Vulnerability Scar{b “
.
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The launch scan wizard walks you through the steps. You'll tell us the web application

you'd like to scan for vulnerabilities and select scan settings. Click Continue to make your
settings and then click Finish.

Launch New WAS Vulnerability Scan

Turn help i
Step 1 of 3 Name your scan and configure target to be assessed

o Scan Details 4

() REQUIRED FIELDS

Scan Name™ My Vulnerabiity Scan
2 Scan Seitings

Review And Confirm Scan Target

Tell us the web applications you want to scan for security risks.

@ Names

© Tags
Select one or more web application names. The listincludes all web applications you have access to
Web Applications™ Please select a web application &3 ¥ | Remove Al

Demo Web Application Remove | View

Gona |

Check scan progress

The status column tells you the status (in this case Running).

Scan Management Scan List [

Option Profiles

Search Results | Hew scan + | 1 [1-20f2 S~

bl (| Name Status Links Severity  Scan Date =

- 22 Jul 2014 o}
. 7 http://10.10.26.238.80/

e I D E My Discovery Scan Finished 228 - 22 Jul2014 m

(] My Scans. http://10.10.26.238:80/

Want more info? Double click the scan row. Then you’ll see the Scan Progress bar - this
gives you an estimate of when the scan will finish.

Scan Progress

g Scan running since 00:02:00 (9 minutes remaining)
Statistics
Links Collected Links Crawled Requests Performed Avg. Response Time
13 2 12 0.122006 seconds
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Select the finished scan to see a preview of the scan (below the list).

Scan List Schedules Option Profiles Defaults

! |1-800f80

li‘"a..e"

Status Progression# Links  Severity ScanDate ~
[C][g Web App Discovery Scan - 2017-07-13 Submitted - - = 13 4ul 2017 & -
hitp /10 11.72.37 |
Finished = 10 [ HIGH | 12 Jul 2017 ol
hitp:A/10.11.72.37 &
sy Full scan
% : F -,
Preview | actions v | (KAL) Teport
Web App Vulnerability Scan - 2017-07-12
Web application: Demo Web Application
Scan Launched by 12 Jul 2017 3:39PM GMT=0530 | Finished (00:08:59) 1
s
=]
Wode: [3] on-Demand # vulnerabiities High Severity Medium Severity Low Severity
Authentication: Hone 120 40 1" 69
Scanner: WAS_Scanner_2
Snapshot of web app
Detections

The scan view

Hover over the scan and select View from the Quick Actions menu. The Overview gives

you an overview of the scan findings.

WAS Vulnerability Scan View ®

View Mode Scan findings overview
Web App Vulnerability Scan - 2017-07-12
Target. Demo Web Application
Sean letells Status Finished
Scan Settings Authentication Status: Hone
Applications Scanned: n
Action Log Start Date 12 Jul 2017 3:39PM GMT+0530
Duration 00:08:59
Crawling Time Assessment Time Operating System
00:01:38 00:07:20 Linux 2.4-2.6 ...
Links Collected Links Crawled Requests Peformed
10
Close

Want to see the full
scan report? Just
click the View Report
button.

Avg. Response Time
0.043402 seconds

[ View Report
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The full scan report
Vulnerabilities are sorted by group.

il Report Management

Reports  Schedules Templates [EIEREELGEEN Defaults

Results (13¢

¥ Vulnerabilities

¥ Cross-Site Scripting (45
» INEEE
» INNEE
» INEER
~ I

https://10.11.72.37/?account=business

150117 Path-Based Cross-Site Scripting (XSS) (12
150046 Reflected Cross-Site Scripting In HTTP Header (11
150013 Browser-Specific Cross-Site Scripting Vulnerabiliies (1

150001 Reflected Cross-Site Scripting (X(SS) Vulnerabilities

.~++=== Click here to see
vulnerability details

https://10.11.72.37/bog/parseAction.php (Para

hiips:/10.11.72.37/bog/parseAction php
hitps:/10.11.72.37/b0a/parseAction php
hiips:/10.11.72.37,?accountcorp=corporate

NN 150001 Refiected Cross-Site Scripting (XSS) Vulnerabilities

URL:F

»
¥ SQL Injection
» HEWEE 150047 SQL Injection In HTTP Header (1

150084 Unencoded characters

10.11

¥ Scan Details
P Web Application Details: Demo Web Application

} Severity Levels Detection Information

Parameter: Ithas been detected by exploiting the parameter account.

The payloads section will display a list of tests that show how the
Access Path:

hetp://10.11.72 377

Payloads

#1 Request

20 Tipt3dE_g

Finding # 1832237 Web Application Demo Web Application
» EEEEE 150072 BindSOL injection (1 Patch # - Authentication Hot Used
Group Cross-Site Scripting
¥ Path Disclosure CWE CWE-T9 Detection Date 12 Jul 2017 3:39PM GMT+0530
¥ et Disdotie, 5 OWASP A3 Cross-Site Scripting (XS5) External References —
WASC WIASC-§ Cross-Site Scripting
¥ Information Gathered (12
CVSS Base 43 CVSS Temporal 38
Appen
Details Show

Here ig the path followed by the scanner o reach the exploitable URL:

GET httpa: //1” 11.72.37/2 H

Qualys Community Edition
Web Application Scanning

Install Patch Ignore Retest

param could have been exploited to collect the information

Easily find out what the severity levels mean in the Appendix.

1all Report Management Reports  Schedules Templates [t tEE]

+

Resuits (169) =

¥ Vulnerabilities (

» Cross-Site Scripting (29
b SQL Injection
» Path Disclosure (2

» Information Disclosure (57

» Information Gathered (

Appendix

» Scan Details

» Web Application Details: Demo Web Application
w Severity Levels

w Confirmed Vulnerabilities

Vuinerabilties (QIDs) are design faws, programming erfors, or mis-configuratians that make your web appiication and web appication platfor susceptile
the successful exploitation of a vulnerability can vary from the disclosure of to a complete the web

Compromise: oited vulnerability could still lead to the web application being used to launch an:m: ers oftn= site.

Severity Level Description

@] Minimal sure (e.g. web server type, programmi

[ 1 ] Medium

EEE P ki misuse

[ 11 1] Critical e vuinerabiliy to gain other users of the web application. Examples include ce
IEEEE Urgent uinerabiity o ¢ ompr web applic afi store, obtain information from o

b Potential Vulnerabilities
b Sensitive Contents
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CloudView Free

Qualys Community Edition
CloudView Free

Qualys CloudView provides visibility and continuous security across all of your cloud

environments.

Quick Steps

Activate CloudView Free service
Add a connector

View Resource Inventory

Activate CloudView Free service

Select the CV app from the app picker.

Vulnerability Management w

AnselView
.
Vulnerability Management
(m CloudWiaw )
w Web Applicabon Scannang

L

Hilities:

Adrinistration

Click Activate to get started with the CloudView Free service.

CloudView

Get unparalleled visibility and
continuous security of public cloud
infrastructure

Continuously monitor and secure your public clouds

CloudView Free Service

CloudView's Cloud Inventory: A Free Security App For
Public Cloud Visibility
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The Quick Start Guide appears with 3 quick steps to securing your public clouds. We'll
help you with these steps.

CloudView Frer wssuce ASMBOARD  RESOURCES  MONITOR

Pt Sarrnar sy, 24

Video Tutorials

Get started with these quick steps

o Get Started by creating a new Connectar =

o View urce Inventary Related Community Posts
Tweets - o o
o Manitor Resources and Misconfs @ o

Add a connector

Once you have your connector, we’'ll start discovering resources that are present in your
cloud account. You can create AWS connectors and Azure connectors.

Create AWS connector

Go to the Configuration tab and select Create Connector > Amazon Web Services.

CloudView DASHBOARD RESOURCES MONITOR POLICIES ‘ CONFIGURATION '

Configuration

Create Connector Vv

Amazon Web Services

Microsoft Azure

Provide a name and description (optional) for your connector. Then copy settings from the

connector details: Qualys AWS Account ID and External ID. You'll need these for creating
your IAM role in the AWS console..

& Create AWS Connector - Follow the detailed
R ctor Details — steps on the right
— DI B T B SREOE § BRI Rty }.:;I:::T::ﬁv::srmmms.mwo S]_de Of the screen
connector [ My AW Conmectr J s to create an IAM
name e s oo o role in AWS and get
St the Role ARN value.
T e
ks i Lot e e Rk Ak
Specify croas account ARN Weat: Review
7 ;I::‘:'\I"Q'ﬁt‘ywpﬂoﬁltﬂlbnﬂ detads. Copy
Copy Copy o
these o Wt 6 crewte & ol using CloudFarmation
settings ' e
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When you have the Role ARN value, come back to your connector in Qualys CloudView
and paste the value into the connector details. Click Create Connector to finish.

4 Create AWS Connector

C et
Cornecior Detads Connector Details

Srovide 5 SHCANIN (opsosel 1. Log in 10 Amaznn Web Sarvices (AWS) Cansole.
2 G 10 the LAM service.

2.0 1o Riskes and chick Craste Aole

Wy A Connuctor 4 Unidar “Sebeet g of rustnd entty” chocss Ancthes

AWS account. Then
Dascripticn & Paate in the Dualys AWS Account 1D {frem
connector detais)
b Sulect Ruquive exteenal 10 asd pasts ba the Cetermal
0 o connector detals]
©. Chck Next: Parmissions
5. Find the policy tited “SecuritpAudt” snd select e
ehick box st 19 ., Opticmally. crisli 8 Cbtos AWS
1AM Policy following detads in the onlne help. Cick
et Review
6. Distir o robt v (8., aalysClonedViwhole) ared click
Craste roke
7. Click on th robe you just created 1o view detads. Cogy
th Picks ARN vakos ard paste it nta the cansector
detasds

That'’s it! The connector will establish a connection with AWS to start discovering
resources from each region and evaluate them against policies.

Want to create a role using CloudFormation?
Download the CloudFormation template from the Create AWS Connector window.

4 Create AWS Connector

o Setai
Connector Detads Connector Deta |5 Wi 1o create & robe using C df ormaton

2 Crast stach £ uplsad enplath

& When the stack is compiete, copy the Role ARN vake
from the Dutput and passe it intn the connector detals.

Follow the steps on the screen to create a stack and upload the template. When the stack
1s complete, copy the Role ARN from the output and paste it into the connector details.

Create Azure connector

Go to the Configuration tab and select Create Connector > Microsoft Azure.

CloudView DASHBOARD RESOURCES MONITOR POLICIES CONFIGURATION

Configuration

Create Connector v

Amazon Web Services

" Microsoft Azure |
Jm 179064574731 Regions Discovered

F_.% L

36



Qualys Community Edition
CloudView Free

Provide a name and description (optional) for your connector.

4 Create Azure Connector

Enter ko
connector My Agure Connector

name

Authentication Details.

Follow the detailed steps on the right side of the screen (and see the online help) to
configure the application ID, directory ID, authentication key and subscription ID from the
Microsoft Azure console to paste into your connector details.
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View Resource Inventory

Upon setting up your connector, it starts discovering the resources that are present in your
cloud account. The resources inventory and the metadata of the resources is pushed to
Qualys portal. You can navigate to the Resources tab to view the resources getting
collected along with their details.

Dashboard

The Qualys CloudView application provides out-of-the box default AWS Security Overview
Dashboard providing a summary of inventory and security posture across resources.

The default dashboard provides:

- Resource inventory - Route Tables, EC2 Instances, VPC, Subnets, [AM Users, etc

- Total evaluation failures i.e. the resources misconfigurations by control criticality
- Security posture at each region level showing resources and failures

- Top 5 Accounts with maximum control failures

- Top 5 Failed controls

Check out this sample dashboard

CloudView DASHEOARD  RESOUACES  MONITOR  BOLICIES  CONFIGURATION

Last 30 Days ¥ e

RESOURCE DISTRIBUTION BY TYPE FAILURES BY CONTROL CRITICALITY

Total Failures

1312

o o r

SECURITY POSTURE BY REGIONS

All Regions
ad Total Rescurces |—
3 s 452 |

e ECTIn_ VP Surut betevre_Route . VBE Matwo_ Bucket LAM L
.

=

F
.
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Resources Details

The Resources tab displays the information about various resources collected. It helps you
to identify the number of resources for each type and the number of resources that have
one or more control failures. You can click on a row to view the number of resources of a
specific type. You can click on an individual resource to view the details. For each resource
you will view the following information.

Resources Summary

The List View provides a summary of your resources, including the total resources and the
number of failed resources for each resource type.

CloudView DASHEOASD  RESOURCES

ACCOUNT 1-1sf 1

Fera2sess2 51 RESOURCE TYPE SERVICE TOTAL RESOURCES RESOURCES FAILED
E19662056109 nE —
B Subnet VPG 94
RESOURCE TYFE
@ HetworkACL it 43
Suonet "
Security Group 1 ©  imemot Gateway 36 0
1AM User 62 ©  Losd Balancer Ec2 3 0
¥ Bmore
Instance EC2 4 0
REGIONS @ instance 1 -
M. Virginia 168 B RouteTable VPC
Mumbai a
B S Bucket
Ohic »
¥ 12mane f 1AMUser 1AM 62
Ve T "
®  wec 38 )

Autto Sealing Group EC2

Security Graup VP 76

From here you can drill-down into any resource type to see instance details like the
number of detected vulnerabilities, resource associations, location and network
information.

The vulnerability related data is populated only if you are using a scanner
appliance or Cloud Agent.
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Community Edition vs. Express Lite

You'll get even more functionality with Qualys Express Lite. Contact your Technical

Account Manager or Qualys Support to upgrade today.

Vulnerability Management (VM)

Community Edition

Express Lite

Account
Users 1 user 3 users
Scan data retention 3 months Up to 13 months (user defined)

Account data retention

Account data purged after 6
months of no activity

Account data maintained
indefinitely with subscription

API compatible No Yes
Scanning
PCI attestation compatible  No Yes - Fully compatible

Scan notification &
distribution

Sent to account owner only

Sent to user defined
distribution lists

Scheduled scans

Weekly and Monthly scans

Full scheduling functionality

Reporting

Report templates

Scan Report, Technical Report
and Executive Report

All report templates available
and fully customizable

Scheduled reports

Not available

Full scheduling functionality

Report notification &
distribution

Sent to account owner only

Sent to user defined
distribution lists

Option Profiles

Number of profiles

3 default profiles, 1 custom

Full library of profiles,
unlimited custom profiles

Web Application Scanning (WAS)

Community Edition

Express Lite

Scanning

Scheduled scans

Not available

Full scheduling functionality

Reporting

Report templates

Scan Report only

Full Report library

Scheduled reports

Not available

Full scheduling functionality

Option Profiles

Customization

2 profiles total: Initial Options
and 1 custom

Full library of profiles and full
customization functionality
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