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Introduction to OCI BYOL Support

BYOL is a Bring Your Own License. With this feature users can use Oracle Cloud Infrastructure
(OCI) with their Own Qualys License. BYOL enables Qualys VM scanning for instances on OCI.
OCI Vulnerability Scanning Service (VSS) is integrated with Qualys. VSS can set up Qualys Agent
on OCI instances.

Users can configure a Qualys Agent based scan from the OCI console. Qualys agents collect the
instances data and push it to Qualys VMDR where scanning is performed. The count of unique
vulnerabilities out of the identified or detected vulnerability and then forward the result to VSS.

VSS displays the results in the VSS application and forwards the result to Cloud Guard for global
alerting of security problems. Qualys VMDR, VSS and Cloud Guard provides the complete
security posture of the instances.

Pre-requisites

For using BYOL feature, following are the pre-requisites:

e Ensure that Oracle has enabled the OCI BYOL features for your account. Oracle VSS is
required for the functionality of this feature.

e Ensure VSS agent is installed.

e Setup policies:
o Grant access to the VSS service.
o Grant permission to group of administrators to access to VSS.
For more details on policies, refer to Appendix A.

Deploying Qualys Agent on OCI Platform

Users can create one scan recipe, one target and start viewing findings about their host
(compute) instances. For implementing integration between the OCI platform and Qualys
platform, follow these steps:

Generate Qualys Cloud Agent License Code

Create a Vault to Store the Qualys License Information

Define a Secret for Scan Recipe

Create a Scan Recipe for Host Instances

Create a Target to Assign a Scan Recipes

MR NS
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Generate Qualys Cloud Agent License Code

You need to generate the license code. To generate a license, you must generate a Cloud Agent
Activation Key and enable OCI for the Qualys cloud agent. Perform these tasks using the Cloud
Agent application.

Follow these steps to generate a license code:
1. Login to Cloud Agent (CA) application.
2. Navigate to Agent Management > Activation Keys (or go to the Activation Keys tab).
3. Select New Key to create a new activation key.
An activation key is used to install agents.
4. Select the activation key and click Install Agent from the Actions menu.

In the Install Agents screen, click Install instructions for the required agent > Deploying
in OCI Cloud.

. )
| Install Agents x|
|

You are ready to install the agent.

Current agent version : 4.8.0.31
Hash-SHA-

Deploying in Azure Cloud c Deploying in OCI Cloud

OCI BYOL Installation Requirements

» Active Oracle Cloud account

Steps to Install the OCI BYOL Agent
Qualys agent deployment is integrated into OCI partner solutions for vulnerability assessment, follow the below steps to get
started:
1. Login into the OCI portal.
2. Mavigate to |dentity & Security -> Scanning -> Scan Recipes.
3. Create a new Scan Recipe.
a. Enable agent bazed scanning.
b. Select Qualys Agent as the agent to use.
c. Copy and paste the license code into the license box.

License code

eylia L] : iLCIha
WQicH | | H MW R Iywd3
NVCrEEEEEE (EEE SEENS BN N : B NN EVX5cy5]

b20v ovdWHBZ ZVuUaUBILLIwd SNUD3JULoINDYzZInU=

Close

6. Copy the License code.

You have license code now, you need this license code while creating a vault and secret.
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Create a Vault to Store the Qualys License Information

You can store your Qualys License information in a vault secret. You need to create the vault,
define the secrete. Follow these steps to create a vault.
1. Login to Oracle Cloud > Vault > Create Vault.

2. From Create in Compartment, select the compartment and provide the Name for the
vault.

Note: Ensure you have vault permissions.

Create Vault

Vaults provide your growing data and application encryplion with scalable key storage. You can start small, with as little as a single key, and grow
to thousands of keys to support your growing cloud deployment.

Creste in Compartment

[& g w

qualysine (raol)i nonprodengineeningiqa engops netwarkidey-lag

MName

|qu-__ |

[T Make it a virtual private vault

Creales e vault as @ dedicaled parilion an he HSM, sets pricing besed an the masimum usags against key limils, and sccammodsles grester gerdformante needs Leisn mors

2z Show advanced options

The vault is created. A listing page with all the vaults is displayed.

Define a Secret for Scan Recipe

You need to define a secret for scan recipe. Secret is used to store the Qualys license information
in the vault.

Follow these steps to create a secret:

Before creating a secret, create a secret key.
1. From the vault detail, click Create Key.

O 12

EditName || Addtags || Move Resource | [y

Vault Infermation Tags
General Information
Compartment: qualysine (. ag Virtual Private: No-
acTve
OCID: . fgaSsa Show Copy Cryptographic Endpoint: hitps flefryethaacsc
Created: Tue 22,0531 UTC
HSM Key Version Usage: 1 ()
Management Endpoint: hps lefybeizacse-
s s
sanjose- )
Losi orackecioud com (7
Resources Master Encryption Keys in dev-Ixag Compartment
Master Encryption Keys
Setrets
Name state Protection Mode () Agorithm Created -
List scope. —— ® Enabled HSM AES Tue, Dec 6, 2022, 09:56:08 UTC

Showing 1Htem ¢ 101

The Create Key window is displayed.
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2. From Create in Compartment, select the compartment, Protection Mode as HSM and
provide the Name of the key.

Create Key

Create in Compartment
defh -
qualysine (root)ig-nonprodiengineeringqa-engops-netwark dev-bag

Protection Mode @

HSM o
MName

gk -keyf
Key Shape: Algorithm @ Hey Shape: Length

AES (Symmetric key used for Encrypt and Decrypt) v 256 bits v

Import External key

Creats a new key by imgoring 3 wrapped file containing key data that matches the specified key shape. For more information, see Importing Keys.

25 Show advanced options

3. To encript the key, go to Secrets and click Create Secret.

Identity & Security » Vaults » Vault Details

(umsmgn o812
EditName || Addtags = Move Resource | [RNSISERVAIY
| C e ) AU ) Raove se it : |

\
1
! General Information
‘

Compartment: qualy . E =) W B EE Ol W xag Virtual Private: No
ACTIVE OCID: .. fqassa Show Copy Cry . int: hitps://efr
Created: Tue, Dec 6, 2022, 09:53:11 UTC CIVplo.Kans -
sanjose-
HSM Key Version Usage: 4 @ 1.oci.oraclecloud.com @
https: s
management Kms us-
sanjose-
1.oci.oraclecloud.com @
Resources Secrets in dev-Ixag Compartment

Master Encryption Keys Q

Name Status Created

@ Active Tue, Dec 6, 2022, 09:59:46 UTC

List scope
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4. From Create in Compartment, provide Name and Description, and select the Encryption

Key.

5. Select the Secret Type Template from the list and paste the license code you copied into

the Secret Contents.

6. To store the information, click Crete Secret.

Create Secret
Lreate in Lompariment

19

qualysinc (root)/g-nonprod/engineering/ga-engops-network/dev-lzag

Name
ghm mod4
Description

Encryption Key in dev-Ixag (?) (Change Compartment)
gl d4

Secret Type Template

Baset4

Secret Contents

eyJjaWQioi
ILCJwd3NVe

25 show advanced options

Create Secret Cancel

The Secret is created for scan recipe.

Create a Scan Recipe for Host Instances

<>

=
A,
L=}

<

<>

| 51iIM2NIZmESNWRIMGY
DQzIn0=

Oracle Cloud Infrastructure Vulnerability Scanning Service creates recipes that scan target

host’s instances. To create a scan recipe, follow these steps:
1. Go to Identity & Security > Scanning > Scan Recipes.

©

Q e @ Identity & Security

Ientit

Home y
Users

Compute

v Groups

Storage Dynamic Groups

Networking Network Sources

Oracle Database Policies

Databases Conpainss
Federation

Analytics 8 Al

Authentication Settings
Developer Services

Cloud Guard
Identity & Security

Overview
Observability & Management Problems
Hybrid Recommendations

Migration & Disaster Recovery Threat monitoring

Billing & Cost Management Targets

Responder activity

Governance & Administration
Detector recipes
Marketplace

Security Zones
Overview

Recipes
Security Advisor
Threat Intelligence

Overview

Threat Indicator Database

Firewalls
Network Firewalls

Network Firewall Policies

Web Application Firewall
Policies

Network Address Lists

Edge Policy Resources

Certificates

Overview

9 Scanning

Vulnerability Reports.
Scanning Reports

Targels

Vault

Managed Access
Access Requests
Approval Templates

Resource Seftings
Bastion
Compliance

Audit

e

2. From the Hosts tab, click Create.
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Scanning

Vulnerability Reports
Scanning Reports
Targets

| Scan Recipes

List scope

Compartment

¢ ig C‘

qualysinc {roat)/g-nonprodiengineering/ga-engops-

network/dev-lxag
Filters
State
Any state o
Tag filters add | clear

no tag fiters applied

Scan Recipes in == mmg Compartment

Create a recipe to control how resources are scanned. After creating a recipe, assign it to targets. Leam more

E Qualys BYOL option now available. See the agent option in host scan recipe

Hosts Container image

Name status Created
i aus ® Active Wed, Jan 11, 2023, 08:08:11 UTC :
gke, WW_an_recipe @ Active Tue, Jan 10, 2023, 11:45:54 UTC 8
BYD, m lag @ Active Wed, Dec 7, 2022, 10:54:27 UTC i
BYEicipe @ Active Tue, Dec 6, 2022, 10:04:32 UTC :

Showing 4 items ¢ Page 1

OCI VSS BYOL Onboarding Guide




3. Enter the Name for the recipe.

4. From Create in Compartment, select the compartment where you want to store the
recipe.

5. Select Qualys for the Agent based scanning, and select the vault and secret that you
stored your Qualys license.
Note: You can enter the license information directly into a new secret

6. Click Create scan recipe to save the information.

Create scan recipe
Compute

Name

EYOLrecipe

Create in compartment (&)
g

qualysine (ool nenprodlengine eringiqa-engens: netwarkides kag

Public IP port seanning (i)
Standard (Top 1000 poris)

Agent based scanning

Agent based scanning &

E ‘Vou must give permission fo the Scanning senice lo install agents onte your compute instances. Leam more

Agent to use
ocl Qualys
Oracle Cloud infrastructure - Free agent Premier offering Agenis and Dashboard Price - BYOL

To create a Qualys agent scan recipe. you must first select a vaultin which fo create the recipe, define a secret for the recipe, and then schedule the scan. Leam more
A secrel has been defined bul policies are missing. You must define the missing policies. Learn more

Select a vault in dev-ixag (&) [Change Compartment)

qual K12

Define a secret (i)

|\r; 12

m To configure fhe Qualys agent scanning schedule or any ofher Qualys agent configurations, go to the Qualys dashboard

Soo ek | oo

Scan recipe to scan target host instances is created.
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Create a Target to Assign a Scan Recipe

A target is a group of cloud resources you want to be scanned for vulnerabilities. Create a target

for assigning it to scan recipe.

1. Click Create target from the Scan recipe details window.
This new target uses the scan recipe that you have just created.

Enter Name of the target.

OV WD

From Create in Compartment, select the compartment.

Provide Decription and select scan recipe from the list.

Select the Target compartment, and scan all or a subset of your instances as required.
To save the target, click Create target from Create target window.

Pl e Y NN =RUISM§ Il cc=rch resources, senvices, documentation, and Marketplace

uswestsandos)v [0 X D & O

Create target Help
Type
| comute d
Name
f-n.gd |

Creste in compariment @

oo ¢|

Descripiion

Enter a description for the target

Sean recipe in dev-lxag (Chan

‘ BYOLrecipe K |

Torget compariment

‘u xag

Targets ©

() All ompute instsnces in the selected target compartment and ts subcompartments.
10 Selected compute instances in the selected target compartment

Targats

[ Select or specify targets < ]

L ance-20220222-1002
OELOt el isi

OELSemmep-new
Shmm W G-AMD

i

1

Instance.AN22T19.1220 Menha 1ihint

Greatetage cans

You can view the target Target Information tab's details and status in Computer

instances.

Scanning» Targets » Target details

Next step

Click the button befow to view the scan results. Results are typically available 15 minutes after creating a new target.

g

gk’ giu4_target
‘ Edit H Move resource H Add tags ‘

ACTIVE
Target information Tags

OCID: . 2mbuba Show Copy.

Compartment: qualysinc (rootg-ne

Scan recipe: BYOL-anujtestIxag

snetwork/d  gag Deseription: -

Target compartment: qualysinc (root) il 1L «@ag @

Created: Tue, Jan 10, 2023, 11:47:16 UTC

Type: Compute
Resources Compute instances
Compute instances. Nama
Compute instances with errors ]

2

Showing 1 item
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You have completed the set up now, you can see the results in VSS (Vulnerability
Scanning Service).
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Appendix A: Permissions and Policies

To use the BYOL feature, you must set up policies in VSS (Vulnerability Scanning Service). Refer
the following policies and permission required:
e Grant the following:
o Permission access to the VSS service
o Permission to group of administrators to access to VSS service
e Setup the policies and dynamic groups for VSS — Qualys BYOL

Grant Access to the VSS Service

e Allow VSS access in tenancy OR compartment.

o Allow to manage instances.

o Allow to read compartments, vnics, vnics-attachements.
o Allow to read repos for VSS OCIR container image scans.

Grant Permission to Group of Administrators to Access to VSS Service

o Allow groups access to VSS in the tenancy OR compartment.
e Allow admins to manage vss-family to allow all scan settings.
e Allow admins to read repos for container image scanning.

Statements

Edit Policy Statements

Allow Service vulnerability-scanning-service to manage instances in tenancy
Allow Service vulnerability-scanning-service to read compartments in tenancy
Allow service vulnerability-scanning-service to read vnics in tenancy

Allow service vulnerability-scanning-service to read vnic-attachments in tenancy
Allow Group VSS_Admins to manage vss-family in tenancy

Allow Group VSS_Admins to read repos in tenancy
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Set up the Policies and Dynamic Groups for VSS - Qualys BYOL

Create a dynamic group of instances that you want to scan.

For example:

The dynamic group includes instances that meet the criteria defined by any of the following
rules. (Select - Match any rules defined)

Any {instance.compartment.id = '<compartment-ocid-of-your-instances-or-This-
could-even-be-the-whole-tenancy>’}

Edit All Matching Rules

Matching Rules

Rules define what resources are members of this dynamic group, All instances that meet the criteria are added automatically,

Example: Any {instance.id = ‘ocid1.Instance.oc 1.lad..exampleuniqueid1’, instance.compartment.id = ‘ocid!.compariment.oc1..exampleuniqueid2 '}

© Match any rules defined below Match all rules defined below
Rule 1

Any {instance.compartment.id = ‘ggid 1. 0888

SEWi [ e mEiant wna'l

Policy for granting permission for the instances to access secrets
This allows the Qualys agents to get the Qualys license data and send that in communications to
the Qualys data center.
e Allow dynamic-group <your-qualys-instances-group> to read vaults in the tenancy
¢ Allow dynamic-group <your-qualys-instances-group> to read keys in the tenancy.
e Allow dynamic-group <your-qualys-instances-group> to read secret-family in the
tenancy
Need to get access to the data sent back from Qualys
e Define tenancy ocivssprod as
ocidl.tenancy.ocl..aaaaaaaabztbejxodbpgthsgdapr5z2uzde7dmbpducbuald3micdz
v3gbttma
e Endorse dynamic-group <your-qualys-instances-group> to read objects in tenancy
ocivssprod
Following screenshot shows policies set up for dynamic group of instances.

Statements

Edit Policy Statements

Define tenancy ocivssprod as ocidl.tenancy.oc1. aaaaaaaaugj2axq2hdzsiadjcegwdyvurggbgpdrvwdaZudb2uzkelgambaq
Endorse dynamic-group bb_vss_tuagarwa_dg to read objects in tenancy ocivssprod

Allow dynamic-group bb_vss_tuagarwa_dg to read vaults in tenancy

Allow dynamic-group bb_vss_tuagarwa_dg to read keys in tenancy

Allow dynamic-group bb_vss_tuagarwa_dg to read secret-family in tenancy
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