


The CISO Maturity Model
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External Attack
Surface Management

+ 100% / 360-degree visibility

CMDB Sync 100%

+ Enriched uni ed asset inventory with
business context

Uni ed Asset Inventory
+ Comprehensive inventory for cloud,
container, on-premises, OT/ICS, etc.

+ Comprehensive coverage of all assets,
software, lifecycle OS, certi cates, etc.

+ Natively-integrated vulnerability
management

+ Natively-integrated vulnerability
management

+ Software and applications + Natively-integrated vulnerability

* Third-party vulnerability management
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+ Domains and subdomains integration (bi-directional API) management
+ Assets and asset groups + Automated asset and software
inventory
+ Ephemeral, internet-facing asset visibility
20%
o REMEDIATION o VULNERABILITY o VULNERABILITY o VULNERABILITY
Remediation & Patch Mgmt. Cloud Security ITSM Integration Vulnerability Management 100%
* Vulnerability-to-compliance patch mapping + App protection (CNAPP) + Bidirectional IT SecOps work ow + Risk-based vulnerability management
+ Natively-integrated asset management with + Detection and response (CDR) actioning (i.e. patching) prioritization
External Attack Surface Management (EASM) - Container security + Drag-and-drop work ow generation - Integrated external vulnerability
- Natively-integrated vulnerability management - Workload protection (CWP) - Auto-ticketing management feeds
+ Automatic patching based on risk or . 1aC scanning & security posture - Natively-integrated vulnerability + Complete vulnerability coverage for
vulnerability type management (CSPM) management with External Attack on-premises
- Support for Windows OS, Linux. MacOS, Surface Management (EASM) + Hardening and policy enforcement
and other third-party applications options according to CIS guidelines
+ SSL expiry monitoring and PCI assessment
20%
o THREAT DETECTION o COMPLIANCE o COMPLIANCE o
Extended Detection Regulatory / Internal Uni ed Governance Reduced 100%
and Response Compliance and Reporting :
Cyber Risk
* Integrated, extended detection and + Automated policy enforcement * Uni ed risk posture analysis for the ) .
) . ) ) . . ’ Cyber Risk Maturity Score
response (XDR) with vulnerability and reporting entire environment in real time
management and patch management . el i .o N f ; .
- Natively-integrated vulnerability Single sign o_n, uni ed cyber risk Transparent, augmentable cyber risk
* ML-based antivirus management and patch management dashbpard with governance and scoring methodology that reduces alert
- Zero-days, ransomware, and phishing + Uni ed dashboards for PCI DSS 4.0, reporting noise, prioritizes response action, and
attack protection SOX, HIPAA 2023, FINRA, GDPR, + Integrated and orchestrated asset, ultimately provides a holistic and real-time
- Endpoint detection and response (EDR) NYDFS, CCPA, and others compliance, vulnerability, and view of an organization’s risk posture.
endpoint securit P .
- Endpoint protection (EPP) P v Positive Business Impact
20%



