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Oracle Authentication (VM)

Thank you for your interest in authenticated scanning! When you configure and use
authentication,yougetamorein-depthassessmentofyourhosts,themostaccurateresultsand fewer
false positives. This document provides tips and best practices for setting up Oracle
authentication for vulnerabilityscans.

A few things to consider

Do | have to use authentication?

Authentication is optional but recommended for vulnerability scans.

Are my credentials safe?

Yes,credentialsareexclusivelyusedforREAD accesstoyoursystem. Theservicedoesnot modifyor

writeanythingonthedeviceinanyway. Credentials aresecurelyhandled by the service and are only
used for the duration of the scan.

What are the steps?

1) SetupanOracle Authenticationaccountand privileges on targethosts (we'llhelp you with this
below).

2) UsingQualysguard, completethe below steps:

¢ Add Oracle authentication records.

o Launchavulnerability scan using an option profile with “Oracle” authentication enabled.

o RuntheAuthenticationReporttoviewtheauthenticationstatus(PassedorFailed)foreach
scanned host.

Oracle Setup

Jumptoasectionto setupyouruseraccount/privileges:
Oracle Credentials — Oracle Database up to 11g
Oracle Credentials — Oracle Database From 12c
Onwards

How tosetupyour Oracleauthenticationrecord:
Oracle Authentication Records
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Oracle Credentials - Oracle Database up to 11g

We'veprovided a setof scriptsbelow tohelp yousetup anaccountand privileges which must exist
priortorunningscans. Thesescriptsrequireasuper-useraccount,e.g. SYSor SYSTEM.

Please run the scripts provided, in the below order:

DCreate a Profile for the Scan Account
This script creates a profile for the user account to be used for scanning.
CREATE PROFILE QUALYS_PROFILE LIMIT
FAILED_LOGIN_ATTEMPTS 3
PASSWORD_GRACE_TIME 10

PASSWORD_REUSE_TIME UNLIMITED
PASSWORD_LIFE_TIME9OPASSWORD_REUSE_MAX1;

2)Create a User Account in the USERS Tablespace

Thisscriptcreatesauseraccount,called QUALYS_SCAN,inthe USERStablespace.Please provide a
password before running the script.

CREATE USER QUALYS_SCAN PROFILE QUALYS_PROFILE
IDENTIFIED BY [enter password here] DEFAULT TABLESPACE USERS ACCOUNT UNLOCK;

3)Create a Role for the Scan Account
Thisscriptcreatesarole,called QUALYS_ROLE, fortheuseraccount.

CREATE ROLEQUALYS_ROLE;

4) Grant the Role to the Scan Account
Thisscriptgrantstherole,called QUALYS_ROLE, totheuseraccount, called QUALYS_SCAN. GRANT

QUALYS_ROLE TOQUALYS_SCAN;
5) Grant Privileges to the Scan Account

Thisscriptgrantsprivileges tothe useraccounttobe usedforscanning. Thefollowingprivileges are
required for successful authentication and vulnerability scanning.

Authenticated scanning with insufficient privileges does not return the most complete and
comprehensive vulnerability results since not enough information is gathered from the host. If
the credentials do not allow login to the target host, the service performs a non-authenticated
scan.

Note-Ifyouareusingan OS-Authenticatedroleforallyourdatabaseaccounts,youmustgrant the
privileges below directly to the QUALYS_SCAN account. When these privileges are not granted,
the scan will not work properly.

GRANT CREATE SESSION TO QUALYS_ROLE;

GRANTSELECTONGV_$PARAMETERTOQUALYS_ROLE;
GRANTSELECTONDBA_PROFILESTOQUALYS_ROLE;
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GRANT SELECTONDBA_USERSTOQUALYS_ROLE;

GRANT SELECT ON USER_TAB_COLUMNS TO QUALYS_ROLE;
GRANT SELECT ON GV_$DATABASE TO QUALYS_ROLE; GRANT
SELECT ON DBA_TS_QUOTAS TO QUALYS_ROLE;

GRANT SELECT ON SYS.REGISTRY$HISTORY TO QUALYS_ROLE;
GRANT SELECT ON GV_$VERSION TO QUALYS_ROLE;

GRANT SELECT ON DBA_PROCEDURES TO QUALYS_ROLE;

GRANT SELECT ON GV_$INSTANCE TO QUALYS_ROLE;

GRANT SELECT ON DBA_REGISTRY_HISTORY TO
QUALYS_ROLE

6) Check Privileges on the Scan Account

Thescriptinthefile “QG_Oracle_Vuln_ver3.0 - Oracle Database up to 11g.txt” (includedinthe
downloadarchive)canhelp youidentify which privileges may be missing from the user accounttobe
used forscanning. This scriptshould be executedbyasuper-useragainstadatabase todetermineifall
theappropriate privileges have been setup correctly. The script will generate an output (see
sample output below) listing the status of all the prerequisites.

Sample Output

Prerequisites Status

SYS <---Current logged on user
CREATE SESSION ROLE PASSED - CREATE SESSION exists
DBA_PROFILES PASSED - SELECT privilege exists
DBA_TS_QUOTAS PASSED - SELECT privilege exists
DBA_USERS PASSED - SELECT privilege exists
SYS.REGISTRY$HISTORY PASSED - SELECT privilege exists
USER_TAB_COLUMNS PASSED - SELECT privilege exists
GV_$DATABASE PASSED - SELECT privilege exists
GV_$PARAMETER PASSED - SELECT privilege exists
GV_$VERSION PASSED - SELECT privilege exists
QUALYS_SCAN PASSED - accountexists
QUALYS_PROFILE PASSED - profileexists
QUALYS_ROLE PASSED - roleexists
QUALYS_ROLE PASSED - role granted to user

Ifaprivilegeismissing, thiserrormessage willoccur:
“ORA-00942: table or view does not exist”
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Oracle Credentials - Oracle Database From 12c Onwards

We'veprovided a setof scriptsbelow tohelp yousetup anaccountand privileges which must exist
priortorunningscans. Thesescriptsrequireasuper-useraccount,e.g. SYSor SYSTEM.

Please run the scripts provided, in the below order:

1) Create a Profile for the Scan Account
This script creates a common profile for the user account to be used for scanning.
CREATE PROFILE "C##QUALYS_PROFILE" LIMIT
FAILED_LOGIN_ATTEMPTS 3
PASSWORD_GRACE_TIME 10

PASSWORD_REUSE_TIME UNLIMITED
PASSWORD_LIFE_TIME 90 PASSWORD_REUSE_MAX 1,

2) Create a User Account in the USERS Tablespace

Thisscriptcreatesacommonuseraccount,calledC##QUALYS_SCAN,intheUSERStablespace.
Please provide a password before running the script.

CREATE USER "C##QUALYS_SCAN" PROFILE "C##QUALYS_PROFILE"
IDENTIFIED BY [enter password here] DEFAULT TABLESPACE "USERS" ACCOUNT UNLOCK;

3) Create a Role for the Scan Account

Thisscriptcreatesacommonrole,called C##QUALYS_ROLE, fortheuseraccount.

CREATE ROLE "C##QUALYS_ROLE",

4) Grant the Role to the Scan Account

Thisscriptgrantstherole,called C##QUALYS_ROLE, totheuseraccount,called
C##QUALYS_SCAN.

GRANT "C##QUALYS_ROLE" TO "C##QUALYS_SCAN"

5) Grant Privileges to the Scan Account

Thisscriptgrants privileges tothe useraccounttobe used forscanning. The following privileges are
required for successful authentication and vulnerability scanning.

Authenticated scanning with insufficient privileges does not return the most complete and
comprehensive vulnerability results since not enough information is gathered from the host. If
the credentials do not allow login to the target host, the service performs a non-authenticated
scan.

Note- Ifyouareusingan OS-Authenticatedroleforallyourdatabaseaccounts, youmustgrant the
privileges below directly to the QUALYS_SCAN account. When these privileges are not granted,
the scan will not work properly.

GRANT CREATE SESSION TO C##QUALYS_ROLE;
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GRANT SELECT ON GV_$PARAMETER TO C##QUALYS_ROLE;
GRANT SELECT ON DBA_PROFILES TO C##QUALYS_ROLE;

GRANT SELECT ON DBA_USERS TO C##QUALYS_ROLE;

GRANT SELECT ON USER_TAB_COLUMNS TO C##QUALYS_ROLE;
GRANT SELECT ON GV_$DATABASE TO C##QUALYS_ROLE;

GRANT SELECT ON DBA_TS_QUOTAS TO C##QUALYS_ROLE;
GRANT SELECT ON SYS.REGISTRY$HISTORY TO C##QUALYS_ROLE;
GRANT SELECT ON DBA_REGISTRY_SQLPATCH TO C##QUALYS_ROLE;
GRANT SELECT ON GV_$VERSION TO C##QUALYS_ROLE;

GRANT SELECT ON DBA_PROCEDURES TO C##QUALYS_ROLE;
GRANT SELECT ON GV_$INSTANCE TO C##QUALYS_ROLE

GRANT SELECT ON DBA_REGISTRY_HISTORY TO C##QUALYS_ROLE

6) Check Privileges on the Scan Account

Thescriptinthefile “QG_Oracle_Vuln_ver3.0 - Oracle Database From 12c.txt” (includedinthe
downloadarchive)canhelp youidentify which privileges may be missing from the user accounttobe
usedforscanning. This scriptshould beexecutedbyasuper-useragainstadatabasetodetermineifall
theappropriate privileges have been setup correctly. The script will generate an output (see
sample output below) listing the status of all the prerequisites.

Sample Output

Prerequisites Status

SYS <---Current logged on user
CREATE SESSION ROLE PASSED - CREATE SESSION exists
DBA_PROFILES PASSED - SELECT privilege exists
DBA_TS_QUOTAS PASSED - SELECT privilege exists
DBA_USERS PASSED - SELECT privilege exists
SYS.REGISTRY$HISTORY PASSED - SELECT privilege exists
USER_TAB_COLUMNS PASSED - SELECT privilege exists
GV_$DATABASE PASSED - SELECT privilege exists
GV_$PARAMETER PASSED - SELECT privilege exists
GV_$VERSION PASSED - SELECT privilege exists
QUALYS_SCAN PASSED - accountexists
QUALYS_PROFILE PASSED - profileexists
QUALYS_ROLE PASSED - roleexists
QUALYS_ROLE PASSED - role granted to user

Ifaprivilegeismissing, thiserrormessagewilloccur:
“ORA-00942: table or view does not exist”
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Oracle Authentication Records

You'llneed tocreateaseparateauthenticationrecord foreach Oracleinstancetobescanned. During
scanning we'll authenticate to one or more Oracleinstances on a host using all the Oracle
authentication records in your account.

Where do | create records?

Go to Scans > Authentication > New > Databases > Oracle.

-
s= Scans | Scans Maps Schedules Appliances
|Z| search
v | Mew v |
AN Tk Operating Systems. 3 Title
" Metwork and Security... [

[ AgentTest | appiications.. » 10.115.76.151-10.115.76.152
[F] Global Default| Databases... 4 IBM DE2 576 152
Viware.... 3 InformixDB

[C] Global Default
System Record Templates... b MariaDB

[£] Global Default o MongoDE
Authentication Vaults

[[] Global Default s saL
Dovmload... | MysaL

[F] Agent Test Unixc 5

[[] Global Default Network Unix Oracle Listener

[F] Global Default Network Oracle (RO ==

PosigreSQL
[[] Global Default Network Oracle Ehe
[] Global Default Network Oracle Test Cracle Basic

Login Credentials

Enter the username and password to use for authentication.

New Oracle Record Launch Help

(B TS Login Credentials
Login Credentials » Frovide login credentials to use for authenticated scanning. You have the option to get the login password from a vault available in your account.
Target Configuration Username? QUALYS_SCAN

Get password from vault
Windows Configuration

FPassword*: sesenene
Unix Configuration

Confirm Password*: sesenene
IPs
Comments
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Login Credentials- Get password from vault -

We support integration with multiple third party password vaults, includingCyber-ArkPIMSuite,
ThycoticSecretServer,LiebermanERPM,andmore.GotoScans> Authentication > New >
Authentication Vaults and select your password vault.

Thentoggle “Getpassword from vault” to “Yes” inyour Oraclerecord and select your vault type and
vaultrecord. Dependingon thevaulttype, youmayneed toprovideadditional vaultdetails. At scan
time, we’'ll authenticate to hosts using the account name in your record and the password we
find in your vault.

New Oracle Record Launch Help

HECut S Login Credentials
Login Credentials 5 Provide login credentials to use for authenticated scanning. You have the option to get the login password from a vault available in your account.
Target Configuration Usemane=: QUALYS_SCAN

Get password from vault
Windows Configuration

Vault Type: [cyberad P suitd [+]
CA Access Control
Vault Record™: : - | v
:CyberArk PIM Suite E
Vault Folder*: Cyberirk AIM
Lieberman ERPM
Vault File*: Quest Vault
Thycotic Secret Server
BeyondTrust PEPS
HashiCorp
Azure Key
Arcon PAM

Unix Configuration

IPs

Comments
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Target Configuration

There canbemore thanone Oracle databaseinstance onasingle machine. Youmustidentify the
Oracleinstance you want to authenticate to.

New Oracle Record Launch Help

[HERAL Target Configuration
Login Credentials Tell us the user account to use for authentication, the database instance you want to authenticate to, and the port where the database is
installed.

Target Configuration b Identifier Type*: @® sID O Service Name

Windows Configuration

Identifier*: oralli07p
HIE Confguration Ports: OAlPots @ Port
IPs 1527
Comments [J IsCDB

Select this option when your database is a Multitenant Confainer Database When selected, we'll perform checks for multitenant technologies

and auto discover all of the Pluggable Databases (PDBs) within the container environment. This option will only work with Policy Compliance
SCans.

[T Allow scanning multiple instances (S1Ds) on IPs/perts also used in other records. If this scanning opfion is selected, this record will be used
for Policy Compliance scans only.

conce | (D

Identifier - Select the type of identifier touse (SID or Service Name) and then enter theidentifier value
in the field provided.

Ports - Enterthe port that the databaseinstanceisrunningon or select the “All Ports” option. When
the scan detects an Oracle instance on a host, it first checks to see if you have an authentication
record with the portnumberspecified.If youhavea port-specificrecord, thenit uses the credentialsin
thatrecordtoattemptauthentication.If a port-specificrecord doesnot exist (orif authentication
fails), thenitcheckstoseeifyouhaveanauthenticationrecordsetto “All Ports” for the host and uses
the credentialsin thatrecord to attemptauthentication
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IPs

Selectthehosts (IPs)toauthenticatetowith theprovided credentials. Youcanincludethesame IPin
multiple Oraclerecords aslongasdifferent ports are specified. EachIPmaybeincludedin one
Oracle record with the “All Ports” setting.

New Oracle Record Launch Help

Record Title IPs
Login Credentials Add IPs to your Oracle Record record.
Target Configuration Enter or Select IPs/Ranges: Select IPs/Ranges | Select Asset Group | | Clear

Example: 192.168.0.87-192.168.0.92, 192.168.0.200
Windows Configuration

Unix Configuration
IPs 5

Comments

D Display each IP/Range on new line

Last updated: August 21, 2023
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