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About this Guide
About Qualys

About this Guide

Welcome to Qualys AssetView! AssetView is our free asset discovery and inventory service.
We'll help you get instant visibility on all your assets in one place!

About Qualys

Qualys, Inc. (NASDAQ: QLYS) is a pioneer and leading provider of cloud-based security and
compliance solutions. The Qualys Cloud Platform and its integrated apps help businesses
simplify security operations and lower the cost of compliance by delivering critical
security intelligence on demand and automating the full spectrum of auditing,
compliance and protection for IT systems and web applications.

Founded in 1999, Qualys has established strategic partnerships with leading managed
service providers and consulting organizations including Accenture, BT, Cognizant
Technology Solutions, Deutsche Telekom, Fujitsu, HCL, HP Enterprise, IBM, Infosys, NTT,
Optiv, SecureWorks, Tata Communications, Verizon and Wipro. The company is also
founding member of the Cloud Security Alliance (CSA). For more information, please visit
www.qualys.com

Qualys Support

Qualys is committed to providing you with the most thorough support. Through online
documentation, telephone help, and direct email support, Qualys ensures that your
questions will be answered in the fastest time possible. We support you 7 days a week,
24 hours a day. Access online support information at www.qualys.com/support/.


https://cloudsecurityalliance.org/
http://www.qualys.com/support/
www.qualys.com

Get Started
What assets are included?

Get Started

Qualys AssetView gives you a comprehensive view of your network that is continuously
updated.

What assets are included?

You'll see all assets (IP addresses, web sites) that have been scanned using Qualys external
scanners, scanner appliances and/or cloud agents. Not seeing assets? Do one of these
things: launch scans and/or install agents.

Launch scans

Set up scans using these applications: VM/VMDR, PC, WAS. Your assets inventory will be
updated once scan results are processed. Using WAF? Set up a firewall on a web site using
WAF.

Tip - The New Data Security Model must be configured for your account. Be sure you've
opted in. A Manager can do this by going to VM/VMDR > Users > Set Up > Security.
Install agents

Choose Cloud Agent (CA) from the application picker and we’ll help you with the steps. It
only takes a few minutes. Agents can be installed on your on-premise systems, dynamic
cloud environments and mobile endpoints. Agents are self-managed, and self-updating.

Search Your Assets

The search field in the assets section gives you the power and flexibility to search all your
asset data returned from scans and cloud agents in a matter of seconds.



Start by choosing AssetView from the application picker.
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Get Started
Search Your Assets

You'll notice the Search field above the Assets dashboard (on the Assets tab). This is where

you'll enter your search query.
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Get Started
Group By Option

Start typing and we'll show you the asset properties you can search like username,
hostname, etc. Select the one you're interested in.

Tip for Threat

I= AssetView Assets Tags Connectors Protection users:
= <---eeeee start typing here Type threat and we’ll
Bnd show Real-Time
Elccounts.username Threat Indicators RTI)

interfflces. address
interfBlces hostname
interfflces macAddress
nEme

netbiosNEme

vista Ultimate Service Pack2: 1

Now enter the value you want to match, and click Search. Your matches appear in your
assets list.
Tip:

i= AssetView Assets Tags Connectors

Use your queries to
interfaces.hostname: QWIN — Greeeeeees enter value to search create dashboard
widgets on the
Dashboards tab.

Interfaces Hostname

v Group assets by... i P
»
| Asset Name 0s
[0 &  QWIN2012R2QP3-6 2 Microsoft Windows Server 2012 R2 Standard 6.3.960...

10.11.65.49, fe80:0:0:0:9437.3716:

Group By Option

Once you have your asset search results you may want to organize them further into
logical groupings. We offer several group by options like operating system, open port, DNS
address, tags, vulnerabilities and more.



Get Started
Group By Option

Enter an asset search query and get your asset search results. Then choose a group by
option from the “Group assets by...” drop-down.

== AssetView Assets Tags
Saved Searches ~ select a Group By option create widgel save - Assets
updated: [2016-09-01 .. now-1s] '_.~"" © | search 33
£
v Fone
Account username
O Asse BIOS description Modules Last Logged-In User Activity Sources Tags
DNS Address
a 2012 yanfacturers s 2012 R2/8.1 [ Pc ] - Scanned Vindows H
1078 pen port 6 days ago
Operating Systems
i CON processor 52012 - - Scanned Windows H
.} - 6 days ago
Software
O COMiTags 's Server 2012 Datacenter 64 bit £ —= - Scanned Windows H
1) M- 6 days ago
Total memory (in Mb)
0 2KBH y jrerabities 's Server 2008 R2 Enterprise 64 b._ [ pc ] -~ Scanned Windows H
10.10T0TT 6 days ago
O win2003-srv-3 2 Windows Server 2003 Service Pack 1 —= - Scanned Windows H
10.10.10.221 6 days ago Windows 2003

You'll see the number of unique groupings based on your selection (e.g. 28 unique
operating systems) and the number of assets per group. Click on any grouping to update
the search query and view the matching assets.

:; AssetView Assets Tags
Saved Searches ~ create widget save - Assets
updated: [2016-09-01 .. now-15] @ search 33

Operating Systems v Found 28 unique operating systems within these assets. Show assets 1 ¥ v

| Operating System: All resulis 7 a | Assets -
(M;cOSX \ 2

Windows 2012 2

FreeBSD / MacOS X 2

Liez26 < Asset groupings based Number of assets 2

Unknown on your selection per group 2

MacOS X 8.11.0 1

Windows 2000 Professional Senice Pack 3 1

QMware ESXi 5.1.0 build 799733

Y, R




Get Started
View Asset Details anytime

You can also use group by options in dashboard widgets. For example, this widget is
grouped by DNS address.

l Edit Dynamic Widget x |

Select data for your stats using the form below (IREQUIREDFIELDS  Customize the way that your widget looks
0 1 I » Name Asset Dns Address Dns ... Count
1 II ‘, TESTING 10.0.100.10 1
Count Bars Pie
Cloud Agent 10.0.100.10 1
Widget 18 Cloud Agent 10.0.100.11 1
NewDash
Business Unit 10.0.100.11 1
Query
operatingSystem:windows Business Unit 10.0.100.10 1
TESTING 10.0.100.11 1
() List assets @ Group assets
Rows *
tags.name v Group by DNS
Colurmns / Group By " Address
interfaces.dnsAddress x| ) €
e
TOP 50 7
Cancel | Save
=Ll

View Asset Details anytime

View details to get the security and compliance posture of a particular host asset. Select
the asset of interest and choose View Asset Details from the menu.

O Asset Name 0s Modules Last Logged-In User
EC2AMAZ-RAID75E ¥ Microsoft Windows Server 2019 Datacente. .. Pending...
e80:0:0:0:2062: 9caT-da2f d34c, (ENEEGG—_—__.
Ciew Asset Dotais )
[l -azure dows 10 Pro 10.0.17763 64-_.. NAdministrator

feB0:0:0:0:3074:360:b10D:36d9, | Activate Assets

] VMDR27 Add Tags dows T Professional 6.1.760... NAdministrator




Get Started
View Asset Details anytime

Select the sections on the left to see details on the asset.

View Mode

System Information
Agent Summary
Network Information
Open Ports

Installed Software
Vulnerabilities

Threat Protection RTls
Compliance

EC2 Information

Close

Asset Summary

Asset Summary

Xen / HVM domU

Identification

DNS Hostname: ECZAMAZ-

FQDN ECZAMAZ-
NetBIOS Name: ECZAMAZ-RAIDTSE
IPv4 Addresses:

IPv6 Addresses:

Asset ID: 4127317

Host ID: 939285

EC2AMAZ-RAID75E Rerame
Microsoft Windows Server 2018 Datacenter 10.0.17763 64-bit N/A Build 17763

Last Location

Location unknown
Last Seen: 13 minutes ago 9:06 PM
Connected From: 10.44.0.1

In Vulnerabilities, click View vulnerabilities to see vulnerabilities on the asset.

EC2AMAZ-RAID75E x

View Mode

Asset Summary
System Information
Agent Summary
Network Information
Open Ports

Installed Software
Threat Protection RTls
Compliance

EC2 Information

Close

Vulnerabilities

Select the severity you would like to view by

Severity

Confirmed Vulnerabilities

Click here

Sy

View vulnerabilities (2)

Potential Vulnerabilities

Sev? Sev 1

B sevs 0 W sevs5 0
2 View 0
B seva 0 W sevd 0
Sev3 2 Sev3 0
Vulnerability Detection by Status Inthe last |7 Days W
Active New Reopened Fixed

0 0
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Get Started
View Asset Details anytime

From here you can search vulnerabilities. Click the option to help you apply custom filters
(QID, title, detected date, and more). By default all ignored vulnerabilities are listed here.
Use the Ignored option to show or hide the ignored vulnerabilities.

EC2AMAZ-RAID75E x

View Mode Vulnerabilities

Asset Summary Severity 54,3 Type  Confirmed, Potential Search
System Information < Back to summary 2 vulnerabilities  £F
Agent Summary QD Title Detected Date  Port Protocol Instance Severity ~

Network Information 105228 Built-in Guest AccountN... G days ago [ 11 ]

Open Ports 100369 Microsoft Edge and Inter... 6 days ago [ 11 |

Installed Software
Threat Protection RTls
Compliance

EC2 Information

Close

Click View Details to see the latest detection results for any QID in the list.

EC2AMAZ-RAID75E x

View Mode Vulnerabilities

Asset Summary Severity 5,43 ~w| Type Confirmed, Potential + Search
System Information < Back to summary 2 vulnerabilities £¥ ~

Agent Summary QD Title

Detected Date  Port Protocol Instance Severity -
Network Information 105228  Built-in Guest Account N. & days ago [ 11 ] View Details
Open Ports 1002689 Microsoft Edge and Inter B days ago [ 11 ]

Installed Software
Threat Protection RTls
Compliance

EC2 Information
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Get Started
Find where your assets are located!

View all your Policy Compliance Summary for an asset in the new Compliance tab. Here
you can see the compliance policies this asset is associated with and how the policies are
doing in terms of secure configuration controls on this asset. (This tab is visible only if you
have the PC app enabled for the asset.)

EC2AMAZ-RAID75E x
View Mode Compliance Summary
Asset Summary Policy Name: Al Polices v Total Policies: 13
System Information .

Control Instances Failed Controls by Category
Agent Summary 3.60K 737
Network Information B rassng 284K
B raing 764
Open Ports Error 0
Installed Software ‘
Vulnerabilities
Threat Protection RTls Control Status by Policies:
Policy Last Scan Date ~ Breakdown by Status
EC2 Information SANSICIS Top 20 Critical Security Controls for Windows v 1.0 More tags 712612017 ]
i I

P | NIST 800-53 Rev 4 for Microsoft Windows v.1.0 71262017 ]

Explore even more! You might see additional tabs depending on your subscription
settings.

For example:

Threat Protection RTI - View Real-time Threat indicators (RTI) and associated
vulnerabilities for the asset. (This tab appears only when the TP app is enabled for the
asset.)

Alert Notifications - View alert notifications on vulnerabilities of interest for the asset
based on alerting rulesets you've configured using Continuous Monitoring). (This tab
appears only when the CM app is enabled for the asset.)

Find where your assets are located!

We're tracking geolocation of your assets using public IPs. Asset Geolocation is enabled by
default for US based customers. For an asset that has an associated public IP, you'll see its
last location on a world map in Asset Details > Asset Summary.

Want to enable (or disable) Asset Geolocation? Just contact Qualys Support or your Qualys
Account Manager and we’ll help you out.

How it works
- We'll check the asset’s network interfaces for a public IP

- Asset with an agent installed - we’ll check the IP reported by the agent

12



Get Started
Find where your assets are located!

- AWS/EC? asset - we'll use the EC2 instance public IP

- Asset assoclated with a network - we'll look for the public IP associated with the
scanner used

- If no public IP is found, we'll show the location as unknown.

In the following example, the asset was last seen in Redwood City, CA a minute ago.

WINT7-108-229 x

View Mode Aszet Summary
Asset Summary
.. WIN7-108-229 fename
System Information . Microsoft Windows 7 Professional 6.1.7601 64-bit Service Pack 1 Build 7601

VMware, Inc. / Wiware Virtual Platform

Last Seen: a minute ago 1:56 PM

Agent Summary
Network Information Identification Last Location
Open Ports DMNS Hostname: WINT-108-223
FQDN WIN7-108-229 WORKGROUP
fnetalled Sofbacre MetBIOS Name:  WINT-108-229
IPv4 Addresses:  10.115.108.229
Vulnerabilities Esfoceest =
AszatID: 3005137 * o A
Threat Protection RTls Host D searnn * o 1
) Redwood City, CA United
Compliance =
-

File Integrity Monitoring

Activity K

Indication of Compromise

Last User Login: AAdministrator FAUK -Husness e |
Alert Notifications Last System Soot:  February 25, 2020 §:43 PM l FA-DMZ l I —— Cloud Agenl
Created On: January 24, 2020 3:27 PM
Patch Management Last Checked-In: March 16, 2020 1:04 PM
Last Activity: March 16, 2020 1:04 PM

Close

13



Dynamic Dashboards

Dynamic Dashboards

Dashboards help you visualize your assets and prioritize vulnerabilities for remediation.
Add widgets with search queries to see exactly what you're interested in. You can also
export and import Dashboard and Widget configurations, from the Actions menu, to a file
in a json format allowing you to share them between accounts or within the Qualys

community.

Create multiple dashboards and switch between them for different views of your data.

AssetView v

Dashboard Assets Templates  Connectors

Asset Overview ~

Actions ¥ Add Widget

Jl1] ASSET DISTRIBUTION BY OPERATING SYSTEM

100
80
60
40
l N =
. , , | [ |

Windows Windows Windows Windowrs Windowrs Ubunty
XP ... A 2003... Xp i Tiny.

A'.
v

Use the Actions menu to manage your dashboards.

AssetView v

Dashboard Assets Templates  Connectors

Asset Overview -

Add Widget

Configure Dashboard L
:RATING SYSTEM
Set as Default Dashboard

Create Template from this Dashboard
Create New Dashboard
Delete this Dashboard

Print Dashboard

Export this Dashboard

Import New Dashboard

Import New Widget .
—

14

Help~ | POCManagerw | Logout

Click here to assign Threat Protection assets

Filter by Asset Tags o]

FreeBSD Linux Window's

Mac0s 24281 Server.
W Viware Tools 204

B Windows Internet Explorer 188

B File version of Microsoft XML parser (MSXML) ... 184
B File version of Microsoft XML parser (MSXML) ... 153

Microsoft Visual C++ 2008 Redistributable - x... 150
File version of Microsoft XML parser (MSXML) ... 104

Windows Defender File (%ProgramFiles%\Windows... 102

12V



Dynamic Dashboards
Adding widgets

Adding widgets
1) Start by clicking the Add Widget button on your dashboard.
2) Pick one of our widget templates - there are many to choose from - or create your own.

3) Each widget is unique. For some you'll select asset data, a query and layout - count,
table, bar graph, pie chart.

4) From the Actions menu you can also import and export widget configurations to a file
in a json format, allowing you to share the widgets between accounts or within the Qualys
community.

Tips:

- Wondering how we created the widgets on the default dashboard? Choose Action >
Configure Widget to see the settings.

- You can resize any widget vertically or horizontally, and drag & drop widgets on the page
to change the layout.

- Click on any section of a chart to see matching assets in your assets inventory.

Refresh your view

You might want to see the latest asset data for a widget. Just select the label to the right of
the widget title and select Refresh Widget from the widget menu.

(7 UNDEFINED

Configure Widget

W (3B410500-180248{  Refresh Widget
B Windows Internet E
Create Template from this Widget
‘ B vMmware Tools 9

B Google Chrome 7

' Microsoft NET Fram
B instaiWatch Pro2.5 6
CCleaner 4
- S -

L. Mbarninn
hA 4

Remove Widgst

To refresh all widgets in one go, simple click Refresh All on the dashboard and all your
widgets will be refreshed.

Helpw | AlexKmw | Logout

Fiii b A T

Refresh All

= ASSETS WITH ANGLER ASSETS WITH ACTIVE 0 DAY
BUghEt EXPLOITABLE VULNERABILITY 1

72112016 0
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Dynamic Dashboards
Add tables in widgets

Add tables in widgets

You have multiple ways to configure a table in a widget to help you visualize your assets
and their security. Create tables with multiple columns, sort by any column you like or set
the sort order (ascending or descending).

Add a new widget to your dashboard »®

Select data for your stats using the form below  (/"=CUREDFESS gystomize the way that your widget looks

O 1 » - Name ~ Operating System Netbios Name
‘, Xpsp3-32-25-38.patch... B Windows XP XPSP3-32-25-38
Count Pie Threat Feed
Xpsp3-32-25-37.pateh.... B2 Windows XP XPSP3-32-25-37
idosliie ¥psp3-32-25-141.patc... B2 Windows XP XPSP3-32-25-141
Untitled Widget
Xpsp3-32-25-140.patc...  E¥ Windows XP XPSP3-32-25-140
Query
Type your query xpsp2-0xp-25-51patc_. B2 Windows XP XPSP2-OXP-25-51
xpsp2-0xp-25-50.patc. B2 Windows XP XPSP2-OXP-25-50
(@ List assets ) Group assets
xpsp2-cs4-30-60.patc.. 5% Windows XP Servic..  XPSP2-C54-30-60
ﬁ\umns to display™ /
| name x operatingSystem * | netbioshame * X 4+
sort by* :  Preview of the table as per your
selections

|nzme
Sort direction®
[Descendng 0O M| e
e
_TD_P_S_D

-

Cancel

Add to Dashboard

Display trend data

Configure dashboard count widgets to display trend data. Enable the Collect trend data
option in the dynamic widget wizard. Once enabled, the widget trend data is collected
daily and stored for up to 90 days. This is used to plot a line graph in the count widget.

Select data for your stats using the form below {AREQUIREDFIELDY;

Customize the way that your widget looks

ohi 730

Trending
Collect trend data

/ Enable trending data

that the data may be analyzed to identify trends.

Cancel

Table. rs Pie
vs All Assets
Widget Title® 865 (84.39%)
Assets with Vulns Actively Exploited in the wild v 21%
. o
Query ‘Showing last 81 days
Comparison
Compare with another reference query
Query
Comparison label Add conditional formatting... | |
Al Assets
Setthe base colorto [ll]  *
This set of assets represents *
A superset (contains all the assets from initial query) = When the value of the comparison percentage is more than 10% then highlightin [ ] %

‘This widget will store ts results each day for up to 90 days. The results will be plotted on a graph so

When the value of the comparison percentage is more than 25% then highlightin [[]

When the value of the

percentage is more than 90% then highiightin [Ilj  *

When clicked, then navigate to the targeted vulnerablities %

16



Dynamic Dashboards
About templates

About templates

When you create a new dashboard or widget the first step is to choose a template from
our Library. The Library shows system-provided templates and user-created templates.

~

el fn Add a new widget to your dashboard x

| Templates Pick a preconfigured widget to add to your dashboard or create a custom widget ‘
You can also create and customize your own widgets
Al @ Custom Count ASSETS WITH UNPATCHABLE
Threat 0 Perform a mathematical operation such as Count, Min or MULNEEREILITIES
Wax. Supports comparisan between multiple queries. * Coun
Assets 5] 3 0
Shared [0]
Bar Chart e
Customizable bar chart allowing to view differences ata oo
glance. w0
a0
o P
Custom Pie Chart -
Acustom pie chart allowing to easily see segmented & \ [
portions of your assets. -
“a :
a
Assets with Qualys TOP-10 internal ASSETS WITH QUALYS TOP 10 INTERNAL.
vulnerabilities NULNERARKITES, F
See how many assets contain vulnerabilities listed amongst 69
Qualys TOP-10 internal vulns.
Cancel Next
met)

The Templates section is where you'll go to change how your templates appear in the
Library. You can:

- rename templates
- update template descriptions
- remove templates from the list

Which templates can | change or remove?

You can take actions on the templates that you created. You cannot edit or delete System
templates.

17



Apply Tags to Your Assets
Configure tags

Apply Tags to Your Assets

Configure tags so you can apply them to assets in your subscription. This helps you to
organize your assets and to manage user access to them. You can apply tags to IP
addresses and web applications.

Configure tags

1) Go to Tags and select New tag.

AssetView v

Dashboard  Assets  Templates  Connectors

i= AssetView Assets

[ J——-
E > || windows 7 on IPs
Quick Filters E > || Windows 7 by OS5

2) Enter the settings for your tag. Tip - Turn help tips on (in the wizard title bar) and we'll
show you help as you hover over the settings.

3) Set up a dynamic tag rule (optional). If there is no dynamic rule then your tag will be
saved as a static tag.

When you save a tag with a dynamic tag rule, we apply it to all scanned hosts that match
the rule you defined. You can filter the assets list to show only those that match your rule.

Tags we’ve defined for you
We create certain tags for you automatically.

Business Units

We create the Business Units tag with sub tags for the business units in your account.
Assets in a business unit are automatically assigned the tag for that BU.

A sub tag can be:
- Unassigned Business Unit
- A custom business unit name, when a custom BU is defined in your account

Asset Groups

We create the tag Asset Groups with sub tags for the asset groups in your account. Assets
in an asset group are automatically assigned the tag for that asset group. For example, if
you have an asset group called West Coast in your account, then you'll have a tag called
West Coast.

18



Apply Tags to Your Assets
Tell me about the tag tree

Cloud Agent

We create the Cloud Agent tag with sub tags for the cloud agents in your account. All the
cloud agents are automatically assigned Cloud Agent tag by default.

A sub tag can be:
- Location specific agents

- Machine specific agents

Tell me about the tag tree

You'll see the tag tree here in AssetView (AV) and in apps in your subscription. We present
your asset tags in a tree with the high level tags like the Business Units tag, Cloud Agent
tag and the Asset Groups tag at the top-most level and sub-tags like those for individual
business units, cloud agents and asset groups as branches.

| Actions (1] v New Tag

Name
Asset Groups
4 Business Units
Eurcpe
MNew York
Pacific
Unassigned Business ...

Cloud Agent

As tags are added and assigned, this tree structure helps you manage your assets by
mimicking organizational relationships within your enterprise.

| Actions (1] v New Tag

Name
Asset Groups
4 Business Units
Eurcpe
MNew York
4| Pacific
Singapore
Thailand

Unassigned Business ...

A benefit of the tag tree is that you can assign any tag in the tree to a scan or report. For
example, if you select Pacific as a scan target, we automatically scan the assets in your
scope that are tagged Pacific and all assets in your scope that are tagged with it's sub-tags
like Thailand and Singapore.

19



Apply Tags to Your Assets
How do I find out what assets have a tag?

How do | find out what assets have a tag?

You'll use our advanced asset search. For example, if you want to find assets with the tag

“Windows All” go to the Assets tab and enter a search query for tags.name: Windows All.
Then click Search to see the results.

Tags for cloud instances

It's easy to group your cloud assets according to the cloud provider they belong to. Tags are
applied to assets found by cloud agents (AWS, AZURE, GCP) and connectors.

Create dynamic tag rules to tag cloud instances based on metadata collected by your
cloud connector. For each tag rule you'll provide a search query with instance information.

The steps:

1) Go to Assets > Tags and click New Tag.

2) Choose the Cloud Asset Search tag rule.

3) Choose a Cloud Provider: AWS (EC2), GCP or AZURE

4) Enter a search query in the Query field (this example is for AWS/EC2). See the online
help for common search queries you can use.

AssetView v

Dashboard Assets  Templates

t= AssetView Assets Tags
& o e
Quick Filters O Business Units Tag Creation Tum helptips: On| Off Launchhelp 3¢
[JNotIn Use O £ant
[]Jin scope O [ canFTAG- Step 2 of 3 Set the tag type and rules
[ Favorite
[} cani_FIM
1 Tag details » Rule Engine () REQURED FELDS

9 Cloud Asset Search i
Tag Rule
[ Re-evaluate rule on save

3 Review And Confirm oudiRoiders
AWS(Ec2) ¥

Query®

aws.ec.instanceType:"t2. medium” and aws.ec2.region.name:"US West (Northern California)”

Test Rule Applicability on Selected Assets

Add Asset: | Select an asset N (L9 Test Applicability

20



Configure Connectors

Configure Connectors

Set up connectors and we’'ll start discovering resources that are present in your cloud
account.

Asset\iew v

Dashboard Assets  Templates  Connectors

s= Connector Management [PWICE | AZURE

Filter Results 4 | Create EC2Z Connector | Configure Base Account | Toggle Filters

Name
] Name “ AccountID Last Sync

AWS

Configure EC2 connectors for scanning EC2 instances for security issues using the Qualys
Cloud Platform. Go to the Connectors tab, select Create EC2 Connector and our wizard will
walk you through the steps - set up ARN authentication, select EC2 regions and activate
your EC2 assets for scanning.

Tip - We recommend you create at least one generic asset tag (for example EC2) and have
the connector automatically apply that tag to all imported assets. You can add more tags
to your EC2 assets based upon discovered EC2 metadata.

Watch Video Series | Download User Guide

Azure

Configure Azure connectors for scanning Microsoft Azure resources for security issues
using the Qualys Cloud Platform. Go to the Connectors > Azure tab, select Create Azure
Connector and our wizard will walk you through the steps.

Tip - We recommend you create at least one generic asset tag (for example Azure) and
have the connector automatically apply that tag to all imported assets. You can add more
tags to your Azure assets based upon discovered Azure metadata.
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