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Preface

Preface

Using the Qualys API, third parties can integrate their own applications with Qualys cloud
security and compliance solutions using an extensible XML interface. The APIs described
in this guide are available to customers using Qualys Cloud Platform (VM, PC).

About Qualys

Qualys, Inc. (NASDAQ: QLYS) is a pioneer and leading provider of cloud-based security and
compliance solutions. The Qualys Cloud Platform and its integrated apps help businesses
simplify security operations and lower the cost of compliance by delivering critical
security intelligence on demand and automating the full spectrum of auditing,
compliance and protection for IT systems and web applications.

Founded in 1999, Qualys has established strategic partnerships with leading managed
service providers and consulting organizations including Accenture, BT, Cognizant
Technology Solutions, Deutsche Telekom, Fujitsu, HCL, HP Enterprise, IBM, Infosys, NTT,
Optiv, SecureWorks, Tata Communications, Verizon and Wipro. The company is also a
founding member of the Cloud Security Alliance (CSA). For more information, please visit
www.qualys.com.

Contact Qualys Support

Qualys is committed to providing you with the most thorough support. Through online
documentation, telephone help, and direct email support, Qualys ensures that your
questions will be answered in the fastest time possible. We support you 7 days a week,
24 hours a day. Access support information at www.qualys.com/support/.


https://cloudsecurityalliance.org/
www.qualys.com
http://www.qualys.com/support/

Welcome
API Conventions

Welcome

The Qualys API allows third parties to integrate their own applications with Qualys cloud
security and compliance solutions using an extensible XML interface. APIs in this user
guide are supported using Qualys Cloud Platform (VM, PC).

We recommend you join our Community and subscribe to our API Notifications RSS Feeds
for announcements and discussions.

Get API Notifications

Join our Community
API Notifications RSS Feeds

API Conventions

Qualys User Account

Authentication with valid Qualys user account credentials is required for making Qualys
API requests to the Qualys API servers. These servers are hosted at the Qualys platform,
also referred to as the Security Operations Center (SOC), where your account is located. If
you need assistance with obtaining a Qualys account, please contact your Qualys account
representative.

Users with a Qualys user account may access the API functions. When a subscription has
multiple users, all users with any user role (except Contact) can use the Qualys API. Each
user’s permissions correspond to their assigned user role.

Qualys user accounts that have been enabled with VIP two-factor authentication can be
used with the Qualys API, however two-factor authentication will not be used when
making API requests. Two-factor authentication is only supported when logging into the
Qualys GUL
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https://community.qualys.com/login!input.jspa?registerOnly=true
https://community.qualys.com/login!input.jspa?registerOnly=true
https://community.qualys.com/community/notifications-api
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Qualys API Server URL

Qualys API Server URL

The Qualys API URL you should use for API requests depends on the Qualys platform
where your account is located.

Click here to identify your Qualys platform and get the API URL

This documentation uses the API server URL for Qualys US Platform 1
(https://qualysapi.qualys.com) in sample API requests. If you're on another platform,
please replace this URL with the appropriate server URL for your account.

Still have questions? You can easily find the API server URL for your account.
Just log in to your Qualys account and go to Help > About. You'll see this information
under Security Operations Center (SOC).

LaunchHelp [& x

Identified Services

Identified OS

Additional References

Qualys Web Service

Application Version:

Online Help Version:

SCAP Module Version:

Qualys External Scanners
Security Operations Center (SOC):
Scanner Version:

Vulnerability Signature Version:
Scanner Services

Qualys Scanner Appliances
Security Operations Center (SOC):
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8.9.0.2-2
8.9.28-1
1.2

64.39.96.0/20 (64.39.96.1-64.39.111.254)
9.0.29-1

2.3.492-2

3.0.12-1

- qualysguard.qualys.com:443

- qualysapi.qualys.com:443

- dist01.sjdc01.qualys.com:443

- nochost.sjdc01.qualys.com:443
- scanservice1.qualys.com:443

- all in 64.39.96.0/20



https://www.qualys.com/platform-identification/
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Making API requests

Curl samples in our API docs

We use curl in our API documentation to show an example how to form REST API calls,
and it is not meant to be an actual production example of implementation.

GET and POST Methods

Qualys API functions allow API users to submit parameters (name=value pairs) using the

GET and/or POST method. There are known limits for the amount of data that can be sent
using the GET method, and these limits are dependent on the toolkit used. Please refer to
the individual descriptions of the API function calls to learn about the supported methods
for each function.

Parameters in URLs

API parameters, as documented in this user guide, should be specified one time for each
URL. In the case where the same parameter is specified multiple times in a single URL, the
last parameter takes effect and the previous instances are silently ignored.

Date Format in APl Results

The Qualys API has adopted a date/time format to provide consistency and
interoperability of the Qualys API with third-party applications. The date format follows
standards published in RFC 3339 and ISO 8601, and applies throughout the Qualys AP

The date format is:

yyyy-mm-ddThh-mm-ssZ

This represents a UTC value (GMT time zone).

URL Encoding in API Code

You must URL encode variables when using the Qualys API. This is standard practice for
HTTP communications. If your application passes special characters, like the single quote
("), parentheses, and symbols, they must be URL encoded.

For example, the pound (#) character cannot be used as an input parameter in URLs. If “#”
is specified, the Qualys API returns an error. To specify the “#” character in a URL you must
enter the encoded value “%23”. The “#” character is considered by browsers and other
Internet tools as a separator between the URL and the results page, so whatever follows an
un-encoded “#” character is not passed to the Qualys API server and returns an error.

UTF-8 Encoding

The Qualys API uses UTF-8 encoding. The encoding is specified in the XML output header
as shown below.

<?xml version="1.0" encoding="UTF-8" ?>

12
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URL Elements are Case Sensitive

URL elements are case sensitive. The sample URL below will retrieve a previously saved
scan report that has the reference code “scan/987659876.19876”. The parameter name
“ref” is defined in lower-case characters. This URL will return the specified scan report:

https://qualysapi.qualys.com/msp/scan_report.php?
ref=scan/987659876.19876

The sample URL below is incorrect and will not return the specified scan report because
the parameter name “Ref” appears in mixed-case characters:

https://qualysapi.qualys.com/msp/scan_report.php?
Ref=s5can/987659876.19876

Decoding XML Reports

There are a number of ways to parse an XML file. Select the method which is most
appropriate for your application and its users. Qualys publishes DTDs for each report on
its Web site. For example, the scan list output DTD is found at the URL shown:

https://qualysapi.qualys.com/api/2.0/fo/scan/scan_list output.dtd
The URLs to current report DTDs are included with the function descriptions in this
document.

Occasionally Qualys updates the report DTDs. It is recommended that you request the
most recent DTDs from the Qualys platform to decode your reports. The URLs to the
report DTDs are included in this user guide.

Detailed information about each XML report is provided in the document Qualys API for
VM and Compliance XML/DTD Reference

Some parts of the XML report may contain HTML tags or other special characters (such as
accented letters). Therefore, many elements contain CDATA sections, which allow HTML
tags to be included in the report. “High” ASCII and other non-printable characters are
escaped using question marks.

API Limits

Qualys Cloud Platform enforces limits on the API calls subscription users can make. The
limits apply to the use of all APIs, except “session” API (session login/logout).

API controls are applied per subscription based on your subscription’s service level.
Default settings are provided and these may be customized per subscription by Qualys
Support.

There’s 2 controls defined per subscription:

- Concurrency Limit per Subscription (per API). The maximum number of API calls allowed
within the subscription during the configured rate limit period (as per service level).

13
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- Rate Limit per Subscription (per API). The period of time that defines a window when API
calls are counted within the subscription for each API. The window starts from the
moment each API call is received by the service and extends backwards 1 hour or 1 day.
Individual rate and count settings are applied (as per service level).

Click here to learn more about the controls and settings per service level.

How it works - Qualys checks the concurrency limit and rate limit each time an API
request is received. In a case where an API call is received and our service determines a
limit has been exceeded, the API call is blocked and an error is returned (the concurrency
limit error takes precedence).

Tracking API usage by user

You can track API usage per user without the need to provide user credentials such as the
username and password. Contact Qualys Support to get the X-Powered-By HTTP header
enabled. Once enabled, the X-Powered-By HTTP header is returned for each API request
made by a user. The X-Powered-By value includes a unique ID generated for each
subscription and a unique ID generated for each user. See sample headers below.

Click here to learn more.

HTTP Response Headers

Your subscription’s API usage and quota information is exposed in the HTTP response
headers generated by Qualys APIs (all APIs except “session” API).

The HTTP response headers generated by Qualys APIs are described below.

The HTTP status code “OK” (example: “HTTP/1.1 200 OK”) is returned in the header for
normal (not blocked) API calls. The HTTP status code “Conflict” (example: “HTTP/1.1 409
Conlflict”) is returned for API calls that were blocked.

Header Description

X-RateLimit-Limit Maximum number of API calls allowed in any given
time period of <number-seconds> seconds, where
<number-seconds> is the value of X-RateLimit-
Window-Sec.

X-RateLimit-Window-Sec Time period (in seconds) during which up to <number-
limit> API calls are allowed, where <number-limit> is
the value of X-RateLimit-Limit.

X-RateLimit-Remaining Number of API calls you can make right now before
reaching the rate limit <number-limit> in the last
<number-seconds> seconds.

X-RateLimit-ToWait-Sec The wait period (in seconds) before you can make the
next API call without being blocked by the rate limiting
rule.

X-Concurrency-Limit-Limit  Number of API calls you are allowed to run
concurrently.

14


https://www.qualys.com/docs/qualys-api-limits.pdf
https://www.qualys.com/docs/qualys-api-tracking-api-usage.pdf
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Header Description
X-Concurrency-Limit- Number of API calls that are running right now
Running (including the one identified in the current HTTP

response header).

X-Powered-By This header is only returned when the X-Powered-By
header is enabled for your subscription. It includes a
unique ID generated for each subscription and a
unique ID generated for each user. Click here to learn
more.

Sample HTTP Response Headers

Sample 1: Normal API call (API call not blocked)
Returned from API call using HTTP authentication.

HTTP/1.1 200 OK

Date: Fri, 22 Apr 2018 00:13:18 GMT
Server: gweb
X-Ratelimit-Limit: 15
X-RatelLimit-Window-Sec: 360
X-Concurrency-Limit-Limit: 3
X-Concurrency-Limit-Running: 1
X-RatelLimit-ToWait-Sec: 0
X-RatelLimit-Remaining: 4
Transfer-Encoding: chunked
Content-Type: application/xml

Sample 2: API Call Blocked (Rate Limit exceeded)
Returned from API call using HTTP authentication.

HTTP/1.1 409 Conflict

Date: Fri, 22 Apr 2018 00:13:18 GMT
Server: qgweb
X-RatelLimit-Limit: 15
X-RatelLimit-Window-Sec: 360
X-Concurrency-Limit-Limit: 3
X-Concurrency-Limit-Running: 1
X-RatelLimit-ToWait-Sec: 181
X-RatelLimit-Remaining: O
Transfer-Encoding: chunked
Content-Type: application/xml

Sample 3: API Call Blocked (Concurrency Limit exceeded)
Returned from API call using API session authentication.

15
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HTTP/1.1 409 Conflict

Date: Fri, 22 Apr 2018 00:13:18 GMT
Server: qgweb

Expires: Mon, 24 Oct 1970 07:30:00 GMT
Cache-Control: post-check=0,pre-check=0
Pragma: no-cache

X-RatelLimit-Limit: 15
X-RatelLimit-Window-Sec: 360
X-Concurrency-Limit-Limit: 3
X-Concurrency-Limit-Running: 3
Transfer-Encoding: chunked
Content-Type: application/xml

In case where the concurrency limit has been reached, no information about rate limits
will appear in the HTTP headers.

Sample 4: Tracking API usage through the X-Powered-By HTTP header

HTTP/1.1 200 OK
Date: Fri, 22 Apr 2018 00:13:18 GMT
Server: qweb

X-Powered-By: Qualys:USPOD1:d%a7e94c-0a9d-c745-82e9-
980877cc5043:£178afle-4049-7fce-81ca-75584feb8e93
X-Ratelimit-Limit: 15
X-RatelLimit-Window-Sec: 360
X-Concurrency-Limit-Limit: 3
X-Concurrency-Limit-Running: 1
X-RatelLimit-ToWait-Sec: 0
X-Ratelimit-Remaining: 4
Transfer-Encoding: chunked

Content-Type: application/xml

Once X-Powered-By HTTP header is enabled, information is returned in the following
format:

X-Powered-By Qualys:<POD_ID>:<SUB_UUID>:<USER_UUID>

Where,

POD_ID is the shared POD or a PCP. Shared POD is USPOD1, USPOD?2, etc.

SUB_UUID is the unique ID generated for the subscription

USER_UUID is the unique ID generated for the user

For example,

X-Powered-By: Qualys:USPOD1:d%a7e€94c-0a9d-c745-82e9-
980877ccb5043:£f178afle-4049-7fce-81lca-75584£feb8e93
You can use the USER_UUID to track API usage per user.

16
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Activity Log

You can view the Activity Log using the Qualys user interface and the Activity Log API
(/api/2.0/fo/activity_log). The Activity Log shows details about user actions taken.

To view the Activity Log, log into your Qualys account. Go to Users and click the Activity
Log tab. Select Filters > Recent API Calls. You'll see the API Processes list showing the API
calls subject to the API limits (all APIs except “session” API) made by subscription users
and/or updated by the service in the past week.

Tip - You can search the processes list to find API processes. You can search by process
state (Queued, Running, Expired, Finished and/or Blocked), by submitted date and by last
updated date. You can search for API processes that were blocked due to exceeding the API
rate limit and/or the API concurrency limit.

17
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Authentication to your account

Authentication with valid Qualys account credentials is required for making Qualys API
requests to the Qualys API servers. When calling the V2 APIs (i.e. APIs with /2.0/ as URL
element), users have the option to choose between session based authentication (using
login and logout operations) and basic HTTP authentication (method supported for V1
APIs (i.e. APIs with /msp/ as URL element).

What do I need to know?
Using the API Session Resource
Session Login

Session Logout

What do | need to know?

Here’s some things to know about making authenticated API requests to Qualys API
servers.

Required Header Parameter

The following header parameter must be included in all API calls using basic HTTP
authentication and session based authentication:

"X-Requested-With: <user description, like a user agent>"

Specifying the required “X-Requested-With” parameter helps to protect Qualys API users
from cross-site request forgery (CSRF) attacks.

Using Basic HTTP Authentication

Using this method, Qualys account credentials are transmitted using the “Basic
Authentication Scheme” over HTTPS for each API call. For information, see the “Basic
Authentication Scheme” section of RFC #2617:

http://www.fags.org/rfcs/rfc2617.html
The exact method of implementing authentication will vary according to which
programming language is used.
A sample asset/host API request (Curl) using basic HTTP authentication:

curl -H "X-Requested-With: Curl Sample" -u "acme abl2:passwd"
"https://qualysapi.qualys.com/api/2.0/fo/asset/host/?action=1ist"

18
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Using Session Based Authentication

Using Session Based Authentication

Using this method, the user makes a sequence of API requests as follows (supported for V2
API calls):

Step 1: Make session login request

Use the Qualys API session resource to make a login request. Upon success, the request
returns a session ID in the Set-Cookie HTTP header:

curl -H "X-Requested-With: Curl Sample" -D headers
-d "action=loging&username=acme_ abl2&password=<PASSWORD>"
"https://qualysapi.qualys.com/api/2.0/fo/session/"

Step 2: Make resource requests

Use the API resources to make API requests, as described in this user guide, and include
the session ID in the cookie header for each request.

You'll notice the session cookie (QualysSession) was extracted from the “headers” file
contents returned from the session login API call (Step 1 above):

curl -H "X-Requested-With: Curl Sample"

-b "QualysSession=7le6cda2a35d2cd404cddaf305ea0208; path=/api;
secure" -d "action=list"
"https://qualysapi.qualys.com/api/2.0/fo/report/"

Step 3: Make session logout request

Once logged in to Qualys you can make multiple API requests. Use the Qualys API
session resource to logout of the current session. Logging out of the session closes the
open session and ensures secure, ongoing access to your account. Access may be denied if
a user makes too many session login requests without closing sessions properly:

curl -H "X-Requested-With: Curl Sample"

-b "QualysSession=10b8eb6d4553b4dlecb860c2b3c247d4; path=/api;
secure" -d "action=logout"
"https://qualysapi.qualys.com/api/2.0/fo/session/"

Using the API Session Resource

Sessions created using the Qualys API via the session resource are equivalent in every
way to sessions created by users logging into the Qualys user interface. Too many open
sessions, whether created via the API and/or via user interface login, will lock out new
session login attempts from both interfaces (user and API).
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The request URL has several elements. The following elements appear in every request
URL based on the API V2 architecture.

URL element Description

qualysapi.qualys.com:443 FQDN of the Qualys API server and option port (443 if
specified).

api Qualys Application component name.

2.0 Qualys API version number.

fo Qualys interface component name.

session|scan|report or other Qualys API resource name, i.e. session or some other

component name component like scan or report etc.

action={value} Qualys API resource-specific action. In the sample session

login URL above, the action is “login”.

Session Login Request

The session login request includes the Qualys user login credentials, the request URL, and
the location where the HTTP response headers will be saved.

The sample API call below saves the HTTP headers in a local file named “headers™:

curl -H "X-Requested-With: Curl Sample" -D headers
-d "action=login&username=acme_ abl2&password=<PASSWORD>"
"https://qualysapi.qualys.com/api/2.0/fo/session/"

If you do not wish to store this information in the “headers” file, you can save the HTTP
header in a cookie as shown below:

curl -H "X-Requested-With: Curl Sample" -c cookie.txt
-d "action=login&username=acme_ abl2&password=<PASSWORD>"
"https://qualysapi.qualys.com/api/2.0/fo/session/"

Upon success, the sample Qualys API call returns an XML response with the message
“Logged in” and the Qualys API session ID in the Set-Cookie HTTP header. See “HTTP
Response Headers” for further information.

Resource Requests

When session based authentication is used, the session cookie returned in the XML
response from the session login request must be included in the cookie header of
subsequent API requests. Multiple API requests can be made using the same session
cookie (this is supported using V2 API requests).

The resource request includes the Qualys user login credentials, the Qualys API session ID,
the request URL, and the location where the HTTP response headers are saved.

The sample API request below is used to request a list of reports in the user’s Report Share
storage space. You'll notice the session cookie (QualysSession) was extracted from the
“headers” file contents returned from the session login API call.
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curl -H "X-Requested-With: Curl Sample"

-d "action=list"

-b "QualysSession=7le6cda2a35d2cd404cddaf305ea0208; path=/api;
secure" "https://qualysapi.qualys.com/api/2.0/fo/report/"

If you saved the HTTP response headers (from the session login request) in a cookie file,
make an API request to obtain the cookie from the cookie file as shown below:

curl -H "X-Requested-With: Curl Sample"
-d "action=list"
-b "cookie.txt"™ "https://qualysapi.qualys.com/api/2.0/fo/report/"

Upon success, the sample report list API call returns an XML response listing the reports in
the user’s Report Share. In progress and completed reports are included.

HTTP Response Headers

These API requests return HTTP response headers: session login requests, session logout
requests, and fetch (download) report requests. These requests provide information to the
third party application about the XML output.

Sample XML output showing HTML response headers returned from a session logout
request:

HTTP/1.1 200 OK

Date: Wed, 20 Jun 2007 16:21:03 GMT
Server: gqweb/3.3h

Set-Cookie: QualysSession=7le6cda?2a35d2cd404cddaf305€a0208;
path=/api; secure

Expires: Mon, 24 Oct 1970 07:30:00 GMT
Cache-Control: post-check=0,pre-check=0
Pragma: no-cache

Connection: close

Transfer-Encoding: chunked
Content-Type: text/xml

Sample XML output showing HTML response headers returned from a fetch (download)
report request, where the report format is HTML:

HTTP/1.1 200 OK

Date: Wed, 20 Jun 2007 16:36:42 GMT
Server: gqweb/3.3h

Expires: Mon, 24 Oct 1970 07:30:00 GMT
Cache-Control: post-check=0,pre-check=0
Pragma: no-cache

Content-Disposition: attachment;
filename=scan report 1182357402.zip
Content-length: 98280

Connection: close
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Content-Type: application/zip

Expires HTTP Header - For the Expires header, Qualys complies with RFC #2109 and sets
the Expires date to an old date (a date long in the past). Currently Qualys sets the Expires
date to “Mon, 24 Oct 1970 07:30:00 GMT". Note that Qualys cookie expiration is managed
on the server side, and Qualys does not rely on clients to drop their expired cookies.

Session Logout Request

A sample session logout request (POST method) is shown below. Upon success, the sample
Qualys API call returns an XML response with the message “Logged out”.

curl -H "X-Requested-With: Curl Sample"

-d "action=logout"

-b "QualysSession=71le6cda2a35d2cd404cddaf305ea0208; path=/api;
secure" "https://qualysapi.qualys.com/api/2.0/fo/session/"

See “Session Logout” below for further information.

Session Timeout

Every Qualys user account has a session timeout setting. This setting is configurable at
the subscription level by Manager users in the Qualys user interface (go to Users > Setup >
Security). For a new subscription, this is set to 60 minutes.

The session timeout applies to sessions started using the user interface and sessions
started using the Qualys APIs, including APIs based on the new API architecture.

When you launch a scan or report (using Report Share), the task is launched in the
background, and processing does not timeout until the task has completed.

Session Login
/api/2.0/fo/session/?action=login

[POST]

Make a request to Qualys API server for session login.

A session login request is used to authenticate to the Qualys API and receive a Qualys API
session ID, which must be included in the cookie header of subsequent API resource
requests.

Input Parameters

Parameter Description
action=login (Required) A flag used to make a session login request.
username (Required) The user name (login) of a Qualys user account.
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Parameter Description

password (Required) The password of a Qualys user account.

When using -d in the curl request for login, you must URL
encode any special characters in the password. For
example, if your password is Peas+Carrots then you must
specify it as password=Peas%2BCarrots or authentication
will not be successful.

When using -u in the curl request for login, you can enter
the password as is without URL encoding special
characters. Using the same example, you'd specify
password=Peas+Carrots as part of the request.

echo_request={0|1} (Optional) Specifies whether to echo the request’s input
parameters (names and values) in the XML output. When
not specified, parameters are not included in the XML
output. Specify 1 to view parameters in the XML output.

A sample session login request (POST method) is shown below. Upon success, the sample
Qualys API call returns an XML response with the message “Logged in” and the Qualys API
session ID as shown.

curl -H "X-Requested-With: Curl Sample" -D headers.4
-d "action=login&username=acme_ abl2&password=<PASSWORD>"
"https://qualysapi.qualys.com/api/2.0/fo/session/"

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE GENERIC SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">

<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2007-06-20T16:21:04%</DATETIME>
<TEXT>Logged in</TEXT>
</RESPONSE>
</SIMPLE_RETURN>

cat headers.4

HTTP/1.1 200 OK

Date: Wed, 20 Jun 2007 16:21:03 GMT

Server: gweb/3.3h

Set-Cookie: QualysSession=7le6cda2a35d2cd404cddaf305ea0208;
path=/api; secure

Expires: Mon, 24 Oct 1970 07:30:00 GMT

Cache-Control: post-check=0,pre-check=0

Pragma: no-cache
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Connection: close
Transfer-Encoding: chunked
Content-Type: text/xml

Session Logout
/api/2.0/fo/session/?action=logout

[POST]

Make a request to Qualys API server for session logout.

When you're done making V2 API resource requests, the third party application must
make a session logout request. This results in closing the session ID for the user’s account,
preventing future API requests from running.

Input Parameters

Parameter Description
action=logout (Required) A flag used to make a session logout request.
echo_request={0|1} (Optional) Specifies whether to echo the request’s input

parameters (names and values) in the XML output. When
not specified, parameters are not included in the XML
output. Specify 1 to view parameters in the XML output.

A sample session logout request (POST method) is shown below. Upon success, the sample
Qualys API call returns an XML response with the message “Logged out” as shown.

curl -H "X-Requested-With: Curl Sample"

-d "action=logout"

-b "QualysSession=7le6cda2a35d2cd404cddaf305ea0208; path=/api;
secure" "https://qualysapi.qualys.com/api/2.0/fo/session/"

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE GENERIC SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2007-06-20T21:50:37Z</DATETIME>
<TEXT>Logged out</TEXT>
</RESPONSE>
</SIMPLE_RETURN>

cat headers.18

HTTP/1.1 200 OK
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Date: Wed, 20 Jun 2007 21:50:36 GMT

Server: gweb/3.3h

Expires: Mon, 24 Oct 1970 07:30:00 GMT

Cache-Control: post-check=0,pre-check=0

Pragma: no-cache

Set-Cookie: QualysSession=7le6cda?2a35d2cd404cddaf305€a0208;
expires=Wed, 13-Jun-2007 21:50:37 GMT; path=/fo

Connection: close

Transfer-Encoding: chunked

Content-Type: text/xml
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Scans

Launch and manage vulnerability scans, compliance scans, discovery scans (maps).
VM Scans | Compliance Scans | Cloud Perimeter Scans
VM Scan Schedules | PC Scan Schedules

Scan List Parameters | Scan Parameters | Cloud Perimeter Scan Parameters | Scan
Schedule Parameters

VM Scan Statistics

VM Scan Summary | Scan Summary

Scanner Details

Share PCI Scan

Discovery Scans (maps) | Domain List | Add/Edit Domain
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VM Scans

The VM Scan API (/api/2.0/fo/scan/) is used to obtain a list of vulnerability scans in your
account and to take actions on them like cancel, pause, resume, and fetch (download)
finished results.

Express Lite: This API is available to Express Lite users.

Permissions

User Role Permissions
Manager Manage scans on all IPs in the subscription.
Unit Manager Launch, list and fetch scans on IPs in the user’s business

unit. And take actions on scans launched by users in the
same business unit (cancel, pause, resume and delete).

Scanner Launch, list and fetch scans on IPs in the user’s account.
And take actions on scans that the user owns (cancel,
pause, resume and delete).

Reader View scans with targets containing IPs in the user’s
account. Download scan results when the target includes
at least one IP in the user’s account.

Auditor No permissions.

VM Scan List
/api/2.0/fo/scan/?action=list
[GET] [POST]

List vulnerability scans in the user’s account. By default the XML output lists scans
launched in the past 30 days.
Input Parameters

The input parameters for requesting a VM scan list are shown below. See Scan List
Parameters for complete details.

Type Parameter List
Request action=list (required), echo_request
Scan List Filters scan_ref, state, processed, type, target, user_login,

launched_after_datetime, launched_before_datetime,
scan_type=certview, scan_type=ec2certview, client_id and
client_name (only for Consultant type subscriptions)

Show/Hide Information show_ags, show_op, show_status, show_last, ignore_target
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Samples
List all scans in the user account.

curl -H "X-Requested-With: Curl Sample"

-b "QualysSession=71le6cda2a35d2cd404cddaf305ea0208; path=/api;
secure" "https://qualysapi.qualys.com/api/2.0/fo/scan/
?action=listé&echo request=l&show ags=1l&show op=1"

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SCAN_LIST OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/scan/scan_list output.dtd
">
<SCAN LIST OUTPUT>
<REQUEST>
<DATETIME>2018-05-25T12:28:297Z</DATETIME>
<USER_LOGIN>acme ab</USER_LOGIN>
<RESOURCE>https://qualysapi.qualys.com/api/2.0/fo/scan/
</RESOURCE>
<PARAM LIST>
<PARAM>
<KEY>action</KEY>
<VALUE>1ist</VALUE>
</PARAM>
<PARAM>
<KEY>echo request</KEY>
<VALUE>1</VALUE>
</PARAM>
<PARAM>
<KEY>show_ags</KEY>
<VALUE>1</VALUE>
</PARAM>
<PARAM>
<KEY>show op</KEY>
<VALUE>1</VALUE>
</PARAM>
</PARAM LIST>
</REQUEST>
<RESPONSE>
<DATETIME>2018-05-25T12:28:297Z</DATETIME>
<SCAN_LIST>
<SCAN>
<REF>scan/1187117392.587</REF>
<TYPE>On-Demand</TYPE>
<TITLE><! [CDATA [Web Servers 09/25]]1></TITLE>
<USER_LOGIN>acme ab</USER_LOGIN>
<LAUNCH_DATETIME>2018—05—25—25T08:10:43Z</LAUNCH_DATETIME>
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<DURATION>00:05:16</DURATION>
<PROCESSED>1</PROCESSED>
<STATUS>
<STATE>Finished</STATE>
</STATUS>
<TARGET><! [CDATA[10.10.10.10-10.10.10.113]1></TARGET>
<OPTION_ PROFILE>
<TITLE><![CDATA[Initial Options]]></TITLE>
<DEFAULT7FLAG>1</DEFAULT7FLAG>
</OPTION PROFILE>
</SCAN>
<SCAN>
<REF>scan/1169604974.6553</REF>
<TYPE>Scheduled</TYPE>
<TITLE><! [CDATA [Web Servers]]></TITLE>
<USER_LOGIN>acme sb3</USER_LOGIN>
<LAUNCH_DATETIME>2018—05—24T15:40:OZZ</LAUNCH_DATETIME>
<DURATION>00:05:16</DURATION>
<PROCESSED>0</PROCESSED>
<STATUS>
<STATE>Finished</STATE>
</STATUS>
<TARGET><! [CDATA[10.10.10.10-10.10.10.113]1></TARGET>
<OPTION_ PROFILE>
<TITLE><![CDATA[Initial Options]]></TITLE>
<DEFAULT7FLAG>1</DEFAULT7FLAG>
</OPTION_ PROFILE>
</SCAN>
</SCAN LIST>
</RESPONSE>
</SCAN_LIST OUTPUT>

List all running scans that were launched by the user with the login ID “acme_ab”™

curl -H "X-Requested-With: Curl Sample"

-b "QualysSession=71le6cda2a35d2cd404cddaf305ea0208; path=/api;
secure" "https://qualysapi.qualys.com/api/2.0/fo/scan/
?action=list&state=Running&user login=acme_ ab"

List all scheduled scans that were launched after June 5, 2018.

curl -H "X-Requested-With: Curl Sample"

-b "QualysSession=7le6cda2a35d2cd404cddaf305ea0208; path=/api;
secure" "https://qualysapi.qualys.com/api/2.0/fo/scan/
?action=list&type=Scheduled&launched after datetime=2018-06-05"
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List all scans for AFCO Company client (only for Consultant type subscriptions).

curl -u "USERNAME:PASSWORD"™ -H "content-type:
text/xml""https://qualysapi.qualys.com/api/2.0/fo/scan/?action=1is
t&client name=AFCO Company"

DTD
<platform API server>/api/2.0/fo/scan/scan_list_output.dtd

List Last ‘N’ Scan References for a Schedule
api/2.0/fo/scan/schedules/runhistory/?action=list
[GET]

Provides a list of the most recent "N" scan references associated with a particular schedule
ID, allowing you to monitor and track automated scans initiated for that schedule.

Note: This API does not work for MAP schedule scan ids.

Input Parameters

Parameter Description

action=list (Required)

schedule_scan _ids (Required) Specify schedule ids in a comma-separated list.
Maximum 500 schedule ids are supported.

output_format %Optional) Specify output file format. Default value is “xml”
ormat.

Supported values are “xml” & “json”.

schedule_executions_count (Optional) Specify a schedule execution count. You can specify a
value form 1 to 10. When not specified, 3 is taken as the default.

Sample
List the last 'n' scan references for the given schedule IDs.

APl request:

curl --location

'<qualys base url>/api/2.0/fo/scan/schedules/runhistory/?action=11
st&output format=xml&schedule executions count=4&schedule scan ids
=99446%2C85403%2C144180%2C144181%2C6666%2C657657%2C125485" \
--header 'X-Requested-With: test' \

--header 'Authorization: Basic <token>'

XML output:

<?xml version="1.0" encoding="UTF-8"?>
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<!DOCTYPE SCHEDULES RUN HISTORY SYSTEM
"<platform API servgr>/gpi/2.0/fo/scan/schedules/runhistory/output
.dtd"> -
<SCHEDULES RUN HISTORY>
<RESPONSE>
<DATETIME>2023-01-09T14:57:517Z</DATETIME>
<SCHEDULE LIST>
<SCHEDULE 1d="85403">
<SCHEDULE_ID>85403</SCHEDULE_ID>
<SCHEDULE RUN HISTORY>
<SCHEDULE RUN>
<SCAN LAUNCH INFO>
<SCAN ID>99408</SCAN ID>

<SCAN_REFERENCE>scan/1634824016.99408</SCAN_ REFERENCE>
<LAUNCH_DATETIME>2021—10—2l
13:46:56</LAUNCH7DATETIME>
<TITLE>test9090</TITLE>
<TARGET>10.20.30.40</TARGET>
<STATUS>FINISHED</STATUS>
<DURATION>86 Seconds</DURATION>
<NBHOST>0</NBHOST>
<SUBSCRIPTION71D>23763O</SUBSCRIPTION71D>
<OPTIONiPROFILEiTITLE>Initial
Options</OPTION_PROFILE_TITLE>
<IS_PROCESSED>1</IS PROCESSED>
</SCAN_LAUNCH INFO>
</SCHEDULE_RUN>
</SCHEDULE7RUN7HISTORY>
</SCHEDULE>
<SCHEDULE id="9944¢6">
<SCHEDULE_ID>99446</SCHEDULE_ID>
<SCHEDULE RUN_ HISTORY>
<SCHEDULE RUN>
<SCAN_ LAUNCH INFO>
<SCAN_ID>99561</SCAN ID>

<SCAN_REFERENCE>Scan/1635442781.99561</SCAN_REFERENCE>
<LAUNCH_DATETIME>2021—10—28
17:39:41</LAUNCH_DATETIME>
<TITLE>test_555</TITLE>
<TARGET>1list of target ips</TARGET>
<STATUS>FINISHED</STATUS>
<DURATION>434 Seconds</DURATION>
<NBHOST>0</NBHOST>
<SUBSCRIPTION_ID>237630</SUBSCRIPTION_ID>
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<OPTION PROFILE TITLE>Initial
Options</OPTION PROFILE TITLE>
<IS_PROCESSED>1</IS_PROCESSED>
</SCAN LAUNCH_ INFO>
</SCHEDULE_RUN>
<SCHEDULE_RUN>
<SCAN_LAUNCH INFO>
<SCAN_ID>99554</SCAN_ID>

<SCAN7REFERENCE>Scan/l635431408.99554</SCAN7REFERENCE>
<LAUNCH_DATETIME>2021—10—28
14:30:08</LAUNCH_DATETIME>
<TITLE>test 898</TITLE>
<TARGET>10.20.30.40</TARGET>
<STATUS>FINISHED</STATUS>
<DURATION>9 Seconds</DURATION>
<NBHOST>0</NBHOST>
<SUBSCRIPTION_ID>237630</SUBSCRIPTION_ID>
<OPTION_PROFILE_TITLE>Initial
Options</OPTION_PROFILE_TITLE>
<IS_PROCESSED>1</IS PROCESSED>
</SCAN_LAUNCH_INFO>
</SCHEDULE RUN>
<SCHEDULE RUN>
<SCAN_LAUNCH_ INFO>
<SCAN ID>99553</SCAN ID>

<SCAN7REFERENCE>Scan/l635431408.99553</SCAN7REFERENCE>
<LAUNCH7DATETIME>2021—10—28

14:30:O8</LAUNCH_DATETIME>
<TITLE>test9090</TITLE>
<TARGET>10.20.30.40</TARGET>
<STATUS>FINISHED</STATUS>
<DURATION>79 Seconds</DURATION>
<NBHOST>0</NBHOST>
<SUBSCRIPTION_ID>237630</SUBSCRIPTION_ID>
<OPTION_PROFILE_TITLE>Initial

Options</OPTION_PROFILE_TITLE>
<IS PROCESSED>1</IS PROCESSED>

</SCAN_LAUNCH_INFO>
</SCHEDULE RUN>
</SCHEDULE RUN_HISTORY>
</SCHEDULE>
</SCHEDULE_LIST>
</RESPONSE>
</SCHEDULES_RUN_HISTORY>
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DTD

<platform_API server>/api/2.0/fo/scan/schedules/runhistory/output.dtd

Launch VM Scan
/api/2.0/fo/scan/?action=launch

[POST]

Launch vulnerability scan in the user’s account.

Good to Know

- The Launch Scan API is asynchronous. When you make a request to launch a scan using
this API, the service will return a scan reference ID right away and the call will quit
without waiting for the complete scan results.

- When you launch a VM scan using the API, we check to see if the IPs in the scan target
are available to the user making the scan request. To determine this, we check that each IP
is in the subscription, in the VM license, and in the user’s assigned scope. If any IP in the
target is not available to the user, then it will be skipped from the scan job.

For example, let’s say you specify the IP range 10.10.10.100-10.10.10.120, but IPs
10.10.10.115 and 10.10.10.120 are not available to you. In this case, we will launch the scan
on 10.10.10.100-10.10.10.114, 10.10.10.116-10.10.10.119, and we’ll skip 10.10.10.115 and
10.10.10.120.

- Using networks? Choose the Global Default Network to scan IPs on your network
perimeter.

Input Parameters

The input parameters for launching a VM scan are shown below. See Scan Parameters for
complete details.

Type Parameter List

Request action=launch (required), echo_request,
runtime_http_header

Scan Title scan_title

Option Profile option_id or option_title

Scanner Appliance iscanner_id or iscanner_name, ec?2_instance_ids

Processing Priority priority

Asset IPs/Groups ip, asset_group_ids, asset_groups, exclude_ip_per_scan,

default_scanner, scanners_in_ag
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Type Parameter List

Asset Tags target_from=tags, use_ip_nt_range_tags_include,
use_ip_nt range_tags_exclude, use_ip_nt_range_tags,
tag_include_selector, tag_exclude_selector, tag_set_by,
tag_set_exclude, tag set_include

Network ip_network_id (when the Network Support feature is
enabled)

Client client_id and client_name (only for Consultant type
subscriptions)

Sample - Launch scan on IP address

APl request:
curl -H "X-Requested-With: Curl" -u "USERNAME:PASSWORD" -X "POST"
-d
"action=launché&scan_ title=My+Vulnerability+Scan&ip=10.10.10.10&0pt
ion id=43165&iscanner name=scannerl"
"https://qualysapi.qualys.com/api/2.0/fo/scan/" > outputfile.txt

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2013-01-15T21:32:40Z</DATETIME>
<TEXT>New vm scan launched</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>136992</VALUE>
</ITEM>
<ITEM>
<KEY>REFERENCE</KEY>
<VALUE>scan/1358285558.36992</VALUE>
</ITEM>
</ITEM7LIST>
</RESPONSE>
</SIMPLE_RETURN>
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Sample - Launch Scan Samples

API request (FODN only):

curl -H "X-Requested-With: Curl" -u "USERNAME:PASSWD" -X "POST" -d
"action=launché&option title=Initial+Options&fgdn=domain.qualys.com
&iscanner name=scanner_us"

"https://qualysapi.qualys.com/api/2.0/fo/scan/" > outputfile.txt

API request (FODN and asset group):

curl -H "X-Requested-With: Curl" -u "USERNAME:PASSWD" -X "POST" -d
"action=launché&option title=Initial+Options&fgdn=domain.qualys.com
&iscanner name=scanner usé&scan_ title=My+Scané&asset groups=My+AG"
"https://qualysapi.qualys.com/api/2.0/fo/scan/" > outputfile.txt

Sample - Launch scan using asset tags

API request:

curl -H "X-Requested-With: Curl" -u "USERNAME:PASSWD" -X "POST" -d
"action=launché&scan_ title=My+Vulnerability+Scan&target from=tagsé&t
ag_set by=nameé&tag set include=Windowsé&option id=43165&iscanner na
me=scannerl" "https://qualysapi.qualys.com/api/2.0/fo/scan/" >
file.txt

Sample - Launch scan using All Scanners in Network
APl request:

curl -u "username:password" -H "X-Requested-With:curl demo" -d
"action=launché&scan title=scan3&option title=Initial+Options&ip ne
twork i1d=12807913&scanners in network=l&asset groups=AGl-GDN"
"https://qualysapi.qualys.com/api/2.0/fo/scan/"

Launch VM Scan on EC2 assets

/api/2.0/fo/scan/?action=launch

[POST]

Launch vulnerability scan on your Amazon EC2 hosts (in your Amazon Web Services
account).

A few things to consider...
- EC2 Scanning must be enabled for your Qualys account.
- Managers and Unit Managers can launch EC2 scans.

- Before scanning you'll need to complete some set up steps. See Securing Amazon Web
Services with Qualys
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The input parameters for launching an EC2 scan are shown below. See Scan Parameters

for complete details.

Type Parameter List
Request action=launch (required), echo_request
Scan Title scan_title

EC2 environment

connector_name (required), ec2_endpoint (required)

Option Profile

option_id or option_title

Scanner Appliance

iscanner_id or iscanner_name

Processing Priority

priority

Target Hosts

Note: You can use either
ec?_instance_ids or tags
parameter or both

target_from=tags
Use tags to select the EC2 hosts you want to scan.

These parameters provide separate options for including
and excluding tags for network IP ranges.

use_ip_nt range_tags_include={0|1} (default in bold)
Important - This cannot be set to “1” for EC2 scanning.
use_ip_nt_range_tags_exclude={0|1} (default in bold)
Important - This cannot be set to “1” for EC2 scanning.

This parameter has been replaced with the include/exclude
options above but it is still supported.
use_ip_nt_range_tags={0|1} (default in bold)

Important - This cannot be set to “1” for EC2 scanning.

These tag parameters are used to select tags:
tag set_include=(tagl,tag?,...} (required)
tag_set_exclude=({tagl,tag2,...} (optional)
tag_include_selector={any|all} (default in bold)
tag_exclude_selector={any|all} (default in bold)
tag_set_by={id|name} (default in bold)

ec?2_instance_ids={value}

The ID of the target EC2 instance to launch the VM or
compliance scan. Multiple ec2 instance ids are comma
separated. You can add up to maximum 10 instance Ids.

Sample - Launch EC2 Vulnerability scan

Launch an EC2 vulnerability scan using the connector “EC2_Connector” on assets that
match tags with IDs 1558997 and 1559222.

API request:

curl -H "X-Requested-With: Curl" -u "USERNAME:PASSWD" -X "POST" -d
"action=launché&scan title=My+EC2+Scan&connector name=ECZ2 Connector
&ec2 endpoint=us-east-l&target from=tags&use ip nt range tags=0
&tag _include selector=any&tag set by=idé&tag set include=1558997,15
59222&option id=43165&iscanner name=EC2-1"
"https://qualysapi.qualys.com/api/2.0/fo/scan/" > outputfile.txt
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XML output:
<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-02-25T21:32:40Z</DATETIME>
<TEXT>New vm scan launched</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>136992</VALUE>
</ITEM>
<ITEM>
<KEY>REFERENCE</KEY>
<VALUE>scan/1358285558.36992</VALUE>
</ITEM>
</ITEM_LIST>
</RESPONSE>
</SIMPLE_ RETURN>

Sample - Launch EC2 Vulnerability scan for EC2 instance
Launch a VM scan on EC2 instances using the parameter ec?_instance_ids.

This sample is for a vulnerability scan with a mix of valid and invalid instance IDs. The
scan is launched on the valid instance IDs and the invalid instance IDs are listed in the
output with the reasons they were considered invalid. Some did not belong to the EC2
environment and some were not activated for VM.

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -d
"action=launché&scan_ title=Sample2&connector name=EC2
Connectoré&ec2 endpoint=us-east-l&option title=Initial
Optionsé&iscanner name=EC2 Scanneré&ec?2 instance ids=i-
01f234ce567ae890f, i~ - - B
Obel2cb3da4567e8a,1i-0d1£23d4ba5c67e8b,i-0123e456£7890£123, i~
012£f3ceb4a5d6789d,1-0c123e4£567890123,1i-012345a67bba89012, i-
Olba23a45cba678af,1-012345678dfc90efe,i-0abl2e3456baadeb7"
"https://qualysapi.qualys.com/api/2.0/fo/scan/"

XML output:

<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/scan/dtd/launch output.dt
a">
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<SIMPLE RETURN>

<RESPONSE>

<DATETIME>2021-11-19T09:13:217Z</DATETIME>

<TEXT>New vm scan launched</TEXT>

<NOTIFICATION>The following instances were skipped because they do
not belong to the selected EC2 environment: i-012f3ceb4a5d6789d,1i-
0c123e4f567890123, i-012345a67bba89012. The following instances
were skipped because they are not activated for VM: i-
Olba23a4d45cbaoc78af, 1-012345678dfc90efe, i-
O0abl2e3456baadeb7.</NOTIFICATION>

<ITEM LIST>

<ITEM>

<KEY>ID</KEY>

<VALUE>1140800</VALUE>

</ITEM>

<ITEM>

<KEY>REFERENCE</KEY>

<VALUE>scan/1637313199.40800</VALUE>

</ITEM>

</ITEM7LIST>

</RESPONSE>

</SIMPLE RETURN>

Manage VM Scans
/api/2.0/fo/scan/?action={action}

Take actions on vulnerability scans in their account, like cancel, pause, resume, delete
and fetch completed scan results.

Parameter Description

action={action} (Required) One action required for the request:
cancel - Stop a scan in progress (POST method)
pause - Stop a scan in progress and change status to “Paused”
(POST method)
resume - Restart a scan that has been paused (POST method)
delete - Delete a scan in your account (POST method)
fetch - Download scan results for a scan with status of
“Finished”, “Canceled”, “Paused” or “Error” (GET or POST method)

echo_request={0|1} (Optional) Specify 1 to echo the input parameters in the XML
output. When unspecified, parameters are not listed in the XML
output.

scan_ref={value} (Required) The scan reference for a vulnerability scan. This will

have the format: scan/nnnnnnnnnn.nnnnn
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Description

action={action}

(Required) An action for the request:

cancel - stop a scan in progress, “Running” or “Paused”

pause - stop a scan in progress and change status to “Paused”
resume - restart a scan that has been paused

fetch - download scan results for a scan with the status
“Finished”, “Canceled”, “Paused” or “Error”.

echo_request={0|1}

(Optional) Specifies whether to echo the request’s input
parameters (names and values) in the XML output. When not
specified, parameters are not included in the XML output.
Specify 1 to view parameters in the XML output.

scan_ref={value}

(Required) Specifies a scan reference. A scan reference has the
format “scan/987659876.19876”.

ips={value}

(Optional for a fetch request) Show only certain IP
addresses/ranges in the scan results. One or more IPs/ranges
may be specified. A range entry is specified using a hyphen (for
example, 10.10.10.1-10.10.10.20). Multiple entries are comma
separated.

mode={brief|extended)}

(Optional for fetch request) The verbosity of the scan results
details: brief (the default) or extended. The brief output includes
this information: IP address, DNS hostname, NetBIOS hostname,
QID and scan test results if applicable. The extended output
includes the brief output plus this extended information:
protocol, port, an SSL flag (“yes” is returned when SSL was used
for the detection, “no” is returned when SSL was not used), and
FQDN if applicable.

output_format={esv]json|
csv_extended|
json_extended}

(Optional for fetch request) The output format of the
vulnerability scan results. A valid value is: csv (the default), json
(for JavaScript Object Notation(), csv_extended, json_extended.
Click here for information on Scan Results JSON

client_id={value}

(Optional for fetch request) Id assigned to the client (Consultant
type subscription only). Parameter client_id or client_name may
be specified for the same request.

client_name={value}

(Optional for fetch request) Name of the client (Consultant type
subscription only). Parameter client_id or client_name may be
specified for the same request.

Samples - Take actions on scans

Cancel a scan (POST method) is shown below.

curl -H "X-Requested-With: Curl Sample"

-d "action=cancelé&scan ref=234234234.12345"

-b "QualysSession=7le6cda2a35d2cd404cddaf305ea0208; path=/api;
secure" "https://qualysapi.qualys.com/api/2.0/fo/scan/"
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Pause a scan (POST method) is shown below.

curl -H "X-Requested-With: Curl Sample"

-d "action=pauseé&scan ref=234234234.12345"

-b "QualysSession=7le6cda2a35d2cd404cddaf305ea0208; path=/api;
secure" "https://qualysapi.qualys.com/api/2.0/fo/scan/"

Resume a scan (POST method) is shown below.

curl -H "X-Requested-With: Curl Sample"

-d "action=resume&scan ref=234234234.12345"

-b "QualysSession=7le6cda2a35d2cd404cddaf305ea0208; path=/api;
secure" "https://qualysapi.qualys.com/api/2.0/fo/scan/"

Fetch/download a scan result is shown below.

DTD

curl -H "X-Requested-With: Curl Sample"

-d "action=fetch&scan ref=234234234.12345"

-b "QualysSession=71le6cda2a35d2cd404cddaf305ea0208; path=/api;
secure" "https://qualysapi.qualys.com/api/2.0/fo/scan/"

<platform API server>/api/2.0/simple_return.dtd
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Compliance Scans

The Compliance Scan API (/api/2.0/fo/scan/compliance/) is used to launch compliance
scans, get a list of compliance scans in your account and manage them. The SCAP Scan
API (/api/2.0/fo/scan/scap/) is used to get a list of SCAP scans in your account.

Permissions

Note: The Compliance Scan APIs are available as part of one of the following subscription
combinations only:

- PC and API add-on
- PC, SCA, and API add-on
- VMDR, SCA, and API add-on

Role-based user permissions are described below.

User Role Permissions

Manager Manage compliance scans on all compliance IPs in the
subscription.

Unit Manager When the "Manage compliance” permission is enabled in the

user’s account settings: 1) ability to launch, list and fetch
compliance scans on IPs in the user’s business unit, 2) ability to
take actions on scans launched by users in the same business
unit (cancel, pause, resume and delete).

Scanner When the "Manage compliance” permission is enabled in the
user’s account settings: 1) ability to launch, list and fetch
compliance scans on IPs in the user’s account, 2) ability to take
actions on scans that the user owns (cancel, pause, resume and

delete).
Reader No permissions to manage compliance scans.
Auditor No permissions to manage compliance scans.
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Compliance Scan List
/api/2.0/fo/scan/compliance/ with action=list

[GET] [POST]

List of compliance scans in your account. By default the XML output lists scans launched
in the past 30 days.

The input parameters for requesting a PC scan list are below. See Scan List Parameters for
complete details.

Type Parameter List
Request action=list (required), echo_request
Scan List Filters scan_id (compliance scan ID), scan_ref, state, processed,

type, target, user_login, launched_after_datetime,
launched_before_datetime, client_id and client_name (only
for Consultant type subscriptions)

Show Information show_ags, show_op, show_status, show_last

AP] Request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d
"action=list&state=Finished&scan ref=compliance/1344842952.1340"
"https://qualysapi.qualys.com/api/2.0/fo/scan/compliance/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SCAN LIST OUTPUT SYSTEM
"https://qualygapi.gualys.com/api/2.0/fo/scan/scan_list_output.dtd
">
<SCAN LIST OUTPUT>
<RESPONSE>
<DATETIME>2018-06-12T07:28:46%Z</DATETIME>
<SCAN LIST>
<SCAN>
<ID>3332486</ID>
<REF>compliance/1344842952.1340</REF>
<TYPE>Scheduled</TYPE>
<TITLE><! [CDATA[MY PC Scan]]></TITLE>
<USER7LOGIN>USERNAME</USERﬁLOGIN>
<LAUNCH7DATETIME>ZO18—05—13TO7:3O:O9Z</LAUNCH7DATETIME>
<DURATION>00:06:29</DURATION>
<PROCESSED>1</PROCESSED>
<STATUS>
<STATE>Finished</STATE>
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</STATUS>
<TARGET><! [CDATA[10.10.25.50]]1></TARGET>
</SCAN>
</SCAN_ LIST>
</RESPONSE>
</SCAN_LIST OUTPUT>

DTD:

<platform API server>/api/2.0/fo/scan/scan_list_output.dtd

List Last ‘N’ Scan References for a Schedule
api/2.0/fo/scan/schedules/runhistory/?action=list
[GET]

Provides a list of the most recent "N" scan references associated with a particular schedule
ID, allowing you to monitor and track automated scans initiated for that schedule.

Note: This API does not work for MAP schedule scan ids.

Input Parameters

Parameter Description

action=list (Required)

schedule_scan_ids (Required) Specify schedule ids in a comma-separated list.
Maximum 500 schedule ids are supported.

output_format §Optiona1) Specify output file format. Default value is “xml”
ormat.

Supported values are “xml” & “json”.

schedule_executions_count (Optional) Specify a schedule execution count. You can specify a
value form 1 to 10. When not specified, 3 is taken as the default.

Sample
List the last 'n' scan references for the given schedule IDs.

API request:

curl --location

'<qualys base url>/api/2.0/fo/scan/schedules/runhistory/?action=11i
st&output format=xml&schedule executions count=4&schedule scan ids
=99446%2C85403%2C144180%2C144181%2C6666%2C657657%2C125485" \
--header 'X-Requested-With: test' \

--header 'Authorization: Basic <token>'
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APl request:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE SCHEDULES RUN HISTORY SYSTEM
"<platform API server>/api/2.0/fo/scan/schedules/runhistory/output
.dtd">
<SCHEDULES RUN HISTORY>
<RESPONSE>
<DATETIME>2023-01-09T14:57:51Z</DATETIME>
<SCHEDULE LIST>
<SCHEDULE id="85403">
<SCHEDULE7ID>854O3</SCHEDULE71D>
<SCHEDULE RUN HISTORY>
<SCHEDULE RUN>
<SCAN_ LAUNCH INFO>
<SCAN ID>99408</SCAN ID>

<SCAN REFERENCE>scan/1634824016.99408</SCAN REFERENCE>
<LAUNCH DATETIME>2021-10-21
13:46:56</LAUNCH DATETIME>
<TITLE>test9090</TITLE>
<TARGET>10.20.30.40</TARGET>
<STATUS>FINISHED</STATUS>
<DURATION>86 Seconds</DURATION>
<NBHOST>0</NBHOST>
<SUBSCRIPTION ID>237630</SUBSCRIPTION ID>
<OPTION PROFILE TITLE>Initial
Options</OPTION PROFILE TITLE>
<IS PROCESSED>1</IS PROCESSED>
</SCAN LAUNCH INFO>
</SCHEDULE_RUN>
</SCHEDULE_RUN HISTORY>
</SCHEDULE>
<SCHEDULE 1id="99446">
<SCHEDULE_ ID>99446</SCHEDULE ID>
<SCHEDULE RUN HISTORY>
<SCHEDULE_RUN>
<SCAN_ LAUNCH INFO>
<SCAN ID>99561</SCAN_ ID>

<SCAN REFERENCE>scan/1635442781.99561</SCAN_ REFERENCE>
<LAUNCH DATETIME>2021-10-28
17:39:41</LAUNCH DATETIME>
<TITLE>test 555</TITLE>
<TARGET>1ist of target ips</TARGET>
<STATUS>FINISHED</STATUS>
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<DURATION>434 Seconds</DURATION>
<NBHOST>0</NBHOST>
<SUBSCRIPTION71D>23763O</SUBSCRIPTION71D>
<OPTION_PROFILE_TITLE>Initial
Options</OPTION PROFILE TITLE>
<IS_PROCESSED>1</IS PROCESSED>
</SCAN_LAUNCH INFO>
</SCHEDULE_RUN>
<SCHEDULE RUN>
<SCAN LAUNCH INFO>
<SCAN ID>99554</SCAN ID>

<SCAN _REFERENCE>scan/1635431408.99554</SCAN_REFERENCE>
<LAUNCH_DATETIME>2021—10—28
14:30:08</LAUNCH7DATETIME>
<TITLE>test 898</TITLE>
<TARGET>10.20.30.40</TARGET>
<STATUS>FINISHED</STATUS>
<DURATION>9 Seconds</DURATION>
<NBHOST>0</NBHOST>
<SUBSCRIPTION71D>23763O</SUBSCRIPTION71D>
<OPTIONiPROFILEiTITLE>Initial
Options</OPTION_PROFILE_TITLE>
<IS_PROCESSED>1</IS PROCESSED>
</SCAN_LAUNCH INFO>
</SCHEDULE_RUN>
<SCHEDULE RUN>
<SCAN_ LAUNCH INFO>
<SCAN_ID>99553</SCAN ID>

<SCAN_REFERENCE>scan/1635431408.99553</SCAN_REFERENCE>
<LAUNCH_DATETIME>2021—10—28
14:30:O8</LAUNCH_DATETIME>
<TITLE>test9090</TITLE>
<TARGET>10.20.30.40</TARGET>
<STATUS>FINISHED</STATUS>
<DURATION>79 Seconds</DURATION>
<NBHOST>0</NBHOST>
<SUBSCRIPTION_ID>237630</SUBSCRIPTION_ID>
<OPTIONiPROFILEiTITLE>Initial
Options</OPTION_PROFILE_TITLE>
<IS PROCESSED>1</IS_PROCESSED>
</SCAN_LAUNCH INFO>
</SCHEDULE_RUN>
</SCHEDULE_RUN_HISTORY>
</SCHEDULE>
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</SCHEDULE_LIST>
</RESPONSE>
</SCHEDULES_RUN_HISTORY>

TD

<platform_API server>/api/2.0/fo/scan/schedules/runhistory/output.dtd

SCAP Scan List
/api/2.0/fo/scan/scap/ with action=list
[GET] [POST]

List SCAP scans in your account. By default the XML output lists scans launched in the
past 30 days.

The input parameters for requesting a SCAP scan list are below. See Scan List Parameters
for complete details.

Type Parameter List
Request action=list (required), echo_request
Scan List Filters scan_id (compliance scan ID), scan_ref, state, type, target,

user_login, launched_after datetime,
launched_before_datetime

Show Information show_ags, show_op, show_status, show_last

APl request 1: all SCAP scans

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=1list" "https://qualysapi.qualys.com/api/2.0/fo/scan/scap/"

API request 2: SCAP scan by reference number

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=listé&scan ref=qgscap/1402642816.80342"
"https://qualysapi.qualys.com/api/2.0/fo/scan/scap/"

API request 3: On Demand SCAP scans only

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=list&type=On-Demand"
"https://qualysapi.qualys.com/api/2.0/fo/scan/scap/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
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<!DOCTYPE SCAN LIST OUTPUT SYSTEM
"https://qualygapi.gualys.com/api/2.0/fo/scan/scap/qscap scan list
_output.dtd"> B B
<SCAN_ LIST OUTPUT>
<RESPONSE>
<DATETIME>2018-06-13T22:56:197Z</DATETIME>
<SCAN_LIST>
<SCAN>
<ID>6980366</ID>
<REF>gscap/1402694682.80366</REF>
<TYPE>On-Demand</TYPE>
<TITLE><! [CDATA[<IMG
SRC="http://www.google.com/images/logos/ps_logo2.png">]]></TITLE>

<POLICY>
<ID>39298</ID>
<TITLE><![CDATA[Policy A]]></TITLE>
</POLICY>

<USER_LOGIN>acme ab</USER_LOGIN>
<LAUNCH_DATETIME>2018—O6—13T21:24:4ZZ</LAUNCH_DATETIME>
<STATUS>

<STATE>Finished</STATE>
</STATUS>
<TARGET><! [CDATA[10.10.30.244, 10.10.34.222]]></TARGET>

</SCAN_LIST>
</RESPONSE>
</SCAN LIST OUTPUT>

DTD:

<platform API server>/api/2.0/fo/scan/qscap_scan_list_output.dtd
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Launch Compliance Scan
/api/2.0/fo/scan/compliance/?action=launch
[POST]

Launch compliance scan in the user’s account.

Using networks? Choose the Global Default Network to scan IPs on your network
perimeter.

Input Parameters

The input parameters for launching a compliance scan are shown below. See Securing
Amazon Web Services with Qualys

Type Parameter List

Request action=launch (required), echo_request,
runtime_http_header

Scan Title scan_title

Option Profile option_id or option_title

Scanner Appliance iscanner_id or iscanner_name

Asset IPs/Groups ip, asset_group_ids, asset_groups, exclude_ip_per_scan,

default_scanner, scanners_in_ag

Asset Tags target_from=tags, use_ip_nt_range_tags_include,
use_ip_nt range_tags_exclude, use_ip_nt_range_tags,
tag_include_selector, tag _exclude_selector, tag_set_by,
tag_set_exclude, tag_set_include

Network ip_network_id (when the Network Support feature is
enabled)

Client client_id and client_name (only for Consultant type
subscriptions)

Sample - Launch a Compliance Scan

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d
"action=launch&ip=10.10.25.52&iscanner name=iscan erb&option title
=Initial+PC+Options&echo request=1" B B B
"https://qualysapi.qualys.com/api/2.0/fo/scan/compliance/" >
apiOutputScan.txt
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Sample - Launch a compliance scan using all scanners in network

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl demo 2" -d
"action=launché&scan_ title=pc+scant+API&option id=3262&ip network id
=12807913&scanners_in network=1&ip=10.10.10.10,10.10.10.11"
"https://qualysapi.qualys.com/api/2.0/fo/scan/compliance/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/Z.O/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-06-15T21:55:36Z</DATETIME>
<TEXT>New compliance scan launched</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>18198</VALUE>
</ITEM>
<ITEM>
<KEY>REFERENCE</KEY>
<VALUE>compliance/1473976536.18198</VALUE>
</ITEM>
</ITEM7LIST>
</RESPONSE>
</SIMPLE RETURN>

Launch Compliance Scan on EC2 assets
/api/2.0/fo/scan/compliance/?action=launch

[POST]

Launch a compliance scan on your Amazon EC2 hosts (in your Amazon Web Services
account).

A few things to consider...
- EC2 Scanning must be enabled for your Qualys account.
- Managers and Unit Managers can launch EC2 scans.

- Before scanning you'll need to complete some set up steps. See Securing Amazon Web
Services with Qualys
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Input Parameters

The input parameters for launching an EC2 scan are shown below. Please see Scan
Parameters for complete details.

Type Parameter List

Request action=launch (required), echo_request

Scan Title scan_title

EC2 environment connector_name (required), ec2_endpoint (required)
Option Profile option_id or option_title

Scanner Appliance iscanner_id or iscanner_name

Target Hosts target_froms=tags (required)

Use tags to select the EC2 hosts you want to scan.

These parameters provide separate options for including
and excluding tags for network IP ranges.

use_ip_nt range_tags_include={0|1} (default in bold)
Important - This cannot be set to “1” for EC2 scanning.
use_ip_nt_range_tags_exclude={0|1} (default in bold)
Important - This cannot be set to “1” for EC2 scanning.

This parameter has been replaced with the include/exclude
options above but it is still supported.
use_ip_nt range tags={0|1} (default in bold)

Important - This cannot be set to “1” for EC2 scanning.

These tag parameters are used to select tags:
tag_set_include={tagl,tag?,...} (required)

tag set_exclude={tagl,tag?,...} (optional)

tag include_selector={anylall} (default in bold)
tag_exclude_selector={anylall} (default in bold)
tag_set_by={id|name} (default in bold)

Sample - Launch EC2 compliance scan

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d
"action=launché&scan title=My+EC2+Scan+via+API&connector name=EC2-
Connector-Lab&ec2 endpoint=us-east-
ls¢target from=tags&tag include selector=any&tag set by=id&tag set
include=270325&0option id=61769&iscanner name=my-ec2-scanner"
"https://qualysapi.qualys.com/api/2.0/fo/scan/compliance/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>

<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
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<REQUEST>
<DATETIME>2018-06-24T10:10:51Z</DATETIME>
<USER7LOGIN>USERNAME</USERﬁLOGIN>
<RESOURCE>https://qualysapi.qualys.com/api/2.0/fo/scan/compliance/
</RESOURCE>
</REQUEST>
<RESPONSE>
<DATETIME>2018-06-24T10:10:57Z</DATETIME>
<TEXT>New compliance scan launched</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>2222345</VALUE>
</ITEM>
<ITEM>
<KEY>REFERENCE</KEY>
<VALUE>compliance/1347771234.36444</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>

Manage Compliance Scans
/api/2.0/fo/scan/compliance/?action={action}

Take actions on compliance scans in their account, like cancel, pause, resume, delete and
fetch completed scan results.

Parameter Description

action={action} (Required) One action required for the request:
cancel - Stop a scan in progress (POST method)
pause - Stop a scan in progress and change status to
“Paused” (POST method)
resume - Restart a scan that has been paused (POST
method)
delete - Delete a scan in your account (POST method)
fetch - Download scan results for a scan with status of
“Finished”, “Canceled”, “Paused” or “Error” (GET or POST

method)

echo_request={0|1} (Optional) Specify 1 to echo the input parameters in the
XML output. When unspecified, parameters are not listed
in the XML output.

scan_ref={value} (Required) The scan reference for a compliance scan. This

will have the format: compliance/nnnnnnnnnn.nnnnn
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Sample - Fetch PC Scan Results

API request:

curl -u USERNAME:PASSWORD -H "X-Requested-With: Curl"
"https://qualysapi.qualys.com/api/2.0/fo/scan/compliance/?
action=fetch&scan ref=compliance/1347709693.37303" >
apiOutputScanFetcE.txt

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE COMPLIANCE SCAN RESULT OUTPUT SYSTEM

"https://qualysapi.qualys.com/api/2.0/fo/scan/compliance/complianc
e scan_result output.dtd">
<COMPLIANCE SCAN RESULT OUTPUT>
<RESPONSE>
<DATETIME>2018-06-17T10:23:53Z</DATETIME>
<COMPLIANCE SCAN>
<HEADER>
<NAME><! [CDATA [Compliance Scan Results]]></NAME>
<GENERATION DATETIME>2012-09-
17T10:23:53%</GENERATION DATETIME>
<COMPANY INFO>
<NAME><! [CDATA[Qualys]]></NAME>
<ADDRESS><! [CDATA[1600 Bridge Parkway]]></ADDRESS>
<CITY><! [CDATA[Redwood Shores]]></CITY>
<STATE><! [CDATA[California]]></STATE>
<COUNTRY><! [CDATA [United States]]></COUNTRY>
<ZIP CODE><![CDATA[94065]]></ZIP_CODE>
</COMPANY_INFO>
<USER_INFO>
<NAME><! [CDATA [NAME] ] ></NAME>
<USERNAME>USERNAME</USERNAME>
<ROLE>Manager</ROLE>
</USER_INFO>
<KEY value="USERNAME">USERNAME</KEY>
<KEY value="COMPANY"><! [CDATA[Qualys]]></KEY>
<KEY value="DATE">2018-06-15T11:49:08Z</KEY>
<KEY value="TITLE"><! [CDATA[My PC Scan]]></KEY>
<KEY value="TARGET">10.10.10.29</KEY>
<KEY Value="EXCLUDED_TARGET"><![CDATA[N/A]]></KEY>
<KEY value="DURATION">00:01:00</KEY>
<KEY value="SCAN HOST">10.10.21.122 (Scanner 6.6.28-1,
Vulnerability Signatures 2.2.215-2)</KEY>
<KEY value="NBHOST_ALIVE">l</KEY>
<KEY value="NBHOST_TOTAL">l</KEY>
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<KEY value="REPORT TYPE">Scheduled</KEY>

<KEY value="OPTIONS">File Integrity Monitoring: Enabled,
Scanned Ports: Standard Scan, Hosts to Scan in Parallel - External
Scanners: 15, Hosts to Scan in Parallel - Scanner Appliances: 30,
Total Processes to Run in Parallel: 10, HTTP Processes to Run in
Parallel: 10,

Packet (Burst) Delay: Medium, Intensity: Normal, Overall
Performance: Normal, ICMP Host Discovery, Ignore RST packets: Off,
Ignore firewall-generated SYN-ACK packets: Off, Do not send ACK or
SYN-ACK packets during host discovery: Off</KEY>
<KEY value="STATUS">FINISHED</KEY>
<OPTION_ PROFILE>
<OPTION PROFILE TITLE
option profile default="0"><![CDATA[11412]]
></OPTION7PROFILE7TITLE>
</OPTION PROFILE>
</HEADER>
<APPENDIX>
<TARGET_HOSTS>
<HOSTS_ SCANNED>10.10.10.29</HOSTS_SCANNED>
</TARGET7HOSTS>
<TARGET DISTRIBUTION>
<SCANNER>
<NAME><! [CDATA[iscan_ sx]]></NAME>
<HOSTS>10.10.10.29</HOSTS>
</SCANNER>
</TARGET7DISTRIBUTION>
<AUTHENTICATION>
<AUTH>
<TYPE>Windows</TYPE>
<SUCCESS>
<IP>10.10.10.29</IP>
</SUCCESS>
</AUTH>
</AUTHENTICATION>
</APPENDIX>
</COMPLIANCE_SCAN>
</RESPONSE>
</COMPLIANCEiscANiRESULTioUTPUT>
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Cloud Perimeter Scans
/api/2.0/fo/scan/cloud/perimeter/job/
[POST]

Cloud perimeter scans are available for VM and PC modules. Only Managers and Unit
Managers have permission to configure cloud perimeter scans.

The input parameters for requesting a Cloud Perimeter scan are below. See Cloud
Perimeter Scan Parameters for complete details.

Type Parameter List
Request action={createlupdate}
Scan List Filters id, module, cloud_provider, cloud_service,

connector_name, connector_uuid, scan_title, active,
option_title, option_id, priority, scanner_id,
iscanner_name, platform_type, region_code, vpc_id,
tag_include_selector, tag _exclude_selector, tag_set_by,
tag set_include, tag set_exclude, elb_dns, schedule

Create/Update Cloud Perimeter Scan

We allow you to create/update a cloud perimeter scan job through Cloud Perimeter Scan
API even if no scan targets are resolved from the provided details. At the time of scan, if no
scan targets are resolved from the provided details, the scan will not be launched, and we
add the error in the Activity log and Run history of the schedule scan job.

API Request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"action=create&tag set by=name&tag include_ selector=any&tag set in
clude=ec2-Virginia,Unassigned Business

Unit&connector name=connlé&region code=us-east-

lgactive=l&option title=Initial
Optionsé&module=vm&schedule=now&cloud provider=awsé&platform type=cl
assic&&after notify=l&after notify message=Scan Finished"
"https://qualysapi.qualys.com/api/2.0/fo/scan/cloud/perimeter/Jjob/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>

<!DOCTYPE SIMPLE RETURN SYSTEM

"https://qualysapz.qualys.com/api/Z.O/simple_return.dtd">

<SIMPLE RETURN>

<RESPONSE>

<DATETIME>2018-04-11T04:06:01Z</DATETIME>
<TEXT>Scan has been created successfully</TEXT>
<ITEM LIST>
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<ITEM>
<KEY>ID</KEY>
<VALUE>1352070</VALUE>
</ITEM>
</ITEM_LIST>
</RESPONSE>
</SIMPLE RETURN>

Example - Create Cloud Perimeter Scan Job (Recurring Schedule)

API Request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"action=create&tag_set by=name&tag include_ selector=any&tag set in
clude=EC2 Targets&tag exclude selector=any&tag set exclude=EC2 Tes
t&connector name=EC2 Connectoré&region code=us-east-
lsactive=0&occurrence=dailyé&start date=04/02/2018&start hour=10&st
art minute=30&time zone code=IN&option title=Initial
Options&frequency days=364&observe dst=no&module=vm&schedule=recur
ring&cloud provider=aws&platform type=classic&after notify=l&recip
ient group ids=4229"
"https://qualysapi.qualys.com/api/2.0/fo/scan/cloud/perimeter/Jjob/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-04-11T05:01:42%Z</DATETIME>
<TEXT>Scan has been created successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>1352071</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE RETURN>

Example - Update Cloud Perimeter Scan Job

API Request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"action=update&id=1352071&connector name=EC2Connector-
2&platform type=vpc peered&region code=us-west-1"
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"https://qualysapi.qualys.com/api/2.0/fo/scan/cloud/perimeter/job/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-04-11T05:05:35%Z</DATETIME>
<TEXT>Scan has been updated successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>1352071</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_ RETURN>

DTD
<platform API server>/api/2.0/fo/scan/simple_return.dtd
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VM Scan Schedules

The Schedule Scan API (/api/2.0/fo/schedule/scan/) is used to define schedules for
vulnerability scans in the user’s account.

Permissions

User Role Permissions

Manager Create scan schedules for all assets in the subscription
Remove all scan schedules
View all scan schedules in the subscription

Unit Manager Create scan schedules for assets in user’s business unit
Remove scan schedules in user’s business unit.
View scan schedules in the subscription®

Scanner Create scan schedules for assets in user’s account.
Remove user’s scan schedules
View scan schedules in the subscription®

Readers No permission to create or remove scan schedules
View scan schedules in the subscription®

*Qualys includes an account permission setting that restricts Unit Managers, Scanners,
and Readers from viewing scheduled tasks on unassigned assets.

List scan schedules
/api/2.0/fo/schedule/scan/?action=list
[GET] [POST]

Input Parameters

Parameter Description
action=list (Required)
echo_request={0|1} (Optional) Specify 1 to echo the request’s input parameters

(names and values) in the XML output. Otherwise parameters are
not displayed in the output.

id={value} (Optional) The ID of the scan schedule you want to display.

active={0|1} (Optional) Specify 1 for active schedules only, or 0 for deactivated
schedules only.

show_notifications={0|1} (Optional) Specify 1 to include the notification settings for each
schedule in the XML output.

scan_type=certview (Optional) Launch a CertView type VM scan. This option will be
supported when CertView GA is released and enabled for your
account.

scan_type=ec2certview (Optional) Launch a CertView type VM scan for EC2 assets.
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Description

fgdn={value}

(Optional) The target FQDN for a vulnerability scan. You must
specify at least one target i.e. IPs, asset groups or FQDNs.
Multiple values are comma separated.

show_cloud_details={0|1}

(Optional) Set to 1 to display the cloud details (Provider,
Connector, Scan Type and Cloud Target) in the XML output.
Otherwise the details are not displayed in the output.

client_id={value}

(Optional) Id assigned to the client (Consultant type subscription
only). Parameter client_id or client_name may be specified for
the same request.

client_name={value}

(Optional) Name of the client (Consultant type subscription
only). Parameter client_id or client_name may be specified for
the same request.

scan_type=perimeter

(Optional) List cloud perimeter scans only. This option will be
supported for Cloud Perimeter Scans in future release.

show_cloud_details={0|1}

(Optional) Set to 1 to display cloud details in the XML output. The
cloud details will show scan type "Cloud Perimeter" for cloud
perimeter scans.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/?action=1is
t&id=160642&show notifications=1"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>

<!DOCTYPE SCHEDULE SCAN LIST OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/schedule sc
an_list output.dtd">

<SCHEDULE_SCAN_LIST OUTPUT>

<RESPONSE>

<DATETIME>2017-12-01T19:26:50%</DATETIME>
<SCHEDULE_SCAN LIST>

<SCAN>

<ID>160642</ID>

<ACTIVE>1</ACTIVE>

<TITLE><![CDATA[My Daily Scan]]></TITLE>

<USER_LOGIN>qualys ps</USER_LOGIN>

<TARGET><! [CDATA[10.10.10.10-10.10.10.20]]></TARGET>

<NETWORK_ID><! [CDATA[0]]></NETWORK_ID>

<ISCANNER NAME><![CDATA[External
Scanner]]></ISCANNER NAME>

<USER_ENTERED_ IPS>

<RANGE>

<START>10.10.10.10</START>
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<END>10.10.10.20</END>
</RANGE>
</USER_ENTERED IPS>
<OPTION PROFILE>
<TITLE><![CDATA[Initial Options]]></TITLE>
<DEFAULT_FLAG>1</DEFAULT_FLAG>
</OPTION_PROFILE>
<PROCESSING7PRIORITY>O - No Priority</PROCESSINGfPRIORITY>
<SCHEDULE>
<DAILY frequency days="1" />
<START DATE UTC>2017-11-30T00:30:00Z</START DATE UTC>
<START HOUR>16</START HOUR>
<START_MINUTE>30</START_MINUTE>
<NEXTLAUNCH7UTC>2017—12—02TOO:3O:OO</NEXTLAUNCH7UTC>
<TIME ZONE>
<TIME_ZONE_CODE>US—CA</TIME_ZONE_CODE>
<TIME ZONE DETAILS>(GMT-0800) United States:
America/Los Angeles</TIME ZONE DETAILS>
</TIME ZONE>
<DST_SELECTED>1</DST_SELECTED>
</SCHEDULE>
<NOTIFICATIONS>
<BEFORE_LAUNCH>
<TIME>30</TIME>
<UNIT><! [CDATA [minutes]]></UNIT>
<MESSAGE><! [CDATA[This is my custom before scan email
message.]]></MESSAGE>
</BEFORE7LAUNCH>
<AFTER COMPLETE>
<MESSAGE><! [CDATA[This is my custom after scan email
message.]]></MESSAGE>
</AFTER COMPLETE>
</NOTIFICATIONS>
</SCAN>
</SCHEDULE SCAN LIST>
</RESPONSE>
</SCHEDULE_SCAN_LIST_OUTPUT>
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Example: Users can filter the schedule scan list to only show cloud perimeter scan jobs.
Also, when you include cloud details in the output, we’ll show scan type "Cloud
Perimeter".

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"

"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/?action=11is
t&id=1340788&scan type=perimeter&show cloud details=1"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SCHEDULE SCAN LIST OUTPUT SYSTEM
"https://qualysapijqual§s.coa/api/Z.O/fo/schedule/scan/schedule sc
an_list output.dtd"> B
<SCHEDULE_SCAN LIST OUTPUT>
<RESPONSE>
<DATETIME>2018-04-12T12:57:03Z</DATETIME>
<SCHEDULE SCAN LIST>
<SCAN>
<ID>1340788</1ID>
<ACTIVE></ACTIVE>
<TITLE><![CDATA[My_External_Scan]]></TITLE>
<USER_LOGIN>utwrx mp</USER LOGIN>
<TARGET><! [CDATA[Asset Tags Included]]></TARGET>
<ISCANNER NAME><![CDATA[External Scanner]]></ISCANNER7NAME>
<EC2_INSTANCE>
<CONNECTOR UUID><! [CDATA[8047abce-c3ac-42e0-ad49-
be4181d22c84]]></CONNECTOR UUID>
<EC2 ENDPOINT><![CDATA[1507b6cl-07a7-4d88-acf2-
8c6b63e749c4]]></EC2 ENDPOINT>
<EC2_ONLY CLASSIC><![CDATA[1]]></EC2 ONLY CLASSIC>
</EC271NSTANCE>
<CLOUD DETAILS>
<PROVIDER>AWS</PROVIDER>
<CONNECTOR>
<ID>37361</1ID>
<UUID>8047abce-c3ac-42e0-ad49-bed181d22c84</UUID>
<NAME><! [CDATA[EC2 Connector]]></NAME>
</CONNECTOR>
<SCAN_TYPE>Cloud Perimeter</SCAN_TYPE>
<CLOUD_TARGET>
<PLATFORM>Classic</PLATFORM>
<REGION>
<UUID>1507b6cl-07a7-4d88-acf2-8c6b63e749c4</UUID>
<CODE>us-east-1</CODE>
<NAME><! [CDATA[US East (N. Virginia)]]></NAME>
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</REGION>
<VPC_SCOPE>None</VPC_SCOPE>
</CLOUD_TARGET>
</CLOUD_DETAILS>
<ASSET TAGS>
<TAG_INCLUDE_ SELECTOR>any</TAG_INCLUDE SELECTOR>

<TAG SET INCLUDE><! [CDATA[EC2 Targets]]></TAG SET INCLUDE>
<TAG EXCLUDE SELECTOR>any</TAG EXCLUDE SELECTOR>
<TAG SET EXCLUDE><! [CDATA[EC2 Test]]></TAG SET EXCLUDE>
<USE_IP NT RANGE TAGS>0</USE IP NT RANGE TAGS>
</ASSET TAGS>
<ELB_DNS>
<DNS><! [CDATA [abc.com] ] ></DNS>
<DNS><! [CDATA[abcl23.com] ] ></DNS>
</ELB_DNS>
<OPTION PROFILE>
<TITLE><![CDATA[Initial Options]]></TITLE>
<DEFAULT FLAG>1</DEFAULT FLAG>
</OPTION PROFILE>
<PROCESSING PRIORITY>0 - No Priority</PROCESSING PRIORITY>
<SCHEDULE>
<DAILY frequency days="364" />
<START DATE UTC>2018-04-02T05:00:002</START DATE UTC>
<START HOUR>10</START HOUR>
<START MINUTE>30</START MINUTE>
<TIME ZONE>
<TIME ZONE CODE>IN</TIME ZONE CODE>
<TIME ZONE DETAILS>(GMT+0530) India:
Asia/Calcutta</TIME_ZONE_DETATLS>
</TIME_ ZONE>
<DST SELECTED>0</DST SELECTED>
</SCHEDULE>
</SCAN>
</SCHEDULE_SCAN LIST>
</RESPONSE>
</SCHEDULE_SCAN LIST OUTPUT>

DTD
<platform API server>/api/2.0/fo/schedule/scan/schedule_scan_list_output.dtd
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/api/2.0/fo/schedule/scan/?action=create

[POST]

Create a scan schedule in the user’s account.

Input Parameters

The input parameters for creating a scan schedule are below. For complete details see
Scan Parameters and Scan Schedule Parameters.

Type Parameter List
Request action=create (required), echo_request
Scan scan_title (required), active=0|1 (required)

Option Profile

option_id or option_title (one is required)

Scanner Appliance

iscanner_id or iscanner_name

Processing Priority

priority

Asset IPs/Groups ip, asset_group_ids, asset_groups, exclude_ip_per_scan,
default_scanner, scanners_in_ag

Asset Tags target_from=tags, tag include_selector,
tag_exclude_selector, tag_set_by, tag_set_exclude,
tag_set_include, use_ip_nt _range_tags_include,
use_ip_nt range_tags_exclude, use_ip_nt_range_tags

Network ip_network_id to filter IPs/ranges in “ip” parameter (valid
when the networks feature is enabled)

EC2 Hosts target_from=tags (required)

use_ip_nt range_tags_include=0 (optional)
use_ip_nt _range_tags_exclude=0 (optional)
use_ip_nt _range_tags=0 (optional)
tag_set_include (required)

More Asset Tags parameters (optional)

EC2 Environment

connector_name or connector_uuid (one is required)
ec2_endpoint (required)

Scheduling

start_date (current date by default)

start_hour, start_minute, time_zone_code, occurrence
(required)

observe_dst, recurrence, end_after, pause_after_hours,
resume_in_days

Daily Scan

occurrence=daily, frequency_days (required)

Weekly Scan

occurrence=weekly, frequency_weeks, weeks (required)
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Type Parameter List

Monthly Scan occurrence=monthly, frequency_months (required)
Nth day of month: day_of_month (required)
Day in Nth week: day_of_week, week_of month (required)

Notifications before_notify, before_notify_unit, before_notify_time,
before_notify_message, after_notify, after_notify_message,
recipient_group_ids, delay_notify, delay_notify_message
skipped_notify, skipped_notify_message, deactivate_notify,
deactivate_notify_message

Sample - Create scan schedule

API request:

curl -u "USERNAME:PASSWD" -H "X-Requested-With: curl" -X "POST" -d
"scan_title=My+Scan+Scheduleg&active=l&option id=3456&target from=t
ags&tag set include=tagl, tag2, tag3&iscanner name=scannerlg&occurren
ce=daily&frequency days=5&time zone code=US-CA&observe dst=yesé&sta
rt hour=1l4&start minute=0"
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/?action=cre
ate"

Sample - Create Scan Schedule, Cancel after 45 minutes

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=create&scan_ title=My Weekly Scan&option title=InitialOptio
ns&ip=10.20.31.73,10.20.31.106&active=1l&occurrence=weekly&start ho
ur=13&start minute=30&time zone code=IN&frequency weeks=l&weekdays
=Sundayé&end after=0&end after mins=45&iscanner name=scannerl, scann
er2s&before notify=lé&before notify unit=hoursé&before notify time=20
&recipient group ids=4228,5628"
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/"

XML output:

?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2019-01-02T21:32:40Z</DATETIME>
<TEXT>New scan scheduled successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>136992</VALUE>
</ITEM>
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</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>

Sample - Create scan schedule using all scanners in network

API request:
curl -u "USERNAME:PASSWD" -H "X-Requested-With:curl demo 2" -d
"action=create&scan_ title=API+Schedule+scan&option title=Initial+O
ptions&ip network id=12807913&scanners_in network=1&ip=10.10.10.10
,10.10.10.11&occurrence=monthly&frequency months=12&day of month=2
O&¢start minute=00&start hour=22&time zone code=IN&observe dst=noé&p
ause_after hours=3&resume in days=4&recurrence=5&start date=08/20/
20l6&active=1"
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/"

XML output:
?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-04-20T21:32:40Z</DATETIME>
<TEXT>New scan scheduled successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>136992</VALUE>
</ITEM>
</ITEM_LIST>
</RESPONSE>
</SIMPLE_RETURN>

Sample - Create scan schedule (with FQDN and asset group)

APl request:

curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "POST" -d

"action=create&scan_ title=My+Schedule&active=l&time zone code=US-

OR&start hour=18é&start minute=50&occurrence=dailyé&option title=Ini
tial+Options&frequency days=l&asset groups=My+AG&fgdn=domain.qualy
s.com"

"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/"
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Update a scan schedule
/api/2.0/fo/schedule/scan/?action=update
[POST]

Update a scan schedule in the user’s account. During an update request you must specify
target_from=assets when fqdn is specified in the same request. This is true for
vulnerability scans and CertView type vulnerability scans.

When fqdn is not specified during an update request for a scheduled scan that already
has fgdn defined, we will keep the existing value.

Input Parameters

The input parameters for updating a scan schedule are below. For complete details see
Scan Parameters and Scan Schedule Parameters.

Type Parameter List

Request action=update (required), id (required), echo_request

Scan Title scan_title

Status active=0[1

Option Profile option_id or option_title

Scanner Appliance iscanner_id, iscanner_name, default_scanner,
scanners_in_ag, scanners_in_network, scanners_in_tagset

Processing Priority priority

Asset IPs/Groups ip, asset_group_ids or asset_groups, exclude_ip_per_scan

Asset Tags target_from=tags, use_ip_nt_range_tags include,

use_ip_nt range_tags_exclude, use_ip_nt_range_tags,
tag_include_selector, tag_exclude_selector, tag_set_by,
tag_set_exclude, tag_set_include

EC2 Environment connector_name or connector_uuid, ec2_endpoint,
ec2_only_classic

Network ip_network_id (when the Network Support feature is
enabled)

Start Time Must be specified together:

set_start_time=1, start_date, start_hour, start_minute,
time_zone_code, observe_dst

Recurrence recurrence

Daily Scan Must be specified together:
occurrence=daily, frequency_days

Weekly Scan Must be specified together:
occurrence=weekly, frequency_weeks, weekdays
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Type Parameter List

Monthly Scan Must be specified together:
occurrence=monthly, frequency_months,
Nth day of month: day_of month,
Day in Nth week: day_of_week, week_of_month

End end_after, end_after_mins

Pause and Resume pause_after_hours, pause_after_mins, resume_in_days,
resume_in_hours

Notifications before_notify, before_notify_unit, before_notify_time,
before_notify_message, after_notify, after_notify_message,
recipient_group_ids, delay_notify, delay_notify_message,
skipped_notify, skipped_notify_message, deactivate_notify,
deactivate_notify_message

Sample - Update scan schedule, Pause after 15 minutes

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d
"action=update&id=146754&pause after hours=0&pause after mins=15&r
esume in days=2&resume_ in hours=5"
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2019-01-14T11:57:427Z</DATETIME>
<TEXT>Edit scheduled Scan Completed successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>146754</VALUE>
</ITEM>
</ITEM_LIST>
</RESPONSE>
</SIMPLE_RETURN>
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Delete scan schedule
/api/2.0/fo/schedule/scan/?action=update
[POST]

Delete a scan schedule in the user’s account.

Input Parameters

Parameter Description
action=delete (Required)
echo_request={0|1} (Optional) Specify 1 to echo the request’s input parameters

(names and values) in the XML output. Otherwise parameters are
not displayed in the output.

id={value} (Optional) The ID of the scan schedule you want to delete.

Sample - Delete scan schedule

APl request:
curl -u "USERNAME:PASSWD" -H "X-Requested-With: curl" -X "POST" -d
"id=123456"
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/?action=del
ete"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-05-30T21:32:40Z</DATETIME>
<TEXT>Schedule scan deleted successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>123456</VALUE>
</ITEM>
</ITEM7LIST>
</RESPONSE>
</SIMPLE_RETURN>
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PC Scan Schedules

The PC Schedule Scan API (/api/2.0/fo/schedule/scan/compliance) allows you to create,
update, list, and delete schedule scans for Policy Compliance.

Permissions

Note: The PC Scan schedule APIs are available as part of one of the following subscription
combinations only:

- PC and API add-on
- PC, SCA, and API add-on
- VMDR, SCA, and API add-on

User Role Permissions

Manager Create scan schedules for all assets in the subscription
Remove all scan schedules
View all scan schedules in the subscription

Unit Manager Create scan schedules for assets in user’s business unit
Remove scan schedules in user’s business unit.
View scan schedules in the subscription®

Scanner Create scan schedules for assets in user’s account.
Remove user’s scan schedules
View scan schedules in the subscription*

Readers No permission to create or remove scan schedules
View scan schedules in the subscription®

*Qualys includes an account permission setting that restricts Unit Managers, Scanners,
and Readers from viewing scheduled tasks on unassigned assets.
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List compliance scan schedules

/api/2.0/fo/schedule/scan/compliance/?action=list

[GET]

Input Parameters

Parameter

Description

action=list

(Required)

echo_request={0|1}

(Optional) Specify 1 to echo the request’s input parameters
(names and values) in the XML output. Otherwise parameters are
not displayed in the output.

id={value}

(Optional) The ID of the scan schedule you want to display.

active={0|1}

(Optional) Specify 1 for active schedules only, or O for deactivated
schedules only.

show_notifications={0|1}

(Optional) Specify 1 to include the notification settings for each
schedule in the XML output.

show_cloud_details={0|1}

(Optional) Set to 1 to display the cloud details (Provider,
Connector, Scan Type and Cloud Target) in the XML output.
Otherwise the details are not displayed in the output.

client_id={value}

(Optional) Id assigned to the client (Consultant type subscription
only). Parameter client_id or client_name may be specified for
the same request.

client_name={value}

(Optional) Name of the client (Consultant type subscription
only). Parameter client_id or client_name may be specified for
the same request.

API request:

curl -u "USERNAME:PASSWORD"

-H "X-Requested-With: Curl"

"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/compliance/

?action=list"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>

<!DOCTYPE COMPLIANCE SCHEDULE SCAN LIST OUTPUT SYSTEM
"https://qualysapi.qaalys.com7api/§.O/fg/schedule/scan/compliance/
compliance schedule scan list output.dtd">
<COMPLIANCE SCHEDULE SCAN LIST OUTPUT>

<RESPONSE>

<DATETIME>2019-11-19T10:10:58%</DATETIME>
<COMPLIANCE SCHEDULE SCAN LIST>

<SCAN>

<ID>57363</ID>
<ACTIVE>1</ACTIVE>
<TITLE>
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<! [CDATA[My Scan Schedule api6]]>

</TITLE>
<USER_LOGIN>quays spl</USER_LOGIN>
<TARGET>

<! [CDATA[10.10.10.185]]>
</TARGET>

<NETWORK_ID>
<! [CDATA[0]]>
</NETWORK_ID>
<ISCANNER NAME>
<! [CDATA [pyscandsp] ]>
</ISCANNER NAME>
<ASSET GROUP_TITLE LIST>
<ASSET GROUP_TITLE>
<! [CDATA[policyred7]]>
</ASSET GROUP TITLE>
</ASSET GROUP TITLE LIST>
<OPTION PROFILE>
<TITLE>
<! [CDATA[duplicate IO]]>
</TITLE>
<DEFAULT FLAG>0</DEFAULT FLAG>
</OPTION PROFILE>
<SCHEDULE>
<DAILY frequency days="5" />
<START DATE UTC>2019-11-
19T22:00:00%Z</START DATE UTC>
<START HOUR>14</START HOUR>
<START MINUTE>0</START MINUTE>
<NEXTLAUNCH UTC>2019-11-
19T722:00:00</NEXTLAUNCH UTC>
<TIME ZONE>
<TIME_ZONE_CODE>US-CA</TIME_ZONE_CODE>
<TIME ZONE DETAILS> (GMT-0800) United States:
America/Los_Angeles</TIME ZONE DETAILS>
</TIME_ZONE>
<DST_SELECTED>1</DST_ SELECTED>

</SCHEDULE>
<NOTIFICATIONS />
</SCAN>
</COMPLIANCE SCHEDULE SCAN LIST>

</RESPONSE>
</COMPLIANCE SCHEDULE SCAN LIST OUTPUT>
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DTD

<platform API
server>/api/2.0/fo/schedule/scan/compliance/compliance_schedule_scan_list_output.dtd"

Create a Compliance Scan Schedule
/api/2.0/fo/schedule/scan/compliance/?action=create

[POST]

Create a scan schedule in the user’s account.

Input Parameters

The input parameters for creating a scan schedule are below. For complete details see
Scan Parameters and Scan Schedule Parameters.

Type Parameter List
Request action=create (required),
echo_request={0|1} (Optional) Specify 1 to echo the request’s input parameters

(names and values) in the XML output. Otherwise
parameters are not displayed in the output.

Scan scan_title (required), active=0|1 (required)

Compliance Profile option_id or option_profile (one is required)

Scanner Appliance iscanner_id or iscanner_name

Asset IPs/Groups ip, asset_group_ids, asset_groups, exclude_ip_per_scan,

default_scanner, scanners_in_ag

Asset Tags target_from=tags, tag_include_selector,
tag _exclude_selector, tag set by, tag set_exclude,
tag set_include, use_ip_nt _range_tags_include,
use_ip_nt range_tags_exclude, use_ip_nt range_tags

Network ip_network_id to filter IPs/ranges in “ip” parameter (valid
when the networks feature is enabled)

Scheduling start_date (current date by default)
start_hour, start_minute, time_zone_code, occurrence
(required)

observe_dst, recurrence, end_after, pause_after_hours,
resume_in_days

Daily Scan occurrence=daily, frequency_days (required)

Weekly Scan occurrence=weekly, frequency_weeks, weeks (required)
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Type Parameter List

Monthly Scan occurrence=monthly, frequency_months (required)
Nth day of month: day_of_month (required)
Day in Nth week: day_of_week, week_of month (required)

Notifications before_notify, before_notify_unit, before_notify_time,
before_notify_message, after_notify, after_notify_message,
recipient_group_ids, delay_notify, delay_notify_message
skipped_notify, skipped_notify_message, deactivate_notify,
deactivate_notify_message

Sample - Create compliance scan schedule

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/compliance/
?action=create&scan_title=My+Scant+Schedule+apib&active=1l&option id
=76960&asset groups=policyred7&iscanner name=pyscandsp&occurrence=
daily&frequency days=5&time zone code=US-

CAgobserve dst=yesé&start hour=l4&start minute=0"

XML output:

<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2019-11-19T11:14:19Z2</DATETIME>
<TEXT>New compliance scan scheduled successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>57368</VALUE>
</ITEM>
</ITEM_LIST>
</RESPONSE>
</SIMPLE RETURN>

Sample - Create compliance scan schedule and cancel after 45 minutes

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/compliance/
?action=create&scan title=My Weekly Scan&option title=nordea
windows&ip=10.10.10.10&active=1&occurrence=weekly&start hour=13&st
art minute=30&time zone code=IN&frequency weeks=l&weekdays=Sundayé&
end after=0&end after mins=45&iscanner name=pyscandspé&before notif
y=lé&before notify unit=hoursé&before notify time=20"
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XML output:

<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/Z.O/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2019-11-21T08:06:497Z</DATETIME>
<TEXT>New compliance scan scheduled successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>57369</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>

Sample - Create compliance scan schedule using all scanners in network

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/compliance/
?action=create&scan_ title=API+Schedule+scan&option title=nordea
windows&ip network id=52010&scanners_in network=1&ip=10.10.10.10
,10.10.10.11&occurrence=monthly&frequency months=12&day of month=2
O&¢start minute=00&start hour=22&time_ zone code=IN&observe dst=noé&p
ause after hours=3&resume in days=4&recurrence=5&start date=08/20/
2020&active=1"

XML output:

<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/Z.O/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2019-11-21T08:26:00Z</DATETIME>
<TEXT>New compliance scan scheduled successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>57370</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>
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Sample - Create EC2 compliance scan schedule

APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/compliance/
)
action=create&scan_ title=API Schedule EC2 PC&target from=tagsé&tag
set by=nameé&tag include selector=anyé&tag set include=Auth&connecto
r name=AWS+Connector&ec2 endpoint=us-east-
lsactive=0&occurrence=dailyé&start date=05/21/2020&start hour=20&st
art minute=30&time zone code=IN&option title=Initial+PC+Optionsé&fr
equency days=364&end after=l&observe dst=no&iscanner name=EC2 Scan
ner"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2020-06-07T22:09:267Z</DATETIME>
<TEXT>New compliance scan scheduled successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>279256</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_ RETURN>
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Update a Compliance Scan Schedule

/api/2.0/fo/schedule/scan/compliance/?action=update&id=<id>

[POST]

Update a scan schedule in the user’s account.

Input Parameters

The input parameters for updating a scan schedule are below. For complete details see
Scan Parameters and Scan Schedule Parameters.

Type

Parameter List

Request

action=update (required)

echo_request={0|1}

(Optional) Specify 1 to echo the request’s input parameters
(names and values) in the XML output. Otherwise
parameters are not displayed in the output.

Scan Title scan_title
id={value} (Required)The ID of the scan schedule you want to update.
Status active=0[1

Compliance Profile

option_id or option_title

Scanner Appliance iscanner_id, iscanner_name, default_scanner,
scanners_in_ag, scanners_in_network, scanners_in_tagset

Asset IPs/Groups ip, asset_group_ids or asset_groups, exclude_ip_per_scan

Asset Tags target_froms=tags, use_ip_nt_range_tags_include,
use_ip_nt range_tags_exclude, use_ip_nt_range_tags,
tag_include_selector, tag_exclude_selector, tag_set_by,
tag_set_exclude, tag_set_include

Network ip_network_id (when the Network Support feature is
enabled)

Start Time Must be specified together:

set_start_time=1, start_date, start_hour, start_minute,
time_zone_code, observe_dst

recurrence={value}

(Optional) The number of times the scan will be run before
it is deactivated. For example, if you set recurrence=2, the
scan schedule will be deactivated after it runs 2 times. By
default no value is set. A valid value is an integer from 1 to
99.

Daily Scan Must be specified together:
occurrence=daily, frequency_days
Weekly Scan Must be specified together:

occurrence=weekly, frequency_weeks, weekdays
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Type Parameter List
Monthly Scan Must be specified together:
occurrence=monthly, frequency_months,
Nth day of month: day_of month,
Day in Nth week: day_of_week, week_of_month
End end_after, end_after_mins

Pause and Resume

pause_after_hours, pause_after_mins, resume_in_days,
resume_in_hours

Notifications

before_notify, before_notify_unit, before_notify_time,
before_notify_message, after_notify, after_notify_message,
recipient_group_ids, delay_notify, delay_notify_message,
skipped_notify, skipped_notify_message, deactivate_notify,
deactivate_notify_message

Sample - Update compliance scan schedule.

API request:

curl -u

"USERNAME : PASSWORD" -H "X-Requested-With: Curl"

"http://qualysapi.qualys.com/api/2.0/fo/schedule/scan/compliance/?
action=update&id=57360&option id=39594"

XML output:

<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">

<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2019-11-19T12:04:447Z</DATETIME>
<TEXT>Edit scheduled Scan Completed successfully</TEXT>
<ITEM LIST>
<ITEM>

<KEY>ID</KEY>
<VALUE>57360</VALUE>

</ITEM>
</ITEM_LIST>
</RESPONSE>

</SIMPLE RETURN>
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Delete a Compliance Scan Schedule
/api/2.0/fo/schedule/scan/compliance/?action=delete&id=<id>

[POST]

Delete a scan schedule in the user’s account.

Input Parameters

Parameter Description

action=delete (Required)

id={value} (Required) The ID of the scan schedule you want to delete.
echo_request={0|1} (Optional) Specify 1 to echo the request’s input parameters

(names and values) in the XML output. Otherwise parameters are
not displayed in the output.

Sample - Delete compliance scan schedule

APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"https://qualysapi.qualys.com/api/2.0/fo/schedule/scan/compliance/
?action=delete&id=57360"
XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2019-11-19T12:10:45Z</DATETIME>
<TEXT>Schedule scan deleted successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>57360</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>
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Scan List Parameters

Request Type

Parameter

Description

action=list

(Required) A flag used to make a request for a scan list.

echo_request={0|1}

(Optional) Specifies whether to echo the request’s input
parameters (names and values) in the XML output. When not
specified, parameters are not included in the XML output. Specify
1 to view parameters in the XML output.

Filters

Several parameters allow you to set filters to restrict the scan list output. When no filters
are specified, the service returns all scans launched by all users within the past 30 days.

Parameter

Description

scan_ref={value}

(Optional) Show only a scan with a certain scan reference code.
When unspecified, the scan list is not restricted to a certain scan.
For a vulnerability scan, the format is:

scan/987659876.19876

For a compliance scan the formatis:
compliance/98765456.12345

For a SCAP scan the format is:

qscap/987659999.22222

scan_id={value}

(Optional) Show only a scan with a certain compliance scan ID.

state={value}

(Optional) Show only one or more scan states. By default, the
scan list is not restricted to certain states. A valid value is:
Running, Paused, Canceled, Finished, Error, Queued (scan job is
waiting to be distributed to scanner(s)), or Loading (scanner(s) are
finished and scan results are being loaded onto the platform).
Multiple values are comma separated.

processed={0|1}

(Optional) Specify 0 to show only scans that are not processed.
Specify 1 to show only scans that have been processed. When not
specified, the scan list output is not filtered based on the
processed status.

type={value}

(Optional) Show only a certain scan type. By default, the scan list
is not restricted to a certain scan type. A valid value is:
On-Demand, Scheduled, or API.

target={value}

(Optional) Show only one or more target IP addresses. By default,
the scan list includes all scans on all IP addresses. Multiple IP
addresses and/or ranges may be entered. Multiple entries are
comma separated. You may enter an IP address range using the
hyphen (-) to separate the start and end IP address, as in:
10.10.10.1-10.10.10.2

user_login={value}

(Optional) Show only a certain user login. The user login
identifies a user who launched scans. By default, the scan list is
not restricted to scans launched by a particular user. Enter the
login name for a valid Qualys user account.
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Description

launched_after datetime=
{date}

(Optional) Show only scans launched after a certain date and
time (optional). The date/time is specified in YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT), like “2007-07-01" or “2007-
01-25T23:12:00Z”.

When launched_after_datetime and launched_before_datetime
are unspecified, the service selects scans launched within the
past 30 days.

A date/time in the future returns an empty scans list.

launched_before_datetime=
{date}

(Optional) Show only scans launched before a certain date and
time (optional). The date/time is specified in YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT), like “2007-07-01" or “2007-
01-25T23:12:00Z".

When launched_after_datetime and launched_before_datetime
are unspecified, the service selects scans launched within the
past 30 days.

A date/time in the future returns a list of all scans (not limited to
scans launched within the past 30 days).

scan_type=certview

(Optional) List CertView in VM scans only. This option will be
supported when CertView GA is released and enabled for your
account.

scan_type=ec2certview

(Optional) List EC2 CertView VM scans only.

client_id={value}

(Optional) Id assigned to the client (Consultant type
subscriptions).

client_name={value}

(Optional) Name of the client (Consultant type subscriptions).

Note: The client_id and client_name parameters are mutually
exclusive and cannot be specified together in the same request.

Show/Hide

These parameters specify whether certain information will be shown in the XML output.

Parameter

Description

show_ags={0|1}

(Optional) Specify 1 to show asset group information for each
scan in the XML output. By default, asset group information is
not shown.

show_op={0|1}

(Optional) Specify 1 to show option profile information for each
scan in the XML output. By default, option profile information is
not shown.

show_status=({0|1}

(Optional) Specify 0 to not show scan status for each scan in the
XML output. By default, scan status is shown.

show_last={0|1}

(Optional) Specify 1 to show only the most recent scan (which
meets all other search filters in the request) in the XML output.
By default, all scans are shown in the XML output.
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Parameter Description

pci_only={0|1} (Optional) Specify 1 to show only external PCI scans in the XML
output. External PCI scans are vulnerability scans run with the
option profile “Payment Card Industry (PCI) Options”. When
pci_only=1 is specified, the XML output will not include other
types of scans run with other option profiles.

ignore_target={0|1} (Optional) Specify 1 to hide target information from the scan list.
Specify O to display the target information.

Scan Parameters

Input parameters used to launch a VM or PC scan are below.

Parameter Description

action={launch} (Required) Specify “launch” to launch a new scan.

echo_request={0]|1} (Optional) Specify 1 to list the input parameters in the XML
output. When unspecified, parameters are not listed in the XML
output.

scan_title={value} (Optional) The scan title. This can be a maximum of 2000

characters (ascii).

target_from={assets|tags} (Optional) Specify “assets” (the default) when your scan target
will include IP addresses/ranges and/or asset groups. Specify
“tags” when your scan target will include asset tags.

ip={value} (Optional) The IP addresses to be scanned. You may enter
individual IP addresses and/or ranges. Multiple entries are
comma separated. One of these parameters is required: ip,
asset_groups or asset_group_ids.

ip is valid only when target_from=assets is specified.

asset_groups={value} (Optional) The titles of asset groups containing the hosts to be
scanned. Multiple titles are comma separated. One of these
parameters is required: ip, asset_groups or asset_group_ids.

asset_groups is valid only when target_from=assets is specified.

These parameters are mutually exclusive and cannot be
specified in the same request: asset_groups and asset_group_ids.

asset_group_ids={value} (Optional) The IDs of asset groups containing the hosts to be
scanned. Multiple IDs are comma separated. One of these
parameters is required: ip, asset_groups or asset_group_ids.

asset_group_ids is valid only when target from=assets is
specified.

These parameters are mutually exclusive and cannot be
specified in the same request: asset_groups and asset_group_ids.
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Description

exclude_ip_per_scan={valu
e}

(Optional) The IP addresses to be excluded from the scan when
the scan target is specified as IP addresses (not asset tags). You
may enter individual IP addresses and/or ranges. Multiple entries
are comma separated.

exclude_ip_per_scan is valid only when target_from=assets is
specified.

tag_include_selector=
{alllany}

(Optional) Select “any” (the default) to include hosts that match
at least one of the selected tags. Select “all” to include hosts that
match all of the selected tags.

tag_include_selector is valid only when target_from=tags is
specified.

tag_exclude_selector=
{alllany}

(Optional) Select “any” (the default) to exclude hosts that match
at least one of the selected tags. Select “all” to exclude hosts that
match all of the selected tags.

tag_exclude_selector is valid only when target_from=tags is
specified.

tag_set_by={idjname}

(Optional) Specify “id” (the default) to select a tag set by
providing tag IDs. Specify “name” to select a tag set by providing
tag names.

tag set_by is valid only when target_from=tags is specified.

tag set_include={value}

(Optional) Specify a tag set to include. Hosts that match these
tags will be included. You identify the tag set by providing tag
name or IDs. Multiple entries are comma separated.

tag_set_include is valid only when target_from=tags is specified.

tag set_exclude={value}

(Optional) Specify a tag set to exclude. Hosts that match these
tags will be excluded. You identify the tag set by providing tag
name or IDs. Multiple entries are comma separated.

tag set_exclude is valid only when target_from=tags is specified.

use_ip_nt range_tags_inclu
de=({0|1}

(Optional) Specify “0” (the default) to select from all tags (tags
with any tag rule). Specify “1” to scan all IP addresses defined in
tag selection. When this is specified, only tags with the dynamic
IP address rule called “IP address in Network Range(s)” can be
selected.

use_ip_nt range_tags_include is valid only when
target_from=tags is specified.

use_ip_nt_range_tags_exclu
de={0|1}

(Optional) Specify “0” (the default) to select from all tags (tags
with any tag rule). Specify “1” to exclude all IP addresses defined
in tag selection. When this is specified, only tags with the
dynamic IP address rule called “IP address in Network Range(s)”
can be selected.

use_ip_nt range_tags_exclude is valid only when
target_from=tags is specified.
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use_ip_nt _range_tags={0|1}

(Optional) Specify “0” (the default) to select from all tags (tags
with any tag rule). Specify “1” to scan all IP addresses defined in
tags. When this is specified, only tags with the dynamic IP
address rule called “IP address in Network Range(s)” can be
selected.

This parameter has been replaced by

use_ip_nt range_tags_include and

use_ip_nt range_tags_exclude parameters.

The use_ip_nt_range_tag parameter is still supported.

use_ip_nt range_tags is valid only when target_from=tags is
specified.

iscanner_id={value}

(Optional) The IDs of the scanner appliances to be used. Multiple
entries are comma separated. For an Express Lite user, Internal
Scanning must be enabled in the user’s account.

One of these parameters must be specified in a request:
iscanner_name, iscanner_id, default_scanner, scanners_in_ag,
scanners_in_tagset. When none of these are specified, External
scanners are used.

These parameters are mutually exclusive and cannot be
specified in the same request: iscanner_id and iscanner_name.

iscanner_name={value}

(Optional) The friendly names of the scanner appliances to be
used or “External” for external scanners. Multiple entries are
comma separated. For an Express Lite user, Internal Scanning
must be enabled in the user’s account.

One of these parameters must be specified in a request for an
internal scan: iscanner_name, iscanner_id, default_scanner,
scanners_in_ag, scanners_in_tagset. When none of these are
specified, External scanners are used.

These parameters are mutually exclusive and cannot be
specified in the same request: iscanner_id and iscanner_name.

default_scanner={0|1}

(Optional) Specify 1 to use the default scanner in each target
asset group. For an Express Lite user, Internal Scanning must be
enabled in the user’s account.

One of these parameters must be specified in a request for an
internal scan: iscanner_name, iscanner_id, default_scanner,
scanners_in_ag, scanners_in_tagset. When none of these are
specified, External scanners are used.

default_scanner is valid when the scan target is specified using
one of these parameters: asset_groups, asset_group_ids.
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scanners_in_ag={0|1}

(Optional) Specify 1 to distribute the scan to the target asset
groups’ scanner appliances. Appliances in each asset group are
tasked with scanning the IPs in the group. By default up to 5
appliances per group will be used and this can be configured for
your account (please contact your Account Manager or Support).
For an Express Lite user, Internal Scanning must be enabled in
the user’s account.

One of these parameters must be specified in a request for an
internal scan: iscanner_name, iscanner_id, default_scanner,
scanners_in_ag, scanners_in_tagset. When none of these are
specified, External scanners are used.

scanners_in_ag is valid when the scan target is specified using
one of these parameters: asset_groups, asset_group_ids.

scanners_in_tagset={0|1}

(Optional) Specify 1 to distribute the scan to scanner appliances
that match the asset tags specified for the scan target.

One of these parameters must be specified in a request for an
internal scan: iscanner_name, iscanner_id, default_scanner,
scanners_in_ag, scanners_in_tagset. When none of these are
specified, External scanners are used.

scanners_in_tagset is valid when the target_from=tags is
specified.

scanners_in_network=
{value}

(Optional) Specify 1 to distribute the scan to all scanner
appliances in the network.

option_title={value}

(Optional) The title of the option profile to be used.

One of these parameters must be specified in a request:
option_title or option_id. These are mutually exclusive and
cannot be specified in the same request.

option_id={value}

(Optional) The ID of the option profile to be used.

One of these parameters must be specified in a request:
option_title or option_id. These are mutually exclusive and
cannot be specified in the same request.

priority={value}

(Optional for VM scans only) Specify a value of 0 - S to set a
processing priority level for the scan. When not specified, a value
of 0 (no priority) is used. Valid values are:

0 = No Priority (the default)

1 = Emergency

2 = Ultimate
3 = Critical
4 = Major

5 = High

6 = Standard
7 = Medium
8 = Minor

9 =Low

83



Parameter

Scans
Scan Parameters

Description

connector_name={value}

(Required for an EC2 scan) (VM scan only) The name of the EC2
connector for the AWS integration you want to run the scan on.

ec?2_endpoint={value}

(Required for an EC2 scan) The EC2 region code or the ID of the
Virtual Private Cloud (VPC) zone. Need help finding the region
code? See the following:
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-
regions-availability-zones. html#concepts-regions-availability-
zones

ec?2_instance_ids={value}

(Optional) (VM scan only) The ID of the EC2 instance on which
you want to launch the VM or compliance scan. Multiple ec2
instance ids are comma separated. You can add up to maximum
10 instance Ids. When you launch an EC2 scan and specify EC2
instance IDs as part of the scan target, we can identify and skip
any invalid instances and continue the scan on the valid
instances.

ip_network_id={value}

(Optional, and valid only when the Network Support feature is
enabled for the user’s account)

The ID of a network used to filter the IPs/ranges specified in
the“ip” parameter. Set to a custom network ID (note this does not
filter IPs/ranges specified in “asset_groups” or “asset_group_ids”).
Or set to “0” (the default) for the Global Default Network - this is
used to scan hosts outside of your custom networks.

runtime_http_header=
{value}

(Optional) Set a custom value in order to drop defenses (such as
logging, IPs, etc) when an authorized scan is being run. The value
you enter will be used in the “Qualys-Scan:” header that will be
set for many CGI and web application fingerprinting checks.
Some discovery and web server fingerprinting checks will not use
this header.

scan_type=
certview

(Optional) (VM scan only) Launch a CertView type scan. This
option will be supported when CertView GA is released and
enabled for your account.

fgdn={value}

(Optional) The target FQDN for a vulnerability scan. You must
specify at least one target i.e. IPs, asset groups or FQDNs.
Multiple values are comma separated.

- DNS Tracking must be enabled for the subscription. A Manager
user can enable this feature in the Qualys Ul by going to Scans >
Setup > DNS Tracking and checking the “Enable DNS Tracking for
hosts” option.

- You can specify FQDNs in combination with IPs and asset
groups but not with asset tags.

client_id={value}

(Optional) Id assigned to the client (Consultant type
subscriptions).
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Description

client_name={value}

(Optional) Name of the client (Consultant type subscriptions).

Note: The client_id and client_name parameters are mutually
exclusive and cannot be specified together in the same request.

include_agent_targets={0|1}

(Optional) Specify 1 when your scan target includes agent hosts.
This lets you scan private IPs where agents are installed when
these IPs are not in your VM/PC license.

Supported capabilities

- This parameter is supported for internal scans using scanner
appliance(s). This option is not supported for scans using
External scanners.

- This parameter is supported when launching on demand scans
only. It is not supported for scheduled scans.

Parameter iscanner_id or iscanner_name must be specified in
the same request.

Cloud Perimeter Scan Parameters

The input parameters for creating or updating a Cloud Perimeter scan are below.

Parameter

Description

action={createlupdate}

(Required) Specify "create" to configure a new cloud
perimeter scan job. Specify "update" to make changes to an
existing scan job.

id={value}

(Required and only applicable for Update request) The ID of
the scan schedule you want to update.

module={vm|pc}

(Required for Create request) Specify "vm" for a
vulnerability scan and "pc" for a compliance scan.

cloud_provider={value}

(Optional) Specify "azure" for an Azure scan. Specify "aws"
for an AWS EC2 scan. The cloud_provider value cannot be
changed during an update request.

When cloud_provider=azure, the following parameters
cannot be specified in the same request: platform_type,
region_code, vpc_id, include_micro_nano_instances,
include_lb_from_connector. These parameters only apply
when cloud_provider=aws is specified.

cloud_service={value}

(Optional) Specify "vm" (Azure virtual machine) for an
Azure scan. Specify "ec2" for an AWS EC2 scan. The
cloud_service value cannot be changed during an update
request.
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Description

connector_name={value}

(Optional) The name of the connector to be used. We will
check if the specified connector_name exists for your
Qualys subscription. If not, then API request returns an
error message “Invalid connector_name provided”.

One of these parameters must be specified in the request:
conector_name or connector_uuid. These are mutually
exclusive and cannot be specified in the same request.

connector_uuid={value}

(Optional) The ID of the connector to be used. We will
check if the specified connector_uuid exists for your
Qualys subscription. If not, then API request returns an
error message “Invalid connector_uuid provided”

One of these parameters must be specified in the request:
conector_name or connector_uuid. These are mutually
exclusive and cannot be specified in the same request.

scan_title={value}

(Optional) The scan title. When not specified the default
scan title is "AWS EC2 Perimeter Scan <date>"

active={0|1}

(Required for Create request) Specify "1" to create an active
schedule. Specify "0" to create an inactive schedule.

option_title={value}

(Optional) The title of the option profile to be used.

One of these parameters must be specified in the request:
option_title or option_id. These are mutually exclusive and
cannot be specified in the same request.

option_id={value}

(Optional) The ID of the option profile to be used.

One of these parameters must be specified in a request:
option_title or option_id. These are mutually exclusive and
cannot be specified in the same request.

priority={value}

(Optional) Specify a value of 0 - 9 to set a processing
priority level for the scan. When not specified, a value of 0
(no priority) is used. Valid values are:

0 = No Priority (the default)

1 = Emergency

2 = Ultimate
3 = Critical
4 = Major

5 = High

6 = Standard
7 = Medium
8 = Minor

9 =Low

iscanner_id={value}

(Optional, only valid when your account is configured to
allow internal scanners) The IDs of the scanner appliances
to be used. Specify "0" for external scanners. Multiple
entries are comma separated.

These parameters cannot be specified in the same request:
iscanner_id and iscanner_name.
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Parameter Description

iscanner_name={value} (Optional, only valid when your account is configured to
allow internal scanners) The friendly names of the scanner
appliances to be used or "External" for external scanners.
Multiple entries are comma separated.

These parameters cannot be specified in the same request:
iscanner_id and iscanner_name.

platform_type={value} (Optional) The platform type. Valid values are: classic,
vpc_peered or selected_vpc.

region_code={value} (Optional) The EC2 region code. Valid values are:
ap-northeast-1, ap-southeast-1, ap-southeast-2, ap-east-1,
eu-west-1, eu-north-1, asa-east-1, us-east-1, us-west-1, us-
west-2, me-south-1, eu-south-1, and af-south-1

One of these parameters must be specified in the request:
region_code or vpc_id. These are mutually exclusive and
cannot be specified in the same request.

vpc_id={value} (Optional) The ID of the Virtual Private Cloud (VPC) zone.
The ID value must start with vpc-*. We will check if the
specified vpc_id exists for the selected connector

One of these parameters must be specified in the request:
region_code or vpc_id. These are mutually exclusive and
cannot be specified in the same request.

include_micro_nano_instan (Optional) Specify 1 to include EC2 assets with instance
ces={0|1} types t2.nano, t3.nano, tl.micro and ml.small in the scan
job. By default, this parameter value is set to 0.

Note that these instance types must be activated for your
account.

Warning

AWS EC2 assets with instance types t2.nano, t3.nano,
t1.micro and m1.small have very limited CPU. When
scanning these instance types we recommend you choose
an option profile with Light port scanning and no
authentication. Alternatively, use Qualys Cloud Agent to
perform the equivalent of authenticated scanning for the
least performance impact for these instance types.

tag include_selector= (Optional) Select “any” (the default) to include hosts that
{all|any} match at least one of the selected tags. Select “all” to
include hosts that match all of the selected tags.
tag_exclude_selector= (Optional) Select “any” (the default) to exclude hosts that
{alllany} match at least one of the selected tags. Select “all” to

exclude hosts that match all of the selected tags.

tag_set_by={idjname} (Optional) Specify “id” (the default) to select a tag set by
providing tag IDs. Specify “name” to select a tag set by
providing tag names. We will check if the tag ids or tag
names are valid.
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Description

tag_set_include={value}

(Optional) Specify a tag set to include. Hosts that match
these tags will be included. You identify the tag set by
providing tag name or IDs. Multiple entries are comma
separated.

tag set_exclude={value}

(Optional) Specify a tag set to exclude. Hosts that match
these tags will be excluded. You identify the tag set by
providing tag name or IDs. Multiple entries are comma
separated.

include_lb_from_connector
={0[1}

(Optional) Specify 1 to include public load balancers from
the selected connector in the scan job. By default, this
parameter value is set to 0.

When you set this parameter to 1, we fetch public load
balancers from the AWS connector in CloudView that has
the same configuration as that of the selected connector. If
you select this option, ensure that you have the connector
created in your CloudView account with a configuration
similar to that of the selected connector. If the connector in
CloudView is not found, then we can't fetch the public load
balancers from the connector.

Note

To create the connector, your account must have
CloudView subscription and your platform has access to
CloudView base URL “qweb_cloud_view_base_url”

elb_dns={value}

(Optional) One or more load balancer DNS names to
include in the scan job. Multiple values are comma-
separated.

schedule={value}

(Required for Create request) Specify "now" to schedule the
scan job for now. Specify "recurring” to schedule the scan
job to start at a later time or on a recurring basis. See
Scheduling Parameters in the next section.
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Scan Schedule Parameters

Scan Schedule - Occurrence

Parameter

Description

occurrence=daily

Required for a daily scan.

frequency_days={value}

Required for a daily scan. The scan will run every N number of
days. Value is an integer from 1 to 365.

occurrence=weekly

Required for a weekly scan.

frequency_weeks={value}

Required for a weekly scan. The scan will run every N number of
weeks. Value is an integer from 1 to 52.

weekdays={value}

Required for a weekly scan. The scan will run on the one or more
weekdays. Value is one or more days: sunday, monday, tuesday,
wednesday, thursday, friday, saturday. Multiple days are comma
separated.

occurrence=monthly

Required for a monthly scan.

frequency_months={value}

Required for a monthly scan. The scan will run every N number
of months. Value is an integer from 1 to 12.

day_of_month={value}

Required for monthly scan - Nth day of the month. The scan will
run on the Nth day of the month. Value is an integer from 1 to 31.

day_of_week=({value}

Required for monthly scan - day in Nth week. The scan will run
on this day of the week. Value is and integer from 0 to 6, where 0
is Sunday and 2 is Tuesday.

week_of month={value}

Required for monthly scan - day in Nth week. The scan will run
on this week of the month. Value is one of: first, second, third,
fourth, last.

Scan Schedule - Start Time

Parameter

Description

start_date={mm/dd/yyyy}

(Optional) By default the start date is the date when the schedule
is created. You can define another start date in mm/dd/yyyy
format.

start_hour={hour}

(Required) The hour when a scan will start. The hour is an
integer from O to 23, where O represents 12 AM, 7 represents 7
AM, and 22 represents 10 PM.

start_minute={minute}

(Required) The minute when a scan will start. A valid value is an
integer from 0 to 59.

time_zone_code={value}

(Required) The time zone code for starting a scan, in upper case.
For example, the time zone code for US California is US-CA. Valid
codes are returned by the Time Zone Code API
(/msp/time_zone_code_list.php).

observe_dst={yes|no}

(Optional) Specify yes to observe Daylight Saving Time (DST).
This parameter is valid when the time zone code specified in
time_zone_code supports DST.
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recurrence={value}

(Optional) The number of times the scan will be run before it is
deactivated. For example, if you set recurrence=2, the scan
schedule will be deactivated after it runs 2 times. By default no
value is set. A valid value is an integer from 1 to 99.

end_after={value}

(Optional) End a scan after some number of hours. A valid value
is from 0 to 119.

end_after_mins={value}

(Optional) End a scan after some number of minutes. A valid
value is an integer from 0O to 59.

Must be specified with end_after. For example, to end the scan
after 2 hours and 30 minutes, you would specify end_after=2 and
end_after mins=30.

When end_after is set to 0, the minimum value for
end_after_mins is 15.

pause_after_hours={value}

(Optional) Pause a scan after some number of hours if the scan
has not finished by then. A valid value is an integer from 0 to 119.

pause_after_mins={value}

(Optional) Pause a scan after some number of minutes if the scan
has not finished by then. A valid value is an integer from 0-59.

Must be specified with pause_after_hours. For example, to pause
the scan after 2 hours and 30 minutes, you would specify
pause_after_hours=2 and pause_after_mins=30.

When pause_after_hours is set to 0, the minimum value for
pause_after_mins is 15.

resume_in_days={value}

(Optional) Resume a paused scan in some number of days. A
valid value is an integer from 0 to 9 or Manually.

resume_in_hours={value}

(Optional) Resume a paused scan in some number of hours. A
valid value is an integer from 0-23.

Must be specified with pause_after_hours and resume_in_days.
For example, to resume your scan in 5 hours, specify
resume_in_days=0 and resume_in_hours=>5. To resume your scan
in 1 day and 12 hours, specify resume_in_days=1 and
resume_in_hours=12.

Note - The value you set for pause will determine the minimum
value for resume. For example, if you set the scan to pause after
1 hour then you can set it to resume in 2 or more hours. If you set
the scan to pause between 1-2 hours (from 1hr, 1min to 1 hr,
59min) then you can set it to resume in 3 hours or more.

set_start_time={0|1}

(Optional for Update only) Specify set_start_time=1 to update
any of the start time parameters.

Must be specified with all start time parameters together:
start_date, start_hour, start_minute, time_zone_code,
observe_dst

90



Scans
Scan Schedule Parameters

Scan Schedule - Notifications

Parameter

Description

before_notify={0|1}

(Optional) Specify before_notify=1 to send a notification before
the scan starts. When not specified during a create request no
notification is sent. When not specified during an update request
we keep the previous setting.

before_notify_unit={value}

(Optional) Specify the time unit for when to send the before scan
notification. Possible values are: days, hours, minutes.

This parameter is required when before_notify=1. Not valid when
before_notify=0.

before_notify_time={value}

(Optional) Indicates the number of days, hours or minutes before
the scan starts the notification will be sent. For days, enter a
value of 1-31. For hours, enter a value of 1-24. For minutes, enter
a value of 5-120.

This parameter is required when before_notify=1. Not valid when
before_notify=0.

before_notify_message=
{value}

(Optional) Specify a custom message to add to the before scan
notification. The notification will always include certain details
like the scan title, owner, option profile and start time. Include up
to 4000 characters, no HTML tags.

For update requests:
- When not specified we keep the previous setting.
- Specify an empty string to delete the last saved message.

This parameter is only valid when before_notify=1.

after_notify={0|1}

(Optional) Specify after_notify=1 to send a notification after the
scan is finished. When not specified during a create request no
notification is sent. When not specified during an update request
we keep the previous setting.

after_notify_message=
{value}

(Optional) Specify a custom message to add to the after scan
notification. When not specified during a create request, no
notification message is saved. Include up to 4000 characters, no
HTML tags.

For update requests:
- When not specified we keep the previous setting.
- Specify an empty string to delete the last saved message.

- If both notifications are disabled (before_notify=0 and
after_notify=0) we will delete the after notify message.

This parameter is only valid when after_notify=1.
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recipient_group_ids={value}

(Optional) The notification recipients in the form of one or more
valid distribution group IDs. When not specified during a create
request, only the task owner will be notified.

For update requests:
- When not specified we keep the previous setting.
- Specify an empty string to delete the list of IDs.

- If both notifications are disabled (before_notify=0 and
after_notify=0) we will delete the list of IDs.

This parameter is only valid when before_notify=1 or
after_notify=1is specified in the same request.

delay_notify={0|1}

(Optional) Specify to send a notification if a scheduled scan is
delayed.

delay_notify_message=(val
ue}

(Optional) Specify a message to send notification for a delayed
scheduled scan. If a message is not specified or if the
delay_notify=1, the following default message is shown:

“The Qualys scan launch has been delayed and will be tried
again.”

This parameter is only valid when delay_notify=1.

skipped_notify={0|1}

(Optional) Specify to send a notification if a scheduled scan is
skipped.

skipped_notify_message={v
alue}

(Optional) Specify a message to send notification for a skipped
scheduled scan. If a message is not specified or if the
skipped_notify=1, the following default message is shown:
“The Qualys scan launch has been skipped.”

This parameter is only valid when skipped_notify=1.

deactivate_notify=({0|1}

(Optional) Specify to send a notification if a scheduled scan is
deactivated.

deactivate_notify_message
=({value}

(Optional) Specify a message to send notification for a
deactivated scheduled scan. If a message is not specified or if the
deactivate_notify=1, the following default message is shown:
“The Qualys scan has been deactivated by the service.”

This parameter is only valid when deactivate_notify=1.

Scan Schedule - Consultant type subscriptions

Parameter

Description

client_id={value}

(Optional) Id assigned to the client (Consultant type
subscriptions).

client_name={value}

(Optional) Name of the client (Consultant type subscriptions).

Note: The client_id and client_name parameters are mutually
exclusive and cannot be specified together in the same request.
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VM Scan Statistics
/api/2.0/fo/scan/stats/?action=list
[GET] [POST]

List details about vulnerability scans and assets that are waiting to be processed.
Permissions - Manager role is required.
You'll see these sections in the XML output:

UNPROCESSED SCANS - The total number of scans that are not processed, including scans
that are queued, running, loading, finished, etc.

VM RECRYPT BACKLOG - The total number of assets across your finished scans that are
waiting to be processed.

VM RECRYPT BACKLOG BY SCAN - Scan details for vulnerability scans that are waiting to
be processed. For each scan, you’ll see the scan ID, scan title, scan status, processing
priority and number of hosts that the scan finished but not processed.

VM RECRYPT BACKLOG BY TASK - Processing task details for vulnerability scans that are
waiting to be processed. For each task, you'll see the same scan details as VM RECRYPT
BACKLOG BY SCAN plus additional information like the total hosts alive for the scan, the
number of hosts from the scan that have been processed, the number of hosts waiting to
be processed, the scan start date, the task type and task status.

Sample - List VM statistics

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl"
"https://qualysapi.qualys.com/api/2.0/fo/scan/stats/?action=1ist"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE TASK PROCESSING SYSTEM
"https://qualygapi.qualys.com/api/2.0/fo/scan/stats/vm recrypt res
ults.dtd"> B B
<TASK PROCESSING>
<UNPROCESSED7$CANS><![CDATA[366]]></UNPROCESSED75CANS>
<VM_RECRYPT_BACKLOG><![CDATA[116]]></VM_RECRYPT_BACKLOG>
<VM_RECRYPT BACKLOG_BY SCAN>
<SCAN>
<ID><! [CDATA[189275]1></ID>
<TITLE><! [CDATA[API V2 IP Scan 1511513769]]></TITLE>
<STATUS><! [CDATA[Loading]]></STATUS>

<PROCESSING_PRIORITY><![CDATA[None]]></PROCESSING_PRIORITY>
<COUNT><! [CDATA[2]]></COUNT>
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</SCAN>

<SCAN>
<ID><! [CDATA[189281]]1></ID>
<TITLE><! [CDATA[API V2 AG Scan 1511513846]]></TITLE>
<STATUS><! [CDATA [Loading]]></STATUS>

<PROCESSING_PRIORITY><![CDATA[None]]></PROCESSING_PRIORITY>
<COUNT><! [CDATA[2]]></COUNT>
</SCAN>
<SCAN>
<ID><![CDATA[190773]]></ID>
<TITLE><![CDATA[API V2 IP Scan ]]></TITLE>
<STATUS><! [CDATA[Finished]]></STATUS>

<PROCESSING_PRIORITY><![CDATA[None]]></PROCESSING_PRIORITY>
<COUNT><! [CDATA[2]]></COUNT>
</SCAN>
<SCAN>
<ID><![CDATA[190775]1]1></ID>
<TITLE><![CDATA[API_VZ_IP_Scan_]]></TITLE>
<STATUS><! [CDATA[Finished] ]></STATUS>

<PROCESSING7PRIORITY><![CDATA[None]]></PROCESSING7PRIORITY>
<COUNT><! [CDATA[2]]></COUNT>
</SCAN>

</VM_RECRYPT BACKLOG BY SCAN>
<VM_RECRYPT BACKLOG_ BY TASK>
<SCAN>
<ID><! [CDATA[210337]]1></ID>
<TITLE><![CDATA[API V2 AG Scan 1515055579]]></TITLE>
<STATUS><! [CDATA [Loading]]></STATUS>

<PROCESSING PRIORITY><! [CDATA[None]]></PROCESSING PRIORITY>
<NBHOST><! [CDATA[]]></NBHOST>
<TO_PROCESS><! [CDATA[3]]></TO_PROCESS>
<PROCESSED><! [CDATA[0] ] ></PROCESSED>
<SCAN DATE><![CDATA[2018-01-04T08:46:13%]]></SCAN DATE>
<SCAN UPDATED DATE><![CDATA[2018-01-
04T08:58:05%] ] ></SCAN UPDATED DATE>
<TASK_TYPE><! [CDATA[VM Scan Processing]]></TASK TYPE>
<TASK_STATUS><! [CDATA [Queued] ] ></TASK_STATUS>
<TASK_UPDATED DATE><![CDATA[2018-01-
12T08:17:09Z] ] ></TASK UPDATED DATE>
</SCAN>
<SCAN>
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<ID><! [CDATA[215356]]></ID>
<TITLE><! [CDATA[API V2 AG Scan 1515742250]]></TITLE>
<STATUS><![CDATA[Running]]></STATUS>

<PROCESSING PRIORITY><![CDATA [None]]></PROCESSING PRIORITY>
<NBHOST><! [CDATA[]]></NBHOST>
<TO_PROCESS><! [CDATA[0]]></TO_PROCESS>
<PROCESSED><! [CDATA[0]]></PROCESSED>
<SCAN DATE><! [CDATA[2018-01-12T07:30:422]]></SCAN DATE>
<SCAN UPDATED DATE><![CDATA[2018-01-
12T08:01:10%]]></SCAN_UPDATED DATE>
<TASK_TYPE><! [CDATA[VM Scan Processing]]></TASK TYPE>
<TASK_STATUS><! [CDATA [Queued] ] ></TASK_STATUS>
<TASK_UPDATED DATE><! [CDATA[2018-01-
12T08:17:11%]]></TASK UPDATED DATE>
</SCAN>
<SCAN>
<ID><![CDATA[215357]]></ID>
<TITLE><![CDATA[API V2 AG Scan 1515742265]]></TITLE>
<STATUS><! [CDATA [Loading] ]></STATUS>

<PROCESSING PRIORITY><! [CDATA[None]]></PROCESSING PRIORITY>
<NBHOST><! [CDATA[]]></NBHOST>
<TO_PROCESS><! [CDATA[0]]></TO_PROCESS>
<PROCESSED><! [CDATA[0] ]></PROCESSED>
<SCAN DATE><![CDATA[2018-01-12T07:30:582]]></SCAN DATE>
<SCAN UPDATED DATE><![CDATA[2018-01-
12T08:14:452] ] ></SCAN UPDATED DATE>
<TASK_TYPE><! [CDATA[VM Scan Processing]] ></TASK_TYPE>
<TASK_STATUS><! [CDATA [Queued] ] ></TASK_STATUS>
<TASK_UPDATED DATE><![CDATA[2018-01-
12T08:17:112Z] ]></TASK UPDATED DATE>
</SCAN>

</VM_RECRYPT BACKLOG BY TASK>
</TASK_PROCESSING>

DTD
<platform API server>/api/2.0/fo/scan/stats/vm_recrypt_results.dtd
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VM Scan Summary
/api/2.0/fo/scan/vm/summary/

[GET] [POST]

This API can be used as an alternative to the original Scan Summary APL It’s easier to use,
has more filter options and enhanced output content.

This API helps you to identify hosts that were scanned or not scanned and why. You can
choose to get a scan summary for a particular scan by specifying the scan reference ID or
for all scans launched since a certain date/time or within a date range.

This API will return details for all scans. Note, however, that the output will not include
the <SCAN_RESULTS> block if the scan did not return results for some reason.

Permissions
Manager role is required.

Input Parameters
The following input parameters are supported.

Parameter Description

action=list (Required) The list action.

output_format=xml (Optional) The only supported output format at this time is XML.
scan_reference={value} (Optional) Specifies a unique scan reference ID. Use this option to

include scan summary information for a single scan only. For VM
scans, the scan reference has the format scan/987654321.98765.

One of these parameters must be specified in the request:
scan_datetime_since or scan_reference. You cannot specify
scan_reference in the same request as scan_datetime_since and
scan_datetime_until.

scan_datetime_since= (Optional) Include scans started since a certain date. The date

{value} must be less than or equal to today’s date. Specify the date in
GMT timezone in RFC 3339 format: yyyy-mm-ddThh-mm-ssZ.
Example: 2020-10-01T09:30:48Z

One of these parameters must be specified in the request:
scan_datetime_since or scan_reference. You cannot specify
scan_datetime_since in the same request as scan_reference.

scan_datetime_until= (Optional) Include scans started up to a certain date. The date
{value} must be more than or equal to scan_datetime_since, and less
than or equal to today’s date. Specify the date in GMT timezone
in RFC 3339 format: yyyy-mm-ddThh-mm-ssZ.
Example: 2020-10-01T09:30:48Z

The parameter scan_datetime_until can only be specified when
scan_datetime_since is also specified. You cannot specify
scan_datetime_until in the same request as scan_reference.
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Description

include_scan_input={0|1}

(Optional) By default, scan input information is included in the
XML output in the <SCAN_INPUT> block. Specify
include_scan_input=0 if you don’t want this entire block to
appear in the output. Scan input information includes the scan
title, user login (for user who launched the scan), whether or not
the scan was scheduled, scan target, network, option profile, etc.

include_scan_details={0|1}

(Optional) By default, scan details are included in the XML output
in the <SCAN_DETAILS> block. Specify include_scan_details=0 if
you don’t want this entire block to appear in the output. Scan
details include the scan status, launch date/time, and scan
duration.

include_hosts_summary=
{0[1}

(Optional) By default, hosts summary information is included in
the XML output in the <HOSTS> block under <SCAN_RESULTS>.
Specify include_hosts_summary=0 if you don’t want the
<HOSTS> block to appear in the output. The hosts summary
shows the total number of hosts scanned, and lists the IP
addresses, DNS hostnames and NetBIOS hostnames in the scan.

include_detections_summa
ry={0|1}

(Optional) By default, detections summary information is
included in the XML output in the <DETECTIONS> block under
<SCAN_RESULTS>. Specify include_detections_summary=0 if you
don’t want the <DETECTIONS> block to appear in the output. The
detections summary includes the total number of detections, and
the number of detections by severity for confirmed, potential and
information gathered.

include_hosts_summary_ca
tegories={value}

(Optional) When unspecified, all categories are included in the
XML output. To filter the categories, provide a comma-separated
list of the categories to include in the output. Possible values are:
scanned, excluded, cancelled, unresolved, duplicate,
not_vulnerable, dead, aborted, blocked, failed_slice,
exceeded_scan_duration.

See Host Summary Categories below for more information on
each category. Each category appears a block inside
<SCAN_RESULTS> <HOSTS>. If a category is filtered out, the
respective category block does not appear in the output.

Host Summary Categories

The following host summary categories may be included in the scan summary output:

Scanned - The hosts were scanned successfully.

Excluded - The hosts were excluded. Hosts may be excluded on a per scan basis (by the
user launching or scheduling the scan) or globally for all scans. Managers and Unit
Managers have privileges to edit the global excluded hosts list for the subscription.

Cancelled - Hosts were not scanned because the scan was cancelled. Scans may be
cancelled by a user, by an administrator or automatically by the service as specified in

scheduled scan settings.

97



Scans
VM Scan Summary

Unresolved - Hosts were scanned but they could not be reported because the NetBIOS or
DNS hostname, whichever tracking method is specified for each host, could not be
resolved.

Duplicate - The hosts were duplicated within a single segment/slice of the scan job. For
example, two different hostnames resolving to the same IP with tracking by IP.

Not Vulnerable - Hosts were found to be not vulnerable during host discovery without
having to run a full scan. This could happen for example if the list of QIDs to be scanned
are limited to certain ports and those ports are found to be closed.

Dead - The hosts were not “alive” at the time of the scan, meaning that they did not
respond to probes sent by the scanning engine, and the option to Scan Dead Hosts was not
enabled.

Aborted - The scan was abruptly discontinued. This is a rare occurrence that may be
caused for different reasons. For example, it's possible that a connection timed out or
there were connection errors on a particular port or the scan time elapsed.

Blocked - Hosts were blocked from scanning for some reason. For example, user provided
blacklisted IPs to scan and after the scan was launched it was blocked due to improper
configuration.

Failed Slice Hosts - The scan failed for these hosts.

Exceeded Scan Duration - Applicable when the Maximum Scan Duration per Asset feature
is enabled and a maximum scan duration is specified in the option profile used for the
scan. This setting determines how long a scan can run on a single asset. The scan on these
hosts exceeded the scan duration allowed so the scan on these hosts was aborted.

Sample 1 - Get scan summary by scan reference
In this sample, the scan reference ID is included as part of the request.

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"http://qualysapi.qualys.com/api/2.0/fo/scan/vm/summary/?action=1list&incl
ude scan_ input=l&include hosts summary=1l&output format=xml&include detect
ions_summary=l&scan reference=scan/9876543210.12345"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SCAN_ SUMMARY OUTPUT SYSTEM
"http://qualysapi.qualys.com/api/2.0/fo/scan/vm/summary/output.dtd">
<SCAN_SUMMARY OUTPUT>
<RESPONSE>
<DATETIME>2020-09-15T09:09:36Z2</DATETIME>
<SCAN SUMMARY LIST>
<SCAN_SUMMARY>
<SCAN_REFERENCE>Scan/98765432lO.12345</SCAN_REFERENCE>
<SCAN_ INPUT>
<TITLE>CustomAgScan</TITLE>
<USER>
<USERNAME>qualys joe</USERNAME>
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</USER>
<SCHEDULED>0</SCHEDULED>
<SCAN_ DATETIME>2020-04-01 06:55:55</SCAN DATETIME>
<NETWORK>
<ID>63010</ID>
<NAME>Custom Network</NAME>
</NETWORK>
<OPTION PROFILE>
<ID>86395</ID>
<NAME>Initial Options</NAME>
</OPTION_PROFILE>
<TARGETS>
<IP LIST>
<COUNT>256</COUNT>
<IP_DATA>
<RANGES>
<RANGE>11.1.1.0-11.1.1.255</RANGE>
</RANGES>
</IP_DATA>
</IP_LIST>
<DNS_LIST>
<COUNT>3</COUNT>
<DNS_DATA>

<DNS_CSV>sample2.com, sample3.com, samplel.com</DNS CSV>
</DNS_DATA>
</DNS_LIST>
<NETBIOS LIST>
<COUNT>3</COUNT>
<NETBIOS_DATA>

<NETBIOS_CSV>NB1.COM,NB3.COM,NB2.COM</NETBIOS CSV>
</NETBIOS_DATA>
</NETBIOS_LIST>
<ASSET GROUP_LIST>
<COUNT>1</COUNT>
<ASSET_ GROUP_DATA>
<ASSET GROUP>
<ID>206216</1ID>
<NAME>Custom Network Asset Group</NAME>
</ASSET_GROUP>
</ASSET GROUP_DATA>
</ASSET GROUP_LIST>
</TARGETS>
</SCAN_ INPUT>
<SCAN DETAILS>
<STATUS>ERROR</STATUS>
<LAUNCH DATETIME>2020-04-01 06:55:55</LAUNCH DATETIME>
<DURATION>1261</DURATION>
</SCAN DETAILS>
<SCAN RESULTS>
<HOSTS>
<COUNT>262</COUNT>
<HOSTS_DATA>
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<SCANNED>
<IP_LIST>
<COUNT>9</COUNT>
<IP_DATA>
<RANGES>
<RANGE>43.56.78.111-
43.56.78.119</RANGE>
</RANGES>
</IP_DATA>
</IP_LIST>
</SCANNED>
<FAILED SLICE HOSTS>
<IPV4 LIST>
<COUNT>8</COUNT>
<IPV4 DATA>
<IPV4 CSVv>10.10.10.1,10.20.10.10-
10.20.10.13,10.10.10.3,10.20.10.7,10.10.10.8,10.20.10.11</IPV4 CSV>
</IPV4 DATA>
</IPV4 LIST>
<IPV6 LIST>
<COUNT>2</COUNT>
<IPV6_ DATA>

<IPV6 CSV>::ff01,::££02,::££02</IPV6_CSV>
</IPV6_ DATA>
</IPV6 LIST>
<DNS_LIST>
<COUNT>4</COUNT>
<DNS_DATA>
<DNS CSV>sampled.com, sample5.com,
sample6.com, sample7.com</DNS CSV>
</DNS_DATA>
</DNS_LIST>
<NETBIOS LIST>
<COUNT>4</COUNT>
<NETBIOS_DATA>
<NETB1087CSV>WIN2KB,
SATEELITE, WIN4KB, KRWSDG</NETBIOS_CSV>
</NETBIOS_DATA>
</NETBIOS_LIST>
</FAILED SLICE HOSTS>
</HOSTS_DATA>
</HOSTS>
<DETECTIONS>
<IG>
<TOTAL_COUNT>72l6</TOTAL_COUNT>
<COUNT BY SEVERITY>
<SEVERITY 1>4467</SEVERITY 1>
<SEVERITY 2>2232</SEVERITY 2>
<SEVERITY73>517</SEVERITY73>
<SEVERITY_4>O</SEVERITY_4>
<SEVERITY_5>O</SEVERITY_5>
</COUNT_BY_SEVERITY>
</IG>
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<VULN>
<CONFIRMED>
<TOTAL COUNT>8054</TOTAL_COUNT>
<COUNT BY SEVERITY>
<SEVERITY 1>238</SEVERITY 1>
<SEVERITY 2>985</SEVERITY 2>
<SEVERITY 3>2124</SEVERITY 3>
<SEVERITY 4>2546</SEVERITY 4>
<SEVERITY 5>2161</SEVERITY 5>
</COUNT_BY SEVERITY>
</CONFIRMED>
<POTENTIAL>
<TOTAL COUNT>1497</TOTAL COUNT>
<COUNT BY SEVERITY>
<SEVERITY 1>17</SEVERITY 1>
<SEVERITY 2>420</SEVERITY 2>
<SEVERITY 3>579</SEVERITY 3>
<SEVERITY 4>304</SEVERITY 4>
<SEVERITY 5>177</SEVERITY 5>
</COUNT_ BY SEVERITY>
</POTENTIAL>
</VULN>

</DETECTIONS>
</SCAN_RESULTS>

</SCAN_SUMMARY>
</SCAN_ SUMMARY LIST>

</RESPONSE>

</SCAN_SUMMARY OUTPUT>

Sample 2 - Get scan summary by scan date

In this sample, all scans within the date range will be returned.

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"https://qualysapi.qualys.com/api/2.0/fo/scan/vm/summary/?action=listé&out
put format=xmlé&scan datetime since=2020-04-

06T02:30:00Z&scan_datetime until=2020-04-06T02:30:00Z"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SCAN_ SUMMARY OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/scan/vm/summary/output.dtd">

<SCAN_SUMMARY OUTPUT>

<RESPONSE>

<DATETIME>2020-09-22T05:02:40Z</DATETIME>

<SCAN SUMMARY LIST>
<SCAN_SUMMARY>

<SCAN_ REFERENCE>scan/1234567890.12345</SCAN_ REFERENCE>

<SCAN_INPUT>

<TITLE>My-Scan</TITLE>

<USER>
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<USERNAME>qualys_ joe</USERNAME>
</USER>
<SCHEDULED>0</SCHEDULED>
<SCAN_ DATETIME>2020-04-06 07:17:45</SCAN_ DATETIME>
<NETWORK>
<ID>0</ID>
<NAME>Global Default Network</NAME>
</NETWORK>
<OPTION PROFILE>
<ID>2171</1ID>
<NAME>Initial Options</NAME>
</OPTION_ PROFILE>
<TARGETS>
<IP_LIST>
<COUNT>3</COUNT>
<IP_DATA>
<RANGES>
<RANGE>10.10.30.10-10.10.30.12</RANGE>
</RANGES>
</IP_DATA>
</IP_LIST>
</TARGETS>

</SCAN_INPUT>
<SCAN DETAILS>

<STATUS>FINISHED</STATUS>
<LAUNCH_DATETIME>2020-04-06 07:17:45</LAUNCH DATETIME>
<DURATION>21656</DURATION>

</SCAN_DETAILS>
<SCAN RESULTS>

<HOSTS>
<COUNT>3</COUNT>
<HOSTS_DATA>
<SCANNED>
<IP_LIST>
<COUNT>2</COUNT>
<IP_DATA>
<RANGES>
<RANGE>10.10.30.10-10.10.30.11</RANGE>
</RANGES>
</IP_DATA>
</IP_LIST>
</SCANNED>
<DEAD>
<IP LIST>
<COUNT>1</COUNT>
<IP_DATA>
<IP_CSV>10.10.30.12</IP_CSV>
</IP_DATA>
</IP LIST>
</DEAD>
<FAILED SLICE HOSTS>
<IPV4 LIST>
<COUNT>8</COUNT>
<IPV4 DATA>
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<IPV4 CsSv>10.10.10.1,10.20.10.10-
10.20.10.13,10.10.10.3,10.20.10.7,10.10.10.8,10.20.10.11</IPV4 CSV>
</IPV4 DATA>
</IPV4 LIST>
<IPV6 LIST>
<COUNT>2</COUNT>
<IPV6_ DATA>
<IPV6 CSV>::ff01,::££02,::££02</IPV6_CSV>
</IPV6_DATA>
</IPV6_LIST>
<DNS_LIST>
<COUNT>4</COUNT>
<DNS_DATA>
<DNS_CSV>samplel.com, sample2.com, sample3.com,
sampled.com</DNS_ CSV>
</DNS_DATA>
</DNS_LIST>
<NETBIOS LIST>
<COUNT>4</COUNT>
<NETBIOS DATA>
<NETBIOS CSV>SAMPLEl, SAMPLE2, SAMPLE3, SAMPLE4</NETBIOS CSV>
</NETBIOS DATA>
</NETBIOS LIST>
</FAILED SLICE HOSTS>
</HOSTS_DATA>
</HOSTS>
<DETECTIONS>
<IG>
<TOTAL COUNT>77</TOTAL COUNT>
<COUNT BY SEVERITY>
<SEVERITY 1>52</SEVERITY 1>
<SEVERITY 2>12</SEVERITY 2>
<SEVERITY 3>5</SEVERITY 3>
<SEVERITY 4>2</SEVERITY 4>
<SEVERITY 5>6</SEVERITY 5>
</COUNT_BY SEVERITY>
</1G>
<VULN>
<CONFIRMED>
<TOTAL_ COUNT>17</TOTAL COUNT>
<COUNT BY SEVERITY>
<SEVERITY 1>0</SEVERITY 1>
<SEVERITY 2>3</SEVERITY 2>
<SEVERITY 3>10</SEVERITY 3>
<SEVERITY 4>0</SEVERITY 4>
<SEVERITY 5>4</SEVERITY 5>
</COUNT_ BY SEVERITY>
</CONFIRMED>
<POTENTIAL>
<TOTAL COUNT>18</TOTAL COUNT>
<COUNT_BY SEVERITY>
<SEVERITY 1>2</SEVERITY 1>
<SEVERITY 2>4</SEVERITY 2>
<SEVERITY 3>10</SEVERITY 3>
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<SEVERITY 4>1</SEVERITY 4>
<SEVERITY 5>1</SEVERITY 5>
</COUNT BY SEVERITY>
</POTENTIAL>
</VULN>
</DETECTIONS>
</SCAN RESULTS>
</SCAN_SUMMARY>

Sample 3 - Filter list of categories in output
In this sample, only the Cancelled category is included.

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"https://qualysapi.qualys.com/api/2.0/fo/scan/vm/summary/?action=listé&out
put format=xml&scan reference=scan/1234567890.12345¢include hosts summary
_categories=cancelled"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SCAN_SUMMARY_OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/scan/vm/summary/output.dtd">
<SCAN_SUMMARY OUTPUT>
<RESPONSE>
<DATETIME>2020-09-22T05:07:05Z</DATETIME>
<SCAN_SUMMARY_LIST>
<SCAN_SUMMARY>
<SCAN7REFERENCE>ScaH/1234567890.12345</SCAN7REFERENCE>
<SCAN_INPUT>
<TITLE>My-Scan-2</TITLE>
<USER>
<USERNAME>qualys joe</USERNAME>
</USER>
<SCHEDULED>0</SCHEDULED>
<SCAN DATETIME>2020-08-06 O3:52:30</SCAN_DATETIME>
<NETWORK>
<ID>1000</ID>
<NAME>My-Custom-Network</NAME>
</NETWORK>
<OPTION PROFILE>
<ID>2134</ID>
<NAME>Initial Options</NAME>
</OPTION_PROFILE>
<TARGETS>
</TARGETS>
</SCAN_INPUT>
<SCAN DETAILS>
<STATUS>CANCELED</STATUS>
<LAUNCH DATETIME>2020-08-06 03:52:30</LAUNCH_DATETIME>
<DURATION>10</DURATION>
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</SCAN DETAILS>
<SCAN RESULTS>
<HOSTS>
<COUNT>4</COUNT>
<HOSTS_DATA>
<CANCELLED>
<IP LIST>
<COUNT>2</COUNT>
<IP DATA>
<IP_CSVv>10.10.25.232, 10.10.25.240</IP_CSV>
</IP_DATA>
</IP_LIST>
<DNS_LIST>
<COUNT>2</COUNT>
<DNS_DATA>
<DNS_CSV>dnsl.qualys.com,dns2.qualys.com</DNS_CSV>
</DNS_DATA>
</DNS_LIST>
</CANCELLED>
</HOSTS_DATA>
</HOSTS>
<DETECTIONS>
<IG>
<TOTAL_ COUNT>0</TOTAL COUNT>
<COUNT BY SEVERITY>
<SEVERITY 1>0</SEVERITY 1>
<SEVERITY 2>0</SEVERITY 2>
<SEVERITY 3>0</SEVERITY 3>
<SEVERITY 4>0</SEVERITY 4>
<SEVERITY 5>0</SEVERITY 5>
</COUNT BY SEVERITY>
</IG>
<VULN>
<CONFIRMED>
<TOTAL_ COUNT>0</TOTAL COUNT>
<COUNT BY SEVERITY>
<SEVERITY 1>0</SEVERITY 1>
<SEVERITY 2>0</SEVERITY 2>
<SEVERITY 3>0</SEVERITY 3>
<SEVERITY 4>0</SEVERITY 4>
<SEVERITY 5>0</SEVERITY 5>
</COUNT_ BY SEVERITY>
</CONFIRMED>
<POTENTIAL>
<TOTAL COUNT>0</TOTAL COUNT>
<COUNT_BY SEVERITY>
<SEVERITY 1>0</SEVERITY 1>
<SEVERITY 2>0</SEVERITY 2>
<SEVERITY 3>0</SEVERITY 3>
<SEVERITY 4>0</SEVERITY 4>
<SEVERITY 5>0</SEVERITY 5>
</COUNT BY SEVERITY>
</POTENTIAL>
</VULN>

105



</DETECTIONS>
</SCAN_RESULTS>
</SCAN_SUMMARY>
</SCAN_SUMMARY_LIST>
</RESPONSE>
</SCAN_SUMMARY OUTPUT>

DTD
<platform API server>/api/2.0/fo/scan/vm/summary/output.dtd
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Scan Summary
/api/2.0/fo/scan/summary/
[GET] [POST]

This is the original VM Scan Summary API for identifying hosts that were not scanned and
why. We recommend you try the new improved VM Scan Summary API which has more
filter options and enhanced output content. See VM Scan Summary.

Permissions
Manager role is required.

How it works

First we’ll find all the scans launched since the date (or within the date range) that you
specify. Then we’ll identify hosts that were included in the scan target but not scanned for
some reason. For each host you'll see the category/reason it was not scanned and the
host’s tracking method.

Categories for hosts not scanned:

Excluded - The hosts were excluded. Hosts may be excluded on a per scan basis (by the
user launching or scheduling the scan) or globally for all scans. Managers and Unit
Managers have privileges to edit the global excluded hosts list for the subscription.

Cancelled - Hosts were not scanned because the scan was cancelled. Scans may be
cancelled by a user, by an administrator or automatically by the service as specified in
scheduled scan settings.

Dead - The hosts were not “alive” at the time of the scan, meaning that they did not
respond to probes sent by the scanning engine, and the option to Scan Dead Hosts was not
enabled.

Unresolved - Hosts were scanned but they could not be reported because the NetBIOS or
DNS hostname, whichever tracking method is specified for each host, could not be
resolved.

Duplicate - The hosts were duplicated within a single segment/slice of the scan job. For
example, two different hostnames resolving to the same IP with tracking by IP.

Not Vulnerable - Hosts were found to be not vulnerable during host discovery without
having to run a full scan. This could happen for example if the list of QIDs to be scanned
are limited to certain ports and those ports are found to be closed.

Aborted - The scan was abruptly discontinued. This is a rare occurrence that may be
caused for different reasons. For example, it's possible that a connection timed out or
there were connection errors on a particular port or the scan time elapsed.

Blocked - Hosts were blocked from scanning for some reason. For example, user provided
blacklisted IPs to scan and after the scan was launched it was blocked due to improper
configuration.
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action=list

(Required)

scan_date_since={value}

(Required) Include scans started since a certain date. Specify the
date in YYYY-MM-DD format. The date must be less than or
equal to today’s date.

scan_date_to={value}

(Optional) Include scans started up to a certain date. Specify the
date in YYYY-MM-DD format. The date must be more than or
equal to scan_date_since, and less than or equal to today’s date.

output_format={value}

(Optional) The output format: XML (the default), CSV or JSON.

tracking method={value}

(Optional) By default hosts with any tracking method will be
returned in the output. Use this option to only include hosts with
a certain tracking method. Valid values are: IP, DNS, NETBIOS.

include_dead={0|1}

(Optional) Set to 0 if you do not want to include dead hosts in the
output. Dead hosts are included by default.

include_excluded={0|1}

(Optional) Set to 1 to include hosts that were excluded from a
scan in the output. Excluded hosts are not included by default.

include_unresolved={0|1}

(Optional) Set to 1 to include unresolved hosts in the output.
Unresolved hosts are not included by default.

include_cancelled={0|1}

(Optional) Set to 1 to include cancelled hosts in the output.
Cancelled hosts are not included by default.

include_notvuln={0|1}

(Optional) Set to 1 to include hosts that are not vulnerable in the
output. Not vulnerable hosts are not included by default.

include_blocked={0|1}

(Optional) Set to 1 to include blocked hosts in the output. Blocked
hosts are not included by default.

include_duplicate={0|1}

(Optional) Set to 1 to include duplicate hosts in the output.
Duplicate hosts are not included by default.

include_aborted={0|1}

(Optional) Set to 1 to include aborted hosts in the output. Aborted
hosts are not included by default.

Sample - VM scan summary

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"https://qualysapi.qualys.com/api/2.0/fo/scan/summary/?action=1list
&scan_date since=2018-04-

27&include_excluded=1l&include unresolved=l1

&include cancelled=l&include notvuln=l&include duplicate=1"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SCAN SUMMARY OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/scan/summary/scan_summary
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_output.dtd">
<SCAN_ SUMMARY OUTPUT>
<RESPONSE>
<DATETIME>2018-05-02T10:45:40Z</DATETIME>
<SCAN SUMMARY LIST>
<SCAN_ SUMMARY>

<SCAN REF>scan/1525251885.92469</SCAN_ REF>

<SCAN7DATE>2018—O5—02TO9:04:34Z</SCAN7DATE>

<HOST SUMMARY category="notvuln" tracking="IP">10.10.10.10-
10.10.10.15,10.10.10.17</HOST75UMMARY>

<HOST SUMMARY category="notvuln" tracking="DNS">gfi-31-
l.caacl25.quglys.com,gfi—31—2.caac125.qualys.com</HOST_SUMMARY>

<HOST SUMMARY category="notvuln" tracking="NETBIOS">gfi-31-
3,gfi-31-4</HOST SUMMARY>

<HOST SUMMARY category="cancelled"
tracking="IP">10.10.10.20,10.10.10.22</HOST SUMMARY>

<HOST SUMMARY category="cancelled" tracking="DNS">gfi-31-
5.caa0125.quglys.com,gfi—31—6.caa0125.qualys.com</HOST_SUMMARY>

<HOST SUMMARY category="dead"
tracking="IP">10.10.10.25</HOST SUMMARY>

<HOST SUMMARY category="dead" tracking="NETBIOS">gfi-31-
10,gfi-31-11</HOST SUMMARY>

<HOST SUMMARY category="excluded"
tracking="IP">10.10.10.26</HOST SUMMARY>

<HOST SUMMARY category="unresolved" tracking="NETBIOS">gfi-
31-13</HOST_ SUMMARY>

<HOST SUMMARY category="duplicate"
tracking="IP">10.10.10.27</HOST SUMMARY>

<HOST SUMMARY category="duplicate" tracking="DNS">gfi-31-
14.caachS.qaalys.com</HOST_SUMMARY>

</SCAN_ SUMMARY>
</SCAN_SUMMARY LIST>

</RESPONSE>
</SCAN_SUMMARY OUTPUT>

DTD
<platform API server>/api/2.0/fo/scan/summary/scan_summary_output.dtd
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Scanner Details

/api/2.0/fo/scan/scanner

[GET] [POST]

Identify the scanner used to scan a particular IP address at a given time.
Permissions - Manager role is required.

This is supported for vulnerability scans only. This API is especially useful when you're
scanning a large number of IPs using a pool of scanners and you're not sure which
scanner was used to scan a particular host.

The XML output will show the IP address scanned with the scan reference number, scan
date, the scanner identifier (external scanner or scanner appliance name), scanner type
(extranet or appliance) and scanner software versions.

Input Parameters

Parameter Description
action=list (Required)
scan_date_since={value} (Required) Include scans started since a certain date. Specify the

date in YYYY-MM-DD format. The date must be less than or
equal to today’s date.

scan_date_to={value} (Optional) Include scans started up to a certain date. Specify the
date in YYYY-MM-DD format. The date must be later than or
equal to scan_date_since, and less than or equal to today’s
date.

ips={value} (Required) The IP addresses you want scanner details for. You
may enter a combination of IPs and ranges. Multiple entries are
comma separated.

output_format=XML (Optional) The output format: XML (the default).

Sample - List scanner details for certain IPs

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=1list&ips=10.10.10.2-10.10.10.7,10.10.10.10
&scan_date since=2018-05-24&scan_date to=2018-09-28"
"https://qualysapi.qualys.com/api/2.0/fo/scan/scanner/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>

<!DOCTYPE IP SCANNERS LIST OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/scan/scanner/scanner list
_output.dtd">
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<IP SCANNERS LIST OUTPUT>
<RESPONSE>
<DATETIME>2018-11-08T21:49:512</DATETIME>
<IP SCANNERS_ OUTPUT>
<IP_SCANNED>
<IP>10.10.10.7</IP>
<SCAN REF>scan/1527197914.13102</SCAN REF>
<SCAN DATE>2018-05-24T21:39:08%</SCAN DATE>
<SCANNER IDENTIFIER>external scanner</SCANNER IDENTIFIER>
<SCANNER TYPE>extranet</SCANNER TYPE>
<ML VERSION>ML-9.7.20-1</ML VERSION>
<VULNSIGS VERSION>VULNSIGS-2.4.182-2</VULNSIGS VERSION>
</IP_ SCANNED>
<IP SCANNED>
<IP>10.10.10.7</IP>
<SCAN REF>scan/1538093810.64913</SCAN REF>
<SCAN DATE>2018-09-28T00:19:257</SCAN DATE>
<SCANNER IDENTIFIER>Esxi 4 Network</SCANNER IDENTIFIER>
<SCANNER TYPE>appliance</SCANNER TYPE>
<ML VERSION>ML-9.10.21-1</ML VERSION>
<VULNSIGS VERSION>VULNSIGS-2.4.284-2</VULNSIGS VERSION>
</IP_SCANNED>
<IP_ SCANNED>
<IP>10.10.10.10</IP>
<SCAN REF>scan/1538093810.64913</SCAN REF>
<SCAN DATE>2018-09-28T00:19:25%</SCAN DATE>
<SCANNER IDENTIFIER>Esxi 4 Network</SCANNER IDENTIFIER>
<SCANNER TYPE>appliance</SCANNER TYPE>
<ML VERSION>ML-9.10.21-1</ML VERSION>
<VULNSIGS VERSION>VULNSIGS-2.4.284-2</VULNSIGS VERSION>
</IP_SCANNED>
</IP_ SCANNERS OUTPUT>
</RESPONSE>
</IP_SCANNERS LIST OUTPUT>

DTD
<platform API server>/api/2.0/fo/scan/scanner/scanner_list_output.dtd
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Share PCI Scan

The Share PCI Scan API (/api/2.0/fo/scan/pci/) povides an automated way to share (export)
finished PCI scans to PCI Merchant accounts and check the export status. A PCI scan is a
vulnerability scan that was run with the option profile “Payment Card Industry (PCI)
Options”.

Express Lite: This API is available to Express Lite users.

In advance of sharing a PCI scan using the share PCI scan API, the target PCI Merchant
account must be already defined as a PCI account link within the API user’s Qualys
account. Account links can be defined using the Qualys user interface only.

Permissions - Any user with scan permissions (Manager, Unit Manager or Scanner) can
share a PCI scan with one of their own PCI Merchant accounts and obtain share status.
The user’s Qualys account must allow access to the PCI scan and must have a link to the
target PCI Merchant account.

Share Restriction - The following share restriction applies to all users. One PCI scan can be
shared (exported) to one PCI Merchant subscription one time only, assuming the share
request is successful. (Note: If a particular scan has been exported to any PCI account in
the same PCI Merchant subscription as your PCI account, the scan can’t be exported.) If a
share request fails for some reason, it's possible to submit another share request for the
same PCI scan and PCI Merchant account.

Share a PCI Scan
/api/2.0/fo/scan/pci/ with action=share

[POST]

Export a finished PCI scan to a selected PCI Merchant account. It’s possible to export a PCI
scan one time per PCI Merchant account, and the same PCI scan can be exported to
multiple PCI Merchant accounts.

Input Parameters

Parameter Description

action=share (Required) Specify “share” to share a PCI scan.

echo_request={0|1} (Optional) Specify 1 to view parameters in the XML output. When
unspecified, parameters are not included in the XML output.

scan_ref={value} (Required) The scan reference of a finished PCI scan. The scan
status of this scan must be “Finished”.

merchant_username= (Required) The user name of the PCI Merchant account that the

{value} PCI scan will be exported to. The API user’'s Qualys account must

have a PCI account link already defined for this target PCI
Merchant account.
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Sample - Share PCI scan

API request:

curl -s -H "X-Requested-With: curl demo 2" -D headers.l1l5 -Db

"QualysSession=38255848108d68a2feaf9%eeb64ca78a7; path=/api;
secure" -d

"action=sharesmerchant username=managerl@qualys&scan ref=scan/1281
646610.5720"

"https://qualysapi.qualys.com/api/2.0/fo/scan/pci/"

XML output Successful Share:

The XML output uses the simple return DTD and the message is “Requested share of scan
to PCI".

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-01-17T00:50:39Z</DATETIME>
<TEXT>Requested share of scan to PCI</TEXT>
<ITEM LIST>
<ITEM>
<KEY>scan ref</KEY>
<VALUE>scan/1281646610.5720</VALUE>
</ITEM>
<ITEM>
<KEY>merchant username</KEY>
<VALUE>managerl@qualys</VALUE>
</ITEM>
</ITEM7LIST>
</RESPONSE>
</SIMPLE_RETURN>

XML output Share Already in Progress or Completed:

When the request to share a PCI scan fails, the XML output uses the simple return DTD
with the error. If the failure is because sharing is in progress for the PCI Merchant account
or the scan has already been shared to the PCI account, the output includes the message
“This scan has already been shared with the Merchant account”.

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-01-04T14:54:01Z</DATETIME>
<CODE>999</CODE>
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<TEXT>This scan has already been shared with the Merchant
account.</TEXT>

</RESPONSE>
</SIMPLE_RETURN>

Get PCI Share Status
/api/2.0/fo/scan/pci/ with action=status

[GET] [POST]

Get the share status of a PCI scan that has already been shared with a PCI merchant
account.

Input Parameters

Parameter Description

action=status (Required)

echo_request={0|1} (Optional) Specify 1 to view parameters in the XML output. When
unspecified, parameters are not included in the XML output.

scan_ref={value} (Required) The scan reference of the shared scan that you want
to check the export status for.

merchant_username= (Required) The username of the PCI account which the scan was

{value} shared with.

Sample - PCI Share status

APl request:

curl -s -H "X-Requested-With: curl demo 2" -u "USERNAME:PASSWD" -d
"action=status&scan ref=scan/1531755831.21639%9&merchant username=as
mith@hg" "https://qualysapi.qualys.com/api/2.0/fo/scan/pci/"

XML output:

The XML response for a status requests identifies the share status: Queued (request was
received and not started yet), In Progress, Finished (scan was exported to PCI account
successfully), or Error.

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE PCI SCAN SHARE STATUS SYSTEM
"https://qual?sapijqualyg.com/api/2.0/fo/scan/pci/pci scan share s
tatus.dtd"> B B a
<PCI_SCAN SHARE STATUS>
<RESPONSE>
<SCAN>
<MERCHANT7USERNAME>asmith@hq</MERCHANT7USERNAME>
<SCAN REF>scan/1531755831.21639</SCAN_REF>
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<STATUS>In Progress</STATUS>
<LAST78HARED>2018—O7—19TO5:O5:58Z</LAST7$HARED>
</SCAN>
</RESPONSE>
</PCI_SCAN_ SHARE STATUS>

DTD
<platform API server>/api/2.0/fo/scan/pci/pci_scan_share_status.dtd
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Discovery Scans (maps)

Launch discovery scans, also called maps, to launch network discovery of your domains
and/or IP addresses in asset groups. This returns an inventory of your network devices.

Launch Map | Map Report List | Cancel Running Map | Download Saved Map Report |
Delete Saved Map Report | Domain List | Add/Edit Domain

Launch Map
/msp/map-2.php
[GET] [POST]

Launch a Qualys network map for one or more domains, initiating network discovery. The
map target may include asset groups and the default scanner option may be enabled for
distributed mapping across multiple scanner appliances.

Basic HTTP authentication is required. Session based authentication is not supported
using this APL

A map request for multiple domains issued using the map-2.php API, runs one map at a
time, one domain at a time. If you cancel a running map for a domain using the
scan_cancel.php function and there are multiple domains in the map target, the service
cancels the maps for any remaining, undiscovered domains in the same map target.

For a map request with multiple domains, the XML map report returned by the map-2.php
function includes all domains that were successfully discovered. When you view the map
results for this request using the map_report.php function or the Qualys user interface,
each map report includes map results for one domain. Also, if the map summary
notification is enabled in your account, there is a separate notification for each target
domain.

Permissions - Managers can map all domains in the subscription. Unit Managers can map
domains in the user’s same business unit. Scanners can map domains in their own
account.
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Description

map_title={title}

(Optional) Specifies a title for the map. The map title can have a
maximum of 2,000 characters. When specified, the map title
appears in the header section of the map results. When
unspecified, the API returns a standard, descriptive title in the
header section.

domain={target}

(Optional) Specifies one or more domain names for the map
target. Multiple entries are comma separated. (Target may
include domain names and/or asset groups)

For each domain, include the domain name only; do not enter
“www.” at the start of the domain name. Netblocks may be
specified with each domain name to extend the scope of the
map. Multiple domains must be comma separated.

This parameter and/or asset_groups must be specified.

asset_groups={title1,title2...}

(Optional) Specifies the titles of asset groups for the map target.
Multiple asset groups must be comma separated. (Target may
include domain names and/or asset groups)

This parameter and/or the domain parameter must be
specified.

iscanner_name={name}

(Optional) Specifies the name of the Scanner Appliance for the
map, when the map target has private use internal IPs. Using
Express Lite, Internal Scanning must be enabled in your
account.

One of these parameters may be specified in the map request:
iscanner_name or default scanner.

default_scanner=1

(Optional) Enables the default scanner feature, which is only
valid when the map target consists of asset groups. A valid
value is 1 to enable the default scanner, or O (the default) to
disable it. Using Express Lite, Internal Scanning must be
enabled in your account.

One of these parameters may be specified in the same map
request: iscanner_name or default scanner.

option={title}

(Optional) Specifies the title of an option profile to be applied to
the map. The profile title must be defined in the user account,
and it can have a maximum of 64 characters. If unspecified, the
default option profile in the user account is applied.
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Parameter Description

network_id={value} (Optional, and valid only when the Network Support feature is
enabled for the user’s account) Restrict the request to a certain
custom network by specifying the network ID. When
unspecified, we default to “0” for Global Default Network.

save_report=yes (Optional) Saves a map report for each target domain on the
Qualys server for later use. A valid value is “yes” to save a map
report for each target domain, or “no” (the default) to not save
the report.
If set to “yes”, you can close the HTTP connection when the map
is in progress, without cancelling the map. When the map
completes the resulting map report is saved on the Qualys
platform, and a map summary email notification is sent (if this
option is enabled in your user account).
Saved map reports can be retrieved using map_report_list.php
and map_report.php.

Samples - Launch map

Request a map of the domain “www.mycompany.com” using the external scanners and to
receive a map report:

https://qualysapi.qualys.com/msp/map-2.php?domain=mycompany.com
Request a map of the domain “www.mycompany.com” using the external scanners, save
map report on the Qualys platform:
https://qualysapi.qualys.com/msp/map-2.php?domain=mycompany.com
&save report=yes
Request a map for the following domain/netblock pair using the scanner appliance “Hong
Kong” and custom domain mycompany:
https://qualysapi.qualys.com/msp/map-2.php?domain=mycompany.com:19
2.168.0.1-192.168.0.254&iscanner name=Hong+Kong
Request a map for this domain/netblock pair using the scanner appliance “San Francisco”

and none domain:

https://qualysapi.qualys.com/msp/map-2.php?domain=none:192.168.0.1
-192.168.0.254¢iscanner name=San+Franscisco

Request a map for the domain “mydomain.com” using a network ID and to receive a map
report:

https://qualysapi.qualys.com/msp/map-2.php?domain=mydomain.com:
10.10.10.10-10.10.10.20&iscanner name=my scanneré&network id=
4234545&save_report=yes
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DTD
<platform API server>/map-2.dtd

<platform API server>/map-2.dtd

Map Report List
/msp/map_report_list.php
[GET] [POST]

List saved map reports in the user’s account. Each entry in the map report list identifies a
saved map report for a specific domain. There is a separate saved map report for each
domain in the map target.

Basic HTTP authentication is required. Session based authentication is not supported
using this APL.

Permissions - Managers can view all saved map reports in the subscription. Unit Managers
can view saved map reports for domains in user’s business unit. Scanners and Readers
can view saved map reports for domains in user’s account.

Input Parameters

Parameter Description

last=yes (Optional) Used to retrieve information only about the last saved
map report. A valid value is “yes” to retrieve the last saved map
report, or “no” (the default) to retrieve all map reports.

domain={target} (Optional) Used to receive a list of all saved map reports for the
specified target domain. If both parameters domain={target} and
last=yes are specified, you will receive information about the last
saved map for the target domain.

Sample
Receive information about the last saved map for the domain “www.companyabc.com”:

https://qualysapi.qualys.com/msp/map report list.php?
domain=www.companyabc.com&last=yes

DTD
<platform API server>/map_report_list.dtd
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Running Map Report List
/msp/scan_running list.php

[GET] [POST]

List maps and scans that are currently running in the user's account. If you're interested
in listing scans only (not maps), we recommend using VM Scan List (/api/2.0/fo/scan/)
instead.

Basic HTTP authentication is required. Session based authentication is not supported
using this APL

Permissions - Managers can view all running maps/scans in the subscription. Unit
Managers can view running maps/scans on assets in the user’s business unit. Scanners
and Readers can view running maps/scans on assets their account.

Sample - Running map/scan list
https://qualysapi.qualys.com/msp/scan_running list.php?

DTD
<platform API server>/scan_running_list.dtd

Cancel Running Map
/msp/scan_cancel.php

[GET] [POST]

Cancel a map in progress. It's not possible to cancel a map when it has the scan status
“Loading”.

Basic HTTP authentication is required. Session based authentication is not supported
using this APIL.

Permissions - Managers can cancel all running maps in the subscription. Unit Managers
can cancel running maps launched by users in their same business unit. Scanners can
cancel running maps they have launched.

Input Parameter

Parameter Description

ref={value} (Required) Specifies the map reference for the map to be
cancelled (or a scan reference for the scan to be cancelled). A
map reference starts with “map/”.
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Sample - Cancel a map in progress

https://qualysapi.qualys.com/msp/scan_ cancel.php?ref=map/987659876
.19876

DTD
<platform API server>/generic_return.dtd

Download Saved Map Report
/msp/map_report.php
[GET] [POST]

Download a saved map in the user’s account, when the map has the scan status
“Finished”. Each saved map report identifies map results for a specific domain. If you issue
a map request for multiple domains using the map-2.php API, there is a separate saved
map report for each domain in the map target.

Basic HTTP authentication is required. Session based authentication is not supported
using this APIL.

Permissions - Managers can download all saved map reports in subscription. Unit
Managers can download saved map report for domain in user’s business unit. Scanners
and Readers can download saved map report for domain in user’s account.

Input Parameter

Parameter Description

ref={value} (Required) Specifies the map reference for the scan you want to
download. A map reference starts with “map/”.

Sample - Download saved map report

https://qualysapi.qualys.com/msp/map report.php?
ref=map/987659876.19876

DTD
<platform API server>/map.dtd
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Delete Saved Map Report
/msp/scan_report_delete.php
[GET] [POST]

Delete a previously saved network map or scan report, when the scan status is “Finished”.

Basic HTTP authentication is required. Session based authentication is not supported
using this APL

Permissions - Managers can delete saved map reports in the subscription. Unit Managers
can delete saved map reports for domains in the user’s business unit, including the user’s
own maps and maps run by other users in the same business unit. Scanners can delete
saved map reports in user’s account.

Input Parameter

Parameter Description

ref={value} (Required) Specifies the map reference for the map to be deleted.
A map reference starts with “map/”.

Sample - Delete saved map report

https://qualysapi.qualys.com/msp/scan_report delete.php?
ref=map/999666888.12345

DTD
<platform API server>/generic_return.dtd
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Domain List
/msp/asset_domain_list.php

[GET] [POST]

List asset domains in the user account.

Basic HTTP authentication is required. Session based authentication is not supporte using
this API.

Permissions - Managers can view all domains in subscription. Unit Managers can view
domains in user's business unit. Scanners, Readers can view domains in their own
account.

Sample - List all domains in account
https://qualysapi.qualys.com/msp/asset _domain list.php

DTD
<platform API server>/domain_list.dtd

Add/Edit Domain
/msp/asset_domain.php

[GET] [POST]

Add and edit domains and related netblocks in the subscription. The domains defined
may be used as targets for network scans (maps).

Basic HTTP authentication is required. Session based authentication is not supported
using this APL

Permissions - Manager user role is required.

Input Parameter

Parameter Description
action={add | edit} (Required)
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Parameter Description

domain={domain} (Required) Specifies the domain name to add or edit. Include the
domain name only; do not enter “www.” at the start of the domain
name.

netblock={ranges} (Optional for add request, and Required for an edit request)

Specifies the netblock(s) associated with the domain name.
Multiple netblocks are comma separated. Looking for more help?
Search for “none domain” or “netblock” in online help (log in to
your account and go to Help > Online Help).

For an edit request, it's not possible to add or remove netblocks for
a domain. To clear associated netblocks for an existing domain,
specify netblock=

Sample - Add domain

https://qualysapi.qualys.com/msp/asset domain.php?action=add&domai
n=mydomain.com

Sample - Edit domain

https://qualysapi.qualys.com/msp/asset domain.php?action=edité&doma
in=acme.com&netblock=10.10.10.0/24,10.1.1.0-10.1.1.100

DTD
<platform API server>/generic_return.dtd

Domain V2 API-List Domain
/api/2.0/fo/asset/domain/
[GET]

List asset domains in the user account. Basic HTTP authentication is required. Session
based authentication is not supported using this API. Permissions - Managers can view all
domains in subscription. Unit Managers can view domains in user's business unit.
Scanners, Readers can view domains in their own account.

Input Parameters

Parameter Description
action={list} (Required) Specify the list action to make domain list
request.
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Sample- List Domain
API Request:

curl --location

'<qualys base url>/api/2.0/fo/asset/domain/?action=list' \
--header 'X-Requested-With: curl' \

--header 'Authorization: XXXXXXXXXXXX' \

--data ''

XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE DOMAIN LIST SYSTEM
"<qualys base url>/api/2.0/fo/asset/domain/domain_ list output.dtd">
<DOMAIN_ LIST>
<DOMAIN>
<DOMAIN NAME>qualysguard.com</DOMAIN NAME>
<DOMAIN ID>47943018</DOMAIN ID>
<NETWORK>
<NETWORK NAME>Global Default Network</NETWORK_NAME>
<NETWORK_ID>O</NETWORK_ID>
</NETWORK>
<NETBLOCK>
<RANGE>
<START>10.10.10.10</START>
<END>20.20.20.20</END>
</RANGE>
</NETBLOCK>
</DOMAIN>
<DOMAIN>
<DOMAIN_NAME>quayS.test.com</DOMAIN_NAME>
<DOMAIN_ID>47916505</DOMAIN_ID>
<NETWORK>
<NETWORK NAME>Global Default Network</NETWORK_NAME>
<NETWORK_ID>O</NETWORK_ID>
</NETWORK>
<NETBLOCK>
<RANGE>
<START>30.330.30.30</START>
<END>40.440.40.40</END>
</RANGE>
</NETBLOCK>
</DOMAIN>
<DOMAIN>
<DOMAIN_NAME>Sj.com</DOMAIN_NAME>
<DOMAIN ID>47916506</DOMAIN_ID>
<NETWORK>
<NETWORK NAME>Global Default Network</NETWORK7NAME>
<NETWORK_ID>O</NETWORK_ID>
</NETWORK>
<NETBLOCK>
<RANGE>
<START>50.550.50.50</START>
<END>60.660.60.60</END>

125



Scans
Discovery Scans (maps)

</RANGE>

</NETBLOCK>
</DOMAIN>
</DOMAIN LIST>

Domain V2 API-Create a Domain

Add domains and related netblocks in the subscription. The domains defined may be used
as targets for network scans (maps). Basic HTTP authentication is required. Session based
authentication is not supported using this API. Permissions - Manager user role is
required.

/api/2.0/fo/asset/domain/
[POST]

Input Parameters

Parameter Description

action={create} (Required) Specify the create action to create a domain.
domain (Required) Specify domain that you want to add.

netblock (Optional) Specify netblocks of domain

network_id (Optional) By default, the network ID for adding domains is

set to GDN(0). Specify the network ID if you wish to add a
domain to a different network.

Sample- Create a Domain
API Request:

curl --location --request POST
'<qualys base url>/api/2.0/fo/asset/domain/?action=creates&domain=vVulndash
board.com' \
--header 'X-Requested-With: curl' \
--header 'Authorization: XXXXXXXXXXX' \
--data ''
XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"<qualys base url>/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2023-10-25T09:38:13Z2</DATETIME>
<TEXT>Domain successfully created.</TEXT>
</RESPONSE>
</SIMPLE_RETURN>
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Domain V2 API-Update a Domain

Update existing domains and related netblocks in the subscription. The domains defined
may be used as targets for network scans (maps). Basic HTTP authentication is required.

Session based authentication is not supported using this API. Permissions - Manager user
role is required.

/api/2.0/fo/asset/domain/

[POST]

Input Parameters

Parameter Description

action={update} (Required) Specify the update action to update/edit an

existing domain.

domain/id (Required) Specify either the name or the id of the domain

that you want to update.

netblock (Required) Specify netblocks of domain. If you specify the

value, it gets updated. If you don’t specify any value, then
the Qualys system clears the associated netblocks of
domains.

network_id (Optional) If the network feature is enabled for your

subscription, then specify the network ID for updating a
domain.

Sample- Update a Domain
API Request:

curl --location --request POST

'<qualys base url>/api/2.0/fo/asset/domain/?action=updates&domain=vVulndash
board.com&netblock=12.12.12.12" \

--header 'X-Requested-With: curl' \

--header 'Authorization: XXXXXXXXXXX' \

--data "'

XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"<qualys base url>/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2023-10-25T09:40:18Z</DATETIME>
<TEXT>Domain successfully updated.</TEXT>
</RESPONSE>
</SIMPLE_RETURN>
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Domain V2 API-Delete a Domain

Delete existing domains and related netblocks in the subscription. The domains defined
may be used as targets for network scans (maps). Basic HTTP authentication is required.
Session based authentication is not supported using this API. Permissions - Manager user
role is required.

/api/2.0/fo/asset/domain/
[POST]

Input Parameters

Parameter Description

action={delete} (Required) Specify the delete action to delete an existing
domain.

ids (Required) Specify the id of the domain that you want to

delete. Pass comma separated ids for bulk delete.

Sample- Delete a Domain
API Request:

curl --location --request POST

'<qualys base url>/api/2.0/fo/asset/domain/?action=delete&ids=48793501"' \
--header 'X-Requested-With: curl' \

--header 'Authorization: Basic XXXXXXXXXX' \

--data ''

XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"<qualys base url>/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2023-10-25T09:43:22%</DATETIME>
<TEXT>Domain (s) successfully deleted.</TEXT>
</RESPONSE>
</SIMPLE_RETURN>
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Scan Configuration

Manage scan configurations in your account - scanner appliances, KnowledgeBase, search
lists and option profiles.

Scanner Appliance List

Manage Virtual Scanner Appliances

Update Physical Scanner Appliance

Replace Scanner Appliance

Scanner Appliance VLANs and Static Routes
Option Profile Export | Option Profile Import
Option Profiles for VM | PCI | PC
KnowledgeBase | Editing Vulnerabilities
Static Search Lists

Dynamic Search Lists | Vendor IDs and References
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Scanner Appliance List

/api/2.0/fo/appliance/?action=list
[GET] [POST]

List scanner appliances in your account with their configurations. The list output is shown
in “brief” mode by default. Specify output_mode=full to include full output (the same
information available within the Qualys user interface).

Permissions - Managers can view all scanner appliances in the subscription. Unit
Managers can view appliances in the user’'s own business unit. Scanners and Readers can
view appliances in their own account.

Express Lite - This APl is available to Express Lite users when Internal Scanning is enabled
in the user’s account.

Input Parameters

Parameter Description

action=list (Required) A flag used to make a request for a list of scanner
appliances. The GET or POST method may be used for a list
request.

echo_request={0|1} (Optional) Specifies whether to echo the request’s input

parameters (names and values) in the XML output. When not
specified, parameters are not included in the XML output.
Specify 1 to view parameters in the XML output.

output_mode={brief|full] (Optional) The amount of detail provided for each scanner
appliance in the output: brief (default) or full.

The “brief” output includes this information for each appliance:
appliance ID, friendly name, software version, the number of
running scans, and heartbeat check status (online or offline).

The “full” output includes the full appliance information,
including the same details available in the Qualys user interface.

scan_detail={0|1} (Optional) Set to 1 to include scan details for scans currently
running on the scanner appliance. Set to 0 (default) to not
include scan details. Scan detail includes scan ID, title, scan
reference, scan type and scan date.

show_tags={0|1} (Optional. When specified, output_mode=full is required.)
Set to 1 (default) to include asset tag information for each
scanner appliance in the output. Set to 0 to not include asset tag
information in the output.

include_cloud_info={0|1} (Optional. When specified, output_mode=full is required.)
Set to 1 to include cloud information in the output for virtual
scanner appliances deployed on cloud platforms e.g. Amazon
EC2, Microsoft Azure Cloud Platform and Google Cloud Platform.
Set to 0 (default) to not include cloud info.
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Description

busy={0|1}

(Optional) By default all scanner appliances in the user account
are shown. Set to 0 to show only appliances which are not
currently running scans. Set to 1 (default) to show only
appliances which are currently running scans.

scan_ref={value}

(Optional) Specify a scan reference code to show only the
scanner appliances running a particular scan.You may enter a
valid scan reference code for a currently running scan.

The scan reference code starts with a string that identifies the
scan type: “scan/” for a vulnerability scan, “compliance/” for a
compliance scan, “was/” for a web application scan, “gqscap/” for
an FDCC scan, or “map/” for a network map.

name=(string}

(Optional) List only scanner appliances (physical and virtual)
that have names matching the string provided. Tip - Substring
match is supported. For example, if you have 2 appliances
named “myscanner” and “anotherscanner” and you supply the
string “name=scan” both appliance both appliances will be
returned in the XML output.

ids=({id1,id2,.]

(Optional) List only scanner appliances (physical and virtual)
that have certain IDs. Multiple IDs are comma separated.

include_license_info={0|1}

(Optional) Set to 1 to return virtual scanner license information
in the XML output. This tells you the number of licenses you
have and the number used. This information is not returned by
default. When specified the XML output will include the
LICENSE_INFO element.

type={physical | virtual |
offline}

(Optional) Type of scanner appliances: physical, virtual, offline.
Appears when output_mode=full is specified in API request.

platform_provider

(Optional) Specify a platform to show scanners deployed on
that platform. The valid values are: ec2, ec2_compat, gce,
azure, vCenter.

ec? - Amazon EC2, ec2_compat - OpenStack, gce - Google
Cloud Platform, azure - Microsoft Azure Cloud Platform,
vCenter - VMware vCenter

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=list&echo request=1&ids=777,1127,1131&include license info
=1" "https://qualysapi.qualys.com/api/2.0/fo/appliance/"
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XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE APPLIANCE LIST OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/appliance/appliance list
output.dtd">
<APPLIANCE LIST OUTPUT>
<RESPONSE>
<DATETIME>2014-01-02T09:26:01Z</DATETIME>
<APPLIANCE LIST>
<APPLIANCE>
<ID>777</1ID>
<NAME>scannerl</NAME>
<SOFTWARE_VERSION>2.6</SOFTWARE_VERSION>
<RUNNING SCAN COUNT>0</RUNNING SCAN COUNT>
<STATUS>Online</STATUS>
</APPLIANCE>
<APPLIANCE>
<ID>1127</1D>
<NAME>scanner2</NAME>
<SOFTWARE_VERSION>2.6</SOFTWARE_VERSION>
<RUNNING SCAN COUNT>0</RUNNING SCAN COUNT>
<STATUS>Online</STATUS>
</APPLIANCE>
<APPLIANCE>
<ID>1131</ID>
<NAME>scanner3</NAME>
<SOFTWARE_VERSION>2.6</SOFTWARE_VERSION>
<RUNNING SCAN COUNT>0</RUNNING SCAN COUNT>
<STATUS>O0ffline</STATUS>
</APPLIANCE>
</APPLIANCE_LIST>
<LICENSE INFO>
<QVSA LICENSES COUNT>10</QVSA LICENSES COUNT>
<QVSA LICENSES USED>3</QVSA LICENSES USED>
</LICENSE71NFO>
</RESPONSE>
</APPLIANCE_LIST_OUTPUT>
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APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=list&type=virtual&platform provider=ec2&include cloud info
=l&output mode=full" B Bl B
"https://qualysapi.qualys.com/api/2.0/fo/appliance/"

XML output:
Sample shows Cloud Info for Amazon EC2.

<IS CLOUD DEPLOYED>1</IS_CLOUD DEPLOYED>
<CLOUD_INFO>
<PLATFORM PROVIDER>ec2</PLATFORM PROVIDER>
<EC2_INFO>
<INSTANCE ID>i-02441120f4el4e32c</INSTANCE ID>
<INSTANCE_TYPE>m3.medium</INSTANCE TYPE>
<AMI ID>ami-2d4ed53a</AMI ID>
<ACCOUNT_ID>205767712438</ACCOUNT_ID>
<INSTANCE REGION>US East (N.
Virginia)</INSTANCE REGION>
<INSTANCE_AVAILABILITY ZONE>us-east-
1c</INSTANCE AVATLABILITY ZONE>
<INSTANCE ZONE TYPE>Classic</INSTANCE ZONE TYPE>
<IP_ADDRESS_PRIVATE>10.181.43.219</IP_ADDRESS PRIVATE>
<HOSTNAME PRIVATE>ip-10-181-43-
219.ec2.internal</HOSTNAME PRIVATE>
<API_PROXY SETTINGS>
<SETTING>Enabled</SETTING>
<PROXY>
<PROTOCOL>ht tp</PROTOCOL>
<IP_ADDRESS>1.1.1.1</IP_ADDRESS>
<HOSTNAME>test hostname.com</HOSTNAME>
<PORT>234</PORT>
CUSER>*****< /USER>
</PROXY>
</API_PROXY SETTINGS>
</EC2_INFO>
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APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=list&output mode=full"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/"

XML output:

Sample shows the type of scanner appliance and the specifications regarding the CPU,
memory, and region:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE APPLIANCE LIST OUTPUT SYSTEM
"https://qualysapi.Eualyg.com/api/Z.O/fo/appliance/appliance list
output.dtd"> B B
<APPLIANCE LIST OUTPUT>
<RESPONSE>
<DATETIME>2017-08-31T09:14:497Z</DATETIME>
<APPLIANCE LIST>
<APPLIANCE>
<ID>132455</ID>
<UUID>6aedefce-0c5e-e227-82e0-1b7£f55f1b98b</UUID>
<NAME>VS ND_1</NAME>
<SOFTWARE7VERSION>2.6</SOFTWARE7VERSION>
<RUNNING7$LICE57COUNT>O</RUNNINGisLICE87COUNT>
<RUNNING_SCAN_COUNT>O</RUNNING_SCAN_COUNT>
<STATUS>Offline</STATUS>
<MODEL_ NUMBER>cvscanner</MODEL NUMBER>
<TYPE>Virtual</TYPE>
<SERIAL7NUMBER>O</SERIALiNUMBER>
<ACTIVATION7CODE>15440265032293</ACTIVATION7CODE>
<INTERFACE SETTINGS>
<INTERFACE>lan</INTERFACE>
<IP_ADDRESS>1.l.l.l</IP_ADDRESS>
<NETMASK>128.0.0.0</NETMASK>
<GATEWAY>128.0.0.0</GATEWAY>
<LEASE>Static</LEASE>
<IPV6_ADDRESS></IPV6_ADDRESS>
<SPEED></SPEED>
<DUPLEX>Unknown</DUPLEX>
<DNS>
<DOMAIN></DOMAIN>
<PRIMARY>128.0.0.0</PRIMARY>
<SECONDARY>128.0.0.0</SECONDARY>
</DNS>
</INTERFACE_SETTINGS>

<MAX CAPACITY UNITS></MAX CAPACITY UNITS>

130



Scan Configuration
Manage Virtual Scanner Appliances

<CPU INFO>Intel (R) Xeon(R) CPU E5-2699 v3
@2.30GHz</CPU_INFO>

<MEMORY INFO>2,070,484 MB</MEMORY71NFO>

<REGION7INFO></REGIONiINFO>

DTD:

<platform API server>/api/2.0/fo/appliance/appliance_list_output.dtd

Manage Virtual Scanner Appliances

Use the Scanner Appliance API (/api/2.0/fo/appliance/ ) to create, update and delete
virtual scanner appliances.

Tell me about permissions. Managers can perform all actions (create, update, delete). Unit
Managers and Scanners must have the “Manage virtual scanner appliances” permission to
create, update and delete virtual scanners. This permission is only available to Scanner
users when your subscription is configured to allow it.

Add New Virtual Scanner Appliance

/api/2.0/fo/appliance/ with action=create

[POST]

Create a new virtual scanner appliance in your account.

Permissions - Managers can create new virtual scanner appliance. Unit Managers and
Scanners must have the “Manage virtual scanner appliances” permission. This permission
is only available to Scanner users when your subscription is configured to allow it.

Input Parameters

Parameter Description
action=create (Required)
name={string} (Required) The friendly name. This name can’t already be

assigned to an appliance in your account. It can be a maximum
of 15 characters, spaces are not allowed.
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Description

polling_interval={value}

(Optional) The polling interval, in seconds. A valid value is 60 to
3600 (we recommend 180 which is the default). This is the
frequency that the virtual scanner will attempt to connect to our
Cloud Security Platform. The appliance calls home to provide
health updates/heartbeats to the platform, to get software
updates from the platform, to learn if new scan jobs have been
requested by users, and to upload scan results data to the
platform, if applicable.

asset_group_id={value}

(Required for Unit Managers and Scanners for Create request)
The ID of an asset group the virtual scanner will be assigned to.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d "action=create&echo request=l&name=scannerl"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/"
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XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE APPLIANCE LIST OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/appliance/appliance creat
e output.dtd">
<APPLIANCE CREATE OUTPUT>
<RESPONSE>
<DATETIME>2014-01-02T09:26:01Z</DATETIME>
<ID>777</1D>
<NAME>scannerl</NAME>
<ACTIVATION CODE>ACTIVATION-CODE</ACTIVATION CODE>
<REMAINING7QVSA7LICENSES>4</REMAININGiQVSAiLICENSES>
</RESPONSE>
</APPLIANCE CREATE OUTPUT>

DTD:

<platform API server>/api/2.0/fo/appliance/appliance_create_output.dtd

Update Virtual Scanner Appliance
/api/2.0/fo/appliance/ with action=update
[POST]

Update a virtual scanner appliance in your account. You can add tags, remove and reset
tags for your scanner appliances.

Permissions - Managers can update a virtual scanner appliance. Unit Managers and
Scanners must have the “Manage virtual scanner appliances” permission. This permission
is only available to Scanner users when your subscription is configured to allow it.

Input Parameters

Parameter Description

action=update (Required)

id={id} (Required) A valid ID of a virtual scanner.

name={string} (Optional) The friendly name. This name can’t already be

assigned to an appliance in your account. It can be a maximum
of 15 characters, spaces are not allowed.
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Description

polling_interval={value}

(Optional) The polling interval, in seconds. A valid value is 60 to
3600 (we recommend 180 which is the default). This is the
frequency that the virtual scanner will attempt to connect to our
Cloud Security Platform. The appliance calls home to provide
health updates/heartbeats to the platform, to get software
updates from the platform, to learn if new scan jobs have been
requested by users, and to upload scan results data to the
platform, if applicable.

comment={value}

(Optional) User-defined comments.

set_tags={value}

(Optional) Specify tag to be assigned to the scanner appliance.
Both virtual and physical scanners can be tagged.

These parameters are mutually exclusive and cannot be
specified in the same request: set_tags and add_tags,
remove_tags.

add_tags={value}

(Optional) Specify tag to be added to the existing list of tags
assigned to the scanner. Multiple entries are comma separated.

These parameters are mutually exclusive and cannot be
specified in the same request: set_tags and add_tags,
remove_tags.

remove_tags={value}

(Optional) Specify tag to be removed from the existing list of tags
assigned to scanner. Multiple tags are comma separated.

These parameters are mutually exclusive and cannot be
specified in the same request: set_tags and add_tags,
remove_tags.

tag set_by={idname}

(Optional) Specify “id” (the default) to select a tag set by providing
tag IDs. Specify “name” to select a tag set by providing tag names.

enable_ipv6=0

Enable or disable IPv6 on LAN. Specify 1 to enable IPv6 and 0 to
disable it.

Sample - Update virtual scanner appliance name

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d "action=update&echo request=1&id=12345&name=scannerl5"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">

<SIMPLE RETURN>
<RESPONSE>

<DATETIME>2014-04-03T12:12:457Z</DATETIME>
<TEXT>Virtual scanner updated successfully</TEXT>
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<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>17110</VALUE>
</ITEM>
</ITEM _LIST>
</RESPONSE>
</SIMPLE RETURN>

Sample - Add tags for windows agent, remove tags for linux agents
API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -X POST -d
"action=update&id=3105&tag set by=name&add tags=windows agent&remo
ve tags=linux_ agents" - a B
"https://qualysapi.qualys.com/api/2.0/fo/appliance/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2016-09-15T19:44:357Z</DATETIME>
<TEXT>Virtual scanner updated successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>3105</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_ RETURN>

Sample - Assign tags to virtual scanner appliance

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -X POST -d
"action=update&id=3112&tag set by=name&set tags=local host,local I
P" "https://qualysapi.qualys.com/api/2.0/fo/appliance/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
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<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2016-09-15T19:47:37%Z</DATETIME>
<TEXT>Virtual scanner updated successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>3112</VALUE>
</ITEM>
</ITEM_LIST>
</RESPONSE>

Delete Virtual Scanner Appliance
/api/2.0/fo/appliance/ with action=delete
[POST]

Delete a virtual scanner appliance in your account.

Permissions - Managers can delete new virtual scanner appliance. Unit Managers and
Scanners must have the “Manage virtual scanner appliances” permission. This permission
is only available to Scanner users when your subscription is configured to allow it.

Deleting a virtual scanner results in these actions: 1) The scanner will be removed from
associated Asset Groups, and 2) Scheduled Scans using this scanner will be deactivated.

Is your virtual scanner running scans? If yes it's not possible to delete it. We recommend
you check to be sure the virtual scanner you want to delete is not running scans.

Input Parameters

Parameter Description
action=delete (Required)
id={id} (Required) A valid ID of a virtual scanner.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d "action=delete&echo request=1&id=12345"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/"

XML output:
The XML output uses the simple return (/api/2.0/simple_return.dtd).

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE APPLIANCE LIST OUTPUT SYSTEM

136



Scan Configuration
Update Physical Scanner Appliance

"https://qualysapi.qualys.com/api/2.0/fo/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2014-01-02T09:26:01Z</DATETIME>
<TEXT>Virtual scanner deleted successfully</ID>
<ITEM LIST>
<ITEM>
<KEY>ID<KEY>
<VALUE>115<VALUE>
</ITEM>
<ITEM>
<KEY>DEACTIVATED SCHEDULED SCANS<KEY>
<VALUE>None<VALUE>
</ITEM>
<ITEM>
<KEY>AFFECTED ASSET GROUPS<KEY>
<VALUE>None<VALUE>
</ITEM>
<ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>

Update Physical Scanner Appliance

/api/2.0/fo/appliance/physical/ with action=update

[POST]

Using the Physical Scanner Appliance API (/api/2.0/fo/appliance/physical/), Managers and
Unit Managers can update physical scanner appliances.

Input Parameters

Parameter Description

action=update (Required)

id={id} (Required) A valid ID of a physical scanner.
name=({string} (Optional) The friendly name. This name can’t already be

assigned to an appliance in your account. It can be a maximum
of 15 characters, spaces are not allowed.
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Description

polling_interval={value}

(Optional) The polling interval, in seconds. A valid value is 60 to
3600 (we recommend 180 which is the default). This is the
frequency that the physical scanner will attempt to connect to
our Cloud Security Platform. The appliance calls home to provide
health updates/heartbeats to the platform, to get software
updates from the platform, to learn if new scan jobs have been
requested by users, and to upload scan results data to the
platform, if applicable.

set_vlans={value}

Use this parameter to specify one or more VLANSs for scanner. See
Manage Virtual Scanner Appliances.

set_tags= {value}

(Optional) Specify tag to be assigned to the scanner appliance.
Both virtual and physical scanners can be tagged.

These parameters are mutually exclusive and cannot be
specified in the same request: set_tags and add_tags,
remove_tags.

add_tags= {value}

(Optional) Specify tag to be added to the existing list of tags
assigned to the scanner. Multiple entries are comma
separated.

These parameters are mutually exclusive and cannot be
specified in the same request: set_tags and add_tags,
remove_tags.

remove_tags= {value}

(Optional) Specify tag to be removed from the existing list of tags
assigned to scanner. Multiple entries are comma
separated.

These parameters are mutually exclusive and cannot be
specified in the same request: set_tags and add_tags,
remove_tags.

tag_set_by= {idjname}

(Optional) Specify “id” (the default) to select a tag set by providing
tag IDs. Specify “name” to select a tag set by providing tag names.

set_routes={value}

Use this parameter to specify one or more routes for scanner. See
Manage Virtual Scanner Appliances

comment={value}

(Optional) User-defined comments.

Sample 1
API Request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d "action=update&id=5115&comment=Hello"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/physical/"

Sample 2

Add VLAN and routes with Name, Polling interval and comments to Physical scanner:

API Request:

curl —-u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X POST -d
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"action=update&id=5l15&name=physcanner&polling interval=360&set ro
utes=10.10.10.101255.255.255.0110.10.10.10|routesl&set vlians=1[10.
2.0.21255.255.255.0|Testvlanl&comment=Update scanner"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/physical/"

Sample 3
Update physical scanner using tag set_by and add_tags parameters:

API Request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d "action=update&id=5115&tag set by=id&add tags=7691422"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/physical/"

Sample 4
Update physical scanner using tag_set_by and set_tags parameters:

API Request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d "action=update&id=5115&tag set by=id&set tags=7691422"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/physical/"

Sample 5
Update physical scanner using tag set by and remove_tags parameters:

API Request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d "action=update&id=5115&tag set by=id&remove tags=7691422"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/physical/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2017-10-01T00:12:29Z</DATETIME>
<TEXT>Physical scanner updated successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>5115</VALUE>
</ITEM>
</ITEM7LIST>
</RESPONSE>
</SIMPLE RETURN>
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Replace Scanner Appliance

Using the Replace Scanner Appliance API (/api/2.0/fo/appliance/replace_iscanner),
Managers and Unit Managers can replace a scanner appliance with a new one. Tell us the
name of the appliance you want to replace and the one you want to use.

Good to Know

- You can replace one scanner appliance at a time.

- Do not replace a scanner appliance while scans (using the appliance) are in progress.
- The old scanner and the new scanner must be in the same network, if applicable.

- You can only replace an EC2 scanner with another EC2 scanner.

Input Parameters

Parameter Description
action=replace (Required)
echo_request={0|1} (Optional) Specifies whether to echo the request’s input

parameters (names and values) in the XML output. When not
specified, parameters are not included in the XML output. Specify
1 to view parameters in the XML output.

old_scanner_name={value} (Required) The name of the scanner you want to replace.

new_scanner_name={value} (Required)The name of the scanner you want to use.

do_not_copy_settings={0|1}  (Optional) When not specified, we will transfer settings from the
old scanner to the new scanner for you. Specify 1 if you do not
want us to transfer appliance settings. Settings include the
polling interval, heartbeat checks, scanning options, VLANs and
static routes, associated asset groups, schedules and network, if
applicable.

do_not_remove_new_scann (Optional) When not specified, we will remove the new appliance

er_from_objects={0|1} from business objects (asset groups and schedules) that it’s
already associated with. Specify 1 if you do not want us to
remove the new appliance from business objects.

This parameter cannot be set for EC2 scanners.

Sample - Replace scanner with new one

Replace “scannerl” with “scanner2” and copy scanner appliance settings but do not
remove the new scanner from business objects.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/replace iscanne
r/?action=replace&echo request=1&old scanner name=scannerl&new_sca
nner name=scanner2&do not copy settings=0&do_not remove new_scanne
r from objects=1"
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XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SCANNER REPLACE OUTPUT SYSTEM
"https://qualysapz.qualys?com/api/2.0/fo/appliance/replace iscanne
r/replace iscanner output.dtd"> Bl
<SCANNER REPLACE OUTPUT>
<REQUEST>
<DATETIME>2018-01-16T06:52:53Z</DATETIME>
<USER_LOGIN>abcd</USER_LOGIN>

<RESOURCE>https://qualysapi.qualys.com/api/2.0/fo/appliance/replac
e iscanner/</RESOURCE>
<PARAM LIST>
<PARAM>
<KEY>echo request</KEY>
<VALUE>1</VALUE>
</PARAM>
<PARAM>
<KEY>old scanner name</KEY>
<VALUE>scannerl</VALUE>
</PARAM>
<PARAM>
<KEY>new scanner name</KEY>
<VALUE>scanner2</VALUE>
</PARAM>
<PARAM>
<KEY>do not copy settings</KEY>
<VALUE>0</VALUE>
</PARAM>
<PARAM>
<KEY>do not remove new scanner from objects</KEY>
<VALUE>1</VALUE>
</PARAM>
<PARAM>
<KEY>action</KEY>
<VALUE>replace</VALUE>
</PARAM>
</PARAM7LIST>
</REQUEST>
<RESPONSE>
<DATETIME>2018-01-16T06:52:53%Z</DATETIME>
<NEW SETTINGS>POLLING INTERVAL: 180, HEARTBEAT:
1</NEW_SETTINGS> a
<SCHEDULED SCANS>Scheduled-Scanl, Scheduled-
Scan2</SCHEDULED SCANS>
<ASSET GROUPS>AG123, AG456</ASSET7GROUPS>
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<SUCCESS>Scanner Appliance replaced successfully.</SUCCESS>
</RESPONSE>
</SCANNER REPLACE OUTPUT>

DTD
A replace scanner appliance API request uses this DTD:

<platform API
server>/api/2.0/fo/appliance/replace_iscanner/replace_iscanner_output.dtd

Scanner Appliance VLANSs and Static Routes
/api/2.0/fo/appliance/?action=update (virtual appliance)

/api/2.0/fo/appliance/physical/?action=update (physical appliance)

Manage your VLANs and static routes for virtual and physical scanner appliances using
the Virtual Scanner Appliance API () or Physical Scanner Appliance API
(/api/2.0/fo/appliance/physical/?action=update). Use the parameters “set_vlans” and
“set_routes” to add, update and remove these settings.

What do I need? Your Qualys account must have the VLANs and Static Routes feature
enabled. Please contact our Support Team or your Qualys TAM if you would like us to
enable this feature for you.

Permissions - Managers can add/remove VLANs and static routes for all scanner
appliances in the subscription. Unit Managers can add/remove VLANs and static routes in
the user’s same business unit.

Set VLANSs on Scanner Appliance
Use the “set_vlans” parameter to specify one or more VLANSs.
The format for a single VLAN is ID|IPv4_ADDRESS|NETMASK|NAME|ipv6_static or

ipv6_auto|lPv6_ADDRESS, with pipe (|) used as a delimiter. All attributes are required.
Multiple VLANs can be assigned using a comma separated list.

Good to know - An API call with the parameter “set_vlans” set to ” (empty string) will
replace (i.e. remove) *all* of the VLANs that are assigned to the scanner appliance.

Attribute Description

ID Customer-defined ID (not assigned by Qualys). Must be in the
range 0 to 4096, inclusive.

IPv4_ADDRESS A valid IPv4 IP address (dotted quad), such as 10.10.10.1. Leave
empty when specifying an IPv6 address.

NETMASK A valid network mask (dotted quad), such as 255.255.255.0. Leave

empty when specifying an IPv6 address.
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Attribute Description

NAME A valid name (can be empty). The name can be a maximum of
256 ASCII characters. The character : (colon) is permitted. These
characters are not permitted: , (comma), < (less than), > (greater
than), " (double quote), & (ampersand), |(pipe), = (equals).

ipv6_static or ipv6_auto Specify ipv6_static to provide a static IPv6 address. Specify
ipv6_auto to auto-configure IPv6 using SLAAC on the VLAN.

IPv6_ADDRESS A valid IPv6 address is required when ipv6_static is specified,
such as fdd1:0:1:107::500. Leave empty when ipv6_auto is
specified.

API request (1 [Pv4 VLAN):

curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "POST" -d
"id=43463&set vlans=0[10.10.10.11255.255.255.0|vlanl"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/?action=update"

API request (mix of IPv6 and [Pv4 VLANS):

curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "POST" -d
"id=43463&set vlans=1234|| |Namel234|ipv6 static|fddl:0:1:108::500,
56781123.123.123.1231255.255.255.255|Nameb5678,9012|244.244.244.244
[255.255.255.0|Name9%9012 |ipv6 auto,3456(12.12.12.12(255.255.255.0|N
ame3456|ipv6 static|fddl:0:1:107::500"

"https://qualysapi.qualys.com/api/2.0/fo/appliance/?action=update"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2014-07-09T08:46:547Z</DATETIME>
<TEXT>Virtual scanner updated successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>43463</VALUE>
</ITEM>
</ITEM7LIST>
</RESPONSE>
</SIMPLE RETURN>
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Set Static Routes on Scanner Appliance
Use the “set_routes” parameter to specify one or more static routes.

The format for a single static route is
IPv4_ADDRESSINETMASK|IPv4_GATEWAY|NAME|IPv6_ADDRESS|IPv6_GATEWAY, with pipe
() used as the delimiter. All attributes are required. Multiple static routes can be assigned
using a comma separated list.

)

Good to know - An API call with the parameter “set_routes” set to ” (empty string) will
replace (i.e. remove) *all* of the static routes that are assigned to the scanner appliance.

Attribute Description

IPv4_ADDRESS A valid IPv4 IP address (dotted quad), such as 10.10.26.0. Leave
empty when specifying an IPv6 address.

NETMASK A valid network mask (dotted quad), such as 255.255.255.0. Leave
empty when specifying an IPv6 address.

IPv4_GATEWAY Avalid IPv4 address (dotted quad), such as 10.10.25.255. Leave

empty when specifying an IPv6 address.

NAME A valid name (can be empty). The name can be a maximum of
256 ASCII characters. The character : (colon) is permitted. These
characters are not permitted: , (comma), < (less than), > (greater
than), " (double quote), & (ampersand), |(pipe), = (equals).

IPv6_ADDRESS A valid IPv6 address (with or without the prefix), such as
£dd1:0:1:107::500.
IPv6_GATEWAY A valid IPv6 gateway address, such as 2001:470:8418:280d::1.

API request (1 IPv4 static route):

curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "POST" -d
"id=43463&set routes=10.10.25.0]1255.255.255.0110.10.25.255|Routel"”
"https://qualysapi.qualys.com/api/2.0/fo/appliance/?action=update"

API request (mix of IPv4 and IPv6 static routes):

curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "POST" -d
"id=43463&set routes=192.0.0.01255.255.255.0(110.100.11.157|Name2,1
92.168.0.01255.255.0.0110.100.11.157|Name3,192.168.10.01110.100.11
.157|Name4,192.167.0.0]1255.255.0.0110.100.11.157|Name5|£fdd1:0:1:10
7::50012001:470:8418:280d::1, || |Namel|£fdd1:0:1:107::500/6412001:47
0:8418:280d::1"

"https://qualysapi.qualys.com/api/2.0/fo/appliance/?action=update"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/Z.O/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
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<DATETIME>2014-07-09T08:49:18%Z</DATETIME>
<TEXT>Virtual scanner updated successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>43463</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE RETURN>

View Scanner Appliances with VLANSs, Static Routes
Use the parameters “action=list” and “output_mode=full”.

APl request:

curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "GET"
"https://qualysapi.qualys.com/api/2.0/fo/appliance/?action=1ists&id
s=43463&output mode=full"

XML output:

<VLANS>
<SETTING>Enabled</SETTING>
<VLAN>
<ID>0</ID>
<NAME>vlanl</NAME>
<IP7ADDRESS>10.10.10.1</IP7ADDRESS>
<NETMASK>255.255.255.0</NETMASK>
</VLAN>
</VLANS>
<STATIC ROUTES>
<ROUTE>
<NAME>Routel</NAME>
<IP_ADDRESS>10.10.25.0</IP_ADDRESS>
<NETMASK>255.255.255.0</NETMASK>
<GATEWAY>10.10.25.255</GATEWAY>
</ROUTE>
<ROUTE>
<NAME>Route2</NAME>
<IP_ADDRESS>10.10.26.0</IP_ADDRESS>
<NETMASK>255.255.255.0</NETMASK>
<GATEWAY>10.10.26.255</GATEWAY>
</ROUTE>
</STATIC_ROUTES>
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Delete All VLAN Records
Use the “set_vlans” parameters and set it to
API request (deletes all VLAN records):

curl -u "USERNAME:PASSWD" -H "X-Requested-With: -d
"id=43463&set vlans="
"https://qualysapi.qualys.com/api/2.0/fo/appliance/?action=update"

¢

(empty string).

XML output:

<?xml version="1.0" encoding="UTF-8" ?>

<!DOCTYPE SIMPLE RETURN SYSTEM

"https://qualysapi.qualys.com/api/2.0/simple return.dtd">

<SIMPLE RETURN>

<RESPONSE>

<DATETIME>2014-07-09T08:49:187Z</DATETIME>
<TEXT>Virtual scanner updated successfully</TEXT>

Delete All Static Route Records
Use the “set_routes” parameters and set it to “ (empty string).

APl request (deletes all static route records):

curl -u "USERNAME:PASSWD" -H "X-Requested-With: -d
"id=43463&set routes="
"https://qualysapi.qualys.com/api/2.0/fo/appliance/?action=update"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>

<!DOCTYPE SIMPLE RETURN SYSTEM

"https://qualysagi.qualys.com/api/Z.O/simple_return.dtd">

<SIMPLE RETURN>

<RESPONSE>

<DATETIME>2014-07-09T08:49:187Z</DATETIME>
<TEXT>Virtual scanner updated successfully</TEXT>
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Option Profile Export
/api/2.0/fo/subscription/option_profile/?action=export
[GET]

Export one option profile or all option profiles in the subscription to an XML file. Manager
user role is required.

Permissions - The API user must have the Manager role.

Input Parameters

Parameter Description
action=export (Required)
output_format={XML} (Optional) XML format is supported. When unspecified, output

format is XML.

option_profile_id={value} (Optional) By default all option profiles will be exported. Specify
an option profile ID and we'll export the option profile matching
this ID only.

option_profile_title={value} (Optional) By default all option profiles will be exported. Specify
a title and we’ll export the option profile matching this title only
- exact match is required.

option_profile_type={value} (Optional) Option profile group name/type, e.g. user (for user
defined), compliance (for compliance profile), pci (for PCI
vulnerabilities profile).
Note: “option_profile_type” parameter can be specified with
“option_profile_id” or “option_profile_title”.

include_system_option_profiles (Optional) When unspecified or set to 0, system option profiles
={0|1} are not included in the output. Specify 1 to include system option
profiles in the output.

DTD
<platform API server>/api/2.0/fo/subscription/option_profile/option_profile_info.dtd

Sample - Export Option Profiles
All the option profiles in the user’s account get exported in XML format.

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X GET
"action=export"
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/"

XML response:
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<?xml version="1.0" encoding="UTF-8" 2>

<!DOCTYPE OPTION PROFILES SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/option profile info.dtd">

<OPTION_ PROFILES>

<OPTION_ PROFILE>

<BASIC_ INFO>

<ID>111186</1ID>
<GROUP7NAME><![CDATA[OP—SCAN]]></GROUP7NAME>
<GROUP_TYPE>user</GROUP_ TYPE>
<USER_ID><![CDATA[JOhn Doe(john_doe)]]></USER_ID>
<UNIT ID>0</UNIT ID>

<SUBSCRIPTION ID>44</SUBSCRIPTION ID>
<IS_DEFAULT>O</IS_DEFAULT>

<IS GLOBAL>1</IS GLOBAL>
<I870FFLINE75YNCABLE>O</ISioFFLINE7SYNCABLE>
<UPDATE_DATE>N/A</UPDATE_DATE>

</BASIC_INFO>

<SCAN>

<PORTS>

<TCP_PORTS>

<TCP7PORT57TYPE>full</TCPiPORTsiTYPE>
<THREE_WAY_HANDSHAKE>1</THREE_WAY_HANDSHAKE>
</TCP_PORTS>

<UDP_PORTS>

<UDP_PORTS_TYPE>none</UDP_PORTS_TYPE>

<UDP_PORTS ADDITIONAL>
<HASiADDITIONAL>l</HA57ADDITIONAL>
<ADDITIONAL_PORTS>1—1024,8080,8181</ADDITIONAL_PORTS>
</UDP_PORTS_ADDITIONAL>

</UDP_PORTS>
<AUTHORITATIVE_OPTION>1</AUTHORITATIVE_OPTION>
</PORTS>

<SCAN DEAD HOSTS>1</SCAN DEAD HOSTS>

<CLOSE_ VULNERABILITIES>
<HAS_CLOSE_VULNERABILITIES>1</HAS_CLOSE_VULNERABILITIES>
<HOST NOT FOUND ALIVE>7</HOST NOT FOUND ALIVE>
</CLOSE_VULNERABILITIES>

<PURGE_OLD HOST OS_CHANGED>1</PURGE_OLD HOST OS_CHANGED>
<PERFORMANCE>
<PARALLEL_SCALING>1</PARALLEL_SCALING>
<OVERALL_PERFORMANCE>CuStom</OVERALL_PERFORMANCE>
<HOSTS_TO_SCAN>
<EXTERNAL_SCANNERS>30</EXTERNAL_SCANNERS>
<SCANNER7APPLIANCES>48</SCANNER7APPLIANCES>
</HOSTS_TO_SCAN>
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<PROCESSES TO_ RUN>
<TOTAL7PROCESSES>18</TOTAL7PROCESSES>
<HTTP7PROCESSES>18</HTTP7PROCESSES>

</PROCESSES_TO RUN>

<PACKET DELAY>Minimum</PACKET DELAY>

<PORT SCANNING AND HOST DISCOVERY>Minimum</PORT SCANNING AND HOST
DISCOVERY> - B B - -
</PERFORMANCE>
<LOAD7BALANCER7DETECTION>1</LOADiBALANCERiDETECTION>
<PASSWORD BRUTE FORCING>

<SYSTEM>

<HAS SYSTEM>1</HAS_SYSTEM>

<SYSTEM LEVEL>Standard</SYSTEM LEVEL>

</SYSTEM>

<CUSTOM LIST>

<CUSTOM>

<ID>3001</ID>

<TITLE><! [CDATA[123]]></TITLE>

<TYPE>FTP</TYPE>
<LOGIN_PASSWORD><![CDATA[L:temp,P:123123123]]></LOGIN_PASSWORD>
</CUSTOM>

</CUSTOM_LIST>

</PASSWORD_BRUTE_FORCING>

<VULNERABILITY DETECTION>

<CUSTOM LIST>

<CUSTOM>

<ID>2094</ID>

<TITLE><! [CDATA[Option Profile: Qualys Top 20 Options]]></TITLE>
</CUSTOM>

<CUSTOM>

<ID>2095</1ID>

<TITLE><! [CDATA[Option Profile: 2008 SANS20

Options]]></TITLE>

</CUSTOM>

<CUSTOM>

<ID>2096</ID>

<TITLE><! [CDATA[Scan Report Template: High Severity
Report] ] ></TITLE>

</CUSTOM>

<CUSTOM>

<ID>5230</ID>

<TITLE><! [CDATA[118960]]></TITLE>

</CUSTOM>

<CUSTOM>

<ID>87936</1ID>

<TITLE><! [CDATA[Bash Shellshock Detection]]></TITLE>
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</CUSTOM>

<CUSTOM>

<ID>87937</1ID>

<TITLE><! [CDATA [Heartbleed Detection]]></TITLE>

</CUSTOM>

<CUSTOM>

<ID>87938</ID>

<TITLE><! [CDATA [Windows Authentication Results v.1]]1></TITLE>
</CUSTOM>

<CUSTOM>

<ID>87939</1ID>

<TITLE><![CDATA[Unix Authentication Results v.1]]></TITLE>
</CUSTOM>

<CUSTOM>

<ID>87940</1ID>

<TITLE><! [CDATA[Inventory Results v.1]]></TITLE>

</CUSTOM>

<CUSTOM>

<ID>87941</1ID>

<TITLE><! [CDATA[SSL Certificates]]></TITLE>

</CUSTOM>

</CUSTOM LIST>

<DETECTION_ INCLUDE>

<BASIC_HOST INFO CHECKS>1</BASIC HOST INFO CHECKS>
<OVAL_CHECKS>1</OVAL_CHECKS>

</DETECTION71NCLUDE>

<DETECTION EXCLUDE>

<CUSTOM_ LIST>

<CUSTOM>

<ID>2099</1ID>

<TITLE><! [CDATA[DL]]></TITLE>

</CUSTOM>

</CUSTOM LIST>

</DETECTION_EXCLUDE>

</VULNERABILITY_DETECTION>
<AUTHENTICATION><! [CDATA [Windows,Unix,Oracle,Oracle

Listener, SNMP, VMware, DB2, HTTP, MySQL, Sybase] ] ></AUTHENTICATION>
<AUTHENTICATION LEAST PRIVILEGE><! [CDATA[Unix]]></AUTHENTICATION L
EAST PRIVILEGE> a a
<ADDL7CERT7DETECTION>1</ADDL7CERT7DETECTION>

<DISSOLVABLE AGENT>
<DISSOLVABLE_AGENT_ENABLE>1</DISSOLVABLE_AGENT_ENABLE>
<WINDOWS SHARE ENUMERATION ENABLE>1</WINDOWS SHARE ENUMERATION ENA
BLE> B B B B B B
</DISSOLVABLE_AGENT>

<LITE 0S SCAN>1</LITE OS SCAN>
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<CUSTOM_ HTTP HEADER>

<VALUE>AFCD</VALUE>

</CUSTOM_HTTP_ HEADER>

<FILE INTEGRITY MONITORING>

<AUTO UPDATE EXPECTED VALUE>1</AUTO UPDATE EXPECTED VALUE>
</FILE INTEGRITY MONITORING>

<DO_NOT OVERWRITE 0S>1</DO NOT OVERWRITE OS>
<SYSTEM AUTH RECORD>

<INCLUDE SYSTEM AUTH>

<ON_DUPLICATE USE USER AUTH>1</ON DUPLICATE USE USER AUTH>
</INCLUDE SYSTEM AUTH>

</SYSTEM AUTH RECORD>

</SCAN>

<MAP>
<BASICilNFoiGATHERINGﬁON>netblockonly</BASICiINFoiGATHERING70N>
<TCP_PORTS>

<TCP_PORTS STANDARD SCAN>1</TCP PORTS STANDARD SCAN>
<TCP_PORTS ADDITIONAL>
<HAS_ADDITIONAL>1</HAS_ADDITIONAL>
<ADDITIONAL7PORTS>1,2,3,8O</ADDITIONAL7PORTS>
</TCP7PORT87ADDITIONAL>

</TCP_PORTS>

<UDP_PORTS>

<UDP_PORTS_ STANDARD SCAN>1</UDP PORTS STANDARD SCAN>
<UDP_PORTS_ ADDITIONAL>
<HASiADDITIONAL>1</HASiADDITIONAL>
<ADDITIONAL7PORTS>4,5,6,8181</ADDITIONAL7PORTS>
</UDP_PORTS_ADDITIONAL>

</UDP_PORTS>

<MAP_ OPTIONS>

<PERFORM LIVE HOST SWEEP>1</PERFORM LIVE HOST SWEEP>
<DISABLEiDNsiTRAFFIC>1</DISABLEiDNsiTRAFFIC>
</MAP_OPTIONS>

<MAP_ PERFORMANCE>
<OVERALL_PERFORMANCE>CuStom</OVERALL_PERFORMANCE>
<MAP_ PARALLEL>
<EXTERNAL_SCANNERS>16</EXTERNAL_SCANNERS>
<SCANNER7APPLIANCES>14</SCANNERﬁAPPLIANCES>
<NETBLOCK_SIZE>64</NETBLOCK_SIZE>

</MAP_PARALLEL>

<PACKET DELAY>Maximum</PACKET DELAY>
</MAP_PERFORMANCE>
<MAP_AUTHENTICATION>VMware</MAP_AUTHENTICATION>
</MAP>

<ADDITIONAL>
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<HOST_DISCOVERY>
<TCP_PORTS>

<STANDARD SCAN>1</STANDARD SCAN>

<TCP_ADDITIONAL>

<HAS ADDITIONAL>1</HAS ADDITIONAL>

<ADDITIONAL PORTS>1-6,1024</ADDITIONAL_ PORTS>

</TCP_ADDITIONAL>

</TCP_PORTS>

<UDP_PORTS>

<STANDARD SCAN>1</STANDARD SCAN>

</UDP_PORTS>

<ICMP>1</ICMP>

</HOST_DISCOVERY>

<BLOCK_RESOURCES>

<WATCHGUARD DEFAULT BLOCKED PORTS>1</WATCHGUARD DEFAULT BLOCKED PO
RTS> a a a a a a
<ALL REGISTERED IPS>1</ALL REGISTERED IPS>

</BLOCK_RESOURCES>

<PACKET OPTIONS>

<IGNORE_FIREWALL GENERATED TCP_RST>1</IGNORE FIREWALL GENERATED TC
P RST> a o a B -
<IGNORE_ALL TCP_RST>1</IGNORE_ALL_TCP_ RST>

<IGNORE_FIREWALL GENERATED TCP_SYN ACK>1</IGNORE_FIREWALL GENERATE
D TCP_SYN ACK> - a ;

<NOT_ SEND TCP ACK_OR SYN ACK DURING HOST DISCOVERY>1</NOT SEND TCP
_ACK_OR_SYN_ACK_DURING_HOST DISCOVERY>

</PACKET OPTIONS>

</ADDITIONAL>

</OPTION PROFILE>

</OPTION PROFILES>

Sample - Export Option Profile with specific title and ID

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl"
-X GET "action=export&option profile title=0P-
COMP&option profile id=111235"
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/"

XML response:
<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE OPTION PROFILES SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/option profile info.dtd">
<OPTION_ PROFILES>
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<OPTION_ PROFILE>

<BASIC INFO>

<ID>111235</1ID>

<GROUP_NAME><![CDATA[OP—COMP]]></GROUP_NAME>
<GROUP_TYPE>compliance</GROUP TYPE>

<USER_ID><! [CDATA[John Doe (john_doe)]]></USER_ID>
<UNIT_ID>O</UNIT_ID>

<SUBSCRIPTION71D>44</SUBSCRIPTION71D>

<IS GLOBAL>0</IS GLOBAL>

<UPDATE_DATE>N/A</UPDATE_DATE>

</BASIC_INFO>

<SCAN>

<PORTS>

<TARGETED78CAN>1</TARGETED7$CAN>

</PORTS>

<PERFORMANCE>

<PARALLEL_SCALING>O</PARALLEL_SCALING>
<OVERALL_PERFORMANCE>NOrmal</OVERALL_PERFORMANCE>
<HOSTS_TO_SCAN>

<EXTERNAL75CANNERS>5</EXTERNAL7$CANNERS>
<SCANNER7APPLIANCES>3O</SCANNER7APPLIANCES>

</HOSTS_TO_SCAN>

<PROCESSES TO_ RUN>

<TOTAI, PROCESSES>10</TOTAL PROCESSES>
<HTTP_PROCESSES>10</HTTP_PROCESSES>

</PROCESSES_TO_ RUN>

<PACKET7DELAY>Short</PACKETiDELAY>

<PORT SCANNING AND HOST DISCOVERY>Minimum</PORT SCANNING AND HOST
DISCOVERY> - B B - B
</PERFORMANCE>

<DISSOLVABLE AGENT>
<DISSOLVABLE_AGENT_ENABLE>1</DISSOLVABLE_AGENT_ENABLE>
<PASSWORD AUDITING ENABLE>
<HAS_PASSWORD_AUDITING_ENABLE>1</HAS_PASSWORD_AUDITING_ENABLE>
<CUSTOM_PASSWORD_DICTIONARY>anf</CUSTOM_PASSWORD_DICTIONARY>
</PASSWORD_AUDITING ENABLE>

<WINDOWS SHARE ENUMERATION ENABLE>1</WINDOWS SHARE ENUMERATION ENA
BLE> B B B B B B
<WINDOWS DIRECTORY SEARCH ENABLE>1</WINDOWS DIRECTORY SEARCH ENABL
E> - - - - - B
</DISSOLVABLE7AGENT>

<CONTROL TYPES>

<FIM_CONTROLS_ENABLED>1</FIM_CONTROLS_ENABLED>

<CUSTOM WMI QUERY CHECKS>1</CUSTOM WMI QUERY CHECKS>
</CONTROL_TYPES>

<TEST_AUTHENTICATION>1</TEST_AUTHENTICATION>
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<SYSTEM AUTH RECORD>
<INCLUDE SYSTEM AUTH>

<ON_DUPLICATE USE USER AUTH>1</ON DUPLICATE USE USER AUTH>
</INCLUDE SYSTEM AUTH>

</SYSTEM AUTH RECORD>

</SCAN>

<ADDITIONAL>

<HOST DISCOVERY>

<TCP_PORTS>

<STANDARD SCAN>1</STANDARD SCAN>

</TCP_PORTS>

<UDP_PORTS>

<STANDARD SCAN>1</STANDARD SCAN>

</UDP_PORTS>

<ICMP>1</ICMP>

</HOST DISCOVERY>

<BLOCK_RESOURCES>

<WATCHGUARD DEFAULT BLOCKED PORTS>1</WATCHGUARD DEFAULT BLOCKED PO
RTS> B - h - B B
<ALL REGISTERED IPS>1</ALL REGISTERED IPS>

</BLOCK_RESOURCES>

<PACKET OPTIONS>

<IGNORE FIREWALL GENERATED TCP RST>1</IGNORE FIREWALL GENERATED TC
P RST> B - B B B
<IGNORE FIREWALL GENERATED TCP SYN ACK>1</IGNORE FIREWALL GENERATE
D TCP_SYN ACK> - B B

<NOT SEND TCP ACK OR_SYN ACK DURING HOST DISCOVERY>1</NOT SEND TCP
_ACK_OR_SYN ACK DURING HOST DISCOVERY>

</PACKET OPTIONS>

</ADDITIONAL>

</OPTION PROFILE>

</OPTION PROFILES>

Sample - Export Option Profile with the specific title
APl request:

curl --location

'<qualys base url>/api/2.0/fo/subscription/option profile/?action=
exporté&

option profile title=VM API Option profile 01' \

--header 'Content-Type: application/x-www-form-urlencoded' \
--header 'X-Requested-With: curl demo2' \

--header 'Accept: */*' \

--header 'Content-Length: 0' \

--header 'Authorization: Basic <encoded username:password string>'
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XML response:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE OPTION PROFILES SYSTEM
"<qualys base urI>/api/2.0/fo/subscription/option profile/option p
rofile_ino.dEd"> B N
<OPTION_ PROFILES>
<OPTION_ PROFILE>
<BASIC INFO>
<ID>2445050</1ID>
<GROUP_NAME>
<! [CDATA[VM API Option profile 01]]>
</GROUP_NAME>
<GROUP_TYPE>user</GROUP_ TYPE>

<USER_ID>
<! [CDATA[Automation Test (scan_at)]]>
</USER_ID>

<UNIT ID>0</UNIT ID>
<SUBSCRIPTION ID>590924</SUBSCRIPTION ID>
<IS DEFAULT>0</IS DEFAULT>
<IS_ GLOBAL>0</IS_ GLOBAL>
<IS_OFFLINE SYNCABLE>0</IS OFFLINE SYNCABLE>
<UPDATE DATE>2023-08-31T09:34:28%</UPDATE_DATE>
</BASIC_INFO>
<SCAN>
<PORTS>
<TCP_PORTS>
<TCP_PORTS_ TYPE>none</TCP_ PORTS TYPE>
<THREE_WAY HANDSHAKE>0</THREE WAY HANDSHAKE>
</TCP_PORTS>
<UDP_PORTS>
<UDP_PORTS_ TYPE>none</UDP_PORTS TYPE>
</UDP_PORTS>
<AUTHORITATIVE OPTION>0</AUTHORITATIVE OPTION>
</PORTS>
<SCAN_ DEAD HOSTS>0</SCAN DEAD HOSTS>

<PURGE_OLD HOST OS_CHANGED>0</PURGE_OLD HOST 0S_CHANGED>
<PERFORMANCE>
<PARALLEI SCALING>0</PARALLEL SCALING>
<OVERALL_PERFORMANCE>Normal</OVERALL PERFORMANCE>
<HOSTS_TO_SCAN>
<EXTERNAI, SCANNERS>15</EXTERNAL SCANNERS>
<SCANNER APPLIANCES>30</SCANNER APPLIANCES>
</HOSTS_TO_SCAN>
<PROCESSES_TO RUN>
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<TOTAL_PROCESSES>10</TOTAL PROCESSES>
<HTTP_PROCESSES>10</HTTP_ PROCESSES>
</PROCESSES_TO RUN>
<PACKET DELAY>Medium</PACKET DELAY>

<PORT SCANNING AND HOST DISCOVERY>Normal</PORT SCANNING AND HOST D

ISCOVERY> - a - - B
<HOST CGI_CHECKS>0</HOST CGI CHECKS>
<MAX_TARGETS_PER SLICE>0</MAX TARGETS PER SLICE>

<CONF780AN7LIMITED7CONNECTIVITY>O</CONF7$CAN7LIMITED7CONNECTIVITY>

<SKIPiPRE7$CANNING>O</SKIPiPRE7$CANNING>
</PERFORMANCE>
<LOAD_BALANCER_DETECTION>O</LOAD_BALANCER_DETECTION>
<VULNERABILITY DETECTION>

<COMPLETE>

<! [CDATA[complete] ]>
</COMPLETE>
<DETECTION_ INCLUDE>

<BASIC HOST INFO CHECKS>0</BASIC HOST INFO CHECKS>
<OVAL CHECKS>0</OVAL CHECKS>
<QRDI CHECKS>0</QRDI CHECKS>
</DETECTION INCLUDE>
</VULNERABILITY DETECTION>
<ADDL_CERT DETECTION>0</ADDL_CERT DETECTION>

<PERFORM PARTIAL SSL TLS AUDITING>1</PERFORM PARTIAL SSL TLS AUDIT
ING> - T B T
</SCAN>
<MAP>
<BASIC INFO GATHERING ON>none</BASIC INFO GATHERING ON>
<MAP_ OPTIONS>

<PERFORM LIVE HOST SWEEP>0</PERFORM LIVE HOST SWEEP>
<DISABLE_DNS TRAFFIC>0</DISABLE DNS TRAFFIC>
</MAP_OPTIONS>
<MAP PERFORMANCE>
<OVERALL PERFORMANCE>Normal</OVERALL PERFORMANCE>
<MAP PARALLEL>
<EXTERNAL SCANNERS>6</EXTERNAL SCANNERS>
<SCANNER APPLTANCES>8</SCANNER APPLIANCES>
<NETBLOCK_SIZE>16384 IPs</NETBLOCK SIZE>
</MAP_PARALLEL>
<PACKET DELAY>Minimum</PACKET DELAY>
</MAP_PERFORMANCE>
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<MAP_AUTHENTICATION>none</MAP_AUTHENTICATION>
</MAP>
<ADDITIONAL>
<HOST DISCOVERY>
<TCP_PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
</TCP_PORTS>
<UDP_PORTS>
<STANDARD7$CAN>1</STANDARD7$CAN>
</UDP_PORTS>
<ICMP>1</ICMP>
</HOST DISCOVERY>
<PACKET OPTIONS>

<IGNORE FIREWALL GENERATED TCP RST>0</IGNORE FIREWALL GENERATED TC
P RST>

<IGNORE ALL_ TCP RST>0</IGNORE ALL TCP RST>

<IGNORE FIREWALL GENERATED TCP_SYN ACK>0</IGNORE FIREWALL GENERATE
D TCP_SYN ACK>

<NOT SEND TCP ACK_OR SYN ACK DURING HOST DISCOVERY>0</NOT SEND TCP
_ACK_OR_SYN ACK DURING HOST DISCOVERY> -
</PACKET_OPTIONS>
</ADDITIONAL>
</OPTION PROFILE>
</OPTION PROFILES>

Sample - Export Option Profile of type PCI
The option profile with PCI type in the user’s account get exported in XML format.

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl"
-X GET "action=exporté&option profile type=pci"

"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi

le/"

XML response:
<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE OPTION PROFILES SYSTEM

"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi

le/option profile info.dtd">
<OPTION_ PROFILES>
<OPTION PROFILE>
<BASIC INFO>
<ID>111223</ID>
<GROUP_NAME><![CDATA[PCI—Example]]></GROUP_NAME>
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<GROUP_TYPE>pci</GROUP_ TYPE>
<USER_ID><![CDATA[John Doe (john doe)]]></USER_ID>
<UNIT ID>0</UNIT ID>
<SUBSCRIPTION ID>44</SUBSCRIPTION ID>
<IS GLOBAL>1</IS GLOBAL>
<IS OFFLINE_SYNCABLE>0</IS OFFLINE SYNCABLE>
<UPDATE_DATE>N/A</UPDATE_DATE>
</BASIC_INFO>
<SCAN>
<SCAN DEAD HOSTS>1</SCAN DEAD HOSTS>
<CLOSE_VULNERABILITIES>
<HAS CLOSE_VULNERABILITIES>1</HAS CLOSE VULNERABILITIES>
<HOST_NOT FOUND ALIVE>4</HOST NOT FOUND ALIVE>
</CLOSE_VULNERABILITIES>
<PURGE_OLD_HOST 0OS_CHANGED>1</PURGE_OLD HOST 0S CHANGED>
<PERFORMANCE>
<PARALLEL SCALING>1</PARALLEL SCALING>
<OVERALL PERFORMANCE>Low</OVERALL PERFORMANCE>
<HOSTS TO_SCAN>
<EXTERNAL SCANNERS>5</EXTERNAL SCANNERS>
<SCANNER_APPLIANCES>10</SCANNER APPLIANCES>
</HOSTS_TO SCAN>
<PROCESSES TO RUN>
<TOTAL PROCESSES>4</TOTAL PROCESSES>
<HTTP_PROCESSES>2</HTTP PROCESSES>
</PROCESSES_TO RUN>
<PACKET DELAY>Long</PACKET DELAY>
<PORT SCANNING AND HOST DISCOVERY>Minimum</PORT SCANNING AND HOST
DISCOVERY> - B B - B
</PERFORMANCE>
</SCAN>
<ADDITIONAL>
<HOST DISCOVERY>
<TCP_PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
<TCP ADDITIONAL>
<HAS ADDITIONAL>1</HAS ADDITIONAL>
<ADDITIONAL PORTS>1-6,1024</ADDITIONAL PORTS>
</TCP ADDITIONAL>
</TCP_PORTS>
</HOST DISCOVERY>
</ADDITIONAL>
</OPTION PROFILE>
</OPTION PROFILES>
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Sample - Export Options Profile for Database UDC

Export the Option Profile for MS SQL, Oracle, Sybase, PostgreSQL/Pivotal Greenplum, and
IBM DB2 with database preference key setting and its corresponding value defined.

API request:

curl -u "username:password" -H "X-Requested-With:curl" -H
"Content-type: text/xml" -X -d
"action=export&option profile id=1710150"
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE OPTION PROFILES SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/option profile info.dtd">
<OPTION_ PROFILES>
<OPTION_ PROFILE>
<...
</POLICY>
</SCAN_BY POLICY>
</SCAN7RESTRICTION>
<DATABASE PREFERENCE KEY>
<MSSQL>
<DB_UDC_RESTRICTION>1</DB UDC_RESTRICTION>
<DB_UDC_LIMIT>250</DB UDC_LIMIT>
</MSSQL>
<ORACLE>
<DB_UDC_RESTRICTION>1</DB_UDC_RESTRICTION>
<DB_UDC_LIMIT>10</DB UDC LIMIT>
</ORACLE>
<SYBASE>
<DB7UDC7RESTRICTION>1</DBiUDciRESTRICTION>
<DB_UDC_LIMIT>60</DB_UDC_LIMIT>
</SYBASE>
<POSTGRESQL>
<DB_UDC_RESTRICTION>1</DB UDC_RESTRICTION>
<DB_UDC_LIMIT>2500</DB_UDC_LIMIT>
</POSTGRESQL>
<DB2>
<DB_UDC_RESTRICTION>1</DB_UDC_RESTRICTION>
<DB_UDC_LIMIT>350</DB_UDC_LIMIT>
</DB2>
</DATABASE_PREFERENCE_KEY>
<FILE INTEGRITY MONITORING>
<AUTO_UPDATE_EXPECTED_VALUE>O</AUTO_UPDATE_EXPECTED_VALUE>

159



Scan Configuration
Option Profile Import

</FILE INTEGRITY MONITORING>

</OPTION PROFILE>
</OPTION PROFILES>

Option Profile Import
/api/2.0/fo/subscription/option_profile/?action=import
[POST]

Import all option profiles defined in input XML file.
Permissions - The API user must have the Manager role.

When calling the Import Option Profile API the user needs to pass the proper XML with
Content-Type XML. This will create option profiles in that user’s subscription. All
validations are applied as in the Qualys portal Ul while creating option profiles using the
Import Option Profile API.

Validations and Constraints:
1) The Option Profile DTD is used to validate a generated/exported Option Profile XML file.

2) An XSD file is used to validate a proper format and required elements of the option
profile XML file when importing this file.

3) While importing, any Search Lists defined for Vulnerability Detection, Custom and/or
Excluded Lists, must be created in the user’s subscription before making an Import Option
Profile call. At import time we try to match the Search List “title” to a search list title in the
user’s subscription. If a match is found the search list is used, otherwise “Complete”
Vulnerability Detection is assigned.

4) Password Brute Force Lists are not imported and will always be empty assigned,
regardless of Option Profile XML content.

5) Policies defined for the PC Scan Restriction feature are not imported and will be empty
assigned, regardless of Option Profile XML content.

Input Parameter

Parameter Description

action=import (Required)

Sample - Import option profiles in the input file into the user’s account

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -H
"content-type: text/xml" -X POST --data-binary @Export OP.xml
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/?action=import"

160



Scan Configuration
Option Profile Import

Note: “Export_OP.xml” contains the request POST data.
Request POST data:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE OPTION PROFILES SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/option profile info.dtd">
<OPTION_ PROFILES>
<OPTION PROFILE>
<BASIC_ INFO>
<ID>11123</ID>
<GROUP_NAME><![CDATA[OP—SCAN]]></GROUP_NAME>
<GROUP_TYPE>user</GROUP_TYPE>
<USER_ID><![CDATA[John Doe (johnidoe)]]></USERiID>
<UNIT ID>0</UNIT ID>
<SUBSCRIPTION ID>76084</SUBSCRIPTION ID>
<IS DEFAULT>0</IS DEFAULT>
<IS_GLOBAL>1</IS_GLOBAL>
<I570FFLINE7$YNCABLE>O</ISioFFLINEisYNCABLE>
<UPDATE7DATE>N/A</UPDATEiDATE>
</BASIC_INFO>
<SCAN>
<PORTS>
<TCP PORTS>
<TCP7PORT57TYPE>full</TCPiPORTsiTYPE>
<THREE7WAY7HANDSHAKE>1</THREE7WAY7HANDSHAKE>
</TCP_PORTS>
<UDP_PORTS>
<UDP_PORTS_TYPE>none</UDP_PORTS_TYPE>
<UDP_PORTS_ ADDITIONAL>
<HA87ADDITIONAL>1</HASiADDITIONAL>
<ADDITIONAL_PORTS>1—1024,8080,8181</ADDITIONAL_PORTS>
</UDP_PORTS_ADDITIONAL>
</UDP_PORTS>
<AUTHORITATIVE_OPTION>l</AUTHORITATIVE_OPTION>
</PORTS>
<SCAN DEAD HOSTS>1</SCAN DEAD HOSTS>
<CLOSE_VULNERABILITIES>
<HAS_CLOSE_VULNERABILITIES>1</HAS_CLOSE_VULNERABILITIES>
<HOST NOT FOUND ALIVE>7</HOST NOT FOUND ALIVE>
</CLOSE_VULNERABILITIES>
<PURGE_OLD HOST OS_CHANGED>1</PURGE_OLD HOST 0S CHANGED>
<PERFORMANCE>
<PARALLEL_SCALING>1</PARALLEL_SCALING>
<OVERALL_PERFORMANCE>CHStom</OVERALL_PERFORMANCE>
<HOSTS TO_ SCAN>
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<EXTERNAL_SCANNERS>30</EXTERNAL_SCANNERS>
<SCANNER7APPLIANCES>48</SCANNER7APPLIANCES>
</HOSTS_TO_SCAN>
<PROCESSES_TO RUN>
<TOTAL PROCESSES>18</TOTAL PROCESSES>
<HTTP PROCESSES>18</HTTP_ PROCESSES>
</PROCESSES_TO RUN>
<PACKET7DELAY>MaXimum</PACKETiDELAY>
<PORT SCANNING AND HOST DISCOVERY>Minimum</PORT SCANNING AND HOST
DISCOVERY> - B B - B
</PERFORMANCE>
<LOAD_BALANCER_DETECTION>1</LOAD_BALANCER_DETECTION>
<PASSWORD BRUTE_ FORCING>
<SYSTEM>
<HAS SYSTEM>1</HAS SYSTEM>
<SYSTEM7LEVEL>Standard</SYSTEMiLEVEL>
</SYSTEM>
<CUSTOM LIST>
<CUSTOM>
<ID>3001</ID>
<TITLE><! [CDATA[123]]></TITLE>
<TYPE>FTP</TYPE>
<LOGIN_PASSWORD><![CDATA[L:temp,P:123123123]]></LOGIN_PASSWORD>
</CUSTOM>
</CUSTOM LIST>
</PASSWORD BRUTE FORCING>
<VULNERABILITY DETECTION>
<CUSTOM LIST>
<CUSTOM>
<ID>2094</ID>
<TITLE><! [CDATA[Option Profile: Qualys Top 20
Options]]></TITLE>
</CUSTOM>
<CUSTOM>
<ID>2095</ID>
<TITLE><! [CDATA[Option Profile: 2008 SANS20
Options]]></TITLE>
</CUSTOM>
<CUSTOM>
<ID>2096</1ID>
<TITLE><! [CDATA[Scan Report Template: High Severity
Report] ] ></TITLE>
</CUSTOM>
<CUSTOM>
<ID>5230</ID>
<TITLE><![CDATA[118960]]1></TITLE>
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</CUSTOM>
<CUSTOM>

<ID>87936</ID>

<TITLE><! [CDATA[Bash Shellshock Detection]]></TITLE>
</CUSTOM>
<CUSTOM>

<ID>87937</1ID>

<TITLE><! [CDATA [Heartbleed Detection]]></TITLE>
</CUSTOM>
<CUSTOM>

<ID>87938</ID>

<TITLE><! [CDATA [Windows Authentication Results
v.1]1]1></TITLE>
</CUSTOM>
<CUSTOM>
<ID>87939</ID>
<TITLE><![CDATA[Unix Authentication Results
v.1]]></TITLE>
</CUSTOM>
<CUSTOM>
<ID>87940</ID>
<TITLE><![CDATA[Inventory Results v.1]]></TITLE>
</CUSTOM>
<CUSTOM>
<ID>87941</1ID>
<TITLE><! [CDATA[SSL Certificates]]></TITLE>
</CUSTOM>
</CUSTOM_LIST>
<DETECTION INCLUDE>
<BASIC_HOST_INFO_CHECKS>1</BASIC_HOST_INFO_CHECKS>
<OVAL_CHECKS>1</OVAL CHECKS>
</DETECTION_INCLUDE>
<DETECTION_ EXCLUDE>
<CUSTOM LIST>

<CUSTOM>
<ID>2099</1ID>
<TITLE><! [CDATA[DL]]></TITLE>
</CUSTOM>

</CUSTOM_ LIST>
</DETECTION EXCLUDE>
</VULNERABILITY DETECTION>
<AUTHENTICATION><! [CDATA[Windows,Unix,Oracle,Oracle
Listener, SNMP, VMware, DB2, HTTP, MySQL, Sybase] ] ></AUTHENTICATION>
<ADDL CERT DETECTION>1</ADDL CERT DETECTION>
<DISSOLVABLE AGENT>
<DISSOLVABLE AGENT ENABLE>1</DISSOLVABLE AGENT ENABLE>
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<WINDOWS SHARE ENUMERATION ENABLE>1</WINDOWS SHARE ENUMERATION ENA
BLE> - B B B B B
</DISSOLVABLE AGENT>
<LITE OS SCAN>1</LITE OS_SCAN>
<CUSTOM HTTP HEADER>
<VALUE>AFCD</VALUE>
</CUSTOM HTTP HEADER>
<FILE_INTEGRITY MONITORING>
<AUTO_UPDATE_EXPECTED VALUE>1</AUTO UPDATE EXPECTED VALUE>
</FILE_INTEGRITY MONITORING>
<DO_NOT_ OVERWRITE 0S>1</DO_NOT OVERWRITE OS>
<SYSTEM AUTH RECORD>
<INCLUDE SYSTEM AUTH>
<ON DUPLICATE USE USER AUTH>1</ON DUPLICATE USE USER AUTH>
</INCLUDE SYSTEM AUTH>
</SYSTEM AUTH RECORD>
</SCAN>
<MAP>
<BASIC INFO GATHERING ON>netblockonly</BASIC INFO GATHERING ON>
<TCP_PORTS>
<TCP PORTS STANDARD SCAN>1</TCP PORTS STANDARD SCAN>
<TCP_PORTS ADDITIONAL>
<HAS ADDITIONAL>1</HAS ADDITIONAL>
<ADDITIONAL PORTS>1,2,3,80</ADDITIONAL PORTS>
</TCP_PORTS ADDITIONAL>
</TCP_PORTS>
<UDP_PORTS>
<UDP_PORTS_ STANDARD SCAN>1</UDP PORTS STANDARD SCAN>
<UDP_PORTS ADDITIONAL>
<HAS ADDITIONAL>1</HAS ADDITIONAL>
<ADDITIONAL PORTS>4,5,6,8181</ADDITIONAL PORTS>
</UDP_PORTS ADDITIONAL>
</UDP_PORTS>
<MAP_OPTIONS>
<PERFORM LIVE HOST SWEEP>1</PERFORM LIVE HOST SWEEP>
<DISABLE DNS TRAFFIC>1</DISABLE DNS TRAFFIC>
</MAP_OPTIONS>
<MAP_PERFORMANCE>
<OVERALL PERFORMANCE>Custom</OVERALL PERFORMANCE>
<MAP_PARALLEL>
<EXTERNAL SCANNERS>16</EXTERNAL SCANNERS>
<SCANNER_APPLIANCES>14</SCANNER APPLIANCES>
<NETBLOCK SIZE>64</NETBLOCK SIZE>
</MAP_PARALLEL>
<PACKET DELAY>Medium</PACKET DELAY>
</MAP_PERFORMANCE>
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<MAP_AUTHENTICATION>VMware</MAP_AUTHENTICATION>
</MAP>
<ADDITIONAL>
<HOST DISCOVERY>
<TCP_PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
<TCP_ADDITIONAL>
<HA87ADDITIONAL>1</HASiADDITIONAL>
<ADDITIONAL7PORTS>1—6,1024</ADDITIONAL7PORTS>
</TCP_ADDITIONAL>
</TCP_PORTS>
<UDP_PORTS>
<STANDARD_SCAN>1</STANDARD_SCAN>
</UDP_PORTS>
<ICMP>1</ICMP>
</HOST DISCOVERY>
<BLOCK_RESOURCES>

<WATCHGUARD DEFAULT BLOCKED PORTS>1</WATCHGUARD DEFAULT BLOCKED PO
RTS> B B B B B B
<ALL REGISTERED IPS>1</ALL REGISTERED IPS>
</BLOCK_RESOURCES>
<PACKET OPTIONS>
<IGNORE FIREWALL GENERATED TCP RST>1</IGNORE FIREWALL GENERATED TC
P RST> ; - a a ;
<IGNORE_ALL TCP RST>1</IGNORE ALL TCP RST>
<IGNORE_FIREWALL GENERATED TCP SYN ACK>1</IGNORE_ FIREWALL GENERATE
D TCP_SYN ACK> - - B
<NOT_SEND_TCP_ACK_OR_SYN ACK_DURING HOST DISCOVERY>1</NOT SEND TCP
_ACK_OR_SYN ACK DURING HOST DISCOVERY> -
</PACKET OPTIONS>
</ADDITIONAL>
</OPTION PROFILE>
</OPTION PROFILES>

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/Z.O/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>

<DATETIME>2017-04-03T11:17:43Z</DATETIME>

<TEXT>Successfully imported Option profile for the subscription
Id 76084</TEXT>

<ITEM LIST>
<ITEM>
<KEY>111234</KEY>
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<VALUE>PCI-John</VALUE>
</ITEM>
</ITEM7LIST>
</RESPONSE>
</SIMPLE RETURN>

Sample - Import option profiles
APl request:

curl --location

'<qualys base url>/api/2.0/fo/subscription/option profile/?action=
import' B B B

\

--header 'X-Requested-With: curl demo2' \

--header 'Accept: */*' \

--header 'Content-Type: text/xml' \

--header 'Authorization: Basic <encoded username:password string>'
\

--data '<?xml version="1.0" encoding="UTF-8" ?>

Request POST data

<!DOCTYPE OPTION PROFILES SYSTEM

"<qualys base url>/api/2.0/fo/subscription/option profile/option p
rofile - - a -
info.dtd">

<OPTION_ PROFILES>

<OPTION_ PROFILE>

<BASIC INFO>

<ID>1599154</ID>

<GROUP_NAME><! [CDATA[API IMPORT OP 1647433780]]></GROUP_NAME>
<GROUP_TYPE>user</GROUP_ TYPE>

<USER_ID><![CDATA[Network Disabled (pv_nd)]]></USER_ID>

<UNIT ID>0</UNIT ID>
<SUBSCRIPTION_ID>915185</SUBSCRIPTION_ID>
<IS_DEFAULT>O</IS_DEFAULT>

<IS GLOBAL>0</IS GLOBAL>

<IS OFFLINE SYNCABLE>0</IS OFFLINE SYNCABLE>
<UPDATE_DATE>2019—03—19TO9:13:26Z</UPDATE_DATE>

</BASIC INFO>

<SCAN>

<PORTS>

<TCP_PORTS>

<TCP_PORTS_TYPE>standard</TCP_PORTS_ TYPE>
<THREE_WAY_HANDSHAKE>O</THREE_WAY_HANDSHAKE>
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</TCP_PORTS>

<UDP_PORTS>

<UDP_PORTS TYPE>standard</UDP_PORTS TYPE>
</UDP_PORTS>

<AUTHORITATIVE OPTION>0</AUTHORITATIVE OPTION>
</PORTS>

<SCAN DEAD HOSTS>0</SCAN DEAD HOSTS>
<PERFORMANCE>

<PARALLEL SCALING>0</PARALLEL SCALING>
<OVERALL PERFORMANCE>Normal</OVERALL PERFORMANCE>
<HOSTS_TO_SCAN>

<EXTERNAL SCANNERS>15</EXTERNAL SCANNERS>
<SCANNER APPLIANCES>30</SCANNER APPLIANCES>
</HOSTS_TO_SCAN>

<PROCESSES_TO_ RUN>

<TOTAL PROCESSES>10</TOTAL PROCESSES>
<HTTP_PROCESSES>10</HTTP PROCESSES>
</PROCESSES_TO_RUN>

<PACKET DELAY>Medium</PACKET DELAY>

<PORT SCANNING AND HOST DISCOVERY>Normal</PORT SCANNING AND HOST D
ISCOVER B B B B B B B
Y>
</PERFORMANCE>
<LOAD_BALANCER_DETECTION>O</LOAD_BALANCER_DETECTION>
<VULNERABILITY DETECTION>
<COMPLETE><! [CDATA [complete] ] ></COMPLETE>
<DETECTION INCLUDE>
<BASIC_HOST_INFO_CHECKS>O</BASIC_HOST_INFO_CHECKS>
<OVAL_CHECKS>0</OVAL_CHECKS>
</DETECTION_INCLUDE>
</VULNERABILITY_DETECTION>
<AUTHENTICATION><! [CDATA[Windows,Unix,Oracle,Oracle
Listener, SNMP, VMware, DB2, HTTP, MySQL, MongoDB, Tomcat Server,Oracle
Weblogic
Server,Palo Alto Networks Firewall, Jboss
Server]]></AUTHENTICATION>
<ADDL_CERT DETECTION>0</ADDL_ CERT DETECTION>
<TEST_AUTHENTICATION>1</TEST_AUTHENTICATION>

<PERFORM PARTIAL SSL TLS AUDITING>1</PERFORM PARTIAL SSL TLS AUDIT
ING> - - - - - - - -
</SCAN>
<MAP>
<BASIC_INFO_GATHERING_ON>all</BASIC_INFO_GATHERING_ON>
<TCP_PORTS>

167



Scan Configuration
Option Profile Import

<TCP_PORTS STANDARD SCAN>1</TCP PORTS STANDARD SCAN>
</TCP_PORTS>

<MAP_ OPTIONS>
<PERFORM_LIVE_HOST_SWEEP>1</PERFORM_LIVE_HOST_SWEEP>
<DISABLE DNS TRAFFIC>0</DISABLE DNS TRAFFIC>
</MAP_OPTIONS>

<MAP_ PERFORMANCE>
<OVERALL7PERFORMANCE>NOrmal</OVERALLiPERFORMANCE>
<MAP_ PARALLEL>
<EXTERNAL_SCANNERS>6</EXTERNAL_SCANNERS>
<SCANNER_APPLIANCES>8</SCANNER_APPLIANCES>
<NETBLOCK_SIZE>16384 IPs</NETBLOCK SIZE>
</MAP_PARALLEL>
<PACKET7DELAY>Minimum</PACKETiDELAY>
</MAP7PERFORMANCE>
<MAP_AUTHENTICATION>none</MAP_AUTHENTICATION>
</MAP>

<ADDITIONAL>

<HOST DISCOVERY>

<TCP_PORTS>

<STANDARD780AN>1</STANDARDisCAN>

</TCP_PORTS>

<UDP_PORTS>

<STANDARD SCAN>1</STANDARD SCAN>

</UDP_PORTS>

<ICMP>1</ICMP>

</HOST_DISCOVERY>

<PACKET OPTIONS>

<IGNORE FIREWALL GENERATED TCP RST>0</IGNORE FIREWALL GENERATED TC
P RST> B - B - -
<IGNORE ALL TCP_RST>0</IGNORE ALL TCP_RST>
<IGNORE FIREWALL GENERATED TCP SYN ACK>0</IGNORE FIREWALL GENERATE
D TCP_ S a - B -
YN ACK>
<NOT SEND TCP ACK OR SYN ACK DURING HOST DISCOVERY>0</NOT SEND TCP
_ACK OR B B B B
_SYN ACK_DURING HOST DISCOVERY>
</PACKET OPTIONS>
</ADDITIONAL>
</OPTION PROFILE>
</OPTION PROFILES>
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XML Response:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM

"<qualys base url>/api/2.0/simple return.dtd">
<SIMPLE RETURN>

<RESPONSE>
<DATETIME>2023-08-31T10:08:477Z</DATETIME>
<TEXT>Successfully imported Option profile for the subscription
Id

590924</TEXT>

<ITEM LIST>

<ITEM>

<KEY>2445059</KEY>
<VALUE>API IMPORT OP 1647433780</VALUE>
</ITEM>

</ITEM LIST>

</RESPONSE>
</SIMPLE_ RETURN>
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Option Profiles for VM
/api/2.0/fo/subscription/option_profile/vm/

Create, update, list and delete option profiles for VM scans.

Permissions - All users will be able to list option profiles. A Manager will be able to create,
update, and delete option profiles in the subscription, and a Unit Manager will be able to
create, update, and delete option profiles for users in their business unit.

Create VM Option Profile

/api/2.0/fo/subscription/option_profile/vm/?action=create

[POST]

Input Parameters

Parameter

Description

action=create

(Required)

title={value}

(Required) A title for easy identification.

owner={value}

(Optional) The owner of the option profile(s), or the user who
created the option profile.

default={0|1}

(Optional) Make this profile the default for all scans and maps.
Specify 1 to make default. There can only be one default profile
for the subscription.

enable_partial_ssl_tls_au
diting = {0]1}

(Optional) Use to enable or disable the partial SSL/TLS auditing
during scan execution. Specify 1 to enable partial SSL/TLS checks
while executing the scan.

global={0|1}

(Optional) Share this profile with other users by making it global.
Are you a Manager? This profile will be available to all users.

Are you a Unit Manager? This profile will be available to all users
in your business unit.

Specify 1 to make global.

offline_scanner={0|1}

(Optional) Specify to 1 to download this profile to your offline
scanners during the next sync.

scan_tcp_ports={none|full]
standard|light}

(Required) We use ports to send packets to the host in order to
determine whether the host is alive and also to do fingerprinting
for the discovery of services. Specify “full” to scan all ports,
“standard” to scan standard ports or “light” to scan fewer ports.
See Appendix B - Ports used for scanning for a list of ports
used for standard or light scan. We will scan the standard list of
ports unless you choose a different option in the profile.

scan_tcp_ports_additional=
{port1,port2}

(Optional) Specify additional ports to scan (up to 12500 ports).
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3_way_handshake={0|1}

(Optional) Specify 1 to let the scanning engine perform a 3-way
handshake with target hosts. After a connection between the
service and the target host is established, the connection will be
closed. This option should be enabled only if you have a
configuration that does not allow an SYN packet to be followed
by an RST packet. Also, when this is enabled, TCP based OS
detection is not performed on target hosts. Without TCP based
OS detection, the service may not be able to identify the
operating system installed on target hosts and perform OS-
specific vulnerability checks

Scan

scan_udp_ports={none|full]|
standard|light}

(Required) Specify “full” to scan all ports, “standard” to scan
standard ports or “light” to scan fewer ports. See Appendix B -
Ports used for scanning for a list of UDP ports used for standard
or light scan. We will scan the standard list of ports unless you
choose a different option in the profile.

vulnerability_detection=
{complete|custom|runtime}

(Required) With a "complete” scan we'll scan for all
vulnerabilities (QIDs) in the KnowledgeBase applicable to each
host being scanned. Specify "custom" to limit the scan to
specified QIDs only. Then add the QIDs you want to scan. Specify
“runtime” to scan QIDs at runtime.

scan_udp_ports_additional
={port1,port2}

(Optional) Specify additional ports to scan (up to 20500 ports).

authoritative_option={0|1}

(Optional) Specify 1 to enable Authoritative Scan Option. By
enabling the authoritative scan option your light scan will work
like a full or standard scan. We will update the vulnerability
status for all vulnerabilities found, regardless of which ports they
were detected on.

scan_dead_hosts={0|1}

(Optional) Specify 1 to enable scanning dead hosts. A dead host is
a host that is unreachable - it didn't respond to any pings. Your
scan may run longer if you choose to scan dead hosts.

close_vuln_on_dead_hosts=
{ol1}

(Optional) Specify 1 to quickly close vulnerabilities for hosts that
are not found alive after a set number of scans. When enabled,
we'll mark existing tickets associated with dead hosts as
Closed/Fixed and update the vulnerability status to Fixed.

not_found_alive_times=
{value}

(Optional) Specify the number of times the host is not found alive
after which the vulnerability should be closed. This setting is
available only when close_vuln_on_dead_hosts=1.

purge_host_data={0|1}

(Optional) Specify 1 to purge host data. This option is especially
useful if you have systems that are regularly decommissioned or
replaced. By specifying this option you're telling us you want to
purge the host if we detect a change in the host's Operating
System (OS) vendor at scan time, for example the OS changed
from Linux to Windows or Debian to Ubuntu. We will not purge
the host for an OS version change like Linux 2.8.13 to Linux 2.9.4.
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external_scanners_use=
{value}

(Optional) Specify the maximum number of external scanners to
use for scanning perimeter assets. (This option is available when
your subscription is configured with multiple external scanners).

scan_parallel_scaling={0|1}

(Optional) Specify 1 to enable parallel scaling. This setting can be
useful in subscriptions which have physical and virtual scanner
appliances with different performance characteristics (e.g., CPU,
RAM).

Specify this option to dynamically scale up the number of hosts
to scan in parallel (at scan time) to a calculated value which is
based upon the computing resources available on each
appliance. Note that the number of hosts to scan in parallel
value determines how many hosts each appliance will target
concurrently, not how many appliances will be used for the scan.

scan_overall_performance=
{high|normal|low|custom}

(Optional) The profile “normal” is recommended in most cases.
The settings for scan_external_scanners,
scan_scanner_appliances, scan_total _process,
scan_http_process, scan_packet_delay, and scan_intensity
change as per the specified profile.

Normal - Well balanced between intensity and speed.

High - Recommended only when scanning a single IP or a small
number of IPs. Optimized for speed and shorter scan times.
Low - Recommended if responsiveness for individual hosts and
services is low. Optimized for low bandwidth network
connections and highly utilized networks. May take longer to
complete.

scan_external_scanners=
{value}

(Optional) Specify the number of external scanners to be used for
associated scans. This setting is available only if you have
multiple external scanners in your subscription. For example, if
you have 10 external scanners in your subscription, you can
configure this setting to any number between 1 to 10.

scan_scanner_appliances=
{value}

(Optional) Specify the number of scanner appliances to scan at
the same time (per scan task). Launching several concurrent
scans on the same scanner appliance has a multiplying effect on
bandwidth usage and may exceed available scanner resources.
Don't have scanner appliances? Disregard the Scanner Appliance
setting.

scan_total_process={value}

(Optional) Specify the maximum number of processes to run at
the same time per host. Note that the total number of processes
includes the HTTP processes.

scan_http_process={value}

(Optional) Specify the maximum number of HTTP processes to
run at the same time.

scan_packet_delay=
{minimum|shortjmedium|
longlmaximum}

(Optional) Specify the delay between groups of packets sent to
each host during a scan. With a short delay, packets are sent
more frequently. With a long delay, packets are sent less
frequently.
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scan_intensity={normal|
medium|low|minimum}

(Optional) This setting determines the aggressiveness
(parallelism) of port scanning and host discovery at the port
level. Lowering the intensity level has the effect of serializing
port scanning and host discovery. This is useful for certain
network conditions like cascading firewalls and lower scan
prioritization on the network. Tip - If you are scanning through a
firewall we recommended you reduce the intensity level.
Unauthenticated scans see more of a performance difference
using this option.

load_balancer={0|1}

(Optional) Specify 1 to check each target host to determine if it's
a load balancer. When a load balancer is detected, we determine
the number of Web servers behind it and report QID 86189
"Presence of a Load-Balancing Device Detected" in your results.

password_brute_forcing
system={minimal|limited]
standard|exhaustive}

(Optional) How vulnerable are your hosts to password-cracking
techniques? we'll attempt to guess the password for each
detected login ID on each target host scanned. Specify the level
of brute forcing you prefer (“minimal” to “exhaustive”).

password_brute_forcing
custom={valuel,value?}

(Optional) Specify titles of the login/password pairs you create
for password brute forcing on the Qualys Cloud Platform UL

custom_search_list_ids=
{valuel, value?}

(Optional) Specify ids of search lists you want to use in your scan.

custom_search_list_title=
{valuel, value?}

(Optional) Specify titles of search lists you want to use in your
scan.

basic_host_information_
checks={0|1}

(Optional) Adds basic host information checks (hostname, OS,
etc) to your Custom scans. These are already included in
Complete scans. This setting is enabled by default.

oval_checks={0|1}

(Optional) Specify 1 to add a search list with QID 105186 (a
diagnostic check for OVAL).

all_qgrdi_checks={0|1}

(Optional) Specify 1 to scan target assets for all QRDI
vulnerabilities in your subscription, i.e. all custom vulnerability
checks defined with QRDI (Qualys Remote Detection Interface).

exclude_search_list_ids=
{valuel, value?}

(Optional) Specify ids of search lists you want to exclude from
your scan.
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authentication={valuel,
value?}

(Optional) Want to run authenticated scans? When you use
authentication we'll perform a more in-depth assessment and
get you the most accurate results with fewer false positives.
Specify one or more technologies for the hosts you want to scan.
Be sure you've configured authentication records (under Scans >
Authentication) before running your scan.

The following options are available:

- Windows

- Unix

- Oracle

- Oracle Listener

- SNMP

- VMware

- DB2

-HTTP

- MySQL

- MongoDB

- Tomcat Server

- Palo Alto Networks Firewall

- Sybase

authentication_least_privil
ege=Unix

(Optional) Specify authentication_least_privilege=Unix (this
value is case sensitive) to use the least privileges required for
Unix authentication. When specified, the scanner will not pass
root delegation information specified in the Unix record to the
scanner for vulnerability scans. When not specified (the default),
root delegation will be used if specified in the Unix record. Note:
Unix authentication must be enabled in the same option profile
(authentication=Unix).

enable_additional_certificat
e_detection={0|1}

(Optional) Want to detect additional certificates beyond ports?
You need to enable authentication and then run new
vulnerability scans. Specify 1 to enable this option before
scanning and see additional certificate records (under Assets >
Certificates).

enable_dissolvable_agent
={o|1}

(Optional) Specify 1 to enable dissolvable agent. This is required
for certain scan features like Windows Share Enumeration. How
does it work? At scan time the Agent is installed on Windows
devices to collect data, and once the scan is complete it removes
itself completely from target systems.

enable_windows_share_
enumeration={0|1}

(Optional) Specify 1 to use Windows Share Enumeration to find
and report details about Windows shares that are readable by
everyone. This test is performed using QID 90635. Make sure 1)
the Dissolvable Agent is enabled, 2) QID 90635 is included in the
Vulnerability Detection section, and 3) a Windows authentication
record is defined.

enable_lite_os_scan={0|1}

(Optional) Only interested in OS detection? Specify 1 to include
QID 45017 in the scan (under Vulnerability Detection).

custom_http_header=
{value}

(Optional) Specify a custom value in order to drop defenses (such
as logging, IPs, etc) when authorized scans are being run.
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custom_http_definition_ke
y={value}

(Optional) Specify a custom HTTP header definition key

custom_http_definition_
header={value}

(Optional) Specify a value for the custom HTTP header definition
key defined in custom_http_definition_key.

host_alive_testing={0|1}

(Optional) Specify 1 to run a quick scan to determine which of
your target hosts are alive without also performing other scan
tests. The Appendix section of your Scan Results report will list
the hosts that are alive and hosts that are not alive. You may see
some Information Gathered QIDs in the results for hosts found
alive.

not_overwrite_os={0|1}

(Optional) Specify 1 if you're running a light or custom scan and
you don't want to overwrite the OS detected by a previous scan.

test_authentication={0|1}

(Optional) Specify 1 to test authentication to target hosts.

enable_max_scan_duration
_per_asset={0]1}

If flag value is 1 then scan duration is enabled for option profile,
else it is disabled. This parameter should be used along with
max_scan_duration_per_asset_minutes.

max_scan_duration_per_as
set_minutes=maximum

Maximum duration in minutes for scan to be performed on each
asset. The parameters enable_max_scan_duration_per_asset and
max_scan_duration_per_asset are mutually exclusive, and can
only be specified if enable_max_scan_duration_per_asset is 1.

System Authentication

include_system_auth={0|1}

(Optional to create or update option profile record, applicable for
subscriptions with both PC and VM/VMDR) Specify
include_system_auth=1 to include system created
authentication records in scans along with user created records.

When include_system_auth=1, one of these parameters should
be enabled: use_system_auth_on_duplicate or
use_user_auth_on_duplicate. This identifies which record to use
if you have a system created record and a user created record for
the same instance configuration. When include_system_auth=0,
the user created record will be selected for scans by default.

use_system_auth_on_dupli
cate={0|1}

(Optional to create or update option profile record, applicable for
subscriptions with both PC and VM/VMDR) Specify
use_system_auth_on_duplicate=1 to use the system created
authentication record if you have a system record and user
record for the same instance configuration.

The parameters use_system_auth_on_duplicate and
use_user_auth_on_duplicate are mutually exclusive, and can
only be specified if “include_system_auth=1".
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use_user_auth_on_duplicat
e={0[1}

(Optional to create or update option profile record, applicable for
subscriptions with both PC and VM/VMDR) Specify
use_user_auth_on_duplicate=1 to use the user created
authentication record if you have a system record and user
record for the same instance.

The parameters use_system_auth_on_duplicate and
use_user_auth_on_duplicate are mutually exclusive, and can
only be specified if “include_system_auth=1".

Map

basic_information_gatherin
g=[all|register|netblockonl
ynone]

(Required) Perform basic information gathering on:

All: All Hosts (hosts detected by the map),

Register: Registered Hosts (hosts in your account),
Netblockonly: Netblock Hosts (hosts added by a user to the
netblock for the target domain) or None.

map_tcp_ports_standard_
scan={0|1}

(Optional) Specify 1 to enable standard scan of TCP ports.
Standard Scan includes 13 ports: 21-23, 25, 53, 80, 88, 110-111,
135,139, 443, 445.

map_tcp_ports_additional=
{valuel,value?}

(Optional) Specify additional TCP ports to scan. You can specify
up to 20 ports including the standard scan ports.

map_udp_ports_standard_
scan={0|1}

(Optional) Specify 1 to enable standard scan of UDP ports.
Standard Scan includes 6 ports: 53, 111, 135, 137, 161, 500.

map_udp_ports_additional
={valuel,value?}

(Optional) Specify additional UDP ports to scan. You can specify
up to 10 ports including the standard scan ports.

perform_live_host_sweep=
{0[1}

(Optional) Default setting is 1. Specify 0 to only discover devices
using DNS discovery methods (DNS, Reverse DNS and DNS Zone
Transfer.) Active probes will not be sent. As a result, we may not
be able to detect all hosts in the netblock, and undetected hosts
will not be analyzed.

disable_dns_traffic={0|1}

(Optional) Specify 1 if you want to disable DNS traffic for maps.
This is valid only when the target domain name includes one or
more netblocks, e.g. none:[10.10.10.2-10.10.10.100].

We'll perform network discovery only for the IP addresses in the
netblocks. No forward or reverse DNS lookups, DNS zone
transfers or DNS guessing/bruteforcing will be made, and DNS
information will not be included in map results.

map_overall_performance=
{high|normal|low|custom}

(Optional) The profile “normal” is recommended in most cases.
The settings for map_external_scanners,
map_scanner_appliances, map_netblock_size, and
map_packet_delay change as per the specified profile.

Normal - Well balanced between intensity and speed.

High - Optimized for speed. May be faster to complete but may
overload firewalls and other networking devices.

Low - Optimized for low bandwidth network connections. May
take longer to complete.
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map_external_scanners=
{value}

(Optional) Specify the number of external scanners for netblocks
to map at the same time per scanner. This setting is available
only if you have multiple external scanners in your subscription.
For example, if you have 10 external scanners in your
subscription, you can configure this setting to any number
between 1 to 10.

map_scanner_appliances=
{value}

(Optional) Specify the number of scanner appliances for
netblocks to map at the same time per scanner. Launching
several concurrent scans on the same scanner appliance has a
multiplying effect on bandwidth usage and may exceed available
scanner resources. Don't have scanner appliances? Disregard the
Scanner Appliance setting.

map_netblock_size={1024
IPs|4096 1Ps|8192 IPs|16384
IPs|32768 IPs|65536 IPs}

(Optional) Specify the max number of IPs per netblock being
mapped. The netblock specified for the domain is broken into
smaller netblocks for processing. Each of these smaller netblocks
equals a single map process. Use this setting to define how many
IPs should be included in each process.

map_packet_delay=
{minimum|shortjmedium|
longlmaximum}

(Optional) This is the delay between groups of packets sent to the
netblocks being mapped. With a short delay, packets are sent
more frequently, resulting in more bandwidth utilization and a
shorter mapping time. With a long delay, packets are sent less
frequently, resulting in less bandwidth utilization and a longer
mapping time.

map_authentication=
{VMware}

(Optional) Authentication enables the scanner to log into hosts
at scan time to extend detection capabilities. See the online help
to learn how to configure this option.

Additional

additional_tcp_ports={0|1}

(Optional) Specify 1 to enable host discovery on additional TCP
ports. Default setting is 1.

additional_tcp_ports_
standard_scan={0[1}

(Optional) Specify 1 to enable standard scan of additional TCP
ports. Standard Scan includes 13 ports: 21-23, 25, 53, 80, 88, 110-
111, 135, 139, 443, 445. Default setting is 1.

additional_tcp_ports_
additional={valuel,value2}

(Optional) Specify additional TCP ports to scan. You can specify
up to 20 ports including the standard scan ports.

additional_udp_ports={0|1}

(Optional) Specify 1 to enable host discovery on additional UDP
ports. Default setting is 1.

additional_udp_ports_type=
{standard|custom}

(Optional) Specify “standard” to enable standard scan of
additional UDP ports. Standard Scan includes 6 ports: 53, 111,
135, 137, 161, 500. Default is “standard”.

Specify “custom” to provide a custom list of ports using
additional_udp_ports_custom.

additional_udp_ports_
custom={valuel,value?}

(Optional) Specify additional UDP ports to scan. You can specify
up to 10 ports including the standard scan ports.

icmp={0|1}

(Optional) Specify 1 to only discover live hosts that respond to an
ICMP ping. Default setting is 1.
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Parameter Description

blocked_resources={0|1} (Optional) Specify 1 in order to add ports protected by your
firewall/IDS to prevent them from being scanned.

protected_ports={default| (Optional) Ports protected by your firewall/IDS. Specify “default”
custom} to provide a list of default blocked ports: 0-1, 111, 513-514, 2049,
4100, 6000-6005, 7100, 8000. Default setting is “default”.
Specify “custom” to provide a custom list of protected ports using
protected_ports_custom.

protected_ports_customs= (Optional) Specify a custom list of protected ports.
{valuel,value?}

protected_ips={all|custom} (Optional) IP addresses and ranges protected by your
firewall/IDS. Default is “all”.

protected_ips_customs= (Optional) Specify a custom list of IP addresses and ranges
{valuel,value?} protected by your firewall/IDS.

ignore_firewall generated_  (Optional) Specify 1 to identify firewall-generated TCP RESET
tcp_rst_packets={0|1} packets and ignore them.

ignore_all_tcp_rst_packets= (Optional) Specify 1 to ignore all TCP RESET packets - firewall-
{o]1} generated and live-host-generated.

ignore_firewall_generated_  (Optional) Specify 1 to determine if TCP SYN-ACK packets are
tcp_syn_ack _packets={0|1}  generated by a filtering device and ignore packets that appear to
originate from such devices.

not_send_tcp_ack or_syn_  (Optional) Specify 1 if you do not want to send TCP ACK or SYN-
ack_packets_during host_.  ACK packets. Out of state TCP packets are not SYN packets and
discovery={0|1} do not belong to an existing TCP session.

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=create&title=99&global=1l&scan_tcp ports=full&scan udp port
s=standard&&scan_overall performance=normalé&vulnerability detectio
n=completes&basic information gathering=all"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/vm/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"http://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-04-26T06:40:03Z</DATETIME>
<TEXT>Option profile successfully added.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>

178



Scan Configuration
Option Profiles for VM

<VALUE>32112</VALUE>
</ITEM>
</ITEM7LIST>
</RESPONSE>
</SIMPLE_RETURN>

Sample- Create VM Option Profile with SSL/TLS auditing enabled.
API Request:

curl --location --request POST

'<qualys base url>/api/2.0/fo/subscription/option profile/vm/?%$20a
ction=c

reate&title=VM API Option profile 696969&scan_tcp ports=none&scan
udp por

ts=noneé&vulnerability detection=completeé&basic information gatheri
ng=none &enable partial ssl tls auditing=1' \--header 'Content-
Type: application/x-www-form-urlencoded' \--header 'X-Requested-
With: curl demo2' \--header 'Accept: */*' \--header 'Content-
Length: 0' \--header 'Authorization: Basic <encoded
username:password string>'

XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"<qualys base url>/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2023-08-31T10:05:16Z</DATETIME>
<TEXT>Option profile successfully added.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>2445054</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_ RETURN>
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Update VM Option Profile
/api/2.0/fo/subscription/option_profile/vm/?action=update

[POST]

Input Parameters

Parameter Description
action=update (Required)
id={value} (Required) The ID of the option profile.

enable_partial ssl tls_au (Optional) Use to enable or disable the partial SSL/TLS
diting = {0|1} auditing during scan execution. Specify 1 to enable
partial SSL/TLS checks while executing the scan.

For a list of optional parameters, see Input Parameters for Create VM Option Profile.

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=update&title=33jj&id=25121"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/vm/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"http://qualysapz.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-04-26T09:51:15Z</DATETIME>
<TEXT>Option profile successfully updated.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>25121</VALUE>
</ITEM>
</ITEM7LIST>
</RESPONSE>
</SIMPLE RETURN>

Sample - Update VM option profile with SSL/TLS auditing disabled
API Request:

ccurl --location --request POST
'<qualys_base url>/api/2.0/fo/subscription/option profile/vm/?enable part
ial_ssl_tls_auditing=0&%20action=update&id=2437618&scan_tcp_ports=standar
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d&scan_udp ports=standard&vulnerability detection=runtime’

-—-header 'Content-Type: application/x-www-form-urlencoded'
--header 'X-Requested-With: curl demo2' \

--header 'Accept: */*' \

--header 'Content-Length: 0' \

Scan Configuration

Option Profiles for VM

\

\

--header 'Authorization: Basic <encoded username:password string>'

XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"<qualys base url>/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2023-08-31T10:04:2472</DATETIME>
<TEXT>Option profile successfully updated.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>2437618</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>
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VM Option Profile List
/api/2.0/fo/subscription/option_profile/vm/?action=list
[GET] [POST]

Input Parameters

All option profiles are fetched if no parameters are given. To fetch a specific option profile,
provide the “id” or “title” parameter with the option profile id or title of interest.
Optionally, you can filter the results by using optional parameters listed under Input
Parameters for Create VM Option Profile.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X GET
"action=1list"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/vm/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE OPTION PROFILES SYSTEM
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/option profile info.dtd">
<OPTION_ PROFILES>
<OPTION_ PROFILE>
<BASIC_ INFO>
<ID>51451401</ID>
<GROUP_NAME><! [CDATA[user op - l]]></GROUP7NAME>
<GROUP_TYPE>user</GROUP_TYPE>
<USER_ID><! [CDATA[John smith (jsmith ap)]]></USER ID>
<UNIT ID>0</UNIT ID>
<SUBSCRIPTION_ID>1042140l</SUBSCRIPTION_ID>
<IS_DEFAULT>O</IS_DEFAULT>
<IS GLOBAL>1</IS_ GLOBAL>
<IS_OFFLINE_SYNCABLE>1</IS_OFFLINE_SYNCABLE>
<UPDATE_DATE>2018—04—10T13:39:41Z</UPDATE_DATE>
</BASIC_INFO>
<SCAN>
<PORTS>
<TCP_PORTS>
<TCP_PORTS_TYPE>Standard</TCP_PORTS_TYPE>
<TCP_PORTS ADDITIONAL>
<HAS_ADDITIONAL>1</HAS_ADDITIONAL>
<ADDITIONAL_PORTS>1024</ADDITIONAL_PORTS>
</TCP_PORTS_ADDITIONAL>
<THREE7WAY7HANDSHAKE>1</THREE7WAY7HANDSHAKE>
</TCP_PORTS>
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<UDP_PORTS>
<UDP_PORTS_TYPE>1ight</UDP_PORTS_ TYPE>
<UDP_PORTS_ADDITIONAL>
<HAS ADDITIONAL>1</HAS ADDITIONAL>
<ADDITIONAL PORTS>8080</ADDITIONAL PORTS>
</UDP_PORTS ADDITIONAL>
</UDP_PORTS>
<AUTHORITATIVE OPTION>1</AUTHORITATIVE OPTION>
</PORTS>
<SCAN_DEAD HOSTS>1</SCAN DEAD HOSTS>
<CLOSE_VULNERABILITIES>
<HAS CLOSE VULNERABILITIES>1</HAS CLOSE VULNERABILITIES>
<HOST NOT FOUND ALIVE>10</HOST NOT FOUND ALIVE>
</CLOSE_VULNERABILITIES>
<PURGE_OLD_HOST OS_CHANGED>1</PURGE_OLD HOST OS_CHANGED>
<PERFORMANCE>
<PARALLEL SCALING>1</PARALLEL SCALING>
<OVERALL PERFORMANCE>Normal</OVERALL PERFORMANCE>
<HOSTS_TO_SCAN>
<EXTERNAL SCANNERS>10</EXTERNAL SCANNERS>
<SCANNER APPLIANCES>30</SCANNER APPLIANCES>
</HOSTS_TO_SCAN>
<PROCESSES_TO_RUN>
<TOTAL PROCESSES>10</TOTAL PROCESSES>
<HTTP_PROCESSES>10</HTTP_PROCESSES>
</PROCESSES_TO_RUN>
<PACKET DELAY>Medium</PACKET DELAY>

<PORT SCANNING AND HOST DISCOVERY>Normal</PORT SCANNING AND HOST D
ISCOVERY> - B B - B
</PERFORMANCE>
<LOAD BALANCER DETECTION>1</LOAD BALANCER DETECTION>
<PASSWORD BRUTE FORCING>
<SYSTEM>
<HAS SYSTEM>1</HAS SYSTEM>
<SYSTEM LEVEL>Standard</SYSTEM LEVEL>
</SYSTEM>
<CUSTOM LIST>
<CUSTOM>
<ID>1001</ID>
<TITLE><! [CDATA[ftp - 1]1]></TITLE>
<TYPE>FTP</TYPE>

<LOGIN_ PASSWORD><! [CDATA[L:Guest,P:temp]]></LOGIN PASSWORD>

</CUSTOM>
<CUSTOM>
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<ID>1002</ID>
<TITLE><! [CDATA[ssh - 1]]></TITLE>
<TYPE>SSH</TYPE>

<LOGIN PASSWORD><! [CDATA[L:Guest,P:temp]]></LOGIN PASSWORD>
</CUSTOM>
<CUSTOM>
<ID>1003</ID>
<TITLE><! [CDATA[window - 1]]></TITLE>
<TYPE>Windows</TYPE>

<LOGIN PASSWORD><! [CDATA[L:Guest,P:temp]]></LOGIN PASSWORD>
</CUSTOM>
</CUSTOM_LIST>
</PASSWORD BRUTE FORCING>
<VULNERABILITY DETECTION>
<COMPLETE><! [CDATA [complete] ] ></COMPLETE>
<DETECTION_ INCLUDE>
<BASIC_HOST INFO CHECKS>0</BASIC HOST INFO CHECKS>
<OVAL_CHECKS>1</OVAL_ CHECKS>
</DETECTION_INCLUDE>
</VULNERABILITYiDETECTION>
<AUTHENTICATION><! [CDATA[Windows,Unix,Oracle,Oracle
Listener, SNMP, VMware, DB2, HTTP, MySQL, Sybase] ] ></AUTHENTICATION>
<AUTHENTICATION LEAST PRIVILEGE><![CDATA[Unix]]></AUTHENTICATION L
EAST PRIVILEGE> a a
<ADDL_CERT DETECTION>1</ADDL_CERT DETECTION>
<DISSOLVABLE AGENT>
<DISSOLVABLE_AGENT_ENABLE>l</DISSOLVABLE_AGENT_ENABLE>

<WINDOWS SHARE ENUMERATION ENABLE>1</WINDOWS SHARE ENUMERATION ENA
BLE> B B B B B B
</DISSOLVABLE_AGENT>
<LITE 0S_SCAN>1</LITE_OS_SCAN>
<CUSTOM HTTP HEADER>
<VALUE>sdfdsf</VALUE>
<DEFINITION KEY>abc</DEFINITION KEY>
<DEFINITION VALUE>xyz</DEFINITION VALUE>
</CUSTOM HTTP HEADER>
<SYSTEM AUTH RECORD>
<INCLUDE SYSTEM AUTH>
<ON_DUPLICATE USE USER AUTH>1</ON DUPLICATE USE USER AUTH>
</INCLUDE SYSTEM AUTH>
</SYSTEM AUTH RECORD>
</SCAN>
<MAP>

184



Scan Configuration
Option Profiles for VM

<BASIC INFO GATHERING ON>all</BASIC INFO GATHERING ON>
<TCP_PORTS>
<TCP7PORTSisTANDARDisCAN>l</TCPiPORTsisTANDARDisCAN>
<TCP_PORTS ADDITIONAL>
<HAS_ADDITIONAL>1</HAS_ADDITIONAL>
<ADDITIONAL_PORTS>2</ADDITIONAL_PORTS>
</TCP_PORTS_ADDITIONAL>
</TCP_PORTS>
<UDP_PORTS>
<UDP_PORTS_STANDARD_SCAN>1</UDP_PORTS_STANDARD_SCAN>
<UDP_PORTS_ ADDITIONAL>
<HAS_ADDITIONAL>1</HAS_ADDITIONAL>
<ADDITIONAL_PORTS>9</ADDITIONAL_PORTS>
</UDP7PORT87ADDITIONAL>
</UDP_PORTS>
<MAP OPTIONS>
<PERFORM LIVE HOST SWEEP>1</PERFORM LIVE HOST SWEEP>
<DISABLE DNS TRAFFIC>1</DISABLE DNS TRAFFIC>
</MAP_OPTIONS>
<MAP_ PERFORMANCE>
<OVERALL7PERFORMANCE>Custom</OVERALLiPERFORMANCE>
<MAP PARALLEL>
<EXTERNAL_SCANNERS>10</EXTERNAL_SCANNERS>
<SCANNER_APPLIANCES>12</SCANNER_APPLIANCES>
<NETBLOCK_SIZE>8192 IPs</NETBLOCK_SIZE>
</MAP7PARALLEL>
<PACKET7DELAY>Medium</PACKETiDELAY>
</MAP_PERFORMANCE>
<MAP_AUTHENTICATION>VMware</MAP_AUTHENTICATION>
</MAP>
<ADDITIONAL>
<HOST DISCOVERY>
<TCP_PORTS>
<STANDARD_SCAN>1</STANDARD_SCAN>
<TCP_ADDITIONAL>
<HAS_ADDITIONAL>1</HAS_ADDITIONAL>
<ADDITIONAL_PORTS>1024</ADDITIONAL_PORTS>
</TCP7ADDITIONAL>
</TCP_PORTS>
<UDP_PORTS>
<CUSTOM_PORT><![CDATA[69,111]]></CUSTOM_PORT>
</UDP_PORTS>
<ICMP>1</ICMP>
</HOST_DISCOVERY>
<BLOCK_RESOURCES>
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<WATCHGUARD DEFAULT BLOCKED PORTS>1</WATCHGUARD DEFAULT BLOCKED PO
RTS> - - B B B B
<ALL REGISTERED IPS>1</ALL REGISTERED IPS>
</BLOCK_RESOURCES>
<PACKET OPTIONS>

<IGNORE_ FIREWALI GENERATED TCP RST>1</IGNORE FIREWALL GENERATED TC
P_RST>
<IGNORE ALL TCP RST>1</IGNORE ALL TCP RST>

<IGNORE_FIREWALL GENERATED TCP_SYN ACK>1</IGNORE FIREWALL GENERATE
D _TCP_SYN ACK>

<NOT SEND TCP ACK OR_SYN ACK DURING HOST DISCOVERY>1</NOT SEND TCP
_ACK_OR_SYN ACK DURING HOST DISCOVERY> -
</PACKET OPTIONS>
</ADDITIONAL>
</OPTION PROFILE>
</OPTION PROFILES>

<platform API server>/api/2.0/fo/subscription/option_profile/option_profile_info.dtd

Delete VM Option Profile
/api/2.0/fo/subscription/option_profile/vm/?action=delete

[GET] [POST]

Input Parameters

Parameter Description
action=delete (Required)
id={value} (Required) The ID of the option profile.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=delete&id=25121"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/vm/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"http://qualysapi.qualys.com/api/2.0/simple return.dtd">
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<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-04-26T10:58:06Z</DATETIME>
<TEXT>Option Profile Deleted Successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>25121</VALUE>
</ITEM>
</ITEM_LIST>
</RESPONSE>
</SIMPLE_RETURN>

Option Profiles for PCI

/api/2.0/fo/subscription/option_profile/pci/
Create, update, list and delete option profiles for PCIL.

Permissions - All users will be able to list option profiles. A Manager will be able to create,
update, and delete option profiles in the subscription, and a Unit Manager will be able to
create, update, and delete option profiles for users in their business unit.

Create PCI Option Profile
/api/2.0/fo/subscription/option_profile/pci/?action=create

[POST]

Input Parameters

Parameter Description

action=create (Required)

title={value} (Required) A title for easy identification.

owner={value} (Optional) The owner of the option profile(s), or the user who

created the option profile.

global={0[1} (Optional) Share this profile with other users by making it global.
Are you a Manager? This profile will be available to all users.
Are you a Unit Manager? This profile will be available to all users
in your business unit.
Specify 1 to make global.

offline_scanner={0|1} (Optional) Specify to 1 to download this profile to your offline
scanners during the next sync.
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Description

scan_parallel scaling={0|1}

(Optional) Specify 1 to enable parallel scaling. This setting can be
useful in subscriptions which have physical and virtual scanner
appliances with different performance characteristics (e.g., CPU,
RAM).

Specify this option to dynamically scale up the number of hosts
to scan in parallel (at scan time) to a calculated value which is
based upon the computing resources available on each
appliance. Note that the number of hosts to scan in parallel
value determines how many hosts each appliance will target
concurrently, not how many appliances will be used for the scan.

Scan

scan_overall_performance=
{high|normal|low|custom}

(Optional) The profile “normal” is recommended in most cases.
The settings for scan_external_scanners,
scan_scanner_appliances, scan_total_process,
scan_http_process, scan_packet_delay, and scan_intensity
change as per the specified profile.

Normal - Well balanced between intensity and speed.

High - Recommended only when scanning a single IP or a small
number of IPs. Optimized for speed and shorter scan times.
Low - Recommended if responsiveness for individual hosts and
services is low. Optimized for low bandwidth network
connections and highly utilized networks. May take longer to
complete.

scan_external scanners=
{value}

(Optional) Specify the number of external scanners to be used for
associated scans. This setting is available only if you have
multiple external scanners in your subscription. For example, if
you have 10 external scanners in your subscription, you can
configure this setting to any number between 1 to 10.

scan_scanner_appliances=
{value}

(Optional) Specify the number of scanner appliances to scan at
the same time (per scan task). Launching several concurrent
scans on the same scanner appliance has a multiplying effect on
bandwidth usage and may exceed available scanner resources.
Don't have scanner appliances? Disregard the Scanner Appliance
setting.

scan_total_process={value}

(Optional) Specify the maximum number of processes to run at
the same time per host.

Note that the total number of processes includes the HTTP
processes.

scan_http_process={value}

(Optional) Specify the maximum number of HTTP processes to
run at the same time.

scan_packet_delay=
{minimum|shortjmedium|
longlmaximum}

(Optional) Specify the delay between groups of packets sent to
each host during a scan. With a short delay, packets are sent
more frequently. With a long delay, packets are sent less
frequently.
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Parameter Description
scan_intensity={normal| (Optional) This setting determines the aggressiveness
medium|low|minimum} (parallelism) of port scanning and host discovery at the port

level. Lowering the intensity level has the effect of serializing
port scanning and host discovery. This is useful for certain
network conditions like cascading firewalls and lower scan
prioritization on the network. Tip - If you are scanning through a
firewall we recommended you reduce the intensity level.
Unauthenticated scans see more of a performance difference
using this option.

scan_dead_hosts={0|1} (Optional) Specify 1 to enable scanning dead hosts. A dead hostis
a host that is unreachable - it didn't respond to any pings. Your
scan may run longer if you choose to scan dead hosts.

close_vuln_on_dead_hosts= (Optional) Specify 1 to quickly close vulnerabilities for hosts that

{o]1} are not found alive after a set number of scans. When enabled,
we'll mark existing tickets associated with dead hosts as
Closed/Fixed and update the vulnerability status to Fixed.

not_found_alive_times= (Optional) Specify the number of times the host is not found alive
{value} after which the vulnerability should be closed. This setting is
available only when close_vuln_on_dead_hosts=1.

purge_host_data={0|1} (Optional) Specify 1 to purge host data. This option is especially
useful if you have systems that are regularly decommissioned or
replaced. By specifying this option you're telling us you want to
purge the host if we detect a change in the host's Operating
System (OS) vendor at scan time, for example the OS changed
from Linux to Windows or Debian to Ubuntu. We will not purge
the host for an OS version change like Linux 2.8.13 to Linux 2.9.4.

Additional

additional_tcp_ports_ (Optional) Specify additional TCP ports to scan. You can specify
additional={valuel,value2}  up to 7 additional ports apart from the 13 standard scan ports
used by default: 21-23, 25, 53, 80, 88, 110-111, 135, 139, 443, 445.

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=create&title=pci&global=1&ocffline scanner=l&external scann
ers_use=3&scan_parallel scaling=l&scan overall performance=highé&ad
ditional tcp ports_additional=80, 35"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/pci/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"http://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>

<RESPONSE>
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<DATETIME>2018-04-26T13:04:21%Z</DATETIME>
<TEXT>Option profile successfully added.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>32113</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE RETURN>

Update PCI Option Profile
/api/2.0/fo/subscription/option_profile/pci/?action=update
[POST]

Input Parameters

Parameter Description
action=update (Required)
id={value} (Required) The ID of the option profile.

For a list of optional parameters, see Input Parameters for Create PCI Option Profile.

APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=update&id=31102&title=pci2"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/pci/"

XML output:
<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"http://qualysapz.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-04-10T10:32:50Z</DATETIME>
<TEXT>Option profile successfully updated.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>31102</VALUE>
</ITEM>
</ITEM_LIST>
</RESPONSE>
</SIMPLE_ RETURN>
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PCI Option Profile List
/api/2.0/fo/subscription/option_profile/pci/?action=list
[GET] [POST]

Input Parameters

All option profiles are fetched if no parameters are given. To fetch a specific option profile,
provide the “id” or “title” parameter with the option profile id or title of interest.
Optionally, you can filter the results by using optional parameters listed under Input
Parameters for Create PCI Option Profile.

APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X GET
"action=1list"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/pci/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE OPTION PROFILES SYSTEM
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/option profile info.dtd">
<OPTION_ PROFILES>
<OPTION_ PROFILE>
<BASIC_ INFO>
<ID>31102</1ID>
<GROUP_NAME><! [CDATA[Jjp pci ll]]></GROUP7NAME>
<GROUP_TYPE>pci</GROUP_TYPE>
<USER_ID><![CDATA[JOhn Smith (jsmith_ap)]]></USER_ID>
<UNIT ID>0</UNIT ID>
<SUBSCRIPTION_ID>1042140l</SUBSCRIPTION_ID>
<IS_GLOBAL>1</IS GLOBAL>
<ISioFFLINE7$YNCABLE>O</ISioFFLINEisYNCABLE>
<UPDATE_DATE>2018—04—10T10:32:5OZ</UPDATE_DATE>
</BASIC_INFO>
<SCAN>
<SCAN DEAD HOSTS>0</SCAN DEAD HOSTS>
<PURGE_OLD HOST OS_CHANGED>0</PURGE_OLD HOST 0S_CHANGED>
<PERFORMANCE>
<PARALLEL_SCALING>O</PARALLEL_SCALING>
<OVERALL_PERFORMANCE>high</OVERALL_PERFORMANCE>
<HOSTS TO_ SCAN>
<EXTERNAL_SCANNERS>20</EXTERNAL_SCANNERS>
<SCANNER_APPLIANCES>40</SCANNER_APPLIANCES>
</HOSTS_TO_SCAN>
<PROCESSES TO RUN>
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<TOTAL PROCESSES>15</TOTAL PROCESSES>
<HTTP PROCESSES>15</HTTP PROCESSES>
</PROCESSES TO RUN>
<PACKET DELAY>Short</PACKET DELAY>
</PERFORMANCE>
</SCAN>
<ADDITIONAL>
<HOST DISCOVERY>
<TCP_PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
<TCP_ADDITIONAL>
<HAS ADDITIONAL>1</HAS ADDITIONAL>
<ADDITIONAL PORTS>80,35</ADDITIONAL PORTS>
</TCP_ADDITIONAL>
</TCP_PORTS>
</HOST DISCOVERY>
</ADDITIONAL>
</OPTION PROFILE>
<OPTION PROFILE>
<BASIC INFO>
<ID>32113</ID>
<GROUP NAME><! [CDATA[Jjp pci 333]]></GROUP NAME>
<GROUP_TYPE>pci</GROUP_ TYPE>
<USER_ID><! [CDATA[John Smith (jsmith ap)]]></USER_ID>
<UNIT ID>0</UNIT ID>
<SUBSCRIPTION ID>10421401</SUBSCRIPTION ID>
<IS GLOBAL>1</IS GLOBAL>
<IS OFFLINE SYNCABLE>1</IS OFFLINE SYNCABLE>
<UPDATE DATE>2018-04-10T10:32:50%</UPDATE DATE>
</BASIC INFO>
<SCAN>
<SCAN DEAD HOSTS>0</SCAN DEAD HOSTS>
<PURGE_OLD_HOST OS_ CHANGED>0</PURGE _OLD HOST OS_CHANGED>
<PERFORMANCE>
<PARALLEL SCALING>1</PARALLEL SCALING>
<OVERALL PERFORMANCE>High</OVERALL PERFORMANCE>
<HOSTS TO SCAN>
<EXTERNAL SCANNERS>20</EXTERNAL SCANNERS>
<SCANNER APPLIANCES>40</SCANNER APPLIANCES>
</HOSTS_TO_SCAN>
<PROCESSES TO_ RUN>
<TOTAL PROCESSES>15</TOTAL PROCESSES>
<HTTP PROCESSES>15</HTTP PROCESSES>
</PROCESSES TO RUN>
<PACKET DELAY>Short</PACKET DELAY>
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</PERFORMANCE>
</SCAN>
<ADDITIONAL>
<HOST DISCOVERY>
<TCP_PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
<TCP_ADDITIONAL>
<HAS ADDITIONAL>1</HAS ADDITIONAL>
<ADDITIONAL PORTS>80,35</ADDITIONAL PORTS>
</TCP_ADDITIONAL>
</TCP_PORTS>
</HOST DISCOVERY>
</ADDITIONAL>
</OPTION PROFILE>
<OPTION PROFILE>
<BASIC INFO>
<ID>51471401</1D>
<GROUP_NAME><! [CDATA[pci op - 1]]></GROUP_NAME>
<GROUP_TYPE>pci</GROUP_ TYPE>
<USER_ID><! [CDATA[John Smith (jsmith ap)]]></USER ID>
<UNIT ID>0</UNIT ID>
<SUBSCRIPTION ID>10421401</SUBSCRIPTION ID>
<IS GLOBAL>0</IS GLOBAL>
<IS OFFLINE SYNCABLE>0</IS OFFLINE SYNCABLE>
<UPDATE DATE>2018-04-10T10:32:50%</UPDATE DATE>
</BASIC_INFO>
<SCAN>
<SCAN DEAD HOSTS>1</SCAN DEAD HOSTS>
<PURGE_OLD_ HOST OS CHANGED>0</PURGE OLD HOST OS CHANGED>
<PERFORMANCE>
<PARALLEL SCALING>1</PARALLEL SCALING>
<OVERALL PERFORMANCE>High</OVERALL PERFORMANCE>
<HOSTS TO SCAN>
<EXTERNAL SCANNERS>20</EXTERNAL SCANNERS>
<SCANNER APPLIANCES>40</SCANNER APPLIANCES>
</HOSTS TO_ SCAN>
<PROCESSES TO_RUN>
<TOTAL PROCESSES>15</TOTAL PROCESSES>
<HTTP PROCESSES>15</HTTP PROCESSES>
</PROCESSES_TO_ RUN>
<PACKET DELAY>Short</PACKET DELAY>

<PORT SCANNING AND HOST DISCOVERY>Normal</PORT SCANNING AND HOST D
ISCOVERY> - B - - -
</PERFORMANCE>
</SCAN>
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<ADDITIONAL>
<HOST DISCOVERY>
<TCP PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
<TCP_ADDITIONAL>
<HAS ADDITIONAL>1</HAS ADDITIONAL>
<ADDITIONAL PORTS>1024</ADDITIONAL PORTS>
</TCP_ADDITIONAL>
</TCP_PORTS>
</HOST_DISCOVERY>
</ADDITIONAL>
</OPTION PROFILE>
</OPTION PROFILES>

<platform API server>/api/2.0/fo/subscription/option_profile/option_profile_info.dtd

Delete PCI Option Profile
/api/2.0/fo/subscription/option_profile/pci/?action=delete

[GET] [POST]

Input Parameters

Parameter

Description

action=delete

(Required)

id={value}

(Required) The ID of the option profile.

API request:

curl -u

"USERNAME : PASSWORD" -H "X-Requested-With:curl" -X POST

"action=delete&id=51471401"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/pci/"

XML output:
<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"http://qualysapz.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-04-10T10:32:50Z</DATETIME>
<TEXT>Option Profile Deleted Successfully</TEXT>

<ITEM LIST>
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<ITEM>
<KEY>ID</KEY>
<VALUE>51471401</VALUE>
</ITEM>
</ITEM_LIST>
</RESPONSE>
</SIMPLE RETURN>

Option Profiles for Compliance
/api/2.0/fo/subscription/option_profile/pc/
Create, update, list and delete option profiles for compliance scans.

Permissions

Note: The list PC option profiles APl is available as part of one of the following subscription
combinations only:

- PC and API add-on
- PC, SCA, and API add-on
- VMDR, SCA, and API add-on

All users will be able to list option profiles. A Manager will be able to create, update, and
delete option profiles in the subscription, and a Unit Manager will be able to create,
update, and delete option profiles for users in their business unit.

Create PC Option Profile
/api/2.0/fo/subscription/option_profile/pc/?action=create

[POST]

Input Parameters

Parameter Description

action=create (Required)

title={value} (Required) The title for the option profile.

owner={value} (Optional) The owner of the option profile(s), or the user who

created the option profile.

global={0|1} (Optional) Share this profile with other users by making it global.
Are you a Manager? This profile will be available to all users.
Are you a Unit Manager? This profile will be available to all users
in your business unit.
Specify 1 to make global.
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scan_parallel scaling={0|1}

(Optional) Specify 1 to enable parallel scaling. This setting can be
useful in subscriptions which have physical and virtual scanner
appliances with different performance characteristics (e.g., CPU,
RAM).

Specify this option to dynamically scale up the number of hosts
to scan in parallel (at scan time) to a calculated value which is
based upon the computing resources available on each
appliance. Note that the number of hosts to scan in parallel
value determines how many hosts each appliance will target
concurrently, not how many appliances will be used for the scan.

Scan

scan_overall_performance=
{high|normal|low|custom}

(Required) The profile “normal” is recommended in most cases.
The settings for scan_external_scanners,
scan_scanner_appliances, scan_total_process,
scan_http_process, scan_packet_delay, and scan_intensity
change as per the specified profile.

Normal - Well balanced between intensity and speed.

High - Recommended only when scanning a single IP or a small
number of [Ps. Optimized for speed and shorter scan times.
Low - Recommended if responsiveness for individual hosts and
services is low. Optimized for low bandwidth network
connections and highly utilized networks. May take longer to
complete.

scan_external scanners=
{value}

(Optional) Specify the number of external scanners to be used for
associated scans. This setting is available only if you have
multiple external scanners in your subscription. For example, if
you have 10 external scanners in your subscription, you can
configure this setting to any number between 1 to 10.

scan_scanner_appliances=
{value}

(Optional) Specify the number of scanner appliances to scan at
the same time (per scan task). Launching several concurrent
scans on the same scanner appliance has a multiplying effect on
bandwidth usage and may exceed available scanner resources.
Don't have scanner appliances? Disregard the Scanner Appliance
setting.

scan_total_process={value}

(Optional) Specify the maximum number of processes to run at
the same time per host.

Note that the total number of processes includes the HTTP
processes.

scan_http_process={value}

(Optional) Specify the maximum number of HTTP processes to
run at the same time.

scan_packet_delay=
{minimum|shortjmedium|
longlmaximum}

(Optional) Specify the delay between groups of packets sent to
each host during a scan. With a short delay, packets are sent
more frequently. With a long delay, packets are sent less
frequently.
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scan_intensity={normal|
medium|low|minimum}

(Optional) This setting determines the aggressiveness
(parallelism) of port scanning and host discovery at the port
level. Lowering the intensity level has the effect of serializing
port scanning and host discovery. This is useful for certain
network conditions like cascading firewalls and lower scan
prioritization on the network. Tip - If you are scanning through a
firewall we recommended you reduce the intensity level.
Unauthenticated scans see more of a performance difference
using this option.

scan_by_policy={0|1}

(Optional) Specify 1 to enable scan by policy. The Scan by Policy
option allows you to restrict your scans to the controls in
specified policies. You can choose up to 20 policies, one policy at
a time. Once you've specified a policy, all controls in that policy
will be scanned including any special control types in the policy.
This is regardless of the Control Types settings in the profile.

policy_names={valuel,
value?}

(Optional) Specify policy names to scan by policy.

policy_ids={valuel,value?}

(Optional) Specify policy IDs to scan by policy.

auto_update_expected_value
={o[1}

(Optional) Specify 1 to update the control expected value used
for posture evaluation with the actual value returned by the
scan.

fim_controls_enabled={0|1}

(Optional) Specify 1 to perform file integrity monitoring based on
user defined file integrity checks. A file integrity check is a user
defined control that checks for changes to a specific file. You
should set auto_update_expected_value=1 in order to use this
parameter.

custom_wmi_query_checks={
0[1}

(Optional) Specify 1 to run Windows WMI query checks. When
enabled, WMI query checks will be performed for user defined
WMI Query Check controls.

enable_dissolvable_agent=
{01}

(Optional) Specify 1 to enable dissolvable agent. This is required
for certain scan features like Windows Share Enumeration. How
does it work? At scan time the Agent is installed on Windows
devices to collect data, and once the scan is complete it removes
itself completely from target systems.

enable_password_auditing=
{o[1}

(Optional) Specify 1 to check for service provided password
auditing controls (control IDs 3893, 3894 and 3895). These
controls are used to identify 1) user accounts with empty
passwords, 2) user accounts with the password equal to the user
name, and 3) user accounts with passwords equal to an entry in
a user-defined password dictionary. This setting is available only
if enable_dissolvable_agent=1.

custom_password_dictionary
={valuel,value?}

(Optional) Specify passwords in order to create a password
dictionary. This is used when evaluating control ID 3895, which
identifies user accounts where the password is equal to an entry
in the password dictionary.
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enable_windows_share_
enumeration={0|1}

(Optional) Specify 1 to use Windows Share Enumeration to find
and report details about Windows shares that are readable by
everyone. This test is performed using QID 90635. Make sure 1)
the Dissolvable Agent is enabled, 2) QID 90635 is included in the
Vulnerability Detection section, and 3) a Windows authentication
record is defined.

enable_windows_directory_
search={0|1}

(Optional) Specify 1 if you've set up Windows Directory Search
controls and want to include them in the scan. This custom
control allows you to search for files/directories based on various
criteria like file name and user access permissions.

scan_ports={standard]
targeted]

(Required) Specify “standard” to enable standard scan of TCP
ports. See Appendix B - Ports used for scanning for a list of ports
used for standard scan.

Specify “targeted” to perform a targeted scan.

Which ports are included in a targeted scan?

For Unix hosts, these well known ports are scanned: 22 (SSH), 23
(telnet) and 513 (rlogin). Any one of these services is sufficient for
authentication. If services (SSH, telnet, rlogin) are not running on
these well known ports for the hosts you will be scanning,
specify this option and define a custom ports list in the Unix
authentication record. Note: The actual ports scanned also
depends on the Ports setting in the Unix authentication record.
For Windows hosts, the service scans a fixed set of required
Windows ports (a service defined, internal list).

mssqgl_db_udc_restriction={0|
1}

(Optional) Set value to 1 if you want to specify a limit on the
number of rows to be returned per scan for custom MS SQL
Database checks.

mssqgl_db_udc_limit={value}

(Optional) Provide a value to define the number of rows to be
returned per scan (default is 256).

oracle_db_udc_restriction={0|
1}

(Optional) Set value to 1 if you want to specify a limit on the
number of rows to be returned per scan for custom Oracle
Database checks.

oracle_db_udc_limit={value}

(Optional) Provide a value to define the number of rows to be
returned per scan (default is 5000).

sybase_db_udc_restriction={0
|1}

(Optional) Set value to 1 if you want to specify a limit on the
number of rows to be returned per scan for custom Sybase
Database checks.

sybase_db_udc_limit={value}

(Optional) Provide a value to define the number of rows to be
returned per scan (default is 256). Maximum allowed limit for
Sybase is 2500 rows.

postgresql_db_udc_restrictio
n={0|1}

(Optional) Set value to 1 if you want to specify a limit on the
number of rows to be returned per scan for custom
PostgreSQL/Pivotal Greenplum Database checks.

postgresql_db_udc_limit=({val
ue}

(Optional) Provide a value to define the number of rows to be
returned per scan (default is 256). Maximum allowed limit for
PostgreSQL/Pivotal Greenplum is 5000 rows.
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sapiq_db_udc_restriction={0|
1

(Optional) Set value to 1 if you want to specify a limit on the
number of rows to be returned per scan for custom SAP IQ
Database checks.

sapiq_db_udc_limit={value}

(Optional) Provide a value to define the number of rows to be
returned per scan (default is 256). Maximum allowed limit for
SAP IQ is 10000 rows.

db2_db_udc_restriction= {01}

(Optional) Set value to 1 if you want to specify a limit on the
number of rows to be returned per scan for custom IBM DB2
Database checks.

db2_db_udc_limit= {value}

(Optional) The default value is 256 and maximum allowed limit
is 5000 rows.

enable_auth_instance_disc
overy={0]|1}

(Optional to create or update option profile record) Specify
enable_auth_instance_discovery=1 to enable auto discover
instances and system record creation for the chosen auth types.
When unspecified (enable_auth_instance_discovery=0), we will
not scan to auto discover instances. The parameters
enable_auth_instance_discovery, scan_by_policy and
include_system_auth are mutually exclusive and cannot be
specified together in the same request.

In U], this parameter is a check box and referred to "Allow
instance discovery..." in the System Authentication Records
section on the New/Edit Compliance Profile page.

auto_auth_types={value}

(Optional to create or update option profile record) Specify the
technologies for which you want to enable auto discover
instances and system record creation. The valid values are:
Apache Web Server, IBM WebSphere App Server, Jboss Server,
Tomcat Server, Oracle and MongoDB. Multiple technologies are
specified as comma separated values. This parameter can only
be specified if enable_auth_instance_discovery=1.

ibm_was_discovery_mode={v
alue}

(Optional to create or update option profile record) Specify
ibm_was_discovery_mode=server_dir to auto discover instances
at the server directory level. Specify
ibm_was_discovery_mode=installation_dir to auto discover
instances at the installation directory level.

When unspecified and auto_auth_types=IBM WebSphere App
Server, we will auto discover instances at the installation
directory level.

This parameter can only be specified if auto_auth_types includes
IBM WebSphere App Server.

oracle_template_id={value}

(Optional) The Template ID for the Oracle system record
template you want to assign to the compliance profile for
discovery scans.

When auto_auth_types=Oracle is specified, then
oracle_template_id or oracle_template_name must also be
specified.
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oracle_template_name=
{value}

(Optional) The Template Name for the Oracle system record
template you want to assign to the compliance profile for
discovery scans.

When auto_auth_types=Oracle is specified, then
oracle_template_id or oracle_template_name must also be
specified.

mongodb_template_id={valu
e}

(Optional) The Template ID for the MongoDB system record
template you want to assign to the compliance profile for
discovery scans. When auto_auth_types=MongoDB is specified,
then mongodb_template_id or mongodb_template_name must
also be specified.

mongodb_template_name={v
al ue}

((Optional) The Template Name for the MongoDB system record
template you want to assign to the compliance profile for
discovery scans. When auto_auth_types=MongoDB is specified,
then mongodb_template_id or mongodb_template_name must
also be specified.

include_system_auth={0|1}

(Optional to create or update option profile record) Specify
include_system_auth=1if you have a system created auth record
and user created auth record for the same instance configuration
and choose which one to include for scans. When unspecified
(include_system_auth=0), user record will be selected for scan by
default.

When include_system_auth=1, one of these parameters should
be enabled: use_system_auth_on_duplicate or
use_user_auth_on_duplicate.

In UI, this parameter is a check box and referred to "Use System

Authentication Records" in the System Authentication Records
section in the Scan tab on the New/Edit Compliance Profile page.

use_system_auth_on_dupli
cate={0|1}

(Optional to create or update option profile record) Specify
use_system_auth_on_duplicate=1 to include system created
auth record if you have a system record and user record for the
same instance configuration.

The parameters use_system_auth_on_duplicate and
use_user_auth_on_duplicate are mutually exclusive and can
only be specified if "include_system_auth=1".

use_user_auth_on_duplicat
e={0[1}

(Optional to create or update option profile record) Specify
use_user_auth_on_duplicate=1 to include user created
authentication record if you have a system record and user
record for the same instance.

The parameters use_system_auth_on_duplicate and
use_user_auth_on_duplicate are mutually exclusive and can
only be specified if "include_system_auth=1".

Instance Data Collection

enable_instance_data_colle
ction={0|1}

(Optional) Specify 1 to enable database instance data
collection by using underlying OS authentication record. By
default, this option is disabled.
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instance_data_collection_a
uth_types

(Optional) Specify the database technologies for which you
want to enable OS authentication-based data collection. The
valid values are: IBM DB2, InformixDB, MongoDB, MSSQL, MySQL,
Oracle, Pivotal Greenplum, PostgreSQL, Sybase. You can

use this parameter only if you set the value of the
enable_instance_data_collection parameter to 1.

enable_os_based_instance_
discovery={0|1}

(Optional) Set the value to 1 to enable technology instance
data collection by using underlying OS authentication record.
By default, this option is disabled.

os_based_instance_disc_tec
hnologies

(Optional) Specify a comma-separated list of technologies to
enable OS authentication-based data collection. Currently we
support Oracle JRE and IBM WebSphere Liberty. Hence, the valid
values are: Oracle JRE and IBM WebSphere Liberty.

You can use this parameter only if you set the value of the
enable_os_based_instance_discovery parameter to 1.

Additional

additional_tcp_ports={0J1}

(Optional) Specify 1 to enable host discovery on additional TCP
ports. Default setting is 1.

additional _tcp_ports_
standard_scan={0[1}

(Optional) Specify 1 to enable standard scan of additional TCP
ports. Standard Scan includes 13 ports: 21-23, 25, 53, 80, 88, 110-
111, 135, 139, 443, 445. Default setting is 1.

additional_tcp_ports_
additional={value1,value?}

(Optional) Specify additional TCP ports to scan. You can specify
up to 20 ports including the standard scan ports.

additional_udp_ports={0|1}

(Optional) Specify 1 to enable host discovery on additional UDP
ports. Default setting is 1.

additional_udp_ports_type=
{standard|custom}

(Optional) Specify “standard” to enable standard scan of
additional UDP ports. Standard Scan includes 6 ports: 53, 111,
135, 137, 161, 500. Default is “standard”.

Specify “custom” to provide a custom list of ports using
additional_udp_ports_custom.

additional_udp_ports_
custom={valuel,value?}

(Optional) Specify additional UDP ports to scan. You can specify
up to 10 ports including the standard scan ports.

icmp=({0|1}

(Optional) Specify 1 to only discover live hosts that respond to an
ICMP ping. Default setting is 1.

blocked_resources={0|1}

(Optional) Specify 1 in order to add ports protected by your
firewall/IDS to prevent them from being scanned.

protected_ports={default|
custom}

(Optional) Ports protected by your firewall/IDS. Specify “default”
to provide a list of default blocked ports: 0-1, 111, 513-514, 2049,
4100, 6000-6005, 7100, 8000. Default setting is “default”.

Specify custom to provide a custom list of protected ports using
protected_ports_custom.

protected_ports_custom=
{valuel,value?}

(Optional) Specify a custom list of protected ports.
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protected_ips={all|custom}

(Optional) IP addresses and ranges protected by your
firewall/IDS. Default is “all”.

protected_ips_customs=
{valuel,value?}

(Optional) Specify a custom list of IP addresses and ranges
protected by your firewall/IDS.

ignore_rst_packets={0|1}

(Optional) Specify 1 to ignore all TCP RESET packets - firewall-
generated and live-host-generated.

ignore_firewall_generated_
syn_ack_packets={0|1}

(Optional) Specify 1 to determine if TCP SYN-ACK packets are
generated by a filtering device and ignore packets that appear to
originate from such devices.

not_send_ack_or_syn_ack_
packets_during host_
discovery={0|1}

(Optional) Specify 1 if you do not want to send TCP ACK or SYN-
ACK packets. Out of state TCP packets are not SYN packets and
do not belong to an existing TCP session.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST

"action=create&title=pcjp&global=l&scan parallel scaling=l&scan_ov
erall performance=highé&scan by policy=l&policy names=jp2&auto_upda
te expected value=l&scan ports=standard&additional tcp ports=lé&not
_send_ack or syn ack packets during host discovery=1"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/pc/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"http://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-04-10T11:10:36Z</DATETIME>
<TEXT>Compliance Option profile successfully added.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>39044</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>
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Sample create option profile for Oracle instance discovery

In this sample we are creating an option profile with instance discovery and system record
creation enabled for Oracle and we're using template ID 2237327.

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST -d
"action=create&title=Profile-Auth-Ins-

Oracleg&enable auth instance discovery=lg&auto auth types=Oracleé&sca
n ports=targeted&oracle template id=2237327"
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/pc/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2020-04-23T19:12:10Z</DATETIME>
<TEXT>Compliance Option profile successfully added.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>3305478</VALUE>
</ITEM>
</ITEM7LIST>
</RESPONSE>
</SIMPLE RETURN>
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Sample create option profile for MongoDB instance discovery

In this sample we are creating an option profile with the option to enable instance
discovery and system record creation for MongoDB and we're using template ID 6731346. .

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=create&title=Profile-Auth-
InsMongodtestapi2é&enable auth instance discovery=l&auto_ auth types
=MongoD Bé&scan ports=targeted&mongodb template id=6731346"
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/pc/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2022-12-19T07:48:277Z</DATETIME>
<TEXT>Compliance Option profile successfully
added.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>6863066</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>

Database UDCs for MS SQL, Oracle, Sybase, PostgreSQL/Pivotal
Greenplum, SAP IQ, and IBM DB2

We have added the following parameters to the Options Profile API to help you set a limit
on the number of rows returned per scan for the MS SQL, Oracle, Sybase,
PostgreSQL/Pivotal Greenplum, SAP 1Q, and IBM DB2 UDCs.

- DATABASE_PREFERENCE_KEY
- mssqgl_db_udc_restriction

- mssqgl_db_udc_limit

- oracle_db_udc_restriction

- oracle_db_udc_limit

- sybase_db_udc_restriction
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- sybase_db_udc_limit

- postgreSQL_db_udc_restriction
- postgreSQL_db_udc_limit

- sapiq_db_udc_restriction

- sapig_db_udc_limit

- db2_db_udc_restriction

- db2_db_udc_limit

Maximum allowed limit for MS SQL is 256 rows, for Oracle, PostgreSQL/Pivotal Greenplum,
and IBM DB2, it’s 5000 rows, for Sybase it's 2500 rows, and for SAP IQ, it's 10000 rows.

Sample - Create for Database UDC

Create with Database Preference Key and custom Limit set for MS SQL, Oracle, Sybase,
PostgreSQL/Pivotal Greenplum, SAP IQ, and IBM DB2.

API request:

curl -u "username:password" -H "X-Requested-With:curl" -H
"Content-type: text/xml" -X POST -d "action=create&title=API-PC-
OP&scan_ports=targeted&oracle db udc restriction=l&oracle db udc 1
imit=10&mssqgl db udc restriction=lé&mssgl db udc limit=250&sybase d
b udc_restriction=lé&sybase db udc limit=50&postgreSQL db udc restr
iction=l&postgreSQL db udc limit=50&db2 db udc restriction=1l&db2 d
b udc 1imit=300"
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/pc/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2019-05-20T19:16:417Z</DATETIME>
<TEXT>Compliance Option profile successfully added.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>1710286</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>
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Update Compliance Option Profile
/api/2.0/fo/subscription/option_profile/pc/?action=update
[POST]

Input Parameters

Parameter Description
action=update (Required)
id={value} (Required) The ID of the option profile.

For a list of optional parameters, see Input Parameters for Create PC Option Profile.

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=update&title=pc-jp&id=51491401"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/pc/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"http://qualysapz.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-04-10T11:10:36Z</DATETIME>
<TEXT>Compliance Option profile successfully updated.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>51491401</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>
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Sample - Update for Database UDC
Update Option Profile with Oracle Database Preference Key

API request:

curl -u "username:password" -H "X-Requested-With:curl" -H
"Content-type: text/xml" -X POST -d
"action=update&id=1709710&title=API-PC-OP-Oracle-custom-limit
&scan_ports=targeted&oracle db udc restriction=l&oracle db udc lim
it=100"
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/pc/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2019-05-20T06:45:00Z</DATETIME>
<TEXT>Compliance Option profile successfully updated.</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>1709710</VALUE>
</ITEM>
</ITEM7LIST>
</RESPONSE>
</SIMPLE RETURN>
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Compliance Option Profile List
/api/2.0/fo/subscription/option_profile/pc/?action=list
[GET] [POST]

Input Parameters

All option profiles are fetched if no parameters are given. To fetch a specific option profile,
provide the “id” or “title” parameter with the option profile id or title of interest.
Optionally, you can filter the results by using optional parameters listed under Input
Parameters for Create PC Option Profile.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X GET
"action=list"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/pc/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE OPTION PROFILES SYSTEM
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/option profile info.dtd">
<OPTION_ PROFILES>
<OPTION_ PROFILE>
<BASIC_ INFO>
<ID>19026</1ID>
<GROUP_NAME><! [CDATA[Initial PC Options 2]]></GROUP7NAME>
<GROUP_TYPE>compliance</GROUP TYPE>
<USER_ID><![CDATA[JOhn Smith (jsmith_ap)]]></USER_ID>
<UNIT ID>0</UNIT ID>
<SUBSCRIPTION_ID>1042140l</SUBSCRIPTION_ID>
<IS_GLOBAL>1</IS GLOBAL>
<UPDATE7DATE>2018—04—10Tll:lO:36Z</UPDATE7DATE>
</BASIC_INFO>
<SCAN>
<PORTS>
<TARGETED_SCAN>1</TARGETED_SCAN>
</PORTS>
<PERFORMANCE>
<PARALLEL_SCALING>O</PARALLEL_SCALING>
<OVERALL_PERFORMANCE>NOrmal</OVERALL_PERFORMANCE>
<HOSTS TO_ SCAN>
<EXTERNAL_SCANNERS>10</EXTERNAL_SCANNERS>
<SCANNER_APPLIANCES>30</SCANNER_APPLIANCES>
</HOSTS_TO_SCAN>
<PROCESSES TO RUN>
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<TOTAL_ PROCESSES>10</TOTAL_ PROCESSES>
<HTTP_PROCESSES>10</HTTP PROCESSES>
</PROCESSES_TO_ RUN>
<PACKET DELAY>Medium</PACKET DELAY>

<PORT SCANNING AND HOST DISCOVERY>Normal</PORT SCANNING AND HOST D
ISCOVERY> - a - - B
</PERFORMANCE>
<DISSOLVABLE AGENT>
<DISSOLVABLE AGENT ENABLE>0</DISSOLVABLE AGENT ENABLE>
<PASSWORD AUDITING ENABLE>

<HAS_PASSWORD AUDITING ENABLE>0</HAS PASSWORD AUDITING ENABLE>
</PASSWORD_ AUDITING ENABLE>

<WINDOWS SHARE ENUMERATION ENABLE>0</WINDOWS SHARE ENUMERATION ENA
BLE>

<WINDOWS DIRECTORY SEARCH ENABLE>0</WINDOWS DIRECTORY SEARCH ENABL
E>
</DISSOLVABLE7AGENT>
<FILE INTEGRITY MONITORING>
<AUTO_UPDATE_EXPECTED_VALUE>l</AUTO_UPDATE_EXPECTED_VALUE>
</FILE INTEGRITY MONITORING>
<CONTROL TYPES>
<FIM_CONTROLS_ENABLED>O</FIM_CONTROLS_ENABLED>
<CUSTOM7WM17QUERY7CHECKS>O</CUSTOM7WMIiQUERY7CHECKS>
</CONTROL_TYPES>
</SCAN>
<ADDITIONAL>
<HOST DISCOVERY>
<TCP_PORTS>
<STANDARD78CAN>1</STANDARD78CAN>
</TCP_PORTS>
<UDP_PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
</UDP_PORTS>
<ICMP>1</ICMP>
</HOST DISCOVERY>
<PACKET OPTIONS>

<IGNORE FIREWALL GENERATED TCP_ RST>0</IGNORE FIREWALL GENERATED TC
P RST>

<IGNORE FIREWALL GENERATED TCP_SYN ACK>0</IGNORE FIREWALL GENERATE
D TCP_SYN ACK>
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<NOT_SEND_TCP_ACK_OR_SYN ACK_DURING HOST DISCOVERY>0</NOT SEND TCP
_ACK_OR_SYN ACK DURING HOST DISCOVERY> -
</PACKET OPTIONS>
</ADDITIONAL>
</OPTION PROFILE>
<OPTION_ PROFILE>
<BASIC_INFO>
<ID>31118</ID>
<GROUP_NAME><! [CDATA [pc 55]]></GROUP_NAME>
<GROUP_TYPE>compliance</GROUP TYPE>
<USER_ID><![CDATA[John Smith (jsmith ap)]]></USER_ID>
<UNIT ID>0</UNIT ID>
<SUBSCRIPTION ID>10421401</SUBSCRIPTION ID>
<IS_ GLOBAL>0</IS GLOBAL>
<UPDATE_DATE>2018-04-10T11:10:36%</UPDATE DATE>
</BASIC_INFO>
<SCAN>
<PORTS>
<TARGETED SCAN>1</TARGETED SCAN>
</PORTS>
<PERFORMANCE>
<PARALLEL SCALING>0</PARALLEL SCALING>
<OVERALL PERFORMANCE>High</OVERALL PERFORMANCE>
<HOSTS_TO SCAN>
<EXTERNAL SCANNERS>20</EXTERNAL SCANNERS>
<SCANNER APPLIANCES>40</SCANNER APPLIANCES>
</HOSTS_TO SCAN>
<PROCESSES_TO RUN>
<TOTAL PROCESSES>15</TOTAL PROCESSES>
<HTTP_PROCESSES>15</HTTP_PROCESSES>
</PROCESSES_TO RUN>
<PACKET DELAY>Short</PACKET DELAY>
</PERFORMANCE>
<SCAN RESTRICTION>
<SCAN BY POLICY>

<POLICY>
<ID>10472</1ID>
<TITLE><! [CDATA[jp]]1></TITLE>
</POLICY>

</SCAN BY POLICY>
</SCAN_RESTRI CTION>
<FILE INTEGRITY MONITORING>
<AUTO_UPDATE_EXPECTED_VALUE>l</AUTO_UPDATE_EXPECTE D _VALUE>
</FILE_INTEGRI TY MONITORING>
</SCAN>
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<ADDITIONAL>
<HOST_DISCOVERY>
<TCP_PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
<TCP_ADDITIONAL>
<HAS ADDITIONAL>1</HAS ADDITIONAL>
<ADDITIONAL PORTS>80,35</ADDITIONAL PORTS>
</TCP_ADDITIONAL>
</TCP_PORTS>
<UDP_PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
</UDP_PORTS>
<ICMP>1</ICMP>
</HOST DISCOVERY>
<BLOCK_RESOURCES>

<WATCHGUARD DEFAULT BLOCKED PORTS>1</WATCHGUARD DEFAULT BLOCKED PO
RTS> - B B B B B
<ALL REGISTERED IPS>1</ALL REGISTERED IPS>
</BLOCK RESOURCES>
<PACKET OPTIONS>

<IGNORE FIREWALL GENERATED TCP RST>1</IGNORE FIREWALL GENERATED TC
P RST>

<IGNORE_ FIREWALL GENERATED TCP_SYN ACK>1</IGNORE FIREWALL GENERATE
D TCP_SYN ACK>

<NOT_SEND TCP ACK_OR SYN ACK DURING HOST DISCOVERY>1</NOT SEND TCP
_ACK_OR_SYN ACK DURING HOST DISCOVERY> -
</PACKET_OPTIONS>
</ADDITIONAL>
</OPTION PROFILE>
<OPTION PROFILE>
<BASIC_ INFO>
<ID>51481401</ID>
<GROUP_NAME><! [CDATA[pc op - 1]]1></GROUP_NAME>
<GROUP_TYPE>compliance</GROUP_ TYPE>
<USER_ID><![CDATA[John Smith (jsmith_ ap)]]></USER_ID>
<UNIT ID>0</UNIT ID>
<SUBSCRIPTION ID>10421401</SUBSCRIPTION ID>
<IS GLOBAL>0</IS GLOBAL>
<UPDATE_DATE>2018-04-10T11:10:36Z</UPDATE_DATE>
</BASIC_INFO>
<SCAN>
<PORTS>
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<TARGETED SCAN>1</TARGETED SCAN>
</PORTS>
<PERFORMANCE>
<PARALLEL SCALING>1</PARALLEL SCALING>
<OVERALL_PERFORMANCE>High</OVERALL PERFORMANCE>
<HOSTS_TO_SCAN>
<EXTERNAL SCANNERS>20</EXTERNAL SCANNERS>
<SCANNER_APPLIANCES>40</SCANNER APPLIANCES>
</HOSTS_TO_SCAN>
<PROCESSES_TO_ RUN>
<TOTAL PROCESSES>15</TOTAL PROCESSES>
<HTTP_PROCESSES>15</HTTP PROCESSES>
</PROCESSES_TO_RUN>
<PACKET DELAY>Short</PACKET DELAY>

<PORT SCANNING AND HOST DISCOVERY>Normal</PORT SCANNING AND HOST D
ISCOVERY> - B B - B
</PERFORMANCE>
<SCAN RESTRICTION>
<SCAN BY POLICY>

<POLICY>
<ID>14487</1D>
<TITLE><![CDATA[]jp2]]1></TITLE>
</POLICY>

</SCAN_BY POLICY>
</SCAN_RESTRICTION>
<FILE INTEGRITY MONITORING>
<AUTO UPDATE EXPECTED VALUE>0</AUTO UPDATE EXPECTED VALUE>
</FILE INTEGRITY MONITORING>
</SCAN>
<ADDITIONAL>
<HOST DISCOVERY>
<TCP_PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
<TCP_ADDITIONAL>
<HAS ADDITIONAL>1</HAS ADDITIONAL>
<ADDITIONAL PORTS>1</ADDITIONAL PORTS>
</TCP_ADDITIONAL>
</TCP_PORTS>
<UDP_PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
</UDP_PORTS>
<ICMP>1</ICMP>
</HOST_DISCOVERY>
<BLOCK_RESOURCES>
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<WATCHGUARD DEFAULT BLOCKED PORTS>1</WATCHGUARD DEFAULT BLOCKED PO
RTS> - - B B B B
<ALL REGISTERED IPS>1</ALL REGISTERED IPS>
</BLOCK_RESOURCES>
<PACKET OPTIONS>

<IGNORE_ FIREWALI, GENERATED TCP RST>1</IGNORE FIREWALL GENERATED TC
P_RST>

<IGNORE FIREWALL GENERATED TCP_SYN ACK>1</IGNORE FIREWALL GENERATE
D TCP_SYN ACK>

<NOT_SEND_TCP_ACK_OR_SYN ACK_DURING HOST DISCOVERY>1</NOT SEND TCP
_ACK_OR_SYN ACK DURING HOST DISCOVERY> -
</PACKET OPTIONS>
</ADDITIONAL>
</OPTION PROFILE>
<OPTTION_ PROFILE>
<BASIC_INFO>
<ID>51491401</ID>
<GROUP_NAME><! [CDATA[pc op - 2]]></GROUP_NAME>
<GROUP_TYPE>compliance</GROUP TYPE>
<USER_ID><![CDATA[John Smith (jsmith ap)]]></USER_ID>
<UNIT ID>0</UNIT ID>
<SUBSCRIPTION ID>10421401</SUBSCRIPTION ID>
<IS GLOBAL>0</IS GLOBAL>
<UPDATE DATE>2018-04-10T11:10:36%</UPDATE DATE>
</BASIC_INFO>
<SCAN>
<PORTS>
<STANDARD SCAN>1</STANDARD SCAN>
</PORTS>
<PERFORMANCE>
<PARALLEL SCALING>0</PARALLEL SCALING>
<OVERALL PERFORMANCE>Normal</OVERALL PERFORMANCE>
<HOSTS_TO SCAN>
<EXTERNAL_ SCANNERS>10</EXTERNAL SCANNERS>
<SCANNER APPLIANCES>30</SCANNER APPLIANCES>
</HOSTS_TO SCAN>
<PROCESSES_TO RUN>
<TOTAL PROCESSES>10</TOTAL PROCESSES>
<HTTP_PROCESSES>10</HTTP_ PROCESSES>
</PROCESSES_TO RUN>
<PACKET DELAY>Medium</PACKET DELAY>

<PORT_SCANNING AND HOST DISCOVERY>Normal</PORT SCANNING AND HOST D
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ISCOVERY>
</PERFORMANCE>
<SCAN_RESTRICTION>
<SCAN_BY POLICY>

<POLICY>

<ID>14661401</1ID>

<TITLE><! [CDATA[policy - 2]]></TITLE>
</POLICY>
<POLICY>

<ID>14651401</ID>

<TITLE><! [CDATA[policy - 1]]></TITLE>
</POLICY>

</SCAN_BY POLICY>
</SCAN7RESTRICTION>
<FILE INTEGRITY MONITORING>
<AUTO_UPDATE_EXPECTED_VALUE>O</AUTO_UPDATE_EXPECTED_VALUE>
</FILE_ INTEGRITY MONITORING>
</SCAN>
<ADDITIONAL>
<HOST DISCOVERY>
<TCP_PORTS>
<STANDARD_SCAN>1</STANDARD_SCAN>
</TCP_PORTS>
<UDP_PORTS>
<CUSTOM PORT><! [CDATA[37,53,68,69,111]]1></CUSTOM PORT>
</UDP_PORTS>
<ICMP>1</ICMP>
</HOST DISCOVERY>
<BLOCK_RESOURCES>
<CUSTOM PORT LIST><![CDATA[111]]></CUSTOM PORT LIST>
<CUSTOM IP LIST><![CDATA[10.10.10.6]]></CUSTOM IP LIST>
</BLOCK7RESOURCES>
<PACKET OPTIONS>

<IGNORE FIREWALL GENERATED TCP_ RST>0</IGNORE FIREWALL GENERATED TC
P RST>

<IGNORE FIREWALL GENERATED TCP_SYN ACK>0</IGNORE FIREWALL GENERATE
D TCP_SYN ACK>

<NOT_SEND TCP_ACK_OR_SYN ACK_DURING HOST DISCOVERY>0</NOT SEND TCP
_ACK_OR_SYN ACK DURING HOST DISCOVERY> -
</PACKET OPTIONS>
</ADDITIONAL>
</OPTION PROFILE>
</OPTION PROFILES>
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Sample - List Option Profile for Database UDCs

List the database preference key setting and it's corresponding value in Option Profile for
MS SQL, Oracle, Sybase, PostgreSQL/Pivotal Greenplum, SAP IQ, and IBM DB2.

API request:

curl -u "username:password" -H "X-Requested-With:curl" -H
"Content-type: text/xml" -X -d "action=1list&id=1710150"
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/pc/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE OPTION PROFILES SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/subscription/option profi
le/option profile info.dtd">
<OPTION_ PROFILES>

<OPTION_ PROFILE>

<BASIC_ INFO>
<ID>1710150</ID>

</SCAN BY POLICY>
</SCAN_RESTRICTION>
<DATABASE PREFERENCE KEY>
<MSSQL>
<DB_UDC RESTRICTION>1</DB UDC RESTRICTION>
<DB_UDC_ LIMIT>250</DB_UDC_LIMIT>
</MSSQL>
<ORACLE>
<DB_UDC RESTRICTION>1</DB UDC RESTRICTION>
<DB_UDC_LIMIT>10</DB UDC LIMIT>
</ORACLE>
<SYBASE>
<DB_UDC_RESTRICTION>1</DB_UDC_RESTRICTION>
<DB UDC LIMIT>60</DB UDC LIMIT>
</SYBASE>
<POSTGRESQL>
<DB_UDC RESTRICTION>1</DB UDC RESTRICTION>
<DB_UDC_LIMIT>2500</DB_UDC_LIMIT>
</POSTGRESQL>
<DB2>
<DB_UDC RESTRICTION>1</DB UDC RESTRICTION>
<DB_UDC LIMIT>300</DB UDC LIMIT>
</DB2>
</DATABASEiPREFERENCEiKEY>
<FILE INTEGRITY MONITORING>
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<AUTO_UPDATE_EXPECTED_VALUE>O</AUTO_UPDATE_EXPECTED_VALUE>
</FILEilNTEGRITYiMONITORING>
</SCAN>

</OPTION PROFILES>

DTD
<platform API server>/api/2.0/fo/subscription/option_profile/option_profile_info.dtd

Delete Compliance Option Profile
/api/2.0/fo/subscription/option_profile/pc/?action=delete
[GET] [POST]

Input Parameters

Parameter Description
action=delete (Required)
id={value} (Required) The ID of the option profile.

APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=delete&id=51491401"
"http://qualysapi.qualys.com/api/2.0/fo/subscription/option profil
e/pc/ "

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"http://qualysapz.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2018-04-10T11:10:36Z</DATETIME>
<TEXT>Option Profile Deleted Successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>51491401</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>
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KnowledgeBase

/api/2.0/fo/knowledge_base/vuln/?action=list
[GET] [POST]

Download a list of vulnerabilities from Qualys’ KnowledgeBase. Several input parameters
grant users control over which vulnerabilities to download and the amount of detail to
download, and the XML output provides a rich information source for each vulnerability.

Qualys’ Sofware-as-a-Service (SaaS) technology includes its KnowledgeBase, with the
industry’s largest number of vulnerability signatures, that is continuously updated by
Qualys’ Research and Development team. Qualys is fully dedicated to providing the most
accurate security audits in the industry. Each day new and updated signatures are tested
in Qualys’ own vulnerability labs and then published, making them available to Qualys
customers. When Threat Protection is enabled for your subscription, the output will
include Real-Time Threat Indicators (RTIs) associated with vulnerabilities.

Authorized Qualys users have the ability to download vulnerability data using the
KnowledgeBase API. Please contact Qualys Support or your sales representative if you
would like to obtain authorization for your subscription.

Permissions - Your subscription must be granted permission to run this API function.
Please contact Qualys Support or your sales representative to receive this authorization.

Role Permissions

Manager, Unit Manager, Download vulnerability data from the KnowledgeBase.

Scanner, Reader

Auditor No permission to download vulnerability data from the
KnowledgeBase.

Input Parameters

Several optional input parameters may be specified. When unspecified, the XML output
includes all vulnerabilities in the KnowledgeBase, showing basic details for each
vulnerability. Several optional parameters allow you specify filters. When filter
parameters are specified, these parameters are ANDed by the service to filter the data
from the output.

Parameter Description

action=list (Required)

code_modified_after={date} (Optional) Used to filter the XML output. This shows only the
QIDs modified after a certain date and time. Supported date
format is YYYY-MM-DD[THH:MM:SSZ] format (UTC/GMT).

code_modified_before={dat (Optional) Used to filter the XML output. This shows only the
e} QIDs modified before a certain date and time. Supported date
format is YYYY-MM-DD[THH:MM:SSZ] format (UTC/GMT).

echo_request={0|1} (Optional) Show (echo) the request’s input parameters (names
and values) in the XML output. When unspecified, parameters
are not included in the XML output. Specify 1 to view parameters
in the XML output.
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Description

details={Basic|All|None}

(Optional) Show the requested amount of information for each

vulnerability in the XML output. A valid value is: Basic (default),
All, or None. Basic includes basic elements plus CVSS Base and

Temporal scores. All includes all vulnerability details, including
the Basic details.

ids={value}

(Optional) Used to filter the XML output to include only
vulnerabilities that have QID numbers matching the QID
numbers you specify.

Note: If the QID numbers and number range specified are too
large, it is recommended to use id min={value} and

id max={value} parameters.

id_min={value}

(Optional) Used to filter the XML output to show only
vulnerabilities that have a QID number greater than or equal to
a QID number you specify.

id_max={value}

(Optional) Used to filter the XML output to show only
vulnerabilities that have a QID number less than or equal to a
QID number you specify.

is_patchable={0|1}

(Optional) Used to filter the XML output to show only
vulnerabilities that are patchable or not patchable. A
vulnerability is considered patchable when a patch exists for it.
When 1 is specified, only vulnerabilities that are patchable will
be included in the output. When 0 is specified, only
vulnerabilities that are not patchable will be included in the
output. When unspecified, patchable and unpatchable
vulnerabilities will be included in the output.

last_modified_after={date}

(Optional) Used to filter the XML output to show only
vulnerabilities last modified after a certain date and time. When
specified vulnerabilities last modified by a user or by the service
will be shown. The date/time is specified in YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT).

last_modified_before={date}

(Optional) Used to filter the XML output to show only
vulnerabilities last modified before a certain date and time.
When specified vulnerabilities last modified by a user or by the
service will be shown. The date/time is specified in YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT).

last_modified_by_user_after={date}

(Optional) Used to filter the XML output to show only
vulnerabilities last modified by a user after a certain date and
time. The date/time is specified in YYYY-MM-DD[THH:MM:SSZ]
format (UTC/GMT).

last_modified_by_user_before={date]}

(Optional) Used to filter the XML output to show only
vulnerabilities last modified by a user before a certain date and
time. The date/time is specified in YYYY-MM-DD[THH:MM:SSZ]
format (UTC/GMT).
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Parameter Description

last_modified_by_service_after={date}

(Optional) Used to filter the XML output to show only
vulnerabilities last modified by the service after a certain date
and time. The date/time is specified in YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT).

last_modified_by_service_before={date}

(Optional) Used to filter the XML output to show only
vulnerabilities last modified by the service before a certain date
and time. The date/time is specified in YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT).

published_after={date} (Optional) Used to filter the XML output to show only
vulnerabilities published after a certain date and time. The
date/time is specified in YYYY-MM-DD[THH:MM:SSZ] format
(UTC/GMT).

published_before={date} (Optional) Used to filter the XML output to show only
vulnerabilities published before a certain date and time. The
date/time is specified in YYYY-MM-DD[THH:MM:SSZ] format
(UTC/GMT).

discovery_method={value}  (Optional) Used to filter the XML output to show only
vulnerabilities assigned a certain discovery method. A valid
value is: Remote, Authenticated, RemoteOnly,
AuthenticatedOnly, or RemoteAndAuthenticated.

When “Authenticated” is specified, the service shows
vulnerabilities that have at least one associated authentication
type. Vulnerabilities that have at least one authentication type
can be detected in two ways: 1) remotely without using
authentication, and 2) using authentication.

discovery_auth_types={value} (Optional) Used to filter the XML output to show only
vulnerabilities having one or more authentication types. A valid
value is: Windows, Oracle, Unix, SNMP, DB2, HTTP, PANOS,
TOMCAT, MARIADB, MongoDB, WEBLOGIC, MySQL, VMware.
Multiple values should be comma-separated.

show_pci_reasons={0|1} (Optional) Used to filter the XML output to show reasons for
passing or failing PCI compliance (when the CVSS Scoring
feature is turned on in the user’s subscription). Specify 1 to view
the reasons in the XML output. When unspecified, the reasons
are not included in the XML output.

show_supported_modules_info={0|1}

(Optional) Used to filter the XML output to show Qualys modules
that can be used to detect each vulnerability. Specify 1 to view
supported modules in the XML output. When unspecified,
supported modules are not included in the XML output.
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show_disabled_flag={0|1}

(Optional) Specify 1 to include the disabled flag for each
vulnerability in the XML output.

show_qgid_change_log={0|1}

(Optional) Specify 1 to include QID changes for each
vulnerability in the XML output.

Real-Time Threat Indicators (RTIs)

The KnowledgeBase list output includes Real-Time Threat Indicators (RTIs) associated
with each vulnerability. RTIs appear as part of vulnerability details under
THREAT_INTELLIGENCE. Please note that RTIs are only visible when Threat Protection is
enabled for the subscription.

Real-Time Threat Indicators are described below.

RTI (ID)

Description

Zero_Day (1)

Active attack has been observed in the wild and there is no patch
from the vendor. An active attack is a prerequisite for this RTI in
addition to no patch from the vendor. If a vulnerability is not
actively attacked this RTI will not be set (even if there is no patch
from the vendor). If a patch becomes available Qualys will
remove the Zero Day RTI attribute which helps users to focus
only on vulnerabilities that are actively exploited and there is no
official patch.

Exploit_Public (2)

Exploit knowledge is well known and a working exploitation code
is publicly available. Potential of active attacks is very high. This
attribute is set for example when PoC exploit code is available
from Exploit-DB, Metasploit, Core, Immunity or other exploit
vendors. This RTT does not necessarily indicate that active attacks
have been observed in the wild.

Active_Attacks (3)

Active attacks have been observed in the wild. This information is
derived from Malware, Exploit Kits, acknowledgment from
vendors, US-CERT and similar trusted sources. If there are no
patches, Qualys will mark it as Zero Day, in addition, to actively
attacked.

High_Lateral Movement (4)

After a successful compromise, the attacker has high potential to
compromise other machines in the network.

Easy_Exploit (5)

The attack can be carried out easily and requires little skills or
does not require additional information.

High_Data_Loss (6)

Successful exploitation will result in massive data loss on the
host.

Denial_of_Service (7)

Successful exploitation will result in denial of service.

No_Patch (8)

The vendor has not provided an official fix.

Malware (9)

Malware has been associated with the vulnerability.
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Exploit_Kit (10)

Exploit Kit has been associated with this vulnerability. Exploit Kits
are usually cloud based toolkits that help malware writers in
identifying vulnerable browsers/plugins and install malware.
Users can also search on Exploit Kit name like Angler, Nuclear,
Rig and others.

Wormable (11)

Wormable has been associated with this vulnerability. The
vulnerability can be used in “worms” - malware that spreads itself
without user interaction.

Predicted_High_ Risk (12)

Predicted High Risk has been associated with this vulnerability.
Qualys Machine Learning Model predicted this vulnerability as a
High Risk based on various data sources including NVD, Social
network, Dark web, Security Blogs, Code repository, Exploits, etc.

Privilege_Escalation (13)

Successful exploitation allows an attacker to gain elevated
privileges.

Unauthenticated_Exploitati
on (14)

Exploitation of this vulnerability does not require authentication.

Remote_Code_Execution
(15)

Successful exploitation allows an attacker to execute arbitrary
commands or code on a targeted system or in a target process.

Ransomware (16)

This vulnerability has been exploited in attack vectors where
ransomware has been deployed. In other words, this vulnerability
is associated with known ransomware.

Solorigate_Sunburst (17)

Solorigate Sunburst has been associated with all the CVEs, used
by FireEye's Red Team tools to test the security of their client
environments and compromised versions of SolarWinds Orion.

CISA Known Exploited
Vulnerabilities (18)

CISA maintains a catalog of the top publicly known
vulnerabilities being exploited in the wild and organizations
(referred as CISA Known Exploitable Vulnerabilities) are advised
to patch affected systems on priority. This RTI indicates that the
vulnerability is associated with the CISA catalog and with CVE
mappings to respective QIDs. We will add the CISA Known
Exploited Vulnerabilities to QIDs within 24hrs of CISA catalog
updates with new CVEs.

This CISA Directive recommends urgent and prioritized
remediation of the vulnerabilities that adversaries are actively
exploiting.

The timelines are available in CISA's Catalog for each of the CVEs.

Samples

Sample 1 - Request all vulnerabilities in the KnowledgeBase showing basic details:

curl -u "user:password" -H "X-Requested-With: Curl" -X "POST"
-d "action=list"
"https://qualysapi.qualys.com/api/2.0/fo/knowledge base/vuln/" >

output.txt
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Sample 2 - Request patchable vulnerabilities that have QIDs 1-200 showing all details:

curl -u "user:password" -H "X-Requested-With: Curl" -X "POST"

-d "action=list&ids=1-200&is_patchable=l&details=A11"
"https://qualysapi.qualys.com/api/2.0/fo/knowledge base/vuln/" >
output.txt

Sample 3 - Request vulnerabilities that were last modified by the service after July 20, 2011
and that have the “remote and authenticated” discovery method:

curl -u "user:password" -H "X-Requested-With: Curl" -X "POST"

-d "action=list&last modified by service after=2011-07-20
&discovery method=RemoteAndAuthenticated"
"https://qualysapi.qualys.com/api/2.0/fo/knowledge base/vuln/" >
output.txt

DTD

<platform API
server>/api/2.0/fo/knowledge_base/vuln/knowledge base_vuln_list_output.dtd
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KnowledgeBase QVS Download in JSON Format

/api/2.0/fo/knowledge_base/qvs/?action=list

[GET] [POST]

Use this API endpoint to download Qualys Vulnerability Score (QVS) information from the
Vulnerability KnowledgeBase for one or more CVE IDs based on certain criteria. The API
output is in JSON format.

The Qualys Vulnerability Score (QVS) is a Qualys-assigned score to a vulnerability based
on multiple factors associated with the CVE, such as CVSS and external threat indicators
like active exploitation, exploit code maturity and much more.

Input Parameters

Use the following input parameters.

Parameter

Description

action=list

(Required) You must specify the list action.

details={Basic|All}

(Required) Specify details=Basic to show the base QVS in the output.
Specify details=All to show the base QVS and contributing factors in the
output.

cve={value}

(Required) Filter the JSON output to only show vulnerabilities associated
with the CVE IDs that you specify.

qvs_last_modified
_before={date}

(Optional) Show only CVE IDs with a QVS score that was last modified
before a certain date and time. Valid date formatis: YYYY-
MMDD[THH:MM:SSZ] format (UTC/GMT), like “2021-12-01" or “2021-
1201T23:12:00Z”.

qvs_last_modified
_after={date}

(Optional) Show only CVE IDs with a QVS score that was last modified
after a certain date and time. Valid date format is: YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT), like “2021-12-01" or “2021-12-
01T23:12:00Z".

qvs_min={value}

(Optional) Show only CVEs with a QVS value greater than or equal to the
QVS min value specified. (QVS Prime will not be considered.) When
gvs_min and qvs_max are specified in the same request, the qvs_min
value must be less than the qvs_max value.

gqvs_max={value}

(Optional) Show only CVEs with a QVS value less than or equal to the QVS
max value specified. (QVS Prime will not be considered.) When qvs_min
and gqvs_max are specified in the same request, the qvs_min value must
be less than the qvs_max value.

nvd_published_be
fore={date}

(Optional) Show only CVE IDs with a QVS score that was published before
a certain date and time. Valid date format is: YYYY-MM-
DD[THH:MM:SSZ] format (UTC/GMT), like “2021-12-01" or “2021-12-
01T23:12:00Z”.

nvd_published_aft
er={date}

(Optional) Show only CVE IDs with a QVS score that was published after a
certain date and time. Valid date format is: YYYY-MM-DD[THH:MM:SSZ]
format (UTC/GMT), like “2021-12-01" or “2021-12-01T23:12:00Z".
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Sample KnowledgeBase QVS Download
API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl"
"https://qualysapi.qualys.com/api/2.0/fo/knowledge base/qvs/?action=lists
cve=CVE-2021-36765,CVE-2021~-

36798&gvs min=l&qvs max=100&gvs last modified after=2016-12-
16T05:00:172&gvs_last modified before=2022-01-
20T05:00:17Z&nvd published after=2016-12-

16T05:00:17Z&nvd published before=2022-12-16T05:00:17Z&details=A11"

SON output:

{
"CVE-2021-36765": {

"base": {

"id": "CVE-2021-36765",
"idType": "CVE",

"qvs": "28",

"gvsLastChangedDate": 1642032000,
"nvdPublishedDate": 1628086500
by

"contributingFactors": {
HCVSS": "5",
"cvssVersion": "v2"

}
by
"CVE-2021-36798": {

"base": {

"id": "CVE-2021-36798",
"idType": "CVE",

"qvs": "78",

"gvsLastChangedDate": 1642550400,
"nvdPublishedDate": 1628514900

}I

"contributingFactors": {

"cvss": "5",

"cvssVersion": "v2",
"exploitMaturity": [

"poc™

]

}
}
}
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Editing Vulnerabilities
/api/2.0/fo/knowledge_base/vuln/
[POST]

Edit, reset and list the edited vulnerabilities in the Qualys Vulnerability KnowledgeBase.

Permissions - Managers have permissions to edit vulnerabilities and make API requests to
edit a vulnerability, reset a vulnerability and list customized vulnerabilities.
Edit a vulnerability

You can change the severity level and/or add comments to Threat, Impact or Solution.
Providing at least one optional parameter is mandatory.

Parameter Description

action=edit (Required) POST method is required
gid={value} (Required) QID of the vulnerability to be edited.
severity={value} (Optional) Severity level between 1 to 5.

Changing the severity level of a vulnerability impacts how the
vulnerability appears in reports and how it is eventually
prioritized for remediation.

For example, by changing a vulnerability from a severity 2 to a
severity 5, remediation tickets for the vulnerability could have a
higher priority and shorter deadline for resolution.

disable={0|1} (Optional) Specify 1 to disable the vulnerability. Default is O.
When you disable a vulnerability it is globally filtered out from
all hosts in all scan reports. The vulnerability is also filtered from
host information, asset search results and your dashboard. You
may include disabled vulnerabilities in scan reports by changing
report filter settings.

threat_comment (Optional) Threat comments in plain text.
impact_comment (Optional) Impact comments in plain text.
solution_comment (Optional) Solution comments in plain text.

Comments added for Threat, Impact, or Solution are appended to the service-provided
descriptions in the vulnerability details.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=edit&impact comment=testimpacté&gid=27014"
"https://qualysapi.qualys.com/api/2.0/fo/knowledge base/vuln/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
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"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2017-03-02T08:51:59Z</DATETIME>
<TEXT>Custom Vuln Data has been updated successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>gid</KEY>
<VALUE>27014</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>

Reset a vulnerability
You can change the vulnerability settings back to original.

Parameter Description
action=reset (Required) POST method is required
gid={value} (Required) QID of the vulnerability to be reset.

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=reset&gid=27014"
"https://qualysapi.qualys.com/api/2.0/fo/knowledge base/vuln/"

XML output:
<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2017-03-02T08:55:117Z</DATETIME>
<TEXT>Custom Vuln Data has been reset successfully</TEXT>
</RESPONSE>
</SIMPLE RETURN>

List customized vulnerabilities
You can list the vulnerabilities that are edited.

Parameter Description
action=custom (Required) GET or POST method can be used.
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APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=custom"

"https://qualysapi.qualys.com/api/2.0/fo/knowledge base/vuln/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE KB CUSTOM VULN LIST OUTPUT SYSTEM

"https://qualysapi.qualys.com/api/2.0/fo/knowledge base/vuln/kb cu
stom vuln list output.dtd">

<KB_ CUSTOM VULN LIST OUTPUT>
<RESPONSE>
<DATETIME>2017-03-02T08:47:527Z</DATETIME>
<CUSTOM VULN LIST>
<CUSTOM VULN DATA>
<QID>
<! [CDATA[27014]]>
</QID>
<SEVERITY LEVEL>5</SEVERITY LEVEL>

<ORIGINAL_SEVERITY_LEVEL>5</ORIGINAL_SEVERITY_LEVEL>

<IS_DISABLED>1</IS_DISABLED>
<UPDATED DATETIME>

<! [CDATA[2017-03-02T05:58:40z]1]1>
</UPDATED_DATETIME>
<UPDATED_BY>

<! [CDATA[mr _md]]>
</UPDATED BY>
<THREAT COMMENT>

<! [CDATA[threatl23]]1>
</THREAT_COMMENT>
<IMPACT COMMENT>

<! [CDATA[impactl23]]1>
</IMPACT_COMMENT>
<SOLUTION COMMENT>

<! [CDATA[solutionl23]]1>
</SOLUTION COMMENT>

</CUSTOM_VULN DATA>
</CUSTOM VULN LIST>
</RESPONSE>
</KB_CUSTOM VULN LIST OUTPUT>

DTD
<platform API server>/api/2.0/fo/knowledge_base/vuln/kb_custom_vuln_list_output.dtd
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Static Search Lists
/api/2.0/fo/qid/search_list/static/

Create static search lists and get information about them.
Permissions - as below.

User Role Permissions

Manager, Unit Manager, Create, update, list and delete search lists.
Scanner, Reader

Auditor No permission to create, update, list and delete search lists.

List static search lists

Input parameters

Parameter Description

action=list (Required)

echo_request={0]|1} (Optional) Specify 1 to show input parameters in XML
output.

ids={id1,id2...} (Optional) One or more search list IDs to display.

Multiple IDs are comma separated.

Sample - List static search list

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"

"https://qualysapi.qualys.com/api/2.0/fo/qgid/search list/static/?a
ction=1list&ids=381"

XML response:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE STATIC SEARCH LIST OUTPUT SYSTEM
"https://qualysagi.qual§s.coa/api/2.0/fo/qid/search list/static/st
atic_list output.dtd"> a
<STATIC_ SEARCH LIST OUTPUT>
<RESPONSE>
<DATETIME>2018-06-06T06:20:03%Z</DATETIME>
<STATIC LISTS>
<STATIC LIST>
<ID>381</ID>
<TITLE><! [CDATA[static search list]]></TITLE>
<GLOBAL>Yes</GLOBAL>
<OWNER>acme tb</OWNER>
<CREATED><! [CDATA[06/01/2018 at 15:18:42
(GMT+0530) ] ] ></CREATED>

228



Scan Configuration
Static Search Lists

<MODIFIED BY>acme tb</MODIFIED BY>
<MODIFIED><! [CDATA[06/02/2018 at 15:18:42
(GMT+0530) ] ] ></MODIFIED>
<QIDS>
<QID>1000<QID>
<QID>1001<QID>
</QIDS>
<!-- This list is used in the following option profiles //-

<OPTION_ PROFILES>
<OPTION_ PROFILE>
<ID>135<ID>
<TITLE><![CDATA[Initial Options]]></TITLE>
<OPTION_ PROFILE>
</OPTION_PROFILES>
<!-- This list is used in the following report templates
//==>
<REPORT TEMPLATES>
<REPORT TEMPLATE>
<ID>256<ID>
<TITLE><! [CDATA[Scan Report Template]]></TITLE>
<REPORT TEMPLATE>
</REPORT7TEMPLATES>
<!-- This 1list is used in the following remediation
policies. //-->
<REMEDIATION POLICIES>
<REMEDIATION POLICY>
<ID>655<ID>
<TITLE><! [CDATA[Remediation Policy 1]]1></TITLE>
<REMEDIATION POLICY>
</REMEDIATION_POLICIES>
<!-- This search list is associated with following
distribution groups. //-->
<DISTRIBUTION_ GROUPS>
<DISTRIBUTION_ GROUP>
<NAME><! [CDATA[A11l]]></NAME>
<DISTRIBUTION GROUP>
</DISTRIBUTION_GROUPS>
<COMMENTS><! [CDATA[This is my first comment for this
list]]></COMMENTS>
</STATIC LIST>
</STATIC_LISTS>
</RESPONSE>
</SEARCH LIST OUTPUT>
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DTD
<platform API server>/api/2.0/fo/qid/search_list/static/static_list_output.dtd

Create static search lists

Input parameters

Parameter Description

action=create (Required)

echo_request={0|1} (Optional) Specify 1 to show input parameters in XML output.

title={value} (Required) A user defined search list title. Maximum is 256
characters (ascii).

gids=(num1, num?...} (Required) QIDs to include in the search list. Ranges are allowed.

global={0]|1} (Optional) Specify 1 to make this a global search list, available to

all subscription users.

comments={value} (Optional) User defined comments.

Sample - Create search list

APl request:

curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "POST" -d
"action=create&title=My+Static+Search+List&gids=68518-68522,48000"
"https://qualysapi.qualys.com/api/2.0/fo/qid/search list/static/"

XML response:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2015-09-01T21:32:40Z</DATETIME>
<TEXT>New search list created successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>136992</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>
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Update static search list

Input parameters

Parameter

Description

action=update

Required)

echo_request={0|1}

Optional) Specify 1 to show input parameters in XML output.

id=(id)

title={value}

Optional) The search list title. Maximum is 256 characters (ascii).

global={0|1}

(
(
(Required) The ID of the search list you want to update.
(
(

Optional) Specify 1 to make this a global search list.

gids=(num1, num?...}

(Optional) QIDs/ranges to include in the search list. Multiple
entries are comma separated.

**QIDs specified will replace all existing ones defined for the
search list, if any.

gids cannot be specified with add_gids or remove_gids in the
same request.

add_gids=(num1, num?...}

(Optional) QIDs/ranges you want to add to the existing ones
defined for the search list. When the same QIDs are passed using
add_qgids and remove_gids in the same request, the QIDs are
added to the list.

add_gids cannot be specified with gids in the same request.

remove_gids=(num1, num?...} (Optional) QIDs/ranges you want to remove the existing ones

defined for the search list. When the same QIDs are passed using
add_qgids and remove_gids in the same request, the QIDs are
added to the list.

remove_gids cannot be specified with gids in the same request.

comments={value}

(Optional) User defined comments.

Sample - Update static search list

APl request:

curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "POST" -d
"action=update&id=136992&global=16gids=68518-68522,48000-48004"
"https://qualysapi.qualys.com/api/2.0/fo/qid/search list/static/"

XML response:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">

<SIMPLE RETURN>
<RESPONSE>

<DATETIME>2015-09-01T21:32:40Z</DATETIME>
<TEXT>Search list updated successfully</TEXT>

<ITEM LIST>
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<ITEM>
<KEY>ID</KEY>
<VALUE>136992</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>

Delete static search list

Input parameters

Parameter Description

action=delete (Required)

echo_request={0]|1} (Optional) Specify 1 to show input parameters in XML output.
id={id} (Required) The ID of the search list you want to delete.

Sample - Delete static search list

API request:
curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "POST" -d
"action=delete&id=136992"
"https://qualysapi.qualys.com/api/2.0/fo/gid/search list/static/"

XML response:
<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2015-09-01T21:32:40Z</DATETIME>
<TEXT>search list deleted successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>136992</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>
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Dynamic Search Lists

/api/2.0/fo/qid/search_list/dynamic/

Create dynamic search lists and get information about them.

Permissions - as described below

User Role

Permissions

Manager, Unit Manager,
Scanner, Reader

Create, update, list and delete search lists.

Auditor

No permission to create, update, list and delete search lists.

List dynamic search lists

Input parameters

Parameter

Description

action=list

(Required)

echo_request={0|1}

(Optional) Specify 1 to show input parameters in XML output.

ids=({id1,id2..]

(Optional) One or more search list IDs to display. Multiple IDs are
comma separated.

show_qgids=
{o[1}

(Optional) Set to 0 to hide QIDs defined for each search list in the
XML output. By default these QIDs are shown.

show_option_profiles=
{O[1}

(Optional) Set to 0 to hide option profiles associated with each
search list in the XML output. By default these option profiles are
shown.

show_distribution_groups=
{o[1}

(Optional) Set to 0 to hide distribution groups associated with
each search list in the XML output. By default these distribution
groups are shown.

show_report_templates=
{O[1}

(Optional) Set to O to hide report templates associated with each
search list in the XML output. By default these report templates
will be shown.

show_remediation_policies

{O[1}

(Optional) Set to 0 to hide remediation policies associated with
each search list in the XML output. By default these remediation
policies will be shown.

Sample - List dynamic search list

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"

"https://qualysapi.qualys.com/api/2.0/fo/qgid/search list/dynamic/?

action=list&ids=381"

XML response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE DYNAMIC SEARCH LIST OUTPUT SYSTEM
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"https://qualysapi.qualys.com/api/2.0/fo/gid/search list/dynamic/d
ynamic list output.dtd"> B
<SEARCH_LIST OUTPUT>
<RESPONSE>
<DATETIME>2015-01-06T06:20:03Z</DATETIME>
<DYNAMIC LISTS>
<DYNAMIC LIST>
<ID>381</ID>
<TITLE><! [CDATA[static search list]]></TITLE>
<GLOBAL>Yes</GLOBAL>
<OWNER>acme_tb</OWNER>
<CREATED><! [CDATA[07/27/2015 at 15:18:42
(GMT+0530) ] ] ></CREATED>
<MODIFIED BY>acme tb</MODIFIED BY>
<MODIFIED><![CDATA[07/27/2015 at 15:18:42
(GMT+0530) ] ] ></MODIFIED>
<QIDS>
<QID>1000<QID>
<QID>1001<QID>
</QIDS>
<CRITERIA>
<VULNERABILITY TITLE><! [CDATA[NOT
Title]]></VULNERABILITY_TIELE>
<DISCOVERY METHOD><! [CDATA[Authenticated
Only]]></DISCOVERY METHOD>
<AUTHENTICATION TYPE><! [CDATA[HTTP, Oracle,
Unix]]></AUTHENTICATION7TYPE>
<USER CONFIGURATION><! [CDATA[Disabled,
Edited]]></USER_C6NFIGURATION>
<CATEGORY><! [CDATA[NOT Backdoors and trojan horses, DNS
and BIND]]> </CATEGORY>
<CONFIRMED SEVERITY><![CDATA[1,
211></CONFIRMED SEVERITY>
<POTENTIAL SEVERITY><![CDATA[Z2,
3]]></POTENTIAL_SEVERIEY>
<INFORMATION SEVERITY><! [CDATA[4,
5]]></INFORMATION7$EVERIEY>
<VENDOR><! [CDATA [NOT 2brightsparks, 3com, 4d]]></VENDOR>
<PRODUCT><! [CDATA [NOT .net_framework]]></PRODUCT>
<CVSS_BASE_SCORE><! [CDATA[2]]></CVSS_BASE_SCORE>

<CVSS_TEMPORAL_ SCORE><![CDATA[3]]></CVSS_TEMPORAL SCORE>
<CVSS_ACCESS_VECTOR><! [CDATA [Adjacent
Network]]></CVSS_ACCESS VECTOR>
<PATCH AVAILABLE><![CDATA[Yes, No]]></PATCH AVAILABLE>
<VIRTUAL_ PATCH AVAILABLE><! [CDATA[Yes]]></VIRTUAL PATCH AVAILABLE>
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<CVE_ID><![CDATA[NOT CVE]]></CVE ID>
<CVE_ID FILTER><![CDATAContains]></CVE ID FILTER>

<EXPLOITABILITY><! [CDATA[ExploitKits, Immunity -
Dsquare]]> </EXPLOITABILITY>

<ASSOCIATED MALWARE><! [CDATA[Trend
Micro]]></ASSOCIATED MALWARE>

<VENDOR REFERENCE><! [CDATA [NOT
Linux]]></VENDOR REFERENCE>

<BUGTRAQ ID><! [CDATA[NOT 15656]]></BUGTRAQ ID>

<VULNERABILITY DETAILS><![CDATA[details]]></VULNERABILITY DETAILS>

<COMPLIANCE_DETAILS><![CDATA[details]]></COMPLIANCE_DETAILS>

<COMPLIANCE TYPE><![CDATA[PCI, CobIT, HIPAA, GLBA,
SOX]]></COMPLIANCE7TYPE;

<QUALYS TOP 20><![CDATA[Top Internal 10, Top External
10]11></QUALYS TOP 20>

<OTHER><! [CDATA [Not exploitable due to configuration,
Non-running services, 2008 SANS 20]]></OTHER>

<NETWORK_ACCESS><! [CDATA[NAC / NAM]]></NETWORK_ACCESS>

<USER MODIFIED><! [CDATA[NOT 07/27/2015-
07/27/2015]1></USER_MODIFIED>

<PUBLISHED><! [CDATA[NOT 06/02/2015-
07/20/2015] ]1></PUBLISHED>

<SERVICE MODIFIED><! [CDATA[NOT Previous 1
week]]></SERVICE7MODEFIED>

</CRITERIA>
</CRITERIA>
<!-- This list is used in the following option profiles //-
->
<OPTION_ PROFILES>
<OPTION PROFILE>
<ID>135<ID>
<TITLE><! [CDATA[Initial Options]]></TITLE>
<OPTION PROFILE>
</OPTION PROFILES>
<!-- This list is used in the following report templates
//==>

<REPORT TEMPLATES>
<REPORT TEMPLATE>
<ID>256<ID>
<TITLE><! [CDATA[Scan Report Template]]></TITLE>
<REPORT_ TEMPLATE>
</REPORT_TEMPLATES>
<!-- This list is used in the following remediation
policies. //-->
<REMEDIATION POLICIES>
<REMEDIATION POLICY>
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<ID>655<ID>
<TITLE><! [CDATA[Remediation Policy 1]]></TITLE>
<REMEDIATION POLICY>
</REMEDIATION_POLICIES>
<!-- This search list is associated with following
distribution groups. //-->
<DISTRIBUTION_ GROUPS>
<DISTRIBUTION_ GROUP>
<ID>226<ID>
<TITLE><! [CDATA[All]]></TITLE>
<DISTRIBUTION GROUP>
</DISTRIBUTION GROUPS>
<COMMENTS><! [CDATA[This is my first comment for this
list]]></COMMENTS>
</DYNAMIC_LIST>
</DYNAMIC7LISTS>
</RESPONSE>
</SEARCH_LIST OUTPUT>

DTD
<platform API server>/api/2.0/fo/qid/search_list/dynamic/dynamic_list_output.dtd

Create dynamic search list

Input parameters

Parameter Description

action=create (Required)

echo_request={0|1} (Optional) Specify 1 to show input parameters in XML output.

title={value} (Required) A user defined search list title. Maximum is 256
characters (ascii).

global={0|1} (Optional) Specify 1 to make this a global search list, available to
all subscription users.

comments={value} (Optional) User defined comments.

{criteria} (Required) User defined search criteria. See “Search criteria”

236



Search criteria

Scan Configuration
Dynamic Search Lists

Use these parameters to define search criteria for dynamic search lists, using create and
update requests. All parameters act as vulnerability filters.

Parameter

Value

vuln_title={value}

not_vuln_title={0|1}

Vulnerability title (string); to unset value use
update request and set to empty value

Set to 1 for vulnerability title that does not match
vuln_title parameter value

discovery_methods={value}

One or more discovery methods: Remote,
Authenticated, Remote_Authenticated; by default
all methods are included

auth_types={value}

One or more of these authentication types:
Windows, Unix, Oracle, SNMP, VMware, DB2, HTTP,
MySQL, PANOS, TOMCAT, MARIADB, MongoDB,
WEBLOGIC; multiple values are comma separated;
to unset value use update request and set to empty
value

user_configuration={value}

One or more of these user configuration values:
disabled, custom; multiple values are comma
separated; to unset value use update request and
set to empty value

categories={value}

not_categories={0|1}

One or more vulnerability category names (strings);
to unset value use update request and set to empty
value

Set to 1 for categories that do not match categories
parameter values

confirmed_severities={value}

One or more confirmed vulnerability severities (1-
5); multiple severities are comma separated; to
unset value use update request and set to empty
value

potential_severities={value}

One or more potential vulnerability severities (1-5);
multiple severities are comma separated; to unset
value use update request and set to empty value

ig_severities={value}

One or more information gathered severities
(1-5); multiple severities are comma separated; to
unset value use update request and set to empty
value

vendor_ids={value}

not_vendor_ids={0|1}

One or more vendor IDs; multiple IDs are comma
separated; to unset value use update request and
set to empty value

Set to 1 for vendor IDs that do not match
vendor_ids parameter values

products={value}

Vendor product names; multiple names are comma
separated; to unset value use update request and
set to empty value
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Value

Set to 1 for product names that do not match
products parameter values

patch_available={value}

Vulnerabilities with patches: 0 (no), 1 (yes); by
default all vulnerabilities with and without patches
are included; multiple values are comma
separated; to unset value use update request and
set to empty value

virtual_patch_available={value}

Vulnerabilities with Trend Micro virtual patches: O
(no), 1 (yes); by default vulnerabilities with and
without these virtual patches are included:
multiple values are comma separated; to unset
value use update request and set to empty value

cve_ids_filter

(Optional) Filter CVE IDs with the “Exact Match” or
“Contains” search criteria:

- Set to 1 to filter the CVE IDs that match exactly
with the input CVE strings.

- Set to 2 to filter the CVE IDs that contain the input
CVE string.

cve_ids={value}

not_cve_ids={0|1}

One or more CVE IDs; multiple IDs are comma
separated; to unset value use update request and
set to empty value

Set to 1 for CVE IDs that do not match cve_ids
parameter values

exploitability={value}

One or more vendors with exploitability info;
multiple references are comma separated; to unset
value use update request and set to empty value

malware_associated={value}

One or more vendors with malware info; multiple
references are comma separated; to unset value
use update request and set to empty value

vendor_refs={value}

not_vendor_refs={0|1}

One or more vendor references; multiple vendors
are comma separated; to unset value use update
request and set to empty value

Set to 1 for vendor references that do not match
vendor_refs parameter values

bugtraq_id={value}

not_bugtraq_id={0|1}

Vulnerabilities with a Bugtraq ID number; to unset
value use update request and set to empty value

Set to 1 for vulnerabilities with Bugtraq IDs that do
not match the bugtraq_id parameter value

vuln_details={value}

A string matching vulnerability details; to unset
value use update request and set to empty value

compliance_details={value}

A string matching compliance details; to unset
value use update request and set to empty value
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Value

supported_modules={value}

One or more of these Qualys modules: VM, CA-
Windows Agent, CA-Linux Agent, WAS, WAF, MD;
multiple values are comma separated; to unset
value use update request and set to empty value

compliance_types={value}

One or more compliance types: PCI, CobiT, HIPAA,
GLBA, SOX; multiple values are comma separated;
to unset value use update request and set to empty
value

qualys_top_lists={value}

One or more Qualys top lists: Internal 10,
Extermal 10; multiple values are comma
separated; to unset value use update request and
set to empty value

cpe={value}

(Optional) One or more CPE values: Operating
System, Application, Hardware, None; multiple
values are comma separated.

gids_not_exploitable={0|1}

Set to 1 for vulnerabilities that are not exploitable
due to configuration.

non_running services={0|1}

Set to 1 for vulnerabilities on non running services.

sans_20={0|1}

Set to 1 for vulnerabilities in 2008 SANS 20 list

nac_nam={0|1}

Set to 1 for NAC/NAM vulnerabilities

vuln_provider={value}

Provider of the vulnerability if not Qualys; valid
value is iDefense

cvss_base={value}

CVSS base score value (matches greater than or
equal to this value); to unset value use update
request and set to empty value

cvss_temp={value}

CVSS temporal score value (matches greater than
or equal to this value); to unset value use update
request and set to empty value

cvss_access_vector={value}

CVSS access vector, one of: Undefined, Local,
Adjacent_Network, Network; to unset value use
update request and set to empty value

cvss_base_operand={value}

Set the value to 1 to use the greater than equal to
operand. Set the value to 2 to use the less than
operand.

You must always specify the "cvss_base" parameter
along with the "cvss_base_operand” parameter in
the API request.

cvss_temp_operand={value}

Set the value to 1 to use the greater than equal to
operand. Set the value to 2 to use the less than
operand.

You must always specify the "cvss_temp"
parameter along with the "cvss_temp_operand”
parameter in the API request.
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Value

cvss3_base={value}

CVSS3 base score value assigned to the CVEs by
NIST (matches greater than, less than, or equal to
this value); to unset value use update request and
set to empty value.

cvss3_temp=({value}

CVSS3 temporal score value assigned to the CVEs
by NIST (matches greater than, less than, or equal
to this value); to unset value use update request
and set to empty value.

cvss3_base_operand={value}

Set the value to 1 to use the greater than equal to
operand. Set the value to 2 to use the less than
operand. You must always specify the "cvss3_base"
parameter along with the "cvss3_base_operand"
parameter in the API request.

cvss3_temp_operand={value}

Set the value to 1 to use the greater than equal to
operand. Set the value to 2 to use the less than
operand. You must always specify the "cvss3_temp"
parameter along with the "cvss3_temp_operand”
parameter in the API request.

User modified filters

The user_modified* parameters are mutually exclusive, only one of these can be passed

per request.

Parameter

Value

user_modified_date_between={value}

date range in format (mm/dd/yyyy-mm/dd/yyyy)

user_modified_date_today={0|1}

set to 1 for modified by user today; set to O for not
modified by user today

user_modified_date_in previous={value}

one of: Year, Month, Week, Quarter

user_modified_date_within_last_days=
{value}

number of days: 1-9999

not_user_modified={0|1}

set to 1 to set the “not” flag for one of the
user_modified* parameters

Service modified filters

These parameters are mutually exclusive, only one of these can be passed per request.

Parameter

Value

service_modified_date_between={value}

date range in format (mm/dd/yyyy-mm/dd/yyyy)

service_modified_date_today={0|1}

set to 1 for modified by our service today; set to O for
not modified by our service today

service_modified_date_in
previous={value}

one of: Year, Month, Week, Quarter
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Parameter Value
service_modified_date_within_last_days number of days: 1-9999

=({value}

not_service_modified={0|1} set to 1 to set the “not” flag for one of the

service_modified* parameters

Published filters
These parameters are mutually exclusive, only one of these can be passed per request.

Parameter Value

published_date_between={value} date range in format (mm/dd/yyyy-mm/dd/yyyy)

published_date_today={0|1} set to 1 for published today; set to O for not
published today

published_date_in previous={value} one of: Year, Month, Week, Quarter

published_date_within_last_days={value} number of days: 1-9999

not_published={0|1} set to 1 to set the “not” flag for one of the published*

parameters

Sample - Create dynamic search list
API request:

curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "POST" -d
"action=create&title=My+Dynamic+Search+List&global=1&published dat
e within last days=7&patch _available=1" -

"https://qualysapi.qualys.com/api/2.0/fo/gid/search list/dynamic/"

XML response:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2015-09-01T21:32:40Z</DATETIME>
<TEXT>New search list created successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>136992</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>
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Sample - Create dynamic search list, CVSS scores

API request:

Request for CVSS2 base scores: greater than equal to 3, CVSS 2 temporal scores less than
2, CVSS3 base scores greater than or equal to 2, CVSS3 temporal scores less than 2.

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl demo2" -d
"action=create&title=mytest DL313&cvss base=3&cvss_base operand=1lé&
cvss_temp=2&cvss_temp operand=2&cvss3 base=2&cvss3_base operand=l&
cvss3_ temp=2&cvss3 temp operand=2"
"https://qualysapi.qualys.com/api/2.0/fo/qid/search list/dynamic/"

Update dynamic search list

Input parameters

Parameter Description
action=update (Required)
echo_request={0|1} (Optional) Specify 1 to show input parameters in XML output.
id={id} (Required) The ID of the search list you want to update.
title={value} (Optional) The search list title. Maximum is 256 characters
(ascii).
global={0|1} (Optional) Specify 1 to make this a global search list.
(

comments={value} Optional) User defined comments.

{criteria} (Optional) See “Search criteria”
Only criteria specified in an update request will overwrite
existing criteria, if any. For example, if a search list has
confirmed_severities=3,4 and you make an update request with
confirmed_severities=5, the search list will be updated to
confirmed_severities=5.

unset_user_modified_date= (Optional) Set to empty value to unset the user modified date in

{value} the search list parameters.
unset_published_date= (Optional) Set to empty value to unset the published date in the
{value} search list parameters.

unset_service_modified_date (Optional) Set to empty value to unset the service modified date
=({value} in the search list parameters.

Sample - Update dynamic search list

APl request:
curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "POST" -d
"action=update&id=136992"
"https://qualysapi.qualys.com/api/2.0/fo/gid/search list/dynamic/"

XML response:
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<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/simple return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2015-09-01T21:32:40Z</DATETIME>
<TEXT>Search list updated successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>136992</VALUE>
</ITEM>
</ITEM LIST>
</RESPONSE>
</SIMPLE_ RETURN>

Delete dynamic search list

Input parameters

Parameter Description

action=delete (Required)

echo_request={0|1} (Optional) Specify 1 to show input parameters in XML output.
id={id} (Required) The ID of the search list you want to delete.

Sample - Delete dynamic search list

APl request:
curl -u "USERNAME:PASSWD" -H "X-Requested-With: Curl" -X "POST" -d
"action=delete&id=123456"
"https://qualysapi.qualys.com/api/2.0/fo/qid/search list/dynamic/"

XML response:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE SIMPLE RETURN SYSTEM
"https://qualysagi.qualys.com/api/2.0/simple_return.dtd">
<SIMPLE RETURN>
<RESPONSE>
<DATETIME>2015-09-01T21:32:40Z</DATETIME>
<TEXT>search list deleted successfully</TEXT>
<ITEM LIST>
<ITEM>
<KEY>ID</KEY>
<VALUE>123456</VALUE>
</ITEM>
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</ITEM LIST>
</RESPONSE>
</SIMPLE_RETURN>

Vendor IDs and References
/api/2.0/fo/vendor/?action=list_vendors

/api/2.0/fo/vendor/?action=list_vendor_references

List vendor IDs and names. This vendor information may be defined as part of dynamic
search list query criteria.

Permissions - All users except Auditors have permission to run this APL

Input Parameters

Parameter Description

action={value} (Required) Set to “list_vendors” to list vendor IDs and names. Set
to “list_vendor_references” to list vendor references for QIDs

echo_request={0|1} (Optional) Specify 1 to show input parameters in XML output.

ids={id1,id2,...} (Optional for action=list)

One or more vendors IDs to list those vendors only.

qids={id1,id2,...} (Optional for action=list_vendor_references)
One or more QIDs to list vendors references for those QIDs only.

Sample - List vendor IDs and names

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl"

"https://qualysapi.qualys.com/api/2.0/fo/vendor/?action=1list vendo
rs&ids=458,1967"

XML response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE VENDOR LIST OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/vendor/vendor list output

.dtd">
<VENDOR LIST OUTPUT>
<RESPONSE>
<DATETIME>2015-09-02T09:23:52%Z</DATETIME>
<VENDORS>
<VENDOR>
<ID>458</1D>
<NAME>

<! [CDATA[3com]]>
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<VENDOR>
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<ID>1967</1ID>

<NAME>

<! [CDATA[2glux]]>

</NAME>
</VENDOR>
</VENDORS>
</RESPONSE>
</VENDOR LIST OUTPUT>

DTD

<!-- QUALYS VENDOR LIST OUTPUT DTD -->

<!ELEMENT VENDOR LIST OUTPUT
<!ELEMENT REQUEST (DATETIME,

(REQUEST?, RESPONSE) >

USER LOGIN, RESOURCE, PARAM LIST?,

POST DATA?)>

<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT KEY (#PCDATA)>

<!ELEMENT VALUE (#PCDATA)>
<!-- 1f returned,

DATETIME
USER_LOGIN
RESOURCE
PARAM LIST
PARAM

(#PCDATA) >
(#PCDATA) >
(#PCDATA) >
(PARAM+) >
(KEY, VALUE)>

POST DATA will be urlencoded -->

<!ELEMENT POST DATA (#PCDATA)>

<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT

RESPONSE
VENDORS (VENDOR+) >
VENDOR (ID, NAME)>
ID (#PCDATA)>

NAME  (#PCDATA) >

<!-- EOF -->

Sample - List vendor references for qids
APl request:

curl -u "USERNAME :PASSWORD"

(DATETIME,

VENDORS?) >

-H "X-Requested-With: Curl"

"https://qualysapi.qualys.com/api/2.0/fo/vendor/?action=1list vendo

r references"

XML response:

<?xml version="1.0" encoding="UTF-8"

?>
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<!DOCTYPE VENDOR REFERENCE LIST OUTPUT SYSTEM
"https://qualysagi.qualys.gom/agi/2.0/fo/vendor/vendor reference 1
ist output.dtd"> B B
<VENDOR REFERENCE LIST OUTPUT>
<RESPONSE>
<DATETIME>2015-09-02T09:27:347Z</DATETIME>
<VENDOR_REFERENCES>
<VENDOR_REFERENCE>
<QID>195464</QID>
<REFERENCE INFO>
<REFERENCE>
<! [CDATA[USN-2186-111>
</REFERENCE>
<URL>

<! [CDATA[https://lists.ubuntu.com/archives/ubuntu-security-
announce/2014-April/002483.html]]>
</URL>
</REFERENCE7INFO>
</VENDOR_REFERENCE>
<VENDOR_REFERENCE>
<QID>115844</QID>
<REFERENCE_ INFO>
<REFERENCE>
<! [CDATA[RHSA-2008-0508]1>
</REFERENCE>
<URL>

<! [CDATA[http://rhn.redhat.com/errata/RHSA-
2008-0508.html]]>

</URL>
</REFERENCE7INFO>
<REFERENCE_ INFO>
<REFERENCE>
<! [CDATA[RHSA-2008-0519]11>
</REFERENCE>
<URL>
<! [CDATA[http://rhn.redhat.com/errata/RHSA-
2008-0519.html]]>
</URL>
</REFERENCE_INFO>
</VENDOR_REFERENCE>
</VENDOR_REFERENCES>

</RESPONSE>
</VENDOR REFERENCE LIST OUTPUT>
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DTD
<platform API server>/api/2.0/fo/vendor/vendor_reference_list_output.dtd

247



Scan Authentication

Scan Authentication

Create, edit, list, delete authentication records for authenticated (trusted) scanning of
various technologies (i.e. Windows, Unix, Docker, Oracle, etc).

Permissions

User Permissions Summary
List Auth Records

List Authentication Records

List Authentication Records by Type

Auth Record types

Application Server Records PostgreSQL Record
- Apache, MIIS, IBM Websphere,

Tomcat

Azure MS SQL Record SAP Hana Record

Docker Record
HTTP Record

IBM DB2 Record
InformixDB Record
JBoss Server record
Kubernetes Record
MariaDB Record
MongoDB Record
MS SQL Record
MySQL Record
Neo4j Record
Nginx Record

Oracle Record

SAP IQ Record
SNMP Record
Sybase Record
Unix Record
VMware Record
Windows Record

MS Exchange Server

Oracle HTTP Server Record
vCenter - ESXi Mapping Records

Network SSH Record

Oracle Listener Record
Oracle WebLogic Server Record

Palo Alto Firewall Record
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User Permissions Summary

A summary is provided below. For complete details, see “Managing Authentication
Records” in Qualys online help.

Maximum Records per request

A maximum of 1,000 authentication records can be processed per request. If the
requested list identifies more than 1,000 authentication records, then the XML output
includes the <WARNING> element and instructions for making another request for the

next batch of records.

View Record List

User Role

Permissions

Manager

View all authentication records in subscription.

Unit Manager

View authentication records which contain hosts in the
user’s business unit.

Scanner

View authentication records which contain hosts in the
user’s assigned asset groups.

Auditor, Reader

No permissions.

Create Record

User Role Permissions
Manager Create authentication records for hosts in the subscription.
Unit Manager Create authentication records for hosts in the user’s

business unit. The permission “create/edit authentication
records” must be granted in the user’s account.

Auditor, Scanner, Reader

No permissions.

Update/Delete Record

User Role

Permissions

Manager

Update and delete authentication records.

Unit Manager

Update and delete authentication records. The permission
“create/edit authentication records/vaults” must be
granted in the user’s account. To edit a record, at least one
host in the record must be in the user’s business unit. To
delete a record, all hosts in the record must also be in the
user’s business unit.

Auditor, Scanner, Reader

No permissions.
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List Authentication Records
/api/2.0/fo/auth/?action=list
[GET] [POST]

List all authentication records visible to the user for all technologies (i.e. Windows, Unix,
Docker, etc).

A maximum of 1,000 authentication records can be processed per request. If the
requested list identifies more than 1,000 authentication records, then the XML output
includes the <WARNING> element and instructions for making another request for the
next batch of records.

Input Parameters

Parameter Description
action=list (Required)
echo_request={0|1} (Optional) Show (echo) the request’s input parameters

(names and values) in the XML output. When not specified,
parameters are not included in the XML output. Specify 1
to view parameters in the XML output.

title={value} (Optional) Show only authentication records which have a
certain string in the record title.

comments={value} (Optional) Show only authentication records which have a
certain string in the record comments.

ids={value} (Optional) Show only authentication records with certain
IDs and/or ID ranges. Multiple entries are comma
separated. One or more IDs/ranges may be specified. An ID
range entry is specified with a hyphen (for example, 3000-
3250). Valid IDs are required.

id_min={value} (Optional) Show only authentication records which have a
minimum ID value. A valid ID is required.

id_max={value} (Optional) Show only authentication records which have a
maximum ID value. A valid ID is required.

DTD for list records
<platform API server>/api/2.0/fo/auth/auth_records.dtd

249



Scan Authentication
List Authentication Records

Sample - List authentication records, multiple technologies

<AUTH _LIST OUTPUT>
<RESPONSE>
<DATETIME>2017-05-21T13:32:17%2</DATETIME>
<AUTH RECORDS>
<AUTH UNIX RECORDS>
<ID_SET>
<ID RANGE>17-41</ID_ RANGE>
<ID RANGE>62-119</ID RANGE>
</ID SET>
</AUTH UNIX RECORDS>
<AUTH WINDOWS RECORDS>
<ID_SET>
<ID RANGE>1-6</ID RANGE>
</ID_SET>
</AUTH WINDOWS RECORDS>
<AUTH ORACLE RECORDS>
<ID SET>
<ID>7</1ID>
</ID_SET>
</AUTH_ORACLE_RECORDS>
<AUTH SNMP_ RECORDS>
<ID SET>
<ID>4114</1ID>
<ID RANGE>4117-4121</ID_RANGE>
</ID_SET>
</AUTH_SNMP_RECORDS>
<AUTH IBM DB2 RECORDS>
<ID SET>
<ID>6</1ID>
</ID_SET>
</AUTH_IBM DB2 RECORDS>
</AUTH_RECORDS>
</RESPONSE>
</AUTH LIST OUTPUT>
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List Authentication Records by Type

/api/2.0/fo/auth/<type>
[GET] [POST)

List authentication records visible to the user for a specific technology (i.e. Unix, Windows,
Docker, Sybase etc).

<type> will be a supported technology like: docker, http, ibm_db2, mongodb,
ms_exchange, ms_sql, mysql, oracle, oracle_listener, oracle_weblogic, palo_alto_firwall,
postgresql, snmp, sybase, unix (for Unix, Cisco, Checkpoint Firewall), network_ssh,
vmware, windows. For application servers: apache, ms_iis, ibm_websphere, tomcat.

A maximum of 1,000 authentication records can be processed per request. If the
requested list identifies more than 1,000 authentication records, then the XML output
includes the <WARNING=> element and instructions for making another request for the
next batch of records.

Input Parameters

Parameter Description
action=list (Required)
echo_request={0|1} (Optional) Show (echo) the request’s input parameters

(names and values) in the XML output. When not specified,
parameters are not included in the XML output. Specify 1
to view parameters in the XML output.

title={value} (Optional) how only authentication records which have a
certain string in the record title.

comments={value} (Optional) Show only authentication records which have a
certain string in the record comments.

details={Basic|All|None} (Optional) Show the requested amount of information for
each authentication record. A valid value is:
None - show record ID only

Basic (default) - show record ID and all authentication
record attributes

All - show record ID and all authentication record
attributes and a glossary section with the user name and
login for each record owner

ids={value} (Optional) Show only authentication records with certain
IDs and/or ID ranges. Multiple entries are comma
separated. One or more IDs/ranges may be specified. An ID
range entry is specified with a hyphen (for example, 3000-
3250). Valid IDs are required.

id_min={value} (Optional) Show only authentication records which have a
minimum ID value. A valid ID is required.
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Description

id_max={value}

(Optional) Show only authentication records which have a
maximum ID value. A valid ID is required.

Oracle Records

template_auth_id={value}

(Optional) Specify the template ID for an Oracle system
record template to only show Oracle records associated
with the specified template.

template_auth_name=
{value}

(Optional) Specify the template name for an Oracle system
record template to only show Oracle records associated
with the specified template.

is_template={0|1}

(Optional) By default, template records and regular Oracle
records are listed. Set to O to list only regular Oracle
records or set to 1 to list only Oracle system record
templates.

status={0|1}

(Optional) By default, active and inactive auth records are
listed. Set to 0 to list only inactive records or set to 1 to list
only active records.

is_system_created={0|1}

(Optional) By default, user created records and system
created auth records are listed. Set to O to list only user
created records or set to 1 to list only system created
records.

MongoDB Records

template_auth_id={value}

(Optional) Specify the template ID for an MongoDB system
record template to only show MongoDB records associated
with the specified template.

template_auth_name=
{value}

(Optional) Specify the template name for an MongoDB
system record template to only show MongoDB records
associated with the specified template.

is_template={0|1}

(Optional) By default, template records and regular
MongoDB records are listed. Set to O to list only regular
MongoDB records or set to 1 to list only MongoDB system
record templates.

status={0|1}

(Optional) By default, active and inactive auth records are
listed. Set to O to list only inactive records or set to 1 to list
only active records.

is_system_created={0|1}

(Optional) By default, user created records and system
created auth records are listed. Set to 0 to list only user
created records or set to 1 to list only system created
records.

DTD for list record type

<platform API server>/api/2.0/fo/auth/<type>/

where <type> is the authentication record type, such as unix, windows, oracle, etc.

252



Scan Authentication
List Authentication Records by Type

Sample - List Unix and Cisco records

<AUTH _UNIX LIST OUTPUT>
<RESPONSE>
<DATETIME>2017-05-21T13:32:17Z</DATETIME>
<AUTH UNIX LIST>
<AUTH UNIX>
<ID>678</ID>
<TITLE><! [CDATA[My Ubuntu credentials]]></TITLE>
<USERNAME><! [CDATA [bumbler] ] ></USERNAME>
<ROOT_TOOL>Sudo</ROOT_ TOOL>
<CLEARTEXT7PASSWORD>O</CLEARTEXTiPASSWORD>
<IP_SET>
<IP_RANGE>10.10.10.168-10.10.10.195</IP RANGE>
</IP_SET>
<CREATED>
<DATETIME>2017-04-20T01:01:01</DATETIME>
<BY>quays_esll</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2017-04-20T01:01:01</DATETIME>
<BY>quays_esll</BY>
</LAST_MODIFIED>
</COMMENTS><! [CDATA [Development lab]]></COMMENTS>
</AUTH_UNIX>

</AUTH UNIX LIST>
<WARNING LIST>
<WARNING>
<CODE>1980</CODE>
<TEXT>1000 record limit exceeded. Use URL to get next
batch of records.</TEXT>

<URL>https://qualysapi.qualys.com/api/2.0/fo/auth/?action=1iste&id
min=3457</URL> B
</WARNING>
</WARNING_LIST>
<GLOSSARY>
<USER_LIST>
<USER>
<USER_LOGIN>quayS_eSll</USER_LOGIN>
<FIRST NAME>Ernie</FIRST NAME>
<LAST_NAME>Smith</LAST NAME>
</USER>
</USER_LIST>
</GLOSSARY>
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</RESPONSE>
</AUTH UNIX LIST OUTPUT>

Sample list Oracle record

This sample shows details for a single Oracle record specified by ID. The XML output
identifies whether the record is system created, is active and is a template. In this
example, the record listed is not system created. It is active and it is a template record.

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d
"action=1list&ids=2237956"
"https://qualysapi.qualys.com/api/2.0/fo/auth/oracle/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE AUTH_ORACLE_LIST_OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/auth/oracle/auth oracle list out
put.dtd">
<AUTH ORACLE LIST OUTPUT>
<RESPONSE>
<DATETIME>2020-04-23T18:44:277Z</DATETIME>
<AUTH ORACLE LIST>
<AUTH_ORACLE>
<ID>2237956</ID>
<TITLE><! [CDATA[OracleRecordTemplate] ]></TITLE>
<USERNAME><! [CDATA [OracleUser] ] ></USERNAME>
<CREATED>
<DATETIME>2020-04-23T18:43:59Z2</DATETIME>
<BY>rey ptll</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2020-04-23T18:43:59Z</DATETIME>
</LAST_MODIFIED>
<IS_SYSTEM_CREATED>O</IS_SYSTEM_CREATED>
<IS_ACTIVE>1</IS_ACTIVE>
<IS_TEMPLATE>1</IS_TEMPLATE>
<COMMENTS><! [CDATA [my comments]]></COMMENTS>
</AUTH_ORACLE>
</AUTH ORACLE LIST>
</RESPONSE>
</AUTH ORACLE LIST OUTPUT>

Sample list MongoDB record

This sample shows details for a single MongoDB record specified by ID. The XML output
identifies whether the record is system created, is active and is a template. In this
example, the record listed is not system created. It is active and it is a template record.

APl request:
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curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d
"action=1list&ids=6847704"
""https://qualysapi.qualys.com/api/2.0/fo/auth/mongodb/"

XML Output

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE AUTH_MONGODB_LIST_OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/auth/mongodb/auth mongodb list o
utput.dtd">
<AUTH_ MONGODB_LIST OUTPUT>
<RESPONSE>
<DATETIME>2023-01-05T12:47:03Z</DATETIME>
<AUTH_MONGODB_LIST>
<AUTH_MONGODB>
<ID>6847704</1ID>
<TITLE>
<! [CDATA [MongoDB system record template]]>
</TITLE>
<USERNAME>
<![CDATA[root]]>
</USERNAME>
<CREDENTIAL TYPE>
<! [CDATA[localll>
</CREDENTIAL_TYPE>
<LOGIN_TYPE>
<! [CDATA[basic]]>
</LOGIN TYPE>
<REQUIRE CERT>
<! [CDATA[O]]>
</REQUIRE_CERT>
<CREATED>
<DATETIME>2023-01-05T07:16:46Z</DATETIME>
<BY>vt_ sml</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2023-01-05T07:16:4672</DATETIME>
</LAST MODIFIED>
<IS_SYSTEM_CREATED>O</IS_SYSTEM_CREATED>
<IS_ACTIVE>1</IS ACTIVE>
<IS_TEMPLATE>1</IS_TEMPLATE>
</AUTH_MONGODB>
</AUTH_MONGODB_LIST>
</RESPONSE>
</AUTH MONGODB LIST OUTPUT>
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Application Server Records
/api/2.0/fo/auth/{web app server}/
where {web app server} is one of apache, ms_iis, ibm_websphere, tomcat

[POST]

Create, update, list and delete application server records for authenticated scans of web
application servers. Application Server records are used to authenticate to various web
app servers.

Instance discovery and auto record creation is supported for Apache Web Server, IBM
WebSphere, JBoss, Tomcat, Oracle and MongoDB. Learn more about instance discovery
and auto record creation in online help (log in to your Qualys account, go to Help > Online
Help and search for System Authentication Records).

Supported servers

API URL (/api/2.0/fo...) Supported Versions

/auth/apache/ - Apache HTTP Server 2.2 and 2.4
- IBM HTTP Server 7.x, 8.x and 9.x
- VMware vFabric Web Server 5.x
- Pivotal Web Server 6.x
Compliance scans are supported (using PC)

/auth/ms_iis/ MS IIS 6.0, 7.%x, 8.x and 10 for Windows
Compliance scans are supported (using PC)

/auth/ibm_websphere/ IBM WebSphere Application Server 7.x, 8.x and 9.x
Compliance scans are supported (using PC)

/auth/tomcat/ Windows:
- Apache Tomcat 7.x, 8.x and 9.x

Unix:

- Apache Tomcat 6.%, 7.x, 8.x and 9.x

- VMware vFabric tc Server 2.9.x

- Pivotal tc Server 3.x

Vulnerability and Compliance scans are supported (using
VM, PC)
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Description

action={action}

(Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1}

(Optional) Show (echo) the request’s input parameters
(names and values) in the XML output. When
unspecified, parameters are not included in the XML
output.

ids={value}

(Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value}

(Required for create) The title of the Server record. The
title must be unique and may include a maximum of 255
characters (ascii).

comments={value}

(Optional) User defined notes about the Server record.
The comments may include a maximum of 1999
characters (ascii); if comments have 2000 or more
characters an error is returned and comments are not
saved. Tags (such as <script>) cannot be included; if tags
are included an error is returned and the request fails.

Application Server

unix_apache_config file=
{value}

(Required to create an Apache Web Server record; valid
only for this record). The path to the Apache
configuration file.

unix_apache_control_comm
and={value}

(Required to create an Apache Web Server record; valid
only for this record) The path to the Apache control
command. For IBM HTTP Server, enter the path to the
IBM HTTP Server “bin” directory or the specific location
of “apachectl”. For VMware vFabric Web Server, enter the
path to the VMware vFabric global “bin” directory or the
specific location of “httpdctl” for a web server instance.

windows_apache_config file
=({value}

(Required to create Apache HTTP and IBM HTTP server
records; valid only for this record). The Windows path to
the Apache HTTP and IBM HTTP server configuration
file.

windows_apache_control_co
mmand={value}

(Required to create Apache HTTP and IBM HTTP server
records; valid only for this record) The Windows path to
the Apache HTTP and IBM HTTP server control
command. For IBM HTTP Server, enter the path to the
IBM HTTP Server “bin” directory or the specific location
of “apachectl”.

unix_installation_dir={value}

(Required to create an IBM WebSphere App Server
record; valid only for this record) The directory where the
WebSphere application is installed.

257



Parameter

Scan Authentication
Application Server Records

Description

unix_dir_mode={value}

(Optional for IBM WebSphere App Server record; valid
only for this record) Specify the Unix directory mode.
Valid values are installation_dir (for installation
directory) and server_dir (for server directory). When not
specified, installation_dir is used.

windows_installation_dir={v
alue}

(Required to create an IBM WebSphere App Server
record; valid only for this record) The Windows directory
where the WebSphere application is installed.

installation_path={value}

(Required to create Tomcat Server record on UNIX; valid
only for this record) The directory where the tomcat
server is installed.

Examples:

/opt/apache-tomcat-7.0.57 (e.g. $CATALINA_HOME)
/opt/vmware/vfabric-tc-server-standard
/opt/pivotal/pivotal-tc-server-standard

instance_path={value}

(Optional to create or update Tomcat Server record on
UNIX; valid only for this record) The directory where the
tomcat server instance(s) are installed. You can specify a
single tomcat instance (use with
auto_discover_instances=0), or multiple instances (use
with auto_discover_instances=1). Leave unspecified
when the instance directory is the same as the
installation directory or when your targets have different
types of tomcat servers.

Examples:

/opt/apache-tomcat-7.0.57 (e.g. $CATALINA_BASE)
/opt/vmware/vfabric-tc-server-standard/tcl
/opt/pivotal/pivotal-tc-server-standard/tcl

auto_discover_instances=
{o11}

(Optional to create or update Tomcat Server record; valid
only for this record) Specify auto_discover_instances=1
and we’'ll find all tomcat server instances for you.
Applies to VMware vFabric and Pivotal when you've
specified a directory with multiple instances or you did
not specify an instance.

When unspecified (auto_discover_instances=0), we will
not auto discover instances. Applies to Apache Tomcat or
when you've specified a single instance.

installation_path_windows

(Required to create Tomcat Server record on Windows;
valid only for this record)
The directory where the tomcat server is installed.

Example: C:\tomcat\apache-tomcat-8.5.11
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Description

instance_path_windows

(Optional to create or update Tomcat Server record on
UNIX; valid only for this record)

The directory where the tomcat server instance(s) are
installed.

Example: C:\tomcat\apache-tomcat-8.5.11

service_name

(Optional) The Tomcat service name that identifies the
server instance to be authenticated to.

Apache Server only

status={0|[1}

(Optional to list, create, update Apache records).

For list request (action set to list) - By default active and
inactive auth records are listed. Set to O to list only
inactive records or set to 1 to list only active records.

For create/update request (action set to create or update)
- By default a new record is set to active (1). Set to 0 for
inactive record, or 1 for active record. For update action,
this parameter is valid only when user created records
are specified in the request.

is_system_created={0|1}

(Optional to list Apache records) By default user created
records and system created auth records are listed. Set to
0 to list only user created records, or set to 1 to list only
system created records.

Target Hosts

ips={value}

(Required to create record) Add IP addresses of the hosts
you want to scan using this record.

add_ips={value}

(Optional and valid only to update record) Add IP
address(es) to the IP list for an existing record. You may
enter a combination of IPs and IP ranges. Multiple entries
are comma separated.

remove_ips={value}

(Optional and valid only to update record) IPs to be
removed from your record. You may enter a combination
of IPs and ranges. Multiple entries are comma separated.

network_id=({value}

(Optional to create or update record, and valid when the
networks feature is enabled) The network ID for the
record.

Sample - Create Apache record
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"

-d

"action=create&title=Apache+Record&unix apache config file=/opt/IB
M/HTTPServer/conf/httpd.confls&unix apache control command=/opt/IBM
/HTTPServer/bin2&ips=10.10.25.25"
"https://qualysapi.qualys.com/api/2.0/fo/auth/apache/"
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Sample - Update Apache record

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d
"action=update&ids=1234&unix_apache config file=/opt/IBM/HTTPServe
r/conf/httpd.conf2"
"https://qualysapi.qualys.com/api/2.0/fo/auth/apache/"

DTDs for server records
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/apache/auth_apache_list_output.dtd
<platform API server>/api/2.0/fo/auth/ms_iis/auth_ms_iis_list_output.dtd

<platform API server>/api/2.0/fo/auth/ibm_websphere/
auth_ibm_websphere_list_output.dtd

<platform API server>/api/2.0/fo/auth/tomcat./auth_tomecat_list_output.dtd
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Azure MS SQL Record
/api/2.0/fo/auth/azure_ms_sql/

[POST]

Create, update, list, and delete Azure MS SQL records for compliance scans (using
PC).Compliance scans are supported (using PC).

Input Parameters

Parameter

Description

action={action}

(Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1}

(Optional) Set to 1 to view the request’s input parameters
(names and values) in the XML output. By default
parameters are not included.

ids={value}

(Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value}

(Required to create record) A title for the record. The title
must be unique. Maximum 255 characters (ascii).

comments={value}

(Optional) User defined comments. Maximum of 1999
characters.

Login credentials

provider_name={value}

(Optional) Name of the cloud service provider. The only
value supported is azure. This value will be passed by
default.

login_type={basic|vault}

(Optional) The login type is basic by default. You can
choose vault (for vault based authentication).

username={value}

(Required to create record, optional to update record) The
username to be used for authentication to Azure MS SQL.
The username must contain '@".

password={value}

(Required to create record, optional to update record) when
login_type=basic, specify the password to be used for
authentication to Azure MS SQL. Maximum 100 characters
(ascii).

instance_name={value}

(Optional to create or update record) The name of the
database instance to be scanned. This is the instance name
assigned to the TCP/IP port. Important: This is not the host
name that is assigned to the Azure MS SQL Server instance
name. The only value supported is MSSQLSERVER. This
value will be passed by default. Currently, we do not
support named instances for this parameter.
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database_name={value}

(Optional to create or update record) The database name of
the Azure MS SQL database to be scanned. The database
name may contain a maximum of 128 characters.

These parameters are mutually exclusive: database_name
and auto_discover_databases=1.

auto_discover_databases=
{0[1}

(Optional to create or update record) The database name of
the Azure MS SQL database to be scanned. The database
name may contain a maximum of 128 characters.

These parameters are mutually exclusive: database_name
and auto_discover_databases=1.

port={value}

(Required to create record, optional to update record) The
port number assigned to the database instance to be
scanned.

Vaults

vault_type={value}

(Required to create record when login_type=vault) The
third party vault to be used to retrieve the password for
login. Certain vaults support this capability. See Vault
Support matrix.

vault_id={value}

(Required only when action=create and login_type=
vault) The ID of the vault you want to use.

{vault parameters}

(Required only when action=create and login_type=vault)
Vault specific parameters required depend on the vault
type you've selected. See Vault Definition.

Target Hosts

ips={value}

(Required to create record) IPs to be added to your Azure
MS SQL Record record. You may enter a combination of IPs
and IP ranges to identify compliance hosts. Multiple entries
are comma separated.

(Optional to update record) Overwrites (replaces) the IP list
for the authentication record. The IPs you specify are
added and any existing IPs are removed.

add_ips={value}

(Optional and valid only to update record) Add IPs to the
IPs list for this record. Multiple IPs/ranges are comma
separated.

remove_ips={value}

(Optional and valid to update record) IPs to be removed
from your record. You may enter a combination of IPs and
ranges. Multiple entries are comma separated.

This parameter and the ips parameter cannot be specified
in the same request.

network_id=({value}

(Optional and valid when the networks feature is enabled)
The network ID for the record.
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Sample - List Azure MS SQL Records

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=1list&ids=4620763"

"https://qualysapi.qualys.com/api/2.0/fo/auth/azure ms sql/"

XML output:
<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE AUTH AZURE MS SQL LIST OUTPUT SYSTEM
"https://qualygapi.qaal§s.cgm/apI/Z.O/fo/auth/azure ms sqgl/dtd/aut
h list output.dtd"> -
<AUTH AZURE MS SQL LIST OUTPUT>
<RESPONSE>
<DATETIME>2021-04-23T13:53:08%Z</DATETIME>
<AUTH AZURE MS SQL LIST>
<AUTH AZURE MS SQL>
<ID>4620763</ID>
<TITLE><![CDATA[AzureMSSQL_Auth_API]]></TITLE>
<PROVIDER_NAME><![CDATA[Azure]]></PROVIDER_NAME>
<USERNAME><! [CDATA[john user@qualys.com] ]></USERNAME>
<INSTANCE><! [CDATA [MSSQLSERVER] ] ></INSTANCE>
<DATABASE><! [CDATA[testdb]]></DATABASE>
<PORT>42</PORT>
<IP_SET>
<IP>1.1.1.4</IP>
</IP SET>
<LOGIN7TYPE><![CDATA[baSiC]]></LOGIN7TYPE>
<CREATED>
<DATETIME>2021-04-01T11:47:517Z</DATETIME>
<BY>up_ at</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2021-04-01T11:47:51Z</DATETIME>
</LAST_MODIFIED>
</AUTH_AZURE MS SQL>
</AUTH AZURE MS SQL LIST>
</RESPONSE>
</AUTH _AZURE MS SQL LIST OUTPUT>

Sample - Create Azure MS SQL Record (with basic login)

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=create&title=my-azuremssqgl-record&ips=1.1.1.4&port=42
&database name=dbname"
"https://qualysapi.qualys.com/api/2.0/fo/auth/azure ms_ sql/"
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XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2021-04-23T11:47:51Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>4620763</ID>
</ID SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH RETURN>

Sample - Update Azure MS SQL Record (with auto_discover_databases=1)

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=update&auto discover databases=1&ids=207024"
"https://qualysapi.qualys.com/api/2.0/fo/auth/azure ms_sql/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2021-04-26T22:22:417Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID_SET>
<ID>207024</ID>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - Delete Azure MS SQL Records
APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=delete&ids=4620768"
"https://qualysapi.qualys.com/api/2.0/fo/auth/azure ms_sql/"

Response:

<?xml version="1.0" encoding="UTF-8" 2>
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<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2021-04-26T13:12:51Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Deleted</TEXT>
<ID SET>
<ID>4620768</ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

DTDs for auth type “azure_ms_sql”

<platform API server>/api/2.0/batch_return.dtd
<platform API server>/api/2.0/fo/auth/azure_ms_sql/dtd/auth_list_output.dtd
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Cisco APIC 4.x Authentication Record
/api/2.0/fo/auth/cisco_apic/
[POST]

Create, update, and list, Cisco APIC 4.x authentication records, for the PC/SCA modules.

Input Parameters

Parameter Required/ DataType Description
Optional

action Required  String Specify to list, create, update, delete,
authentication records.

ids Required Integer Specify a single or comma separated valid
Cisco APIC type authentication record ID(s).

title Required  Alpha- Specify the title for the authentication record.

Numeric
ips Required Integer Specify the IP address(es) the server will

log into using the record’s credentials.
Multiple entries are comma separated.

username Required  String Specify username for authentication login.

password Required  String Specify password for authentication login.

port Required Integer Specify port number required on Cisco APIC
devices.

ssl_verify Optional  Integer SSL verification is skipped by default. Set to 1

if you want to verify the server’s certificate
is valid and trusted.

Require Optional  Alpha- It contains two textfields, certificate and
Certificate Numeric  privatekey.
Vault Parameter Note: The vault parameters are supported on

the following vault types (Secret server Vault,
Quest Vault, Hashicorp Vault, CyberArk AIM
Vault, CyberArk PIM Vault, and AzureKey
Vault).

vault_type Required  String Specify if create, and login_type=vault.
(private key only supports "Cyber-Ark AIM"
and "BeyondTrust PBPS",
whereas passphrase does not support
"BeyondTrust PBPS").

vault_id Required Integer Specify if create, and login_type=vault. The ID
of the vault to be used to retrieve the
password for login.

file Required  String Specify to create, if vault_type= "Cyber-Ark
AIM" or "Cyber-ARK PIM Suite".
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Parameter Required/ DataType Description
Optional
folder Required  String Specify to create, if vault_type="Cyber-Ark

AIM" or "Cyber-ARK PIM Suite.

secret_name Required  String Specify to create, if vault_type="Thycotic
Secret Server".

system_name Required  String Specify if yes(Quest) / no(BeyondTrust PBPS)
(create, and vault_type="Quest Vault" or
"BeyondTrust PBPS").

account_name Required  String Specify to create, if vault_type="BeyondTrust
PBPS".

Sample - List Cisco APIC auth records API
API Request:

curl -u "<token>" -H "X-Requested-With: curl" -d "action=list"
"http://qualys base url/api/2.0/fo/auth/cisco_apic/"

XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE AUTH CISCO APIC LIST OUTPUT SYSTEM
"https://qualys base url/api/2.0/fo/auth/cisco_apic/auth cisco apic list_
output.dtd">
<AUTH CISCO APIC LIST OUTPUT>
<RESPONSE>
<AUTH_CISCO APIC_LIST>
<AUTH_CISCO APIC>
<ID>7850382</ID>
<TITLE><! [CDATA[user 1]]></TITLE>
<USERNAME><! [CDATA [user 1]]></USERNAME>
<PORT>444</PORT>
<WINDOWS DOMAIN><![CDATA[aaaa]]></WINDOWS DOMAIN>
<SSL_VERIFY><![CDATA[1]]></SSL VERIFY>
<IP SET>
<IP>3.3.3.3</IP>
</IP_SET>
<REQUIRE CERT><! [CDATA[1]]></REQUIRE CERT>
<DOMAIN><! [CDATA[aaaa]]></DOMAIN>
<PORT><! [CDATA[444]]></PORT>
<SSL_VERIFY_WITH_HOST><![CDATA[l]]></SSL_VERIFY_WITH_HOST>
<LOGIN_TYPE><![CDATA[baSic]]></LOGIN_TYPE>
<CREATED>
<BY>vt_ sml</BY>
</CREATED>
</AUTH_CISCO_APIC>
</AUTH CISCO APIC_LIST>
</RESPONSE>
</AUTH_CISCO_APIC_LIST OUTPUT>
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DTD: <qualys_base_url>/api/2.0/fo/auth/auth_cisco_apic_list_output.dtd

<!-- QUALYS AUTH RECORDS OUTPUT DTD -->

<!ELEMENT

<!ELEMENT

AUTH RECORDS OUTPUT

REQUEST

POST DATA?)>

<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT

DATETIME (#PCDATA)>
USER_LOGIN (#PCDATA)>
RESOURCE (#PCDATA) >
PARAM LIST (PARAM+)>
PARAM (KEY, VALUE)>
KEY (#PCDATA)>

VALUE (#PCDATA)>

(DATETIME, USER LOGIN, RESOURCE,

(REQUEST?, RESPONSE)>

PARAM LIST?,

<!-- if returned, POST DATA will be urlencoded -->

<!ELEMENT POST DATA (#PCDATA)>
<!ELEMENT RESPONSE

<!ELEMENT AUTH RECORDS

(DATETIME, AUTH RECORDS?, WARNING LIST?)>

(AUTH UNIX IDS?, AUTH WINDOWS IDS?,

AUTH ORACLE IDS?, AUTH ORACLE LISTENER IDS?, AUTH SNMP IDS?,
AUTH MS SQL IDS?, AUTH IBM DB2 IDS?, AUTH VMWARE IDS?, AUTH MS IIS IDS?,
AUTH APACHE IDS?, AUTH IBM WEBSPHERE IDS?, AUTH HTTP IDS?,

AUTH SYBASE IDS?, AUTH MYSQL IDS?, AUTH TOMCAT IDS?,

AUTH ORACLE WEBLOGIC IDS?, AUTH DOCKER IDS?, AUTH POSTGRESQL IDS?,
AUTH_MONGODB_IDS?, AUTH PALO ALTO FIREWALL IDS?, AUTH VCENTER IDS?,
AUTH_JBOSS_ IDS?, AUTH MARIADB_ IDS?, AUTH INFORMIXDB IDS?,

AUTH MS EXCHANGE IDS?, AUTH ORACLE HTTP SERVER IDS?, AUTH GREENPLUM IDS?,
AUTH MICROSOFT SHAREPOINT IDS?, AUTH KUBERNETES IDS?,

AUTH SAPIQ IDS?,AUTH SAP HANA IDS?, AUTH NEO4J IDS?,

AUTH AZURE MS_SQL IDS?, AUTH NETWORK SSH IDS?, AUTH NGINX IDS?,

AUTH INFOBLOX IDS?, AUTH CISCO APIC IDS?)>

<!ELEMENT AUTH UNIX IDS (ID SET)>

<!ELEMENT AUTH WINDOWS IDS (ID_SET)>
<!ELEMENT AUTH ORACLE_IDS (ID_SET)>
<!ELEMENT AUTH ORACLE LISTENER IDS (ID SET)>
<!ELEMENT AUTH SNMP IDS (ID SET)>

<!ELEMENT AUTH MS SQL IDS (ID SET)>
<!ELEMENT AUTH IBM DB2 IDS (ID_SET)>
<!ELEMENT AUTH VMWARE IDS (ID_SET)>
<!ELEMENT AUTH MS IIS IDS (ID_SET)>
<!ELEMENT AUTH APACHE IDS (ID SET)>
<!ELEMENT AUTH IBM WEBSPHERE IDS (ID SET)>
<!ELEMENT AUTH HTTP_IDS (ID SET)>

<!ELEMENT AUTH SYBASE IDS (ID_SET)>
<!ELEMENT AUTH MYSQL IDS (ID SET)>

<!ELEMENT AUTH TOMCAT IDS (ID_SET)>
<!ELEMENT AUTH ORACLE WEBLOGIC_ IDS (ID SET)>
<!ELEMENT AUTH DOCKER IDS (ID_SET)>
<!ELEMENT AUTH POSTGRESQL IDS (ID SET)>
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<!ELEMENT AUTH MONGODB IDS (ID_SET)>

<!ELEMENT AUTH PALO ALTO FIREWALL IDS (ID SET)>
<!ELEMENT AUTH VCENTER IDS (ID_SET)>

<!ELEMENT AUTH JBOSS_IDS (ID SET)>

<!ELEMENT AUTH MARIADB IDS (ID_SET)>

<!ELEMENT AUTH INFORMIXDB IDS (ID_SET)>
<!ELEMENT AUTH MS_EXCHANGE IDS (ID SET)>
<!ELEMENT AUTH ORACLE_HTTP SERVER_IDS (ID SET)>
<!ELEMENT AUTH GREENPLUM IDS (ID SET)>
<!ELEMENT AUTH MICROSOFT SHAREPOINT IDS (ID SET)>
<!ELEMENT AUTH KUBERNETES IDS (ID_SET)>
<!ELEMENT AUTH SAPIQ IDS (ID SET)>

<!ELEMENT AUTH SAP HANA IDS (ID SET)>

<!ELEMENT AUTH NEO4J IDS (ID SET)>

<!ELEMENT AUTH AZURE MS SQL IDS (ID SET)>
<!ELEMENT AUTH NETWORK SSH_IDS (ID SET)>
<!ELEMENT AUTH NGINX_ IDS (ID SET)>

<!ELEMENT AUTH INFOBLOX IDS (ID SET)>

<!ELEMENT AUTH CISCO APIC IDS (ID_SET)>

<!ELEMENT WARNING LIST (WARNING+)>

<!ELEMENT WARNING (CODE?, TEXT, URL?, ID SET?)>
<!ELEMENT CODE (#PCDATA) >

<!ELEMENT TEXT (#PCDATA)>

<!ELEMENT URL (#PCDATA) >

<!ELEMENT ID SET (ID|ID RANGE)+>
<!ELEMENT ID (#PCDATA)>
<!ELEMENT ID RANGE (#PCDATA)>

<!-- EOF -->

Sample - Create Cisco APIC auth records Request API
API Request:

curl -u "<token>" -H "X-Requested-With: curl" -d
"action=create&ips=3.3.3.3&title=testciscoapic&username=admin&password=ab
cl23&port=443" "http://qualys base url/api/2.0/fo/auth/cisco_apic/"

XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualys base url/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2023-08-09T11:03:04Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>7850988</ID>
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</ID SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - Update Cisco APIC auth records Request API
API Request:

curl -u "<token>" -H "X-Requested-With: curl" -d
"action=update&ids=7850382&title=testciscoapic"
"http://qualys base url/api/2.0/fo/auth/cisco _apic/"

XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH_RETURN SYSTEM
"https://qualys base url/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2023-08-09T10:48:337Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID SET>
<ID>7850382</ID>
</ID SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

DTD Output:
DTD: <qualys_base_url>/api/2.0/fo/auth/auth_cisco_apic_list_output.dtd

<!-- QUALYS AUTH CISCO APIC LIST OUTPUT DTD -->
<!ELEMENT AUTH CISCO APIC LIST OUTPUT (REQUEST?, RESPONSE)>

<!ELEMENT REQUEST (DATETIME, USER LOGIN, RESOURCE, PARAM LIST?,
POST DATA?)>

<!ELEMENT DATETIME (#PCDATA)>

<!ELEMENT USER LOGIN (#PCDATA)>

<!ELEMENT RESOURCE (#PCDATA)>

<!ELEMENT PARAM LIST (PARAM+)>

<!ELEMENT PARAM (KEY, VALUE)>

<!ELEMENT KEY (#PCDATA)>

<!ELEMENT VALUE (#PCDATA)>

<!-- if returned, POST_DATA will be urlencoded -->
<!ELEMENT POST DATA (#PCDATA)>
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RESPONSE (DATETIME,
GLOSSARY?) >
AUTH CISCO APIC LIST

(AUTH CISCO APIC LIST|ID SET)?,
(AUTH_CISCO APIC+)>

AUTH CISCO APIC (ID,

TITLE, USERNAME, SSI. VERIFY?,HOSTS?,REQUIRE CERT?,CERTIFICATE?, PRIVATE KEY?
,IP SET?,PORT?,LOGIN TYPE?,DIGITAL VAULT?,NETWORK ID?,CREATED,LAST MODIFI
ED, COMMENTS?) >

<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT

<!ELEMENTPRIVATE KEY

<!ELEMENT
<!ELEMENT

ID (#PCDATA)>

TITLE (#PCDATA)>
USERNAME (#PCDATA) >
SSL_VERIFY (#PCDATA)>
IP_SET (IP|IP_RANGE)+>
IP (#PCDATA)>

IP RANGE (#PCDATA)>
PORT (#PCDATA) >
REQUIRE CERT (#PCDATA)>
HOSTS (#PCDATA) >
CERTIFICATE (#PCDATA)>
(#PCDATA) >
LOGIN_TYPE (#PCDATA)>

DIGITAL VAULT (DIGITAL VAULT ID, DIGITAL VAULT TYPE,

DIGITAL VAULT TITLE, VAULT USERNAME?, VAULT FOLDER?, VAULT FILE?,
VAULT SECRET NAME?, VAULT SYSTEM NAME?, VAULT NS TYPE?, VAULT NS NAME?,
VAULT SECRET KV _PATH?, VAULT SECRET KV NAME?, VAULT SECRET KV_KEY?,
VAULT SERVICE TYPE?)>

<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT

<!ELEMENT

<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT

<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT
<!ELEMENT

DIGITAL VAULT ID
DIGITAL VAULT TYPE (#PCDATA)>
DIGITAL VAULT TITLE (#PCDATA)>
VAULT USERNAME (#PCDATA) >

VAULT FOLDER (#PCDATA)>

VAULT FILE (#PCDATA)>

VAULT SECRET NAME (#PCDATA)>
VAULT SYSTEM NAME (#PCDATA)>
VAULT NS_TYPE (#PCDATA)>

VAULT NS_NAME (#PCDATA)>

VAULT SECRET KV PATH (#PCDATA)>
VAULT SECRET KV NAME (#PCDATA)>
VAULT SECRET KV KEY (#PCDATA)>
VAULT SERVICE TYPE (#PCDATA)>

(#PCDATA) >

NETWORK _ID (#PCDATA)>
CREATED (DATETIME, BY)>
BY (#PCDATA)>

LAST MODIFIED (DATETIME)>
COMMENTS (#PCDATA) >

WARNING LIST (WARNING+)>
WARNING (CODE?, TEXT, URL?,
CODE (#PCDATA) >

TEXT (#PCDATA)>

URL (#PCDATA) >

ID_SET (ID|ID_RANGE)+>

ID SET?)>
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<!ELEMENT ID RANGE (#PCDATA)>

<!ELEMENT GLOSSARY (USER LIST?)>

<!ELEMENT USER LIST (USER+)>

<!ELEMENT USER (USER LOGIN, FIRST NAME, LAST NAME)>
<!ELEMENT FIRST NAME (#PCDATA)>

<!ELEMENT LAST NAME (#PCDATA)>

<!-- EOF -->

DTDs for auth type “cisco_apic”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/auth_cisco_apic_list_output.dtd
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DNS BIND Authentication Record
/api/2.0/fo/auth/bind/

[POST]

Create, update, and list, DNS BIND authentication records, for the PC/SCA modules.

Input Parameters

Parameter Required/ DataType Description
Optional

action Required  String Specify to list, create, update, delete,
authentication records.

ids Required Integer Specify a single or comma separated valid DNS
BIND type authentication record ID(s).

title Required  Alpha- Specify the title for the authentication record.

Numeric

ips Required Integer Specify the IP address(es) the server will
log into using the record’s credentials. Multiple
entries are comma separated.

unix_bin_path Required  Path Specify absolute path of the DNS BIND Base64
encoded binary file location. Base64 encoded
binary file path.
Example- "/usr/sbin/named".

unix_conf path  Required Path Specify absolute path of the DNS BIND Base64
encoded configuration file path.
Example- "/etc/named.conf".

base_directory Optional  Path Specify Base64 encoded base directory. In BIND
configuration file, if an include file is relative
path, it is relative to this base_dir.
Optional field, if not present, it will be derived
from conf_path.
Example- If conf_path is /etc/named.conf and if
base_dir is not specified, then base_dir is set to
"/etc". It must be absolute path if specified.

chroot_directory Optional  Path Specify Base64 encoded chroot directory. Optional

field, only needed if BIND runs in a self contained
environment. If present, must be absolute path
and it will be prefixed to all other 3 paths.
Example- If chroot_dir is "/var/bind" and if
bin_path is "/usr/sbin/named", then the final
bin_path will be "/var/bind/usr/sbin/named".

Sample - List DNS BIND auth records API

API Request:

curl” -d "action=list" "http://qualys base url/api/2.0/fo/auth/bind/"
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XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE AUTH BIND LIST OUTPUT SYSTEM
"https://qualys base url/api/2.0/fo/auth/bind/auth bind list output.dtd">
<AUTH BIND LIST OUTPUT>
<AUTH BIND LIST>
<AUTH_ BIND>
<ID>7882778</ID>
<TITLE><![CDATA[user 1]]></TITLE>
<IP_SET>
<IP>40.40.40.6</IP>
</IP_SET>
<UNIX BIN PATH><![CDATA[/usr/bin/bind]]></UNIX BIN PATH>
<UNIX CONF PATH><![CDATA[/etc/bind/bind.conf]]></UNIX CONF PATH>
<BASE DIRECTORY><! [CDATA[/etc/bind]]></BASE DIRECTORY>
<CHROOT_ DIRECTORY><! [CDATA[/etc/bind]]></CHROOT DIRECTORY>
<CREATED>
<DATETIME>2023-08-14T16:15:57%2</DATETIME>
<BY>vt_ sml</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2023-08-14T16:15:57Z</DATETIME>
</LAST MODIFIED>
</AUTH_BIND>
</AUTH BIND LIST>
</RESPONSE>
</AUTH BIND LIST OUTPUT>

Sample - Create DNS BIND auth records Request API
API Request:

curl" -d
"action=create&ips=40.40.40.6&title=user lbind2c&unix bin path=/etc&unix
conf path=/etc/bind" "http://qualys base url:48443/api/2.0/fo/auth/bind/"

XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualys base url/api/2.0/batch return.dtd">
<BATCH_RETURN>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>7882779</1ID>
</ID SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>
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Sample - Update DNS BIND auth records Request API

API Request:

curl" -d "action=update&ids=7882778&title=testbind"
"http://qualys base url:48443/api/2.0/fo/auth/bind/"

XML Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualys base url/api/2.0/batch return.dtd">
<BATCH_RETURN>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID SET>
<ID>7882778</1ID>
</ID SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH RETURN>

DTD Output:
Auth Record list output DTD

<!-- QUALYS AUTH RECORDS OUTPUT DTD -->
<!ELEMENT AUTH RECORDS OUTPUT (REQUEST?, RESPONSE)>
<!ELEMENT REQUEST
POST DATA?)>
<!ELEMENT DATETIME (#PCDATA)>

<!ELEMENT USER LOGIN (#PCDATA)>

<!ELEMENT RESOURCE (#PCDATA)>

<!ELEMENT PARAM LIST (PARAM+)>

<!ELEMENT PARAM (KEY, VALUE)>

<!ELEMENT KEY (#PCDATA)>

<!ELEMENT VALUE (#PCDATA)>

<!-- if returned, POST DATA will be urlencoded -->
<!ELEMENT POST_ DATA (#PCDATA)>

(DATETIME, USER LOGIN, RESOURCE, PARAM LIST?,

<!ELEMENT RESPONSE (DATETIME, AUTH RECORDS?, WARNING LIST?)>

<!ELEMENT AUTH RECORDS (AUTH UNIX IDS?, AUTH WINDOWS IDS?,
AUTH ORACLE IDS?, AUTH ORACLE LISTENER IDS?, AUTH SNMP IDS?,

AUTH MS SQL IDS?, AUTH IBM DB2 IDS?, AUTH VMWARE IDS?, AUTH MS IIS IDS?,

AUTH APACHE IDS?, AUTH IBM WEBSPHERE IDS?, AUTH HTTP IDS?,

AUTH SYBASE IDS?, AUTH MYSQL IDS?, AUTH TOMCAT IDS?,

AUTH ORACLE WEBLOGIC IDS?, AUTH DOCKER IDS?, AUTH POSTGRESQL IDS?,
AUTH MONGODB_IDS?, AUTH PALO ALTO FIREWALL IDS?, AUTH VCENTER IDS?,
AUTH JBOSS_IDS?, AUTH MARIADB IDS?, AUTH INFORMIXDB_ IDS?,

AUTH MS EXCHANGE IDS?, AUTH ORACLE HTTP SERVER IDS?, AUTH GREENPLUM IDS?,

AUTH MICROSOFT SHAREPOINT IDS?, AUTH KUBERNETES IDS?,

275



Scan Authentication
DNS BIND Authentication Record

AUTH _SAPIQ IDS?,AUTH SAP HANA IDS?, AUTH NEO4J IDS?,
AUTH AZURE MS SQL IDS?, AUTH NETWORK SSH IDS?, AUTH NGINX IDS?,
AUTH INFOBLOX IDS?, AUTH BIND IDS?)>

<!ELEMENT AUTH UNIX IDS (ID SET)>

<!ELEMENT AUTH WINDOWS IDS (ID SET)>
<!ELEMENT AUTH ORACLE IDS (ID SET)>
<!ELEMENT AUTH ORACLE_LISTENER IDS (ID SET)>
<!ELEMENT AUTH_SNMP_IDS (ID SET)>

<!ELEMENT AUTH_MS_SQL_IDS (ID_SET)>
<!ELEMENT AUTH IBM DB2 IDS (ID SET)>
<!ELEMENT AUTH VMWARE IDS (ID SET)>
<!ELEMENT AUTH MS IIS IDS (ID SET)>
<!ELEMENT AUTH APACHE IDS (ID_SET)>
<!ELEMENT AUTH_IBM WEBSPHERE IDS (ID SET)>
<!ELEMENT AUTH_HTTP_IDS (ID_SET)>

<!ELEMENT AUTH SYBASE IDS (ID SET)>
<!ELEMENT AUTH MYSQL IDS (ID SET)>

<!ELEMENT AUTH TOMCAT IDS (ID SET)>
<!ELEMENT AUTH ORACLE WEBLOGIC_IDS (ID_ SET)>
<!ELEMENT AUTH DOCKER IDS (ID_ SET)>
<!ELEMENT AUTH_POSTGRESQL_IDS (ID_SET)>
<!ELEMENT AUTH MONGODB IDS (ID SET)>
<!ELEMENT AUTH PALO ALTO FIREWALL IDS (ID SET)>
<!ELEMENT AUTH VCENTER IDS (ID SET)>
<!ELEMENT AUTH_JBOSS_IDS (ID_SET)>

<!ELEMENT AUTH MARIADB IDS (ID_SET)>
<!ELEMENT AUTH_INFORMIXDB_IDS (ID_SET)>
<!ELEMENT AUTH MS EXCHANGE IDS (ID SET)>
<!ELEMENT AUTH ORACLE HTTP SERVER IDS (ID SET)>
<!ELEMENT AUTH GREENPLUM IDS (ID SET)>
<!ELEMENT AUTH MICROSOFT SHAREPOINT IDS (ID SET)>
<!ELEMENT AUTH_KUBERNETES IDS (ID_ SET)>
<!ELEMENT AUTH_SAPIQ IDS (ID_SET)>

<!ELEMENT AUTH SAP HANA IDS (ID SET)>
<!ELEMENT AUTH NEO4J IDS (ID SET)>

<!ELEMENT AUTH AZURE MS SQL IDS (ID_SET)>
<!ELEMENT AUTH NETWORK SSH_IDS (ID_ SET)>
<!ELEMENT AUTH NGINX_ IDS (ID_ SET)>

<!ELEMENT AUTH_INFOBLOX IDS (ID_SET)>
<!ELEMENT AUTH BIND IDS (ID SET)>

<!ELEMENT WARNING LIST (WARNING+)>

<!ELEMENT WARNING (CODE?, TEXT, URL?, ID SET?)>
<!ELEMENT CODE (#PCDATA)>

<!ELEMENT TEXT (#PCDATA)>

<!ELEMENT URL (#PCDATA)>

<!ELEMENT ID SET (ID|ID RANGE)+>
<!ELEMENT ID (#PCDATA)>
<!ELEMENT ID RANGE (#PCDATA)>

<!-- EOF -—>
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DTD: <qualys_base_url>/api/2.0/fo/auth/auth_bind_list_output.dtd
Auth Infoblox list output DTD

<!-- QUALYS AUTH BIND LIST OUTPUT DTD -->
<!ELEMENT AUTH BIND LIST OUTPUT (REQUEST?, RESPONSE)>

<!ELEMENT REQUEST (DATETIME, USER LOGIN, RESOURCE, PARAM LIST?,
POST DATA?)>

<!ELEMENT DATETIME (#PCDATA) >

<!ELEMENT USER_LOGIN (#PCDATA) >

<!ELEMENT RESOURCE (#PCDATA) >

<!ELEMENT PARAM LIST (PARAM+) >

<!ELEMENT PARAM (KEY, VALUE)>

<!ELEMENT KEY (#PCDATA) >

<!ELEMENT VALUE (#PCDATA) >

<!-- if returned, POST DATA will be urlencoded -->
<!ELEMENT POST_DATA (#PCDATA) >

<!ELEMENT RESPONSE (DATETIME, (AUTH BIND LIST|ID SET)?, WARNING LIST?,
GLOSSARY?) >
<!ELEMENT AUTH BIND LIST (AUTH BIND+)>

<!ELEMENT AUTH BIND (ID,

TITLE,IP SET?,UNIX BIN PATH?,UNIX CONF PATH?,BASE DIRECTORY?,CHROOT DIREC
TORY?,NETWORK_ID?,CREATED,LAST MODIFIED, COMMENTS?) >
<!ELEMENT ID (#PCDATA)>

<!ELEMENT TITLE (#PCDATA)>

<!ELEMENT IP_SET (IP|IP_RANGE)+>

<!ELEMENT IP (#PCDATA)>

<!ELEMENT IP RANGE (#PCDATA)>

<!ELEMENT UNIX BIN PATH (#PCDATA)>

<!ELEMENT UNIX CONF_ PATH (#PCDATA)>

<!ELEMENT BASE DIRECTORY (#PCDATA)>

<!ELEMENT CHROOT DIRECTORY (#PCDATA)>

<!ELEMENT NETWORK ID (#PCDATA)>

<!ELEMENT CREATED (DATETIME, BY)>
<!ELEMENT BY (#PCDATA)>

<!ELEMENT LAST MODIFIED (DATETIME)>
<!ELEMENT COMMENTS (#PCDATA) >

<!ELEMENT WARNING LIST (WARNING+)>

<!ELEMENT WARNING (CODE?, TEXT, URL?, ID SET?)>
<!ELEMENT CODE (#PCDATA)>

<!ELEMENT TEXT (#PCDATA)>

<!ELEMENT URL (#PCDATA)>

<!ELEMENT ID SET (ID|ID RANGE)+>

<!ELEMENT ID RANGE (#PCDATA)>

<!ELEMENT GLOSSARY (USER LIST?)>

<!ELEMENT USER LIST (USER+)>

<!ELEMENT USER (USER_LOGIN, FIRST NAME, LAST NAME)>
<!ELEMENT FIRST NAME (#PCDATA)>
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<!ELEMENT LAST NAME (#PCDATA)>

<!-- EOF -->

DTDs for auth type “dns_bind”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/auth_bind_list_output.dtd
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Create, update, list and delete Docker records for compliance scans (using PC). This record
1s used to authenticate to a Docker daemon (version 1.9 to 1.12) running on a Linux host.

Input Parameters

Parameter

Description

action={action}

(Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1}

(Optional) Set to 1 to echo the request’s input parameters
(names and values) in the XML output. By default
parameters are not included.

ids={value}

(Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value}

(Required to create record) The record title.

comments={value}

(Optional) User defined comments.

Docker

docker_deamon_conf_file=
{value}

(Optional to create or update record) Location of the
configuration file for the docker daemon.

docker_command={value}

(Optional) The docker command to connect to a local
docker daemon.

Target Hosts

ips={value}

(Required to create record) IPs to be added to your docker
record.

add_ips={value}

(Optional and valid only to update record) IPs to be added
to an existing record. You may enter a combination of IPs
and IP ranges. Multiple entries are comma separated.

remove_ips={value}

(Optional and valid to update record) IPs to be removed
from your record. You may enter a combination of IPs and
ranges. Multiple entries are comma separated.

network_id={1|0}

(Optional) By default, the parameter is set to 0
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Sample - Create Docker record

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl demo" -d
"action=create&title=docker sample&ips=10.10.30.159&docker deamon
conf file=/etc/docker/daemon.json&docker command=/usr/bin/dockerse
cho request=1"
"https://qualysapi.qualys.com/api/2.0/fo/auth/docker/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgpi.qualys.com/api/Z.O/batch_return.dtd">
<BATCH_RETURN>
<REQUEST>
<DATETIME>2018-03-09T06:09:46%Z</DATETIME>
<USER LOGIN>username</USER LOGIN>
<RESOURCE;https://qualysapi.quglys.com/api/Z.O/fo/auth/docker/</RE
SOURCE>
<PARAM LIST>
<PARAM>
<KEY>action</KEY>
<VALUE>create</VALUE>
</PARAM>
<PARAM>
<KEY>title</KEY>
<VALUE>docker sample</VALUE>
</PARAM>
<PARAM>
<KEY>ips</KEY>
<VALUE>10.10.30.159</VALUE>
</PARAM>
<PARAM>
<KEY>docker deamon conf file</KEY>
<VALUE>/etc/docker/daemon.json</VALUE>
</PARAM>
<PARAM>
<KEY>docker command</KEY>
<VALUE>/usr/bin/docker</VALUE>
</PARAM>
<PARAM>
<KEY>echo request</KEY>
<VALUE>1</VALUE>
</PARAM>
</PARAM LIST>
</REQUEST>
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<RESPONSE>
<DATETIME>2018-03-09T06:09:46Z</DATETIME>
<BATCH_ LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>72685</1ID>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - Update Docker Record
APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl demo" -d
"action=update&ids=72685&add ips=10.10.26.26"
"https://qualysapi.qualys.com/api/2.0/fo/auth/docker/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2018-03-09T06:12:57Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID_SET>
<ID>72685</ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

DTDs for auth type “docker”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/docker/auth_docker_list_output.dtd
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HTTP Record
/api/2.0/fo/auth/http/
[POST]

Create, update and delete HTTP records for authenticated scans of protected portions of
web sites and devices, like printers and routers, that require HTTP protocol level
authentication. Authenticated scans are supported using VM and PC.

How it works - During an authenticated scan, if we come across a web page that requires
HTTP authentication then we’ll check to see if an HTTP record exists in your account with
applicable credentials. If yes, we’ll use the credentials in the record to perform HTTP
authentication. (Note this is not Form-based authentication.)

Input Parameters

Parameter

Description

ips={value}

(Optional) Add IP addresses of the hosts you want to scan
using this record.

action={value}

(Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1}

(Optional) Set to 1 to echo the request’s input parameters
(names and values) in the XML output. By default
parameters are not included.

comments={value}

(Optional for create or update request) User-defined
comments.

ids={value}

(Required to update or delete record) One or more HTTP
record IDs.

title={value}

(Required for a create request; Optional for an update
request; otherwise invalid) The HTTP record title.

username={value}

(Required to create record, optional to update record) The
user name to be used for authentication.

password={value}

(Required to create record, optional to update record) The
password to be used for authentication. Maximum 100
characters (ascii).

ssl={0|1}

(Optional to create or update record) Specify 1 if you want
to attempt authentication over SSL only. In this case
authentication is attempted only when the form is
submitted

via a link that uses https://...

vhost={value} - or -
realm={value} - or -
ips={value}

(Required to create record; optional to update record)
Specify the protected device or web page you want to
authenticate against. You can specify a virtual host (an
FQDN such as vhost=bank.qualys.com) or the name of a
realm (realm=My+Homepage) or an IP address.
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Description

Login credentials

login_type={basic|vault}

(Optional) The login type is basic by default. Specify
login_type=vault to use an authentication vault.

username={value}

(Required to create record, optional to update record) The
username of the account to be used for authentication. If
password is specified this is the username of a HTTP
account. If login_type=vault is specified, this is the
username of a vault account.

password={value}

(Required to create record, optional to update record) The
password to be used for authentication to HTTP server.
Maximum 100 characters (ascii).

Vault

vault_type={value}

(Required only when action=create and login_type= vault)
The vault to be used for authentication. See Vault
Support matrix.

vault_id={value}

(Required only when action=create and login_type= vault)
The ID of the vault you want to use.

{vault parameters}

(Required only when action=create and login_type=vault)
Vault specific parameters required depend on the vault
type you've selected. See Vault Definition.

Sample - Create HTTP record, realm

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d

"action=create&username=jsmith&password=<PASSWORD>&title=My+HTTP+R

ecord+l&realm=My+Homepage"
"https://qualysapi.qualys.com/api/2.0/fo/auth/http/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">

<BATCH_RETURN>
<RESPONSE>

<DATETIME>2018-01-03T07:51:48%Z</DATETIME>
<BATCH_LIST>

<BATCH>

<TEXT>Successfully Created</TEXT>
<ID_SET>

<ID>55111</1ID>
</ID_SET>

</BATCH>
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</BATCH LIST>
</RESPONSE>
</BATCH_ RETURN>

Create HTTP record, virtual host

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d

"action=create&username=jsmith&password=<PASSWORD>&title=My+HTTP+R
ecord+2&vhost=bank.us.corpl.com"

"https://qualysapi.qualys.com/api/2.0/fo/auth/http/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2018-01-03T08:02:447Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>55112</ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH7RETURN

DTDs for auth type “http”

<platform API server>/api/2.0/batch_return.dtd
<platform API server>/api/2.0/fo/auth/http/auth_http_list output.dtd
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IBM DB2 Record
/api/2.0/fo/auth/ibm_db2/
[POST]

Create, update, list and delete IBM DB2 records for vulnerability and compliance scans
(using VM, PC). This record is used for authenticated scanning of one or more DB2
instances on a single host. Want to scan multiple instances? See "Multiple DB2 Instances"
in online help.

Requirement - You must set up target hosts per the Qualys User Guide.

Download Qualys User Guide - IBM DB2 Authentication (.zip)

Input Parameters

Parameter Description

action={action} (Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1} (Optional) Show (echo) the request's input parameters

(names and values) in the XML output. When unspecified,
parameters are not included in the XML output.

ids={value} (Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

vault_id={value} (Required only when action=create and login_type=vault)
The ID of the
vault you want to use to retrieve the password for login.

vault_type={value} (Required only when action=create and login_type=vault)
The third party vault to be used to retrieve the password
for login. Certain vaults support this capability. See “Vault
Support Matrix” in the API User Guide.

The following vault types are supported for IBM DB2 at this
time: ARCON

PAM, CA Access Control, CyberArk AIM, CyberArk PIM
Suite, HashiCorp,

Lieberman ERPM, Quest Vault, Thycotic Secret Server

{vault parameters} (Required only when action=create and login_type=vault)
Vault specific parameters required depend on the vault
type you've selected. See “Vault Definition” in the API User
Guide to know which parameters are required for each
vault type.

title={value} (Required to create record) The title for the record. The title
must be unique and may include a maximum of 255
characters (ascii).

285


https://www.qualys.com/docs/qualys-authenticated-scanning-db2.zip

Parameter

Scan Authentication
IBM DB2 Record

Description

comments={value}

(Optional) User defined notes about the record. Maximum
of 1999 characters (ascii).

pc_only={0|1}

(Optional) Specify pc_only=1 if the record will be used for
compliance scans only. See “Sample - Create IBM DB2
Record with Vault.”

Login Credentials

login_type={basic|
vault}

(Optional) The login type is basic by default. Specify
login_type=vault to use a third party vault to retrieve the
password for authentication. Vault parameters need to be
provided in the record.

username={value}

(Required to create record, optional to update record)
The user name for a DB2 database account. A maximum of
13 characters (ascii) may be specified.

password={value}

(Required to create record, optional to update record)
The password for a DB2 database account. Maximum 100
characters (ascii).

database={value}

(Required to create record, optional to update record)
The name of the DB2 database. A maximum of 8
characters (ascii) may be specified.

port={value}

(Required to create record, optional to update record)
The port the database instance is running on.

Target Hosts

ips={value}

(Required to create record, optional to update record)
Add IP addresses of the hosts you want to scan using this
record.

Overwrites (replaces) the IP address(es) in the IP list for an
existing authentication record. The IPs you specify are
added, and any existing IPs are removed. You may enter a
combination of IPs and IP ranges.

add_ips={value}

(Optional to update record) Add IP address(es) to the IP list
for an existing authentication record. You may enter a
combination of IPs and IP ranges.

remove_ips={value}

(Optional and valid to update record) IPs to be removed
from your record. You may enter a combination of IPs and
ranges. Multiple entries are comma separated.

network_id=({value}

(Optional and valid when the networks feature is enabled)
The network ID for the record.

OS Parameters

win_db2dir={value}
unix_db2dir={value}

The path to the DB2 runtime library if you want the service
to perform OS-dependent compliance checks. This is the
location where DB2 has been installed on the server.
Maximum of 255 characters.
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Parameter Description
win_prilogfile={value} The path to the primary archive location if you want the
unix_prilogfile={value} service to perform OS-dependent compliance checks. This

is the directory where the primary log files are located.
Maximum of 255 characters.

win_seclogfile={value} The path to the secondary archive location if you want the

unix_seclogfile={value} service to perform OS-dependent compliance checks.
Maximum of 255 characters. This parameter specifies the
number of secondary log files that are created and used for
recovery log files (only as needed). It is set by the DB2
logsecond parameter.

win_terlogfile={value} The path to the tertiary archive location if you want the
unix_terlogfile={value} service to perform OS-dependent compliance checks.
Maximum 255 characters.

This parameter specifies a path to which DB2 will try to
archive log files if thelog files cannot be archived to either
the primary or the secondary (if set) archivedestinations
because of a media problem affecting those destinations. It
is set by the DB2 failarchpath parameter.

win_mirlogfile={value} The path to the mirror archive location if you want the
unix_mirlogfile={value} service to perform OS-dependent compliance checks.
Maximum 255 characters.

If mirrorlogpath is configured, DB2 will create active log
files in both the log path and the mirror log path. All log
data will be written to both paths. The mirror log path has
a duplicate set of active log files. If the active log files are
destroyed by a disk error or human error, the database can
still function.

Sample - Create IBM DB2 Record with Vault
In this sample, we're creating a new record and specifying a CyberArk AIM vault.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -d
"action=create&title=MyDB2Record&username=joe user&login type=vaul
t&vault

_1d=45014¢&vault type=CyberArk
AIM&folder=Root\Windows7&file=rd.txt&database=db2&port=1234&ips=10
J11.12.

13" "https://qualysapi.qualys.com/api/2.0/fo/auth/ibm db2/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>

<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_ RETURN>
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<RESPONSE>
<DATETIME>2021-10-11T11:48:03%Z</DATETIME>
<BATCH_ LIST>

<BATCH>

<TEXT>Successfully Created</TEXT>
<ID_SET>

<ID>112491</1ID>

</ID_SET>

</BATCH>

</BATCH_LIST>

</RESPONSE>

</BATCH_RETURN>

Multiple DB2 Instances

The service has the ability to authenticate to multiple DB2 instances on a single host

during scanning. For a vulnerability scan, an instance “uniqueness” is defined by an IP
address and port. For a compliance scan, an instance “uniqueness” is defined by an IP
address, port and database name. The setting for “pc_only” has an impact on how the
services determines the uniqueness of a DB2 instance.

Let’s say you want to define these DB2 records in your account.

IP Address Port Database Name pc_only=0|1
Record 1 10.10.31.178 5000 SAMPLE pc_only=0
Record 2 10.10.30.159 5000 TOOLS pc_only=0
Record 3 10.10.30.159 5000 SAMPLE pc_only=1

Record 1 and Record 2 will be used for vulnerability scans and compliance scans. You'll
notice Records 2 and 3 have the same IP address and port but different database names -
this is allowed because Record 3 is used for compliance scans only.
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DB2 Paths
When specifying the path to configuration files, these special characters are not allowed:

For Windows:
T & #S T[] <=/
For Unix:

& #%2IT ()] > <=2\

DTDs for auth type “ibm_db2”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/ibm_db2/auth_ibm_db2_list_output.dtd
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InformixDB Record
/api/2.0/fo/auth/informixdb/

[POST]

Create, update, list and delete InformixDB authentication records. Compliance scans are

supported (using PC).

- Unix authentication is required for compliance scans using the PC app. Make sure the IP
addresses you define in your InformixDB records are also defined in Unix records.

- We strongly recommend you create one or more dedicated user accounts to be used
solely by the Qualys Cloud Platform to authenticate to InformixDB instances.

Input Parameters

Parameter

Description

action={action}

(Required) Specify create, update, delete (using POST) or list
(using GET or POST).

echo_request={0|1}

(Optional) Specify 1 to view (echo) input parameters in the XML
output. By default these are not included.

ids={value}

(Required to update or delete record) Record IDs to update/delete.
Specify record IDs and/or ID ranges (for example, 1359-1407).
Multiple entries are comma separated.

title={value}

(Required to create record) A title for the record. The title must be
unique. Maximum 255 characters (ascii).

comments={value}

(Optional to create or update record) User defined comments.
Maximum of 1999 characters.

InformixDB

ssl_verify={0]1}

(Optional to create or update record, and valid for server that
supports SSL) Specify 1 for a complete SSL certificate validation.
- If ssl_verify=0, the Qualys scanners authenticate with Informix
Servers that don’t use SSL or InformixDB servers that use SSL.
However, in the SSL case, the server SSL certificate verification
will be skipped.

- If unspecified (or ssl_verify=1), the Qualys scanners will only
send a login request after verifying that a connection to the
InformixDB server uses SSL, the server SSL certificate is valid and
matches the scanned host.

hosts={value}

(Optional to create or update record) A list of FQDNs for the hosts
that correspond to all host IP addresses on which a custom SSL
certificate signed by a trusted root CA is installed. Multiple hosts
are comma separated.

database_name={value}

(Required to create record, optional to update record) The
database name to authenticate to. Specify a valid InformixDB
database name. Maximum 255 characters.
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Description

port={value}

(Required to create record, optional to update record) The port the
database name is running on. Valid range is 1-65535. The
standard port for InformixDB is 1526.

unix_config_dir={value}

(Optional to create or update record) The path to the Unix
informixdb installation directory. Access to this directory is
required to run certain checks on Unix hosts.

unix_on_config dir={value}

(Optional to create or update record) The absolute path to the
Unix file that contains configuration parameters of the database
server.

unix_sql_host_dir={value}

(Optional to create or update record) The absolute path to the
Unix file that contains database connectivity information.

Login credentials

login_type={basic}

(Optional) The login type is basic by default. We are not
supporting vault based authentication.

username={value}

(Required to create record, optional to update record) The
username to be used for authentication to InformixDB server.

password={value}

(Required to create record, optional to update record) The
password to be used for authentication to InformixDB server.
Maximum 100 characters (ascii).

Target Hosts

ips={value}

(Required to create record) The IP address(es) the server will log
into using the record’s credentials. Multiple entries are comma
separated.

(Optional to update record) IPs specified will overwrite existing IPs
in the record, and existing IPs will be removed.

add_ips={value}

(Optional to update record) Add IPs to the IPs list for this record.
Multiple IPs/ranges are comma separated.

remove_ips={value}

(Optional to update record) IPs to be removed from your record.
You may enter a combination of IPs and ranges. Multiple entries
are comma separated.

This parameter and the ips parameter cannot be specified in the
same request.

network_id=({value}

(Optional and valid when the networks feature is enabled) The
network ID for the record.

Sample - Create InformixDB record (with basic login and without ssl_verify)

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=create&title=my-informixdb-record&username=informix-
adminé&password=<PASSWORD>&ips=10.10.10.11&comments=informix-basic-
ipv4sunix config dir=/opt/informix/&port=1526&ssl verify=0&unix on
_config dir=/opt/Informix/etc/onconfig.demo&unix sqgl host dir=opt/
Informix/etc/sqlhosts.demo&database name=dbname&login type=basic"
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"https://qualysapi.qualys.com/api/2.0/fo/auth/informixdb/"

XML output:

<BATCH_ RETURN>
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"http://qualysagi.qualys.com/api/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2019-01-30T15:45:05Z</DATETIME>
<BATCH_ LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>43025</ID>
</ID SET>
</BATCH>
</BATCH7LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - Create InformixDB record (with ssl_verify)

APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=createg&title=my-informixdb-record&username=informix-
adminé&password=<PASSWORD>&ips=10.10.10.11&comments=informix-basic-
ipv4sunix config dir=/opt/informix/&port=1526&ssl verify=l&unix on
_config dir=/opt/Informix/etc/onconfig.demo&unix sql host dir=opt/
Informix/etc/sqlhosts.demo&database name=dbname&login type=basicé&h
osts=mlinformixdb32e.s2012r2.qualys.com,mlinformixdb32e.s2008r2.qu
alys.com"
"https://qualysapi.qualys.com/api/2.0/fo/auth/informixdb/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"http://qualysagi.qualys.com/api/2.0/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2019-01-30T15:47:01Z</DATETIME>
<BATCH_ LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>43026</1ID>
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</ID SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - List InformixDB record

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=list&details=Basic"
"https://qualysapi.qualys.com/api/2.0/fo/auth/informixdb/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE AUTH INFORMIXDB LIST OUTPUT SYSTEM
"https://qualygapi.qualysTcom/Eo/auth/informixdb/auth informixdb 1
ist output.dtd"> a a
<AUTH INFORMIXDB LIST OUTPUT>
<RESPONSE>
<DATETIME>2019-01-30T15:19:02Z</DATETIME>
<AUTH INFORMIXDB LIST>
<AUTH INFORMIXDB>
<ID>40034</ID>
<TITLE><! [CDATA[InformixDB1]]></TITLE>
<USERNAME><! [CDATA[root]]></USERNAME>
<DATABASE><! [CDATA[informixdb]]></DATABASE>

</AUTH INFORMIXDB>
</AUTH_INFORMIXDB LIST>
</RESPONSE>
</AUTH INFORMIXDB LIST OUTPUT>

Sample - Update InformixDB record

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=update&ids=41026&title=API-informixdb-basic-login-
updated&username=admin-updated-again&password=<updated-
password>&database name=new-adminé&comments=informixdb-basic-login-
ipv4—updated&unix_gonfig_dir=/opt/informixdb/updated/again"
"https://qualysapi.qualys.com/api/2.0/fo/auth/informixdb/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
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"http://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2019-01-30T16:00:16Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID SET>
<ID>43025</1D>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH7RETURN>

Sample - Delete InformixDB record

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=delete&ids=43023,43024"
"https://qualysapi.qualys.com/api/2.0/fo/auth/informixdb/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"http://lO.ll4.€9.159:46445/api/2.0/batch_return.dtd">
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2019-01-30T15:41:46Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Deleted</TEXT>
<ID SET>
<ID RANGE>43023-43024</ID RANGE>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH7RETURN>

DTDs for auth type “informixdb”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/informixdb/auth_informixdb_list_output.dtd
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Create, update, list and delete Infoblox authentication records. Infoblox authentication
records are available for the PC/SCA module.

Input Parameters

Parameter

Description

action={action}

(Required) Specify create, update, delete (using POST) or list
(using GET or POST).

ids={value}

(Required to edit or delete record) Record IDs to
edit/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma separated.

title={value}

(Required to create record) A title for the record. The title must be
unique. Maximum 255 characters (ascii).

ips={value}

(Required to create record) The IP address(es) for the Infoblox
devices you want to authenticate to. Multiple entries are comma
separated.

(Optional to update record) IPs specified will overwrite existing
IPs in the record, and existing IPs will be removed.

api_versionf{value}

(Required) API version required on Infoblox devices.

ssl_verify=({0|1}

(Required) By default set to 0. When set to 1 our service will verify
the certificate of the web server.

When set to 0, our service will not verify the certificate of the web
server.

Login credentials

login_type={basic|vault}

(Optional) The login type is basic by default. You can choose vault
(for vault based authentication).

username={value}

(Required to create record, optional to update record) The
username to be used for authentication to Infoblox server.

password={value}

(Required to create record, optional to update record) The
password to be used for authentication to Infoblox server.

Vault

vault_type={value}

(Required to create record when login_type=vault)
The vault type to be used for authentication. See Vault Support
matrix.
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Parameter Description

vault_id={value} (Required to create record when login_type=vault and you want
to retrieve private key from vault) The vault ID where you want to
retrieve the private key from. Certain vaults support this
capability.

{vault parameters} (Required to create record when login_type=vault)
Vault specific parameters required depend on the vault type
you've selected. See Vault Definition.

Sample - Create Infoblox record (with basic login)

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=create&ips=10.20.30.40&title=Infoblox Authllé&api version=1
v2.0123&ssl verify=false&username=joe user&password=<PASSWORD>"
"https://qualysapi.qualys.com/api/2.0/fo/auth/infoblox/" >
file.xml

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2022-06-29T10:50:197Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>6317683</ID>
</ID SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - List Infoblox record

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl Sample" -d
"action=list"
"https://qualysapi.qualys.com/api/2.0/fo/auth/infoblox/" >
file.xml

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE AUTH INFOBLOX LIST OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/auth/infoblox/auth infobl

296



Scan Authentication
Infoblox Record

ox_ list output.dtd">
<AUTH_INFOBLOX LIST OUTPUT>
<RESPONSE>
<DATETIME>2022-06-29T11:13:21%Z</DATETIME>
<AUTH_INFOBLOX LIST>
<AUTH_ INFOBLOX>
<ID>6317683</ID>
<TITLE><![CDATA[Infoblox_Auth_update]]></TITLE>
<USERNAME><! [joe user]></USERNAME>
<SSL_VERIFY><![CDATA[true]]></SSL_VERIFY>
<IP_SET>
<IP>1.1.1.1</1IP>
<IP>10.20.30.40</IP>
</IP_SET>
<API_VERSION><![CDATA[1V2.0124]]></API_VERSION>
<SSL_VERIFY><![CDATA[true]]></SSL_VERIFY>
<LOGIN_TYPE><![CDATA[baSiC]]></LOGIN_TYPE>
<NETWORK_ID>0</NETWORK_ ID>
<CREATED>
<DATETIME>2022-06-29T10:50:19Z</DATETIME>
<BY>scan_at</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2022-06-29T11:10:12Z</DATETIME>
</LAST_MODIFIED>
<COMMENTS><! [CDATA [added] ] ></COMMENTS>
</AUTH_INFOBLOX>
</AUTH_INFOBLOX_ LIST>
</RESPONSE>
</AUTH INFOBLOX LIST OUTPUT>

Sample - Update Infoblox record (with basic login)

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=update&add ips=10.20.30.40&title=Infoblox Auth update&api
version=1v2.0124&ssl verify=true&comments=added&ids=6317685"
"https://qualysapi.qualys.com/api/2.0/fo/auth/infoblox/" >
file.xml

XML Qutput:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2022-06-29T11:10:127Z</DATETIME>
<BATCH_LIST>
<BATCH>
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<TEXT>Successfully Updated</TEXT>
<ID_SET>
<ID>6317683</ID>

</ID SET>
</BATCH>

</BATCH LIST>

</RESPONSE>

</BATCH_RETURN>

Sample - Delete Infoblox record
APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d

"action=delete&ids=6317685"
"https://qualysapi.qualys.com/api/2.0/fo/auth/infoblox/" >
file.xml

XML Output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2022-06-29T11:18:527Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Deleted</TEXT>
<ID SET>
<ID>6317683</1ID>
</ID _SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - Create Infoblox record (with Vault login)
APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=create&ips=10.20.30.40&title=Infoblox Auth With Vault&logi
n_ type=vaulté&api version=1lv2.0l23&username=joe user&vault type=Has
hiCorpé&vault id=1062779&secret kv name=admin&secret kv key=Infoblo
x vault secreté&ssl verify=0"
"https://qualysapi.qualys.com/api/2.0/fo/auth/infoblox/" >
file.xml

XML Qutput:
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<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>

<RESPONSE>
<DATETIME>2022-07-14T07:46:297Z</DATETIME>
<BATCH LIST>

<BATCH>

<TEXT>Successfully Created</TEXT>
<ID_SET>

<ID>1898844</1ID>

</ID_SET>

</BATCH>

</BATCH7LIST>

</RESPONSE>

</BATCH_RETURN>

Sample - Update Infoblox record (with Vault login)

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=update&add ips=10.20.30.40&title=Infoblox Auth update&api
version=1v2.0125&ssl verify=l&comments=added&ids=1898844"
"https://qualysapi.qualys.com/api/2.0/fo/auth/infoblox/" >
file.xml

XML Qutput:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>

<RESPONSE>
<DATETIME>2022-07-14T07:46:297Z</DATETIME>
<BATCH LIST>

<BATCH>

<TEXT>Successfully Updated</TEXT>
<ID_SET>

<ID>1898844</ID>

</ID_SET>

</BATCH>

</BATCH_LIST>

</RESPONSE>

</BATCH_RETURN>
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DTDs for auth type “Infoblox”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/infoblox/auth_infoblox_list_output.dtd
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JBoss Server record

/api/2.0/fo/auth/jboss/
[POST]

Create, update, list and delete JBoss Server records for vulnerability and compliance scans
(using VM, PC). Supports Windows and Unix platforms.

Supported technologies:

Windows - WildFly/JBoss EAP

Unix - WildFly/JBoss EAP

Input Parameters

Parameter

Description

action={action}

(Required) Specify create, update, delete (using POST) or list
(using GET or POST).

echo_request={0|1}

(Optional) Specify 1 to view (echo) input parameters in the XML
output. By default these are not included.

ids={value}

(Required) Specify a single or comma separated valid JBoss type
auth record ID(s).

title={value}

(Required to create record) A title for the record. The title must be
unique.

comment={value}

(Optional to create or update record) User defined comments.

Windows platform

windows_working mode=
{value}

(Optional) Input values should be standalone_mode or
domain_controller_mode.

windows_home_path={valu
e}

Required if windows working mode is selected.

windows_base_path=
{value}

Required if windows working mode is selected.

windows_conf dir_path=
{value}

Required if windows working mode is selected.

windows_conf_file_path=
{value}

Required if windows working mode is selected.

windows_conf_host_file_
path={value}

Required if selected Windows working mode is domain controller.

Unix platform

unix_working mode=
{value}

(Optional) Input values should be standalone_mode or
domain_controller_mode.

unix_home_path={value}

Required if Unix working mode is selected.
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unix_base_path={value} Required if Unix working mode is selected.

unix_conf_dir_path= {value} Required if Unix working mode is selected.

unix_conf_file path= Required if Unix working mode is selected.

{value}

unix_conf_host_file_path=  Required if selected Unix working mode is domain controller.
{value}

Target Hosts

ips={value} (Required to create record) The IP address(es) the server will log
into using the record’s credentials. Multiple entries are comma
separated.
(Optional to update record) IPs specified will overwrite existing IPs
in the record, and existing IPs will be removed.

add_ips={value} (Optional and valid only to update record) IPs to be added to an
existing record. You may enter a combination of IPs and IP ranges.
Multiple entries are comma separated.

remove_ips={value} (Optional and valid to update record) IPs to be removed from your
record. You may enter a combination of IPs and ranges. Multiple
entries are comma separated.

network_id={value} (Optional to create or update record, and valid when the networks
feature is enabled) The network ID for the record.

Sample - Create JBoss Server record

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -X POST
"action=create&title=jbos_ recé&windows_ working mode=standalone mode
&windows base path=c:\&windows home path=c:\&windows conf file pat
h=c:\&windows_ conf dir path=c:\&comment=record
creation&ips=10.10.10.224"
"https://qualysapi.qualys.com/api/2.0/fo/auth/jboss/"

XML output:
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2018-08-03T10:42:327Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>296004</ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
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</BATCH_RETURN>

Sample - List JBoss Server record

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With:curl" -d
"action=1list&ids=296004"
"https://qualysapi.qualys.com/api/2.0/fo/auth/jboss/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE AUTH JBOSS LIST OUTPUT SYSTEM
"https://qualygapi.qaalysfcom/api/Z.O/fo/auth/jboss/auth jboss 1lis
t output.dtd"> a a
<AUTH_JBOSS_LIST OUTPUT>
<RESPONSE>
<DATETIME>2018-08-03T10:44:39Z2</DATETIME>
<AUTH JBOSS LIST>
<AUTH_JBOSS>
<ID>296004</ID>
<TITLE><![CDATA[jboss record]]></TITLE>
<IP_SET>
<IP>10.10.10.224</IP>
</IP_SET>
<WINDOWS>
<HOME_ PATH><! [CDATA[c:\]]></HOME PATH>
<DOMAIN_MODE><![CDATA[true]]></DOMAIN_MODE>
<BASE_PATH><! [CDATA[c:\]]></BASE PATH>
<CONF_DIR PATH><![CDATA[c:\]]></CONF DIR PATH>
<CONF_FILE PATH><! [CDATA[c:\]]></CONF_FILE PATH>
<CONF_HOST FILE PATH><![CDATA[c:\]]></CONF HOST FILE PAT
H>
</WINDOWS>
<NETWORK_ID>0</NETWORK ID>
<CREATED>
<DATETIME>2018-08-03T10:42:327Z</DATETIME>
<BY>abc_ pk</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2018-08-03T10:43:58Z</DATETIME>
</LAST7MODIFIED>
<COMMENTS><! [CDATA [record creation]]></COMMENTS>
</AUTH_JBOSS>
</AUTH JBOSS_ LIST>
</RESPONSE>
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</AUTH_JBOSS_LIST OUTPUT>

Sample record configurations

We have sample JBoss record configurations in our online help. Log in to your Qualys
account and select Help > Online Help and search for JBoss.

DTDs for auth type “jboss”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/jboss/auth_jboss_list_output.dtd
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Kubernetes Record
/api/2.0/fo/auth/kubernetes/

[POST]

Create, update, list and delete Kubernetes records for compliance scans (using PC). This
record is used to authenticate to a Kubernetes application (version 1.x) running on a Unix

host.

Input Parameters

Parameter

Description

action={action}

(Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1}

(Optional) Set to 1 to echo the request’s input parameters
(names and values) in the XML output. By default
parameters are not included.

details={Basic}

(Optional) Default value is Basic. You can choose from
None, Basic, and All.

ids={value}

(Required to list, update or delete record and optional to
create record) Kubernetes authentication record IDs.
Specify record IDs and/or ID ranges (for example, 1359-
1407). Multiple entries are comma-separated.

title={value}

(Required to create record) The title of the record. The title
must be unique and may include a maximum of 255
characters (ascii).

comments={value}

(Optional) User-defined notes about the record. Maximum
of 1999 characters (ascii).

Kubernetes

unix_bin_path= {value}

(Optional) Absolute path of the 'kubectl' command.

unix_conf_path={value}

(Optional) Absolute path of the Kubernetes configuration
file.

Target Hosts

ips={value}

(Required to create record) The IP addresses for the
Kubernetes targets you want to authenticate to. Multiple
entries are comma-separated.

This parameter and the add_ips parameter or the
remove_ips parameter cannot be specified in the same
request.

add_ips={value}

(Optional and valid only to update record) IPs to be added
to an existing record. You may enter a combination of IPs
and IP ranges. Multiple entries are comma separated.
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remove_ips={value} (Optional and valid to update record) IPs to be removed
from your record. You may enter a combination of IPs and
ranges. Multiple entries are comma separated.

network_id={value} (Optional, and valid when the Networks feature is enabled)
The network ID for the record. By default, the parameter is
set to 0.

Sample - Create Kubernetes record

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d
"action=create&title=kubernetes auth
record&unix bin path=/usr/bin/kubectl&unix conf path=/root/kube/co
nfig&ips=lOTlO.IO.lO&comments=kube auth record"
"https://qualysapi.qualys.com/api/2.0/fo/auth/kubernetes/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM "https://qualysapi.qualys.com
/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2020-08-30T11:30:58Z</DATETIME>
<BATCH_ LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>94170</ID>
</ID SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - Update Kubernetes Record

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d
"action=update&ids=10001l&title=kubernetes auth

record&unix bin path=/usr/bin/kubectlé&unix conf path=/root/kube/co
nfig"

"https://qualysapi.qualys.com/api/2.0/fo/auth/kubernetes/"

XML output:

306



Scan Authentication
Kubernetes Record

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM "https://qualysapi.qualys.com
/api/2.0/batch return.dtd">
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2020-08-30T12:30:58Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID_SET>
<ID>94170</ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH7RETURN>

DTDs for auth type “kubernetes”
<platform API server>/api/2.0/fo/auth/auth_records.dtd

<platform API server>/api/2.0/fo/auth/kubernetes/auth_kubernetes_list_output.dtd
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MariaDB Record
/api/2.0/fo/auth/mariadb/
[POST]

Create, update, list and delete MariaDB authentication records. Compliance scans are
supported (using PC).

Input Parameters

Parameter Description

action={action} (Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1} (Optional) Specify 1 to view (echo) input parameters in the
XML output. By default these are not included.

ids={value} (Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value} (Required to create record) A title for the record. The title
must be unique. Maximum 255 characters (ascii).

comments={value} (Optional to create or update record) User defined
comments. Maximum of 1999 characters.

ssl_verify=({0|1} (Optional to create or update record, and valid for server
that supports SSL) Specify 1 for a complete SSL certificate
validation.

- If unspecified (or ssl_verify=0), Qualys scanners
authenticate with MySQL Servers that don’t use SSL or
MariaDB servers that use SSL. However, in the SSL case, the
server SSL certificate verification will be skipped.

- If ssl_verify=1, the Qualys scanners will only send a login
request after verifying that a connection the MariaDB
server uses SSL, the server SSL certificate is valid and
matches the scanned host.

hosts={value} (Optional to create or update record) A list of FQDNs for the
hosts that correspond to all host IP addresses on which a
custom SSL certificate signed by a trusted root CA is
installed. Multiple hosts are comma separated.

database={value} (Required to create record, optional to update record) The
database name to authenticate to. Specify a valid MariaDB
database name.

port={value} (Required to create record, optional to update record) The
port the database name is running on. The default is 3306.
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windows_config file=
{value}

(Optional to create or update record) The path to the
Windows mariadb config file. Access to this config file is
required to run certain checks on Windows hosts.

Note: You must include one or both of these parameters in
a create request: windows_config_file and unix_config file.

unix_config file=
{value}

(Optional to create or update record) The path to the Unix
mariadb config file. Access to this config file is required to
run certain checks on Unix hosts.

Note: You must include one or both of these parameters in
a create request: windows_config file and unix_config file.

client_cert={value}

(Optional to create or update record) PEM-encoded X.509
certificate. Specify if certificate authentication is required
by your server to establish an SSL connection.

client_key={value}

(Optional to create or update record) PEM-encoded RSA
private key. Specify if certificate authentication is required
by your server to establish an SSL connection.

Login credentials

login_type={basic|vault}

(Optional) The login type is basic by default. You can
choose vault (for vault based authentication).

username={value}

(Required to create record, optional to update record) The
username to be used for authentication to MariaDB server.

password={value}

(Required to create record, optional to update record) The
password to be used for authentication to MariaDB server.

Vault

vault_type={value}

(Required to create record when login_type=vault)
The vault type to be used for authentication. See Vault
Support matrix.

vault_id={value}

(Required to create record when login_type=vault and you
want to retrieve private key from vault) The vault ID where
you want to retrieve the private key from. Certain vaults
support this capability.

{vault parameters}

(Required to create record when login_type=vault)
Vault specific parameters required depend on the vault
type you've selected. See Vault Definition.

Target Hosts

ips={value}

(Required to create record) The IP address(es) the server
will log into using the record’s credentials. Multiple entries
are comma separated.

(Optional to update record) IPs specified will overwrite
existing IPs in the record, and existing IPs will be removed.

add_ips={value}

(Optional to update record) Add IPs to the IPs list for this
record. Multiple IPs/ranges are comma separated.
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remove_ips={value} (Optional to update record) IPs to be removed from your
record. You may enter a combination of IPs and ranges.
Multiple entries are comma separated.

This parameter and the ips parameter cannot be specified
in the same request.

network_id={value} (Optional and valid when the networks feature is enabled)
The network ID for the record.

Sample - Create MariaDB record (with basic login)

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=create&title=MariaDB Authl&username=rooté&password=<PASSWOR
D>&ips=10.10.31.86&echo request=0&unix config file=/etc/my.cnfé&por
t=22&database=mariadb"
"https://qualysapi.qualys.com/api/2.0/fo/auth/mariadb/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2018-07-17T21:56:477Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>284866</ID>
</ID SET>
</BATCH>
</BATCH7LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - List MariaDB records

Use the new MariaDB Authentication Record List API
(/api/2.0/fo/auth/mariadb/?action=list) to list MariaDB records.
APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=list"
"https://qualysapi.qualys.com/api/2.0/fo/auth/mariadb/"
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XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE AUTH MARIADB LIST OUTPUT SYSTEM
"https://qualygapi.quaiys.cgm/api/Z.O/fo/auth/mariadb/auth mariadb
_list output.dtd"> a
<AUTH MARIADB LIST OUTPUT>
<RESPONSE>
<DATETIME>2018-07-17T21:57:327Z</DATETIME>
<AUTH MARIADB LIST>
<AUTH MARIADB>
<ID>284866</ID>
<TITLE><![CDATA[MariaDB_Authl]]></TITLE>
<USERNAME><! [CDATA[root]]></USERNAME>
<DATABASE><! [CDATA [mariadb]]></DATABASE>
<PORT>22</PORT>
<IP SET>
<IP>10.10.31.86</1IP>
</IP_SET>
<LOGIN_TYPE><![CDATA[basic]]></LOGIN_TYPE>
<SSL_VERIFY>false</SSL VERIFY>
<WINDOW87CONF7FILE><![CDATA[]]></WINDOWSiCONF7FILE>
<UNIX700NF7FILE><![CDATA[/etc/my.cnf]]></UNIX700NF7FILE>
<NETWORK_ID>O</NETWORK_ID>
<CREATED>
<DATETIME>2018-07-17T21:56:477Z</DATETIME>
<BY>seenu_ yn</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2018-07-17T21:56:477Z</DATETIME>
</LAST MODIFIED>
</AUTH_MARIADB>
</AUTH_MARIADB_LIST>
</RESPONSE>
</AUTH_MARIADB_LIST_OUTPUT>

DTDs for auth type “mariadb”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/mariadb/auth_mariadb_list_output.dtd
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Microsoft SharePoint Record

/api/2.0/fo/auth/microsoft_sharepoint/

[POST]

List, create, update, and delete Microsoft SharePoint records for authenticated scans of
Microsoft SharePoint instances running on Windows and Database. Microsoft SharePoint
version 2010, 2013,2016, and 2019 are supported.

Input Parameters

Parameter

Description

action={action}

(Required) Specify create, update, delete (using POST) or list
(using GET or POST).

echo_request={0|1}

(Optional) Specify 1 to view (echo) input parameters in the
XML output. By default these are not included.

ids={value}

(Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma separated.

title={value}

(Required to create record) A title for the record. The title must
be unique. Maximum 255 characters (ascii).

comments={value}

(Optional to create or update record) User defined comments.
Maximum of 1999 characters.

Microsoft SharePoint

db_local={0|1}

(Optional to create or update record) Set to 1 when login
credentials are for a MS SQL Server database account. Set to 0
when login credentials are for a Microsoft Windows operating
system account that is associated with a MS SQL Server
database account. When db_local is not specified during a
create request, the flagis set to 1.

windows_domain={value}

(Required when db_local=0, otherwise invalid) The domain
name where the login credentials are stored when the login
credentials are for a Microsoft Windows operating system
account that is associated with a MS SQL Server database
account. The domain name may include 1-256 characters
(ascii).

For an update request when the credentials for the record are
for a Microsoft Windows account (db_local=0) and you want to
change the record to use credentials for a MS SQL Server
account (db_local=1), then you must set windows_domain="
(the empty string) to clear the current parameter setting.

kerberos={0|1}

(Optional to create or update record) When not specified,
Kerberos is enabled allowing the scanning engine to try
Kerberos when negotiating authentication to target hosts.
Specify kerberos=0 if you do not want Kerberos attempted.
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ntlmv2={0|1}

(Optional to create or update record) When not specified,
NTLMvV? is enabled allowing the scanning engine to try

NTLMv2 when negotiating authentication to target hosts.
Specify ntlmv2=0 if you do not want NTLMv2 attempted.

ntlmv1={0|1}

(Optional to create or update record) When not specified,
NTLMv1 will not be attempted. Specify ntlmv1=1 to try
NTMLv1 when negotiating authentication to target hosts.

Login credentials

username={value}

(Required for create request) The username of the account to
be used for authentication. If password is specified this is the
username of a MS SQL Server database user account used for
SharePoint. If login_type=vault is specified, this is the
username of a vault account. Maximum 255 characters (ascii).

password={value}

(For create request, password or login_type=vault is required)
The password of the MS SQL Server database user account to
be used for authentication. Maximum 100 characters (ascii).

login_type={value}

(For create request, password or login_type=vault is required)
Login type can be basic (default) or vault. Set to vault if a third
party vault will be used to retrieve the password. Vault
parameters need to be provided in the record. See Vault
Definition.

vault_id={value}

(Required if login_type=vault) The ID of the vault to be used to
retrieve the password for login.

vault_type={value}

(Required if login_type=vault) The third party vault to be used
to retrieve the password for login. Certain vaults support this
capability. See Vault Support matrix.

secret_name={value}

(Required if vault type is Thycotic Secret Server) Specify the
secret name that contains the password to be used for
authentication. The scanning engine will perform a search for
the secret name and then get the password from the secret
returned by the search. A single exact match of the secret
name must be found in order for authentication to be
successful. The secret name may contain a maximum of 256
characters, and must not contain multibyte characters.

system_name={value}

(Optional if vault type is BeyondTrust PBPS or Quest Vault) The
managed system name (also known as asset name). When not
specified, we’ll attempt to auto-discover the system name at
scan time.

account_name={value}

(Optional if vault type is BeyondTrust PBPS) The account name.
When not specified, we'll try the username specified in the
authentication record.
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folder={value}

(Required if vault type is CyberArk AIM and Cyber-ARK PIM
Suite) Specify the name of the folder in the secure digital safe
where the password to be used for authentication should be
stored. The folder name can contain a maximum of 169
characters. Entering a trailing /, as in folder/, is optional (when
specified, the service removes the trailing / and does not save it
in the folder name). The maximum length of a folder name
with a file name is 170 characters (the leading and/or trailing
space in the input value will be removed).

These special characters cannot be included in a folder name:
/2" <> <tab>

file={value}

(Required if vault type is CyberArk AIM and Cyber-ARK PIM
Suite) Specify the name of the file in the secure digital safe
where the password to be used for authentication should be
stored. The file name can contain a maximum of 165
characters. The maximum length of a folder name plus a file
name is 170 characters (the leading and/or trailing space in the
input value will be removed).

These special characters cannot be included in a file name:
\/:*?"<>|<tab>

Target Hosts

ips={value}

(Required to create record) The IP address(es) for the Microsoft
SharePoint targets you want to authenticate to. Multiple
entries are comma separated.

(Optional to update record) IPs specified will overwrite existing
IPs in the record, and existing IPs will be removed.

This parameter and the add_ips parameter or the remove_ips
parameter cannot be specified in the same request.

add_ips={value}

(Optional to update record) Add IPs and/or ranges to the IPs list
for this record. Multiple [Ps/ranges are comma separated.

This parameter and the ips parameter cannot be specified in
the same request.

remove_ips={value}

(Optional to update record) IPs to be removed from your
record. You may enter a combination of IPs and ranges.
Multiple entries are comma separated.

This parameter and the ips parameter cannot be specified in
the same request.

network_id={value}

(Optional to create or update record, and valid only when the
networks feature is enabled) The network ID for the record.
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Sample: List all Records

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=1list" "https://qualysapi.qualys.com/api/2.0/fo/auth/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE AUTH RECORDS OUTPUT SYSTEM
"https://qualygapi.quaiys.com/api/2.0/fo/auth/auth_records.dtd">
<AUTH RECORDS OUTPUT>
<RESPONSE>
<DATETIME>2020-02-14T06:40:29%Z</DATETIME>
<AUTH RECORDS>
<AUTH UNIX IDS>
<ID SET>
<ID>63215</ID>
<ID>63239</ID>
<ID>65170</ID>
<ID>65172</ID>
<ID>66185</ID>
</ID_SET>
</AUTH UNIX IDS>
<AUTH VMWARE IDS>
<ID SET>
<ID>63213</ID>
<ID>63235</ID>
<ID>63237</ID>
<ID>63241</1ID>
</ID_SET>
</AUTH VMWARE IDS>
<AUTH_POSTGRESQL IDS>
<ID SET>
<ID>66387</ID>
<ID>66389</ID>
<ID>69602</ID>
<ID>72224</1D>
</ID_SET>
</AUTH_ POSTGRESQL IDS>
<AUTH ORACLE HTTP SERVER IDS>
<ID SET>
<ID>66388</ID>
</ID_SET>
</AUTH ORACLE HTTP_ SERVER IDS>
<AUTH MICROSOFT SHAREPOINT IDS>
<ID SET>
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<ID>72222</1ID>
</ID SET>
</AUTH MICROSOFT SHAREPOINT IDS>
</AUTH RECORDS>
</RESPONSE>
</AUTH RECORDS OUTPUT>

Sample - List Microsoft SharePoint Records with Basic Details

APl request:

curl -u "USERNAME:PASSWORD" -H 'X-Requested-With: Curl' -d
"action=list&details=Basic"
"https://qualysapi.qualys.com/api/2.0/fo/auth/microsoft sharepoint
YAl o

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE AUTH MICROSOFT SHAREPOINT LIST OUTPUT SYSTEM
"https://qualygapi.qualyg.com/api/ZTO/fo7auth/microsoft sharepoint
/auth microsoft sharepoint list output.dtd"> -
<AUTH_MICROSOFT_ SHAREPOINT LIST>
<AUTH MICROSOFT SHAREPOINT>
<ID>2372474</1ID>
<TITLE><![CDATA[SharePoint7WindowsAuth]]></TITLE>
<USERNAME><! [CDATA [username] ] ></USERNAME >
<IP_SET>
<IP>10.10.10.13</1IP>
</IP_SET>
<MSSQL>
<DB7LOCAL><![CDATA[O]]></DB7LOCAL>

<WINDOWS_DOMAIN><![CDATA[sample.qualys.com]]></WINDOWS_DOMAIN>
<KERBEROS><! [CDATA[1]]></KERBEROS>
<NTLMV2><! [CDATA[1]]></NTLMV2>
</MSSQL>
<LOGIN7TYPE><![CDATA[baSiC]]></LOGIN7TYPE>
<CREATED>
<DATETIME>2020-03-10T18:47:26Z</DATETIME>
<BY>joe user</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2020-03-10T18:47:26Z</DATETIME>
</LAST_MODIFIED>
</AUTH_MICROSOFT_SHAREPOINT>
<AUTH_MICROSOFT SHAREPOINT>
<ID>2372483</ID>
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<TITLE><! [CDATA[SharePoint DatabaseAuth]]></TITLE>
<USERNAME><! [CDATA [username] ] ></USERNAME >
<IP SET>
<IP_RANGE>10.10.10.19—10.10.10.20</IP_RANGE>
</IP_SET>
<MSSQL>
<DB_LOCAL><![CDATA[l]]></DB_LOCAL>
<KERBEROS><! [CDATA[1]]></KERBEROS>
]
]

<NTLMV2><! [CDATA[1]]></NTLMV2>
<NTLMV1><! [CDATA[1]]></NTLMV1>
</MSSQL>
<LOGIN_TYPE><![CDATA[basic]]></LOGIN_TYPE>
<CREATED>

<DATETIME>2020-03-10T20:53:37Z</DATETIME>
<BY>joe user</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2020-03-10T20:53:372</DATETIME>
</LAST MODIFIED>
</AUTH MICROSOFT SHAREPOINT>

Sample - List Microsoft SharePoint Records with All Details

API request:

curl -u "USERNAME:PASSWORD" -H 'X-Requested-With: Curl' -d
"action=list&details=A1l1l"
"https://qualysapi.qualys.com/api/2.0/fo/auth/microsoft sharepoint
/m -

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE AUTH MICROSOFT SHAREPOINT LIST OUTPUT SYSTEM
"https://qualygapi.qualyg.com/api/270/fo7auth/microsoft sharepoint
/auth microsoft sharepoint list output.dtd"> Bl
<AUTH_MICROSOFT SHAREPOINT LIST OUTPUT>
<RESPONSE>
<DATETIME>2020-03-11T22:56:20Z</DATETIME>
<AUTH MICROSOFT SHAREPOINT LIST>
<AUTH MICROSOFT SHAREPOINT>
<ID>2372474</1D>
<TITLE><! [CDATA[SharePoint WindowsAuth]]></TITLE>
<USERNAME><! [CDATA[username] ] ></USERNAME>
<IP_SET>
<IP>10.10.10.13</IP>
</IP_SET>
<MSSQL>
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<DB_LOCAL><! [CDATA[O]]></DB_LOCAL>

<WINDOW87DOMAIN><![CDATA[sample.qualyS.Com]]></WINDOWSiDOMAIN>
<KERBEROS><! [CDATA[1] ] ></KERBEROS>
<NTLMV2><! [CDATA[1]]></NTLMV2>
</MSSQL>
<LOGIN_TYPE><![CDATA[baSic]]></LOGIN_TYPE>
<CREATED>
<DATETIME>2020-03-10T18:47:26Z</DATETIME>
<BY>joe user</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2020-03-10T18:47:26Z</DATETIME>
</LAST_MODIFIED>
</AUTHiMICROSOFTisHAREPOINT>
<AUTH MICROSOFT SHAREPOINT>
<ID>2372483</1ID>
<TITLE><![CDATA[SharePoint_DatabaseAuth]]></TITLE>
<USERNAME><! [CDATA [username] ] ></USERNAME >
<IP SET>
<IP RANGE>10.10.10.19-10.10.10.20</IP_RANGE>
</IP_SET>
<MSSQL>
<DB_LOCAL><![CDATA[ ]]></DB_LOCAL>
<KERBEROS><! [CDATA[1]]></KERBEROS>
<NTLMV2><! [CDATA[1]]></NTLMV2>
<NTLMV1><! [CDATA[1]]></NTLMV1>
</MSSQL>
<LOGIN_ TYPE><![CDATA[basic]]></LOGIN TYPE>
<CREATED>
<DATETIME>2020-03-10T20:53:37Z</DATETIME>
<BY>joe user</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2020-03-10T20:53:37Z</DATETIME>
</LAST_MODIFIED>
</AUTH_MICROSOFT_SHAREPOINT>
<AUTH MICROSOFT SHAREPOINT>
<ID>2372484</1ID>
<TITLE><! [CDATA[SharePoint123]]></TITLE>
<USERNAME><! [CDATA [userupdate] ] ></USERNAME>
<IP SET>
<IP RANGE>10.10.10.25-10.10.10.26</IP_RANGE>
</IP_SET>
<MSSQL>
<DB_LOCAL><! [CDATA[0]]></DB_LOCAL>

1
1
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<WINDOWS_DOMAIN><![CDATA[sampleZ.qualys.com]]></WINDOWS_DOMAIN>
<KERBEROS><! [CDATA[1]]></KERBEROS>
<NTLMV1><! [CDATA[1]]></NTLMV1>
</MSSQL>
<LOGIN_TYPE><![CDATA[baSic]]></LOGIN_TYPE>
<CREATED>
<DATETIME>2020-03-10T20:55:50Z</DATETIME>
<BY>joe user</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2020-03-11T16:19:19Z</DATETIME>
</LAST_MODIFIED>
</AUTH_MICROSOFT_SHAREPOINT>
</AUTH_MICROSOFT SHAREPOINT LIST>
<GLOSSARY>
<USER_LIST>
<USER>
<USER_LOGIN>joe user</USER LOGIN>
<FIRST_NAME>Joe</FIRST_NAME>
<LAST7NAME>User</LASTiNAME>
</USER>
</USER_LIST>
</GLOSSARY>
</RESPONSE>
</AUTH MICROSOFT SHAREPOINT LIST OUTPUT>

Sample - Create Microsoft SharePoint Record

API request with Microsoft Windows login (db_local=0):

curl -u "USERNAME:PASSWORD" -H 'X-Requested-With: Curl' -d
"action=create&title=SharePoint&ips=10.10.10.13&username=usernames
password=<PASSWORD>&db local=0&windows domain=sample.qualys.com"

"https://qualysapi.qualys.com/api/2.0/fo/auth/microsoft sharepoint
/"

APl request with MS SQL Server database login (db_local=1):

curl -u "USERNAME:PASSWORD" -H 'X-Requested-With: Curl' -d
"action=create&title=SharePoint withDatabase&ips=10.10.10.14&usern
ame=username&password=<PASSWORD>&db local=1"

"https://qualysapi.qualys.com/api/2.0/fo/auth/microsoft sharepoint
/ "
XML output:
<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
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"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2020-02-13T07:31:33Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>72223</1D>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH7RETURN>

Sample - Update Microsoft SharePoint Record

API request to update basic information:

curl -u "USERNAME:PASSWORD" -H 'X-Requested-With: Curl' -d

"action=update&ids=10002&title=SharePoint2&username=newuser&passwo
rd=<newpassword>&comments=auth-updated"
"https://qualysapi.qualys.com/api/2.0/fo/auth/microsoft sharepoint
/"

API request to update vault login and change to different vault:

curl -u "USERNAME:PASSWORD" -H 'X-Requested-With: Curl' -d
"action=update&ids=10003&login_ type=vault&vault type=Thycotic+Secr
et+Server&vault id=123&secret name=secret-name"
"https://qualysapi.qualys.com/api/2.0/fo/auth/microsoft sharepoint
/ "

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgpi.qualys.com/api/Z.O/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2020-02-13T07:39:09Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID SET>
<ID>72223</ID>
</ID SET>
</BATCH>
</BATCH7LIST>
</RESPONSE>
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</BATCH_RETURN>

Sample - Delete Microsoft SharePoint Records
API request for deleting single record:

curl -u "USERNAME:PASSWORD" -H 'X-Requested-With: Curl' -d
"action=delete&ids=10000"

"https://qualysapi.qualys.com/api/2.0/fo/auth/microsoft sharepoint
/"

API request for deleting multiple records:

curl -u "USERNAME:PASSWORD" -H 'X-Requested-With: Curl' -d
"action=1list&ids=10000,10001"

"https://qualysapi.qualys.com/api/2.0/fo/auth/microsoft sharepoint
/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgpi.qualys.com/api/Z.O/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2020-02-13T07:40:06Z</DATETIME>
<BATCH_ LIST>
<BATCH>
<TEXT>Successfully Deleted</TEXT>
<ID SET>
<ID>72223</1D>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

DTDs for auth type “microsoft_sharepoint”
<platform API server>/api/2.0/auth_records.dtd

<platform API
server>/api/2.0/fo/auth/microsoft_sharepoint/auth_microsoft_sharepoint_list_output.dtd
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MongoDB Record

/api/2.0/fo/auth/mongodb/
[POST]

Create, update, list and delete MongoDB records for authenticated scans of MongoDB
instances running on Unix. Vulnerability and compliance scans are supported (using VM,
PQC).

- Technologies supported: MongoDB 3.x

- For OS-level checks, make sure the IP addresses you define in your MongoDB records are
also defined in Unix records.

- We strongly recommend you create one or more dedicated user accounts to be used
solely by the Qualys Cloud Platform to authenticate to MongoDB instances.

Requirement - You must configure authentication credentials on target hosts.

How it works - During scanning we'll authenticate to one or more instances on a single
host using all MongoDB records in your account. For compliance scans, you can scan
multiple MongoDB instances on a single host and port combination.

System created authentication records supported - You can allow the system to create
MongoDB authentication records for auto discovered instances and scan them. This is
supported for Unix installations only. To enable this feature, you must first create
MongoDB System Record Templates using the is_template input parameter and specifying
login credentials. See System created MongoDB records

Download Qualys User Guide - MongoDB Authentication (.pdf)

Input Parameters

Parameter Description

action={action} (Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1} (Optional) Show (echo) the request’s input parameters
(names and values) in the XML output. When not specified,
parameters are not included in the XML output. Specify 1
to view parameters in the XML output.

title={value} (Required to create record) A title for the record. The title
must be unique. Maximum 255 characters (ascii).

comments={value} (Optional) User defined comments. Maximum of 1999
characters.

is_template={0|1} (Optional for create request, not valid for update request)

By default, a new record is a regular MongoDB record.
Specify 1 to create a MongoDB system record template.You
must also specify login credentials, which are described
below. See System created MongoDB records.
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Description

status={0|1}

(Optional) The record status, active or inactive. By default,
a new record is set to active (1). Set to 0 for inactive record
or 1 for active record. (This parameter applies to system
created and user created MongoDB records. It cannot be
specified for MongoDB system record templates.)

save_as_user_auth={0|1}

(Optional for update request, not valid for create request)
Specify 1 to update a system created record and saveitasa
user created record. If another MongoDB record already
exists with the same IP address and target configuration
then an error will be returned. (This parameter applies
only to system created MongoDB records. It cannot be
specified for user created MongoDB records and it cannot
be specified for MongoDB system record templates.)

ids={id1,id2,.. ]

(Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

Target Hosts

ips={value}

(Required to create record, optional to update record)
Add IP addresses of the hosts you want to scan using this
record.

Overwrites (replaces) the IP address(es) in the IP list for an
existing authentication record. The IPs you specify are
added, and any existing IPs are removed. You may enter a
combination of IPs and IP ranges.

add_ips={value}

(Optional to update record) Add IP address(es) to the IP list
for an existing authentication record. You may enter a
combination of IPs and IP ranges.

remove_ips={value}

(Optional to update record) IPs to be removed from your
record. You may enter a combination of IPs and ranges.
Multiple entries are comma separated.

network_id=({value}

(Optional to create or update record, and valid when the
networks feature is enabled) The network ID for the record.

MongoDB

unix_conf_file={value}

(Required for create request) The full path to the MongoDB
configuration file on your Unix assets (IP addresses). The
file must be in the same location on all assets for this
record. Maximum 255 characters (ascii).

database_name={value}

(Required for create request) The username of the account
to be used for authentication to the database. If password
is specified this is the username of a MongoDB account. If
login_type=vault is specified, this is the username of a
vault account. Maximum 255 characters (ascii).

port={value}

(Required for create request) The port where the database
instance is running. Default is 27017.
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ssl_verify=({0|1}

(Required if ssl_verify=1) A list of FQDNs for all host IP
addresses on which a custom SSL certificate signed by a
trusted root CA is installed.

hosts={value}

(Required if ssl_verify=1) A list of FQDNs for all host IP
addresses on which a custom SSL certificate signed by a
trusted root CA is installed.

Login credentials

credential_type=locall|exte
rnal

(Optional) The credential type is local by default which
means login credential type is local authentication. You
need to set credential type to external for LDAP
authentication option.

cleartext=0|1

(Optional) You must set credential_type to external to use
cleartext parameter. The default value for cleartext is O.
You must set this parameter to 1 for successful MongoDB
authentication for LDAP.

login_type={basic|vault]|
pkeert}

(Optional) The login type is basic by default. You can
choose vault (for vault based authentication) or pkcert (for
certificate based authentication).

username={value}

(Required to create record when login_type=basic or
login_type=vault)

The username of the MongoDB account to be used for
authentication. Maximum 100 characters (ascii).

password={value}

(Required to create record when login_type=basic)
The password of the MongoDB account to be used for
authentication. Maximum 100 characters (ascii).

Vault

vault_type={value}

(Required to create record when login_type=vault)
The vault type to be used for authentication.
See Vault Support matrix

vault_id={value}

(Required to create record when login_type=vault and you
want to retrieve private key from vault) The vault ID where
you want to retrieve the private key from. Certain vaults
support this capability.

{vault parameters}

(Required to create record when login_type=vault)
Vault specific parameters required depend on the vault
type you've selected. See Vault Definition

private_key_vault_id=
{value}

(Required to create record when login_type=vault and you
want to retrieve passphrase from vault) The vault ID where
you want to retrieve the passphrase from. Certain vaults
support this capability. See Vault Support matrix

passphrase_vault_id=
{value}

(For create request, required when login_type=vault and
you want to retrieve passphrase from vault) The vault ID
where you want to retrieve the passphrase from. Certain
vaults support this capability. See Vault Support matrix
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Parameter Description

private_key=({value} (For create request, required when login_type=pkcert) The
private key to be used for authentication. Certain vaults
support this capability. See Vault Support matrix

passphrase={value} (For create request, required when login_type=pkcert and
passphrase_vault_id is not specified) The private key
passphrase value of an encrypted private key. Maximum
255 characters (ascii). Certain vaults support this
capability. See Vault Support matrix

certificate={value} (For create request, optional when login_type=pkcert ) The
passphrase X.509 certificate content.

require_cert={0|1} (Optional) Specify 1 to login with certificates/private keys
along with login type Basic | vault. By default value will be
0

System created MongoDB records

When we auto discover MongoDB instances, we’ll discover the target configuration for
each instance but not the login credentials. We've introduced a new configuration called
“MongoDB authentication record template” that you'll use to provide MongoDB login
credentials for system created records. You'll create the system record template and then
select it in the option profile used for discovery scans. The template is linked
automatically to the system created records created as a result of the scan.

Benefits

- We'll auto discover MongoDB instances on each scanned host and create authentication
records for those instances. We support auto discovery and system record creation for
MongoDB instances running on Unix platforms. Make sure you have Unix authentication
records in your account for hosts running MongoDB.

- When we create MongoDB authentication records for discovered instances, we'll insert
the credentials from the MongoDB system record template you selected in the option
profile.

- You can easily rotate MongoDB passwords. Simply edit the credentials in the MongoDB
system record template and all MongoDB records linked to the template will be updated to
use the new credentials with no additional scan or action by you.

- You can edit individual MongoDB system created records and save them as user created.
This allows you to change the credentials for individual records without changing the
credentials for all records associated with a template.

How it works

Here’s the basic flow for MongoDB instance discovery and auto record creation. Note - We
support auto discovery and system record creation for MongoDB instances running on
Unix platforms. Make sure you have Unix authentication records in your account for hosts
running MongoDB.

325



Scan Authentication
MongoDB Record

1) Create an MongoDB system record template and enter the login credentials you want to
use for system created records.

2) Select the MongoDB system record template in the compliance option profile you want
to use for discovery scans.

3) Launch your discovery scan. Your scan results will list the auto discovered instances.

4) List your MongoDB authentication records. For each system created record, you'll see
the template associated with the record.

Sample - Create MongoDB record - basic login

APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=create&title=API-mongodb-basic-login&username=joe_useré&pas
sword=<PASSWORD>&ips=10.20.32.239%9&comments=mongo-basic-login&unix
conf path=/etc/mongod3.conf&port=28020&ssl verify=0&database name=
admin" "https://qualysapi.qualys.com/api/2.0/fo/auth/mongodb/" >
file.xml

XML output:
<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2018-04-12T22:43:277Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>125709</ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - Create MongoDB record, using SSL

APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl Sample" -d
"action=create&title=API-mongo-basic-login-with-ssl-verifyl hostsé&use
rname=mongo-
adminé&password=<PASSWORD>&ips=10.20.32.239&comments=mongo-
basic-login-ssl hosts&unix conf path=/opt/mongodb/&port=27018&ssl ver
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ify=1l&hosts=abcl23.s52012r2.1lab.acme.com],abcl23.s2008r2.1lab.acme.comn"
"https://qualysapi.qualys.com/api/2.0/fo/auth/mongodb/" > file.xml

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2018-03-12T22:45:06Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>125710</ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH7RETURN>

Sample - Create MongoDB record, using vault

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl Sample"

-d

"action=create&title=API-mongo-vault-CA Access&ips=10.20.32.239%9&comme
nts=mongo-CA-Access-vault login&unix conf path=/opt/mongodb4.conf/&po
rt=27010&login_ type=vaulté&vault type=CA Access

Controlé&vault id=166657&end point name=name&end point type=type&end p
oint container=container&username=joe user"
"https://qualysapi.qualys.com/api/2.0/fo/auth/mongodb/"™ > file.xml

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgpi.qualys.com/api/Z.O/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2018-03-12T22:46:477Z</DATETIME>
<BATCH_ LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>125711</ID>
</ID SET>
</BATCH>
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</BATCH LIST>
</RESPONSE>
</BATCH_ RETURN>

Sample - Create MongoDB Record for LDAP Authentication

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST" -d
"action=create&title=Samplelsusername=mlga&password=<PASSWORD>&ips=10.20
.32.107&comments=Creating through API

v2.0&unix conf path=/etc/mongod3lll.conf&port=28021&ssl verify=0&database
_name=admin&credential type=external&cleartext=1"
"https://qualysapi.qualys.com/api/2.0/fo/auth/mongodb"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2020-09-08T06:15:397Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>3052106</ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>

</BATCH_RETURN>

Sample - Create MongoDB record - basic login and require_cert=1

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=create&title=mongo auth basic certé&username=joe user&passw
ord=<PASSWORD>&login type=gasicgips=16.20.30.40&databasg name=admi
n&port=27019&require_cert=1&unix conf path:/etc/mongodZ.Eonf&ssl v
erify=1&hosts=mlcent76mdb34.sZOlErZ.anlys.com' B
--header 'X-Requested-With: gweb' \

--header 'Authorization: Basic <token>' \

--header 'Content-Type: application/x-www-form-urlencoded' \
--data-urlencode 'certificate=----- BEGIN CERTIFICATE-----
MITErDCCApSgAwWIBAgIBIDANBgkaghkiGO9wOBAQUFADCB1 jELMBkGAIUEAWWSU2NAh
bm51ciBRQOSBSb290IENBMRMWEQYDVQQIDAPDYWxpZmI9ybmlhMQOswCQYDVQQGEwWJIV
UzEeMBWGCSgGSIb3DQEJARYPbWxxYUBxdWEseXMuY2 9tMRswGQYDVQQKDBJRAWE's
eXMgRW5naW51ZXJIJpbmcxGDAWBGNVBASMDINS YW5uZXIgUUEGVGVhbTAe Fw0yMTA2
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MTQyMTEWMDBaFw0OyNDAZMTMyMTEWMDBaMIGMMRA4wHAYDVQQODDBVtbGN1bnQ3Nml k
YjMOX2NsaWVudDExXEzZARBgNVBAgMCkNhbG1mb3JuaWExCzAJBgNVBAYTAIVTMR4w
HAYJKoZIhvcNAQkBEFg9tbHFhQHF1YWx5cy5jb20xFDASBgNVBAOMCLIF1YWx5CcyBJ
bmMuMRIWEAYDVQQLDAINTFFBIFR1IYWOwggEiMAOGCSgGSIb3DQEBAQUAA4 IBDWAW
ggEKAOIBAQCxPNX+37Ex0oBJIgbftSbOeMYdWgCP808YR+aqjS6ZqroX9i8dfFCsVc3
5ePxBDOUr5p/DivhvMiWsBZsZp2gpS0ATj2vKQVAMT7VNVR7h9mjQRpruLLOPrCFFup
WWy+zSCzRskiYWhRGA8V5XWvaJhNytneBLsUX61+1SAWFC+eD/M20A4VhipAK612
sKTn7yUjYBTODjox+dumKpFTdoPfjaC0923K2fcMNrLUVYQONbibxygsQK6gEFJInV1
XJ1LCSVyTBIJLUOWrgBATrvcMhOWv5S5UOXFRplu6bot2pgnUgkzRsa5jtGR3GBER31Uu
1JUy04Kx1QrDw2I3vkYFA/dVv2dTEUgBAGMBAAG])DTALMAKGA1UdEWQCMAAWDQYJ
KoZIhvceNAQEFBQADGGIBALSMYQ8XinuSInZYQgywYFW1hZJJOSEQD4B4DgDfset4
v/703DCDWYH8DeObWcHUJgHh1vADPpHIYD] £fJCPNAPBKgIquVz9Q0alUgtV+ul fJIDe-—-data-urlencode 'private key=----- BEGIN RSA PRIVATE KEY-----

MIIEpAIBAAKCAQEASTzV/oxMaASam37Umzn)GHVoA]/KPGEfmgoOumag6F/YvHXx
QrFXN+Xj80Q0z1K+afwdrdbzFrAWbGadgqUjgIl49rykFeDO1Tb0edfZo00Eaa7izj6
whRbgV1svs0gs0bJImFoURNfFeV1r2iYTcrzZ3gS7FF+pftUgMBQvng/zNgAOFYYg
QCutdrCk5+81I2AUzg46MEfnbpiqRU3aD342gjvdtytn3DDaylFWEDW4m8coLECuqg
hSz12ZVydSwklckwSS7j1q4AQE673DIfVr+VNFxUadburdgaplKpMObGuY 7RkdxgX
0d5VLtSVMgOCsdUKw8NiN75GBOP3VbInUXFIAQIDAQABAOIBAQCKiLPzTnKJUYI9Td
Wg0g2Vxyz8Je]j7THBB1J81SI1lpscS17D4ISWFrwPyzeiOiB/RctDKLaQGdeAoFkd
ckjizT21TEfNS5AIMbg53Fy4+£fTZsJeQP6zKzkarlC480mTnwS5Wot2imdyuke215k
nyL9G200MIpyYFvB8aDZM84MhHcc6CuRme3+VS9kFaIC7wNoEzUrGZt8CE1QDZhO
zKQsVLT5y7Hk+yiDLZ7BkgecFJ52J4xcYzIQhfrfIQpO0UmMCcKPs1HrX3Xzens1GO
AyCKkRIRfaI+NIwygrzVtwPTdKNOz+E4KS5bmwwNUCAB]Z1i4DGPxZvobktD6FITpA
PHCWZL2BAOGBAOxAvVhc5H/ 66MexOdBhtNRkueMHVIWgeAnHY 1cGvTjumRgbhipJIc
OVQHFcnFEXrP762dS07QA2yg0SrhBD+U0iCkDKnzNQnDsXYftDSMNrhhEIznMUvX
JWnl7yrXtROsq4oFpvSdJI33fZQHEYy8K6aCOGRbASWIAJAfb98acQHxe5A0GBAMAN
TisS8ZZShhEfKussVbcIJYuIlHqyVvA2TV30etMt8tMiToNVOsRukV6eHnf9DFXOdBh
ddxFbGFJiaFDduzjjig8m53FCmmOtgnOxL5lxckx2ajxxGKfdKpSOGO0OzDbXEK]F
uGX9VviOlpbt2JPuHF7qc850x£5429QRu70X+UaJA0GARKXFFScLVIWLsW/UnEQOS
RDGX9G/57XhbApS7avxh7E71EK3LvJUJ6AZzvLM1UPWi3+LVh+MVKWYcdheNGgtzV
£f5tv+u6xGheCPB3XGEcv6MR+NRD24160h2pviPgKrh9g9YvTDgOoeRQ4nh0ARag9
0SXk1+MsjBWA+rSyS6eKAJECgYEAIRR2KPSaj8tTekEe50F750vEMsV6eXulloG3
7X2IhBfEZOeBulLmM264Rg3xA1j8GOyBlecXrt/0/SWXYKvmSbCrmgFQ2PGXrJ4U4
1RYbeKImVBpNLH/YTAHN2J/pT4X9eBmdpsOPI1bUUeJubhfdFDgQclgTQDGHV ] la
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FrRw7tECgYBEuc85ghJunoV7hENuolP19+ppaiyH98g4Mc6ovpkoEItuoKjWfH1Yr
98QtS58boBphSCNU4gL51dgnEAzCdOudYINxLawaosI3aaUOEGIUUa7I07e7qUl8
Y4pb3owl0zwdpnyEgdSpuCW8N1Gnsiiur2fJ1NeAaHCF4cG3SeT7bfw==

\"https://qualysapi.qualys.com/api/2.0/fo/auth/mongodb/"™ >
file.xml

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2022-06-23T11:15:217Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>6298437</ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - List MongoDB records

APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl Sample" -d
"action=listé&details=A11"
"https://qualysapi.qualys.com/api/2.0/fo/auth/mongodb/" > file.xml

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE AUTH MONGODB LIST OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/auth/mongodb/auth mongodb
_list output.dtd">
<AUTH MONGODB LIST OUTPUT>
<RESPONSE>
<DATETIME>2017-09-12T22:42:457</DATETIME>
<AUTH_MONGODB LIST>
<AUTH_ MONGODB>
<ID>125693</ID>
<TITLE><! [CDATA[API-mongo-basic-login] ]></TITLE>
<USERNAME><! [CDATA [mongo-admin-name] ] ></USERNAME >
<DATABASE><! [CDATA [db-admin-name] ] ></DATABASE>
<PORT>28020</PORT>
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<UNIX CONFIGURATION FILE><![CDATA[/opt/mongodb/updated]]></UNIX CO
NFIGURATION FILE> -
<IP SET>
<IP>10.20.32.239</IP>
</IP_SET>
<LOGIN TYPE><! [CDATA[basic]]></LOGIN TYPE>
<NETWORK_ID>0</NETWORK_ ID>
<CREATED>
<DATETIME>2017-09-12T20:22:09Z</DATETIME>

DTDs for auth type “mongodb”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/mongodb/auth_mongodb_list_output.dtd
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MS Exchange Server

/api/2.0/fo/auth/ms_exchange/

[POST]

Create, update, list and delete MS Exchange Server authentication records. Compliance
scans are supported (using PC).

Input Parameters

Parameter

Description

action={action}

(Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1}

(Optional) Specify 1 to view (echo) input parameters in the
XML output. By default these are not included.

ids={value}

(Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value}

(Required to create record) A title for the record. The title
must be unique. Maximum 255 characters (ascii).

comments={value}

(Optional to create or update record) User defined
comments. Maximum of 1999 characters.

Target Hosts

ips={value}

(Required to create record) The IP address(es) the server
will log into using the record’s credentials. Multiple entries
are comma separated.

(Optional to update record) IPs specified will overwrite
existing IPs in the record, and existing IPs will be removed.

add_ips={value}

(Optional to update record) Add IPs to the IPs list for this
record. Multiple IPs/ranges are comma separated.

remove_ips={value}

(Optional to update record) IPs to be removed from your
record. You may enter a combination of IPs and ranges.
Multiple entries are comma separated.

This parameter and the ips parameter cannot be specified
in the same request.

network_id=({value}

(Optional and valid when the networks feature is enabled)
The network ID for the record.

Sample - Create MS Exchange Server record

API request:

curl -u

"USERNAME : PASSWORD" -H "X-Requested-With: curl sample" -d
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"action=create&network id=0&title=fordeltes&comments=editapicommen
t&ips=10.10.10.31"
"https://qualysapi.qualys.com/api/2.0/fo/auth/ms_exchange/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgpi.qualys.com/api/Z.O/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2019-03-20T08:26:54Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>49029</1ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - List MS Exchange Server records

Use the new MS Exchange Server Authentication Record List API
(/api/2.0/fo/auth/ms_exchange/?action=list) to list MS Exchange Server records.

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=list&details=Basic"
"https://qualysapi.qualys.com/api/2.0/fo/auth/ms_exchange/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE AUTH MS EXCHANGE LIST OUTPUT SYSTEM
"https://qualygapz.qualys.Eom/agi/Z.O/fo/auth/ms exchange/auth ms
exchange list output.dtd"> B -
<AUTH MS EXCHANGE LIST OUTPUT>
<RESPONSE>
<DATETIME>2019-03-20T07:26:38Z</DATETIME>
<AUTH MS_EXCHANGE LIST>
<AUTH MS_EXCHANGE>
<ID>48050</1ID>
<TITLE>
<! [CDATA [msexchange01l]]>
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</TITLE>

<IP_SET>
<IP>10.10.10.10</IP>

</IP_SET>

<NETWORK_ID>0</NETWORK ID>

<CREATED>
<DATETIME>2019-03-14T07:05:05Z</DATETIME>
<BY>quays_spl</BY>

</CREATED>

<LAST MODIFIED>
<DATETIME>2019-03-14T07:05:05Z</DATETIME>

</LAST MODIFIED>

<COMMENTS>
<! [CDATA [msexchange] ] >

</COMMENTS>

</AUTH_MS_ EXCHANGE>

<AUTH MS EXCHANGE>
<ID>49026</1ID>
<TITLE>
<! [CDATA[apicreate]]>
</TITLE>
<IP_SET>
<IP>10.10.10.13</IP>
</IP_SET>
<NETWORK ID>0</NETWORK ID>
<CREATED>
<DATETIME>2019-03-19T11:46:237Z</DATETIME>
<BY>quays spl</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2019-03-19T11:56:57Z</DATETIME>
</LAST_MODIFIED>
<COMMENTS>
<! [CDATA [editapicomment]]>
</COMMENTS>
</AUTH_MS EXCHANGE>
</AUTH MS EXCHANGE LIST>
</RESPONSE>
</AUTH_MS_EXCHANGE_LIST_OUTPUT>

DTDs for auth type “ms_exchange”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/ms_exchange/auth_ms_exchange_list_output.dtd
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Sample: Update MS Exchange Server record

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=update&ids=49029&title=forupdate&comments=editwapicomments&
ips=10.10.10.11"
"https://qualysapi.qualys.com/api/2.0/fo/auth/ms_exchange/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgpi.qualys.com/api/Z.O/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2019-03-20T08:29:48%Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID SET>
<ID>49029</1ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

Sample: Delete MS Exchange Server record (single)
APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=delete&ids=49026"
"https://qualysapi.qualys.com/api/2.0/fo/auth/ms_exchange/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgpi.qualys.com/api/Z.O/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2019-03-20T07:56:00Z</DATETIME>
<BATCH_ LIST>
<BATCH>
<TEXT>Successfully Deleted</TEXT>
<ID SET>
<ID>49026</1ID>
</ID SET>
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</BATCH>
</BATCH7LIST>
</RESPONSE>
</BATCH_RETURN>

Sample: Delete MS Exchange Server records (bulk)

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl sample" -d
"action=delete&ids=49028,49029"
"https://qualysapi.qualys.com/api/2.0/fo/auth/ms_exchange/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgpi.qualys.com/api/2.0/batch_return.dtd">
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2019-03-20T08:31:35Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Deleted</TEXT>
<ID SET>
<ID RANGE>49028-49029</ID RANGE>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH7RETURN>
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MS SQL Record
/api/2.0/fo/auth/ms_sql/
[POST]

Create, update, list and delete MS SQL Server authentication records. Compliance scans
are supported (using PC).

Requirement - You must configure authentication credentials on target hosts.
Download Qualys User Guide - MS SQL Server 2000 Authentication (.pdf)
Download Qualys User Guide - MS SQL Server 2005-2019 Authentication (.pdf)

Input Parameters

Parameter Description

action={action} (Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1} (Optional) Specify 1 to view (echo) input parameters in the

XML output. By default these are not included.

ids={value} (Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma

separated.
title={value} (Required to create record) A title for the record. The title
must be unique. Maximum 255 characters (ascii).
comments={value} (Optional) User defined comments. Maximum 1999
characters.

Login credentials

username={value} (Required to create record, optional to update record) The
user account to be used for authentication. May include 1-
128 characters.

password={value} (Required to create record, optional to update record) The
password corresponding to the user account defined in the
record for authentication. May include 1-128 characters.

db_local={0]1} (Optional to create or update record) Set to 1 when login
credentials are for a MS SQL Server database account (for
Windows or Unix). Set to 0 when login credentials are for a
Microsoft Windows operating system account that is
associated with a MS SQL Server database account. For
create record, if the db_local parameter is unspecified, the
flagis set to 1.
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Description

windows_domain={value}

(Required when db_local=0, otherwise invalid)

The domain name where the login credentials are stored
when the login credentials are for a Microsoft Windows
operating system account that is associated with a MS SQL
Server database account. The domain name may include
1-256 characters (ascii).

For an update request when the credentials for the record
are for a Microsoft Windows account (db_local=0) and you
want to change the record to use credentials for a MS SQL
Server account (db_local=1) note the following. You must
set windows_domain=""(the empty string) to clear the
current parameter setting.

auth_os_type={unix|windo
ws}

(Optional when db_local=1) Specify “unix” when the OS
type is Unix and “windows” when the OS type is Windows.

mssqgl_unix_insta_path=
{value}

(Optional when auth_os_type=unix) Specify the path to the
MS SQL Server instance directory on Unix hosts. Sample
value: /var/opt/mssql

mssql_unix_conf_path=
{value}

(Optional when auth_os_type=unix) Specify the path to the
MS SQL Server configuration file on Unix hosts. Sample
value: /var/opt/mssqgl/mssq.conf

instance={value}

(Optional to create or update record for Windows, Required
to create record for Unix and Optional to update record for
Unix) The name of the database instance to be scanned.
This is the instance name assigned to the TCP/IP port.
Important: This is not the host name that is assigned to the
MS SQL Server instance name (see “MS SQL Server Instance
Name” in the Qualys online help for information). The
instance name may include a maximum of 128 characters
(ascii).

If the instance parameter is not specified for Windows, the
instance name is set to “MSSQLSERVER”.

These parameters are mutually exclusive: instance and
auto_discover_instances=1.

auto_discover_instances=
{01}

(Optional when auth_os_type=windows) Set
auto_discover_instances=1 and we’ll find all MS SQL Server
instance names on each Windows host. Note that Windows
authentication is required in order for us to auto discover
instance names. Set up Windows authentication records
for the hosts running MS SQL Servers.

These parameters are mutually exclusive: instance and
auto_discover_instances=1.
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Description

database={value}

(Optional to create or update record) The database name of
the database to be scanned. The database name may
contain a maximum of 128 characters. For a create
request, if the database name is unspecified, the database
name is set to “master”.

auto_discover_databases=
{ol1}

(Optional to create or update record) Set
auto_discover_databases=1 and we’ll find all MS SQL
Server database names on each host.

These parameters are mutually exclusive: database and
auto_discover_databases=1.

port={value}

(Required to create record, optional to update record)

The port number assigned to the database instance to be
scanned.

To create a record you must specify one of these
parameters: port or auto_discover_ports=1. These
parameters are mutually exclusive.

auto_discover_ports={0|1}

Set auto_discover_ports=1 and for each host we’ll find all
ports MS SQL Server is running on. Note that
Unix/Windows authentication is required for us to auto
discover ports. Set up Unix/Windows authentication
records for your hosts running MS SQL Server.

To create a record you must specify one of these
parameters: port or auto_discover_ports=1. These
parameters are mutually exclusive.

Target Hosts

ips={value}

You may enter a combination of IPs and IP ranges to
identify compliance hosts. Multiple entries are comma
separated.

(Optional to update record) Overwrites (replaces) the IP list
for the authentication record. The IPs you specify are
added and any existing IPs are removed.

For create request, it is required to specify either this
parameter or member_domain parameter.

For update request, this parameter and the add_ips or
remove_ips or member_domain parameter cannot be
specified in the same request.
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add_ips={value}

(Optional to update record) You may enter a combination
of IPs and IP ranges to identify compliance hosts. Multiple
entries are comma separated.

This parameter is used to update an existing IP list in an
existing authentication record. Specifies one or more IP
addresses to add to the IP list for the authentication record.

This parameter and the ips or member_domain parameter
cannot be specified in the same request.

remove_ips={value}

(Optional for update request only) IPs to be removed from
your record. You may enter a combination of IPs and
ranges. Multiple entries are comma separated.

This parameter and the ips or member_domain parameter
cannot be specified in the same request.

network_id=({value}

(Optional and only valid when the networks feature is
enabled) The network ID for the record.

member_domain={value}

(Optional and only valid for Windows) Defines the domain
of the MS SQL server for the authentication record.

For create request, it is required to specify either this
parameter or ips or add_ips parameter.

For update request, this parameter and the ips or add_ips
or remove_ips parameter cannot be specified in the same
request.

Protocols (Windows only)

kerberos={0|1}

(Optional to create or update record) When not specified,
Kerberos is enabled allowing the scanning engine to try
Kerberos when negotiating authentication to target hosts.
Specify kerberos=0 if you do not want Kerberos attempted.

ntlmv2={0|1}

(Optional to create or update record) When not specified,
NTLMv?2 is enabled allowing the scanning engine to try

NTLMv2 when negotiating authentication to target hosts.
Specify ntlmv2=0 if you do not want NTLMv?2 attempted.

ntlmv1={0|1}

(Optional to create or update record) When not specified,
NTLMv1 will not be attempted. Specify ntlmv1=1 to try
NTMLv1 when negotiating authentication to target hosts.
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Sample Create MS SQL Record for Unix
API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=create&title=MSSQL UNIX&username=rooté&password=<PASSWORD>&db loc
al=1&ips=10.10.10.10&auto _discover ports=l&auto discover databases=1s&auth
_0s_type=unixé&instance=mssqglé&mssgl unix conf path=/var/opt/mssql/mssqgl.co
nfemssgl unix insta path=/var/opt/mssql"
"https://qualysapi.qualys.com/api/2.0/fo/auth/ms_sql/"

Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2021-05-17T08:26:31Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>103473</ID>
</ID SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH RETURN>

Sample - List record for Windows using member domain

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d
"action=listé&echo request=1&ids=13907"
"https://qualysapi.qualys.com/api/2.0/fo/auth/ms_sql/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>

<!DOCTYPE AUTH MS SQL LIST OUTPUT SYSTEM

"https://qualysapi.qualys.com/api/2.0/fo/auth/ms_sqgl/auth ms sqgl 1

ist output.dtd">

<AUTH_MS_SQL_LIST OUTPUT>

<REQUEST>
<DATETIME>2017-09-20T05:34:37Z</DATETIME>
<USER_LOGIN>user john</USER_LOGIN>
<RESOURCE>
https://qualysapi.qualys.com/api/2.0/fo/auth/ms sql/

</RESOURCE> a
<PARAM LIST>
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<PARAM>
<KEY>action</KEY>
<VALUE>1ist</VALUE>
</PARAM>
<PARAM>
<KEY>echo request</KEY>
<VALUE>1</VALUE>
</PARAM>
<PARAM>
<KEY>ids</KEY>
<VALUE>13907</VALUE>
</PARAM>
</PARAM LIST>
</REQUEST>
<RESPONSE>
<DATETIME>2017-09-20T05:34:37Z</DATETIME>
<AUTH MS_SQL LIST>
<AUTH _MS_SQL>
<ID>13907</1ID>
<TITLE><! [CDATA[mssqglvt4]]></TITLE>
<USERNAME><! [CDATA[administrator]]></USERNAME>
<NTLM V2>1</NTLM V2>
<KERBEROS>1</KERBEROS>
<INSTANCE><! [CDATA [MSSQLSERVER] ] ></INSTANCE>
<DATABASE><! [CDATA [master]]></DATABASE>
<PORT>8012</PORT>
<DB7LOCAL>1</DB7LOCAL>

<MEMBER_ DOMAIN><! [CDATA[sitedomain.com]]></MEMBER DOMAIN>
<NETWORK_ID>0</NETWORK ID>
<CREATED>
<DATETIME>2017-09-20T05:26:31Z</DATETIME>
<BY>user Jjohn</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2017-09-20T05:26:31Z</DATETIME>
</LAST MODIFIED>
<COMMENTS><! [CDATA[authcreated] ] ></COMMENTS>
</AUTH_MS SQL>
</AUTH_MS SQL LIST>
</RESPONSE>
</AUTH MS SQL LIST OUTPUT>
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API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With:
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curl" -d

"action=create&title=mssqglvtl&username=administrator&password=<PAS
SWORD>&db local=l&port=801l2&member domain=sitedomain.com&echo requ
est=1l&comments=aut hcreated&instance=MSSQLSERVER&database=master"
"https://qualysapi.qualys.com/api/2.0/fo/auth/ms_sql/"

XML output:

<?xml version="1.0" encoding="UTF-8"
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgpi.qualys.com/api/2.0/batch_return.dtd">
<BATCH_ RETURN>
<REQUEST>

<DATETIME>2018-03-20T05:26:312</DATETIME>
<USER_LOGIN>user john</USER_LOGIN>
<RESOURCE>

https://qualysapi.qualys.com/api/2.0/fo/auth/ms_sql/</RESOURCE>
<PARAM LIST>

<PARAM>
<KEY>action</KEY>
<VALUE>create</VALUE>

</PARAM>

<PARAM>
<KEY>title</KEY>
<VALUE>mssqglvt4</VALUE>

</PARAM>

<PARAM>
<KEY>username</KEY>
<VALUE>administrator</VALUE>

</PARAM>

<PARAM>
<KEY>password</KEY>
<VALUE>abcl23</VALUE>

</PARAM>

<PARAM>
<KEY>db local</KEY>
<VALUE>1</VALUE>

</PARAM>

<PARAM>
<KEY>port</KEY>
<VALUE>8012</VALUE>

</PARAM>

<PARAM>
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<KEY>member domain</KEY>
<VALUE>sitedomain.com</VALUE>
</PARAM>
<PARAM>
<KEY>echo request</KEY>
<VALUE>1</VALUE>
</PARAM>
<PARAM>
<KEY>comments</KEY>
<VALUE>authcreated</VALUE>
</PARAM>
<PARAM>
<KEY>instance</KEY>
<VALUE>MSSQLSERVER</VALUE>
</PARAM>
<PARAM>
<KEY>database</KEY>
<VALUE>master</VALUE>
</PARAM>
</PARAM7LIST>
</REQUEST>
<RESPONSE>
<DATETIME>2018-03-20T05:26:31Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>13907</ID>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - Update record for Windows using member domain

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d

"action=update&echo request=1&ids=13907&member domain=webdomain.co
m"

"https://qualysapi.qualys.com/api/2.0/fo/auth/ms_sqgl/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
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"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<REQUEST>
<DATETIME>2018-03-20T05:37:13Z</DATETIME>
<USER_LOGIN>user john</USER LOGIN>
<RESOURCE>https://qualysapi.qualys.com/api/2.0/fo/auth/ms sql/
</RESOURCE> a
<PARAM LIST>
<PARAM>
<KEY>action</KEY>
<VALUE>update</VALUE>
</PARAM>
<PARAM>
<KEY>echo request</KEY>
<VALUE>1</VALUE>
</PARAM>
<PARAM>
<KEY>ids</KEY>
<VALUE>13907</VALUE>
</PARAM>
<PARAM>
<KEY>member domain</KEY>
<VALUE>webdomain.com</VALUE>
</PARAM>
</PARAM LIST>
</REQUEST>
<RESPONSE>
<DATETIME>2018-03-20T05:37:13Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID SET><ID>13907</ID>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

DTDs for auth type “ms_sql”

<platform API server>/api/2.0/batch_return.dtd
<platform API server>/api/2.0/fo/auth/ms_sqgl/auth_ms_sql_list_output.dtd
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MySQL Record
/api/2.0/fo/auth/mysql/
[POST]

Create, update, list and delete MySQL records for authenticated scans of MySQL Server
instances. Vulnerability and compliance scans are supported (using VM, PC).

Requirement - You must configure authentication credentials on target hosts.

Download Qualys User Guide - MySQL Authentication (.zip)

Input Parameters

Parameter Description

action={action} (Required) Specify create, update, delete (using POST)
or list (using GET or POST).

echo_request={0|1} (Optional) Specify 1 to view (echo) input parameters in

the XML output. By default these are not included.

ids={value} (Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value} (Required to create record) A title for the record. The
title must be unique. Maximum 255 characters (ascii).

comments={value} (Optional to create or update record) User defined
comments. Maximum of 1999 characters.

ssl_verify={0|1} ((Optional to create or update record, and valid for
server that supports SSL) Specify 1 for a complete SSL
certificate validation.

- If unspecified (or ssl_verify=0), Qualys scanners
authenticate with MySQL Servers

that don't use SSL or MySQL servers that use SSL.
However, in the SSL case, the server

SSL certificate verification will be skipped.

- If ssl_verify=1, the Qualys scanners will only send a
login request after verifying that a connection the
MySQL server uses SSL, the server SSL certificate is
valid and matches the scanned host.

hosts={value} (Optional to create or update record) A list of FQDNSs for
the hosts that correspond to all host IP addresses on
which a custom SSL certificate signed by a trusted root
CA is installed. Multiple hosts are comma separated.
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Description

database={value}

(Required to create, optional to update record) The
database name to authenticate to. Specify a valid
MySQL database name.

port={value}

(Required to create, optional to update record) The port
the database name is running on.

windows_config file=
{value}

(Optional to create or update record) The path to the
Windows MySQL config file. Access to this config file is
required to run certain checks on Windows hosts.

Note: You must specify either windows_config file or
unix_config file depending on the host OS.

unix_config file={value}

(Optional) Name of the client (Consultant type
subscriptions).

Note: You must specify either windows_config file or
unix_config file depending on the host OS.

client_cert={value}

(Optional to create or update record) PEM-encoded
X.509 certificate. Specify if certificate authentication is
required by your server to establish an SSL connection.

client_key={value}

(Optional to create or update record) PEM-encoded RSA
private key. Specify if certificate authentication is
required by your server to establish an SSL connection.

Login credentials

login_type={basic|vault}

(Optional) The login type is basic by default. Specify
login_type=vault to use an authentication vault.

username={value}

(Required to create record, optional to update record)
The username of the account to be used for
authentication. If password is specified this is the
username of a MySQL account. If login_type=vault is
specified, this is the username of a vault account.

password={value}

(Required to create record, optional to update record)
The password to be used for authentication to MySQL
server. Maximum 100 characters (ascii).

Vault

vault_type={value}

(Required only when action=create and login_type=
vault) The vault to be used for authentication. See
Vault Support matrix.

vault_id={value}

(Required only when action=create and login_type=
vault) The ID of the vault you want to use.

{vault parameters}

(Required only when action=create and
login_type=vault) Vault specific parameters required
depend on the vault type you've selected. See Vault
Definition.

Target Hosts
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Description

ips={value}

(Required to create record) The IP address(es) the server
will log into using the record’s credentials. Multiple
entries are comma separated.

(Optional to update record) IPs specified will overwrite
existing IPs in the record, and existing IPs will be
removed.

add_ips={value}

(Optional to update record) Add IPs to the IPs list for
this record. Multiple IPs/ranges are comma separated.

remove_ips={value}

(Optional to update record) IPs to be removed from
your record. You may enter a combination of IPs and
ranges. Multiple entries are comma separated.

This parameter and the ips or member_domain
parameter cannot be specified in the same request.

network_id=({value}

(Optional and valid when the networks feature is
enabled) The network ID for the record.

Sample - List MySQL record

You'll see vault information in the XML output when you list MySQL authentication

records with vaults.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d
"action=list&ids=284212"
"https://qualysapi.qualys.com/api/2.0/fo/auth/mysql/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE AUTH MYSQL LIST OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/auth/mysql/auth mysqgl lis

t output.dtd">

<AUTH MYSQL_LIST OUTPUT>

<RESPONSE>

<DATETIME>2018-07-17T17:09:18%</DATETIME>
<AUTH_MYSQL_LIST>
<AUTH_MYSQL>

<ID>284212</1ID>

<TITLE><! [CDATA[api-Thycotic Secret Server tss]]></TITLE>
<USERNAME><![CDATA[test_tss]]></USERNAME>
<DATABASE><! [CDATA [mysql]]></DATABASE>

<PORT>22</PORT>

<HOST><! [CDATA [www.test.com] ] ></HOST>
</HOSTS>
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<IP_SET>
<IP>10.10.10.181</IP>
</IP_SET>
<LOGIN TYPE><![CDATA[vault]]></LOGIN TYPE>
<DIGITAL VAULT>
<DIGITAL VAULT ID><![CDATA[166638]]></DIGITAL VAULT ID>
<DIGITAL VAULT TYPE><![CDATA[Thycotic Secret
Server]]></DIGITAL VAULT TYPE>
<DIGITAL VAULT TITLE><![CDATA[3 Secret
Server]]></DIGITAL VAULT TITLE> a
<VAULT SECRET NAME><![CDATA[secret]]></VAULT SECRET NAME>
</DIGITAL VAULT>
<SSL_VERIFY>true</SSL_VERIFY>

<WINDOWS CONF FILE><![CDATA[c:\mysgl\myu.ini]]></WINDOWS CONF FILE
>

<UNIX CONF FILE><![CDATA[]]></UNIX CONF FILE>
<NETWORK_ID>0</NETWORK ID>
<CREATED>
<DATETIME>2018-07-16T21:53:55Z</DATETIME>
<BY>seenu_yn</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2018-07-16T21:55:05Z</DATETIME>
</LAST7MODIFIED>
<COMMENTS><! [CDATA[test comments]]></COMMENTS>
</AUTH MYSQL>
</AUTH MYSQL LIST>
</RESPONSE>
</AUTH_MYSQL LIST OUTPUT>

Sample - Create new MySQL record

API request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d
"action=create&title=NewMySQLRecord&username=USERNAME&password=<PA
SSWORD>&ips=10.10.31.848&echo_request=lgwindows config file=c:\mysq
I\my.ini&port=22&database=mysql"
"https://qualysapi.qualys.com/api/2.0/fo/auth/mysql/"

XML output:
<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgpi.qualys.com/api/Z.O/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2018-07-27T17:02:23Z</DATETIME>
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<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>291734</1D>
</ID_SET>
</BATCH>
</BATCH7LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - Create MySQL record, using vault
API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d
"action=create&ips=10.10.10.189&username=USERNAME&title=api-
Cyberark-

vault 19&ssl verify=1l&login type=vaulté&vault type=CyberArk PIM
Suite&vault id=166655&folder=folder&file=file&hosts=www.testl.com&
comments=test
comments&port=8080&database=mysqgldb&windows config file=c:\mysgl\m
yu.inigunix config file=/etc/updated/my.ucnf"
"https://qualysapi.qualys.com/api/2.0/fo/auth/mysql/"

XML output:

<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2018-07-27T17:14:57Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>291735</ID>
</ID SET>
</BATCH>
</BATCH7LIST>
</RESPONSE>
</BATCH_RETURN>
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Sample - Update MySQL record

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d "action=update&ids=137296922&password=<NEWPASSWORD>"
"https://qualysapi.qualys.com/api/2.0/fo/auth/mysql/"

XML output:

<BATCH_RETURN>
<RESPONSE>
<DATETIME>2018-01-23T17:14:287Z</DATETIME>
<BATCH_ LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID_SET>
<ID>137296922</1ID>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - Update vault details in MySQL record
APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d
"action=update&ids=272380&1ps=10.10.10.196username=USERNAME&title=

NewMySQLRecordé&ssl verify=0&login type=vaulté&vault type=CyberArk
PIM

Suite&vault id=248308&folder=folder&file=file&hosts=www.qualys.com
&comments=test comments updated"
"https://qualysapi.qualys.com/api/2.0/fo/auth/mysql/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"qualysapi.qual?s.com/api/2.0/batch_return.dtd">
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2018-07-27T21:53:55Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>284212</1ID>
</ID_SET>
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</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

DTDs for auth type “mysql”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/mysqgl/auth_mysqgl_list_output.dtd
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Create, update, list and delete Neo4j authentication records. Compliance scans are
supported (using PC and SCA). User permissions for this API are the same as other

authentication record APIs.

Requirement - You must configure authentication credentials on target hosts.

Download Qualys User Guide - Neo4j Authentication

Input Parameters

Parameter

Description

action={action}

(Required) Specify create, update, delete (using POST) or
list (using GET or POST).

ids={value}

(Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value}

(Required to create record) A title for the record. The title
must be unique. Maximum 255 characters (ascii).

ips={value}

(Required to create record) Enter a combination of IPs and
IP ranges to identify compliance hosts. Multiple entries are
comma separated.

add_ips={value}

(Optional and valid only to update record) Add IPs to the IP
list for an existing record. You may enter a combination of
IPs and IP ranges. Multiple entries are comma separated.

remove_ips={value}

(Optional and valid only to update record) IPs to be
removed from your record. You may enter a combination of
IPs and ranges. Multiple entries are comma separated.

database=({value}

(Optional to create or update record) The database name of
the Neo4j database to be scanned. The database name may
contain a maximum of 255 multi-byte characters.

port={value}

(Required to create record, optional to update record) The
port number assigned to the database instance to be
scanned.

login_type={basic|vault}

(Optional) The login type is basic by default. You can
choose vault (for vault based authentication).

username={value}

(Required to create record, optional to update record) The
username to be used for authentication to Neo4j.

password={value}

(Required to create record) When login_type=basic, specify
the password to be used for authentication to Neo4j.
Maximum 100 characters (ascii).
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vault_id={value}
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Required if login_type=vault The ID of the vault to be used
to retrieve the password for login.

vault_type={value}

Required if login_type=vault The third party vault to be
used to retrieve the password for login. Certain vaults
support this capability.

ssl_verify={0|1}

(Optional to create or update record, and valid for server
that supports SSL) Specify 1 for a complete SSL certificate
validation.

- If ssl_verify=0, the Qualys scanners authenticate with In
Servers that don’t use SSL or Neo4j servers that use SSL.
However, in the SSL case, the server SSL certificate
verification will be skipped.

- If unspecified (or ssl_verify=1), the Qualys scanners will
only send a login request after verifying that a connection
to the Neo4j server uses SSL, the server SSL certificate is
valid and matches the scanned host.

hosts={value}

(Required only when ssl_verify is enabled) A list of FQDNs
for the hosts that correspond to all host IP addresses on
which a custom SSL certificate signed by a trusted root CA
is installed. Multiple hosts are comma separated.

neo4;j_version={value}

(Optional) Specifies the Neo4j version. Only Neo4j 3.x
version is supported at this time. Valid value is “neo4j 3.x”
(case insensitive). When unspecified, Neo4j 3.x is used.

unix_base_path={value}

(Optional) The base path for Neo4j on your Unix hosts.
Sample value: /opt/neo4j-enterprise-3.5.16/

Instead of specifying the path information, you can choose
to auto discover the base and configuration paths by
specifying neo4j_auto_path=1.

unix_conf_path={value}

(Optional) The path to the Neo4j configuration file on your
Unix hosts. Sample value: /opt/neo4j-enterprise-
3.5.16/conf/neo4j.conf

Note that the configuration file must be in the same
location for all hosts (IPs) included in the record. Instead of
specifying path information, you can choose to auto
discover the base and configuration paths by specifying
neo4j_auto_path=1.

neo4j_auto_path={0|1}

(Optional) When unspecified or neo4j_auto_path=0 (false),
we will not use auto discovery to find the base and
configuration paths for Neo4j on your Unix hosts. Use the
unix_base_path and unix_conf_path input parameters to
specify path information.

When neo4j_auto_path=1 (true) we will auto discover the
base and configuration paths for Neo4j on your Unix hosts.
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Sample: Create Neo4j Record
API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=create&title=neo4j-recordAuth
Record&username=root&password=<PASSWORD>&database=graph.db&port=7687&ips
=1.1.14gunix conf path=/opt/neoc4j-enterprise-
3.5.16/conf/neod4j.conf&unix base path=/opt/neod4j-enterprise-
3.5.16/&neo4j version=neod4j 3.x&neo4j auto path=0"
"https://qualysapi.qualys.com/api/2.0/fo/auth/neodj/"

Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2021-03-15T11:56:08Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>101430</ID>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH RETURN>

Sample: Update Neo4j Record
APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=update&title=Neo4j Auth Record
&username=rooté&password=<PASSWORD>&database=graph.db&port=7689&ips=1.1.1
.1&1ds=101430&unix conf path=/opt/neocd4j-enterprise-
3.5.16/conf/neo4j.confsunix base path=/opt/neod4j-enterprise-
3.5.16/&neo4j version=neo4j 3.x&neo4j auto path=0"
"https://qualysapi.qualys.com/api/2.0/fo/auth/neodj/"

Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH_RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2021-03-15T11:56:08Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID SET>
<ID>101430</ID>
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</ID SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - List Neo4j Record
You'll see Neo4j record IDs in the output when you have Neo4j records in your account.

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=list" "https://qualysapi.qualys.com/api/2.0/fo/auth/neo4j/"

Response

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE AUTH_NEO4J_LIST_OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/auth/neo4j/auth neo4j list outpu
t.dtd">
<AUTH _NEO4J LIST OUTPUT>
<RESPONSE>
<DATETIME>2021-05-24T10:23:147Z</DATETIME>
<AUTH NEO4J LIST>
<AUTH NEO4J>
<ID>4815851</ID>
<TITLE><! [CDATA [Neo4j Sample]]></TITLE>
<USERNAME><! [CDATA [root] ] ></USERNAME>
<DATABASE><! [CDATA[alpha]]></DATABASE>

<PORT>123</PORT>
<SSL_VERIFY><![CDATA[0]]></SSL VERIFY>
<IP_SET>

<IP>10.10.10.10</IP>
<IP>10.10.10.20</IP>
</IP_SET>
<UNIX CONF_PATH><![CDATA[/opt/neoc4j-enterprise-
3.5.16/conf/neo4j.conf]]></UNIX CONF PATH>
<UNIX BASE PATH><![CDATA[/opt/neod4j-enterprise-
3.5.16/11></UNIX_BASE PATH>
<VERSION><! [CDATA[Neo4j 3.x]]></VERSION>
<AUTO_PATH><![CDATA[OJ]></AUTO_PATH>
<LOGIN TYPE><! [CDATA[basic]]></LOGIN TYPE>
<NETWORK_ID>O</NETWORK_ID>
<CREATED>
<DATETIME>2021-05-24T10:46:38Z</DATETIME>
<BY>joe user</BY>
</CREATED>
<LAST_MODIFIED>
<DATETIME>2021-05-24T10:48:36Z</DATETIME>
</LAST MODIFIED>
</AUTH NEO4J>
</AUTH NEO4J LIST>
</RESPONSE>
</AUTH NEO4J LIST OUTPUT>

356



Scan Authentication
Neo4j Record

Sample: Delete Neo4j Records
API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=delete&ids=4620768"
"https://qualysapi.qualys.com/api/2.0/fo/auth/neodj/"

Response:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH_RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2021-04-01T13:12:517Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Deleted</TEXT>
<ID SET>
<ID>4620768</ID>
</ID SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

DTDs for auth type “neo4j”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/neo4j/auth_neo4j_list_output.dtd
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Nginx Record
(api/2.0/fo/auth/nginx/)
[POST]

Create, update, list and delete Nginx authentication records. Compliance scans are
supported (using PC and SCA). User permissions for this API are the same as other
authentication record APIs.

Requirement - You must configure authentication credentials on target hosts.
Input Parameters

Parameter Description

action={action} (Required) Specify create, update, delete (using POST) or
list (using GET or POST).

ids={value} (Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value} (Required to create record) A title for the record. The title
must be unique. Maximum 255 characters (ascii).

ips={value} (Required to create record) Enter a combination of IPs and
IP ranges to identify compliance hosts. Multiple entries are
comma separated.

add_ips={value} (Optional and valid only to update record) Add IPs to the IP
list for an existing record. You may enter a combination of
IPs and IP ranges. Multiple entries are comma separated.

remove_ips={value} (Optional and valid only to update record) IPs to be
removed from your record. You may enter a combination of
IPs and ranges. Multiple entries are comma separated.

unix_bin_path={value} (Optional) Absolute path of the Nginx binary file location.

unix_conf_path=({value} (Optional) The path to the Nginx configuration file on your
Unix hosts.

unix_prefix_path (Optional) The path to the Nginx configuration file on your
Unix hosts.

Sample: Create Nginx Record

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=create&ips=1.2.3.4%&

title=API Nginx&unix bin path=/usr/local/nginx/sbin/nginx&unix conf path=
/usr/local/nginx/conf/nginx.conf

sunix prefix path=/usr/local/nginx"
"https://qualysapi.qualys.com/api/2.0/fo/auth/nginx/"
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Response

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2021-08-13T11:36:30Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>1157719</1ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

Sample: Update Nginx Record
API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=update&ids=229028&ips=10.10.10.10&title=Test

Nginx&unix bin path=/usr/local/nginx/sbin/nginxs&unix conf path=/usr/local
/nginx/conf/nginx.conf&unix prefix path=/usr/local/nginx"
"https://qualysapi.qualys.com/api/2.0/fo/auth/nginx"

Response

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2021-08-03T03:15:35Z2</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Updated</TEXT>
<ID SET>
<ID>229028</1ID>
</ID_SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH_RETURN>

Sample: List the Nginx Records
You'll see Nginx record IDs in the output when you have Nginx records in your account.

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=1list" "https://qualysapi.qualys.com/api/2.0/fo/auth/nginx"
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Response

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE AUTH RECORDS OUTPUT SYSTEM
"https://qualysapi.qualys.com/api/2.0/fo/auth/nginx/auth nginx list outpu
t.dtd">
<AUTH_NGINX LIST OUTPUT>
<RESPONSE>
<DATETIME>2021-08-02T13:57:09Z</DATETIME>
<AUTH NGINX LIST>
<AUTH_ NGINX>

<ID>228028</ID>
<TITLE>
<! [CDATA[Nginx second]]>
</TITLE>
<IP_SET>
<IP>10.11.12.13</1IP>
</IP_SET>

<UNIX BIN PATH>
<! [CDATA[/usr/local/nginx/sbin/nginx]]>
</UNIX BIN PATH>
<UNIX CONF PATH>
<![CDATA[/usr/local/nginx/conf/nginx.conf]]>
</UNIX CONF_ PATH>
<UNIX PREFIX PATH>
<! [CDATA[/usr/local/nginx]]>
</UNIX PREFIX PATH>
<NETWORK_ID>0</NETWORK ID>
<CREATED>
<DATETIME>2021-07-29T06:15:122</DATETIME>
<BY>joe user</BY>
</CREATED>
<LAST MODIFIED>
<DATETIME>2021-07-29T07:20:172</DATETIME>
</LAST MODIFIED>
</AUTH NGINX>
</AUTH _NGINX LIST>
<GLOSSARY>
<USER_LIST>
<USER>
<USER_LOGIN>joe user</USER LOGIN>
<FIRST NAME>Joe</FIRST NAME>
<LAST NAME>User</LAST NAME>
</USER>
</USER_LIST>
</GLOSSARY>
</RESPONSE>
</AUTH NGINX LIST OUTPUT>

Sample: Delete Nginx Records
APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -d
"action=delete&ids=5146728,5146726"
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"https://qualysapi.qualys.com/api/2.0/fo/auth/nginx/"

Response

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_ RETURN>
<RESPONSE>
<DATETIME>2021-08-27T11:38:07Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Deleted</TEXT>
<ID SET>
<ID>5146726</1ID>
<ID>5146728</1ID>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

DTDs for auth type “nginx”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/neo4j/auth_nginx_list_output.dtd
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Oracle Record
/api/2.0/fo/auth/oracle/
[POST]

Create, update, list and delete Oracle records and Oracle system record templates for
authenticated scans of Oracle instances. Vulnerability and compliance scans are
supported (using VM, PC).

How it works - During scanning we'll authenticate to one or more instances on a single
host using all Oracle records in your account. For compliance scans, you can scan multiple
Oracle instances on a single host and port combination. Looking for more help? Search for
“Oracle Use Cases” in Qualys online help.

System created authentication records supported - You can allow the system to create
Oracle authentication records for auto discovered instances and scan them. This is
supported for Unix installations only. To enable this feature, you must first create Oracle
System Record Templates using the is_template input parameter and specifying login
credentials. See System created Oracle records.

Requirement - You must configure login credentials on target hosts before scanning.
Download Qualys User Guide - Oracle Authentication for VM Scans (.zip)

Download Qualys User Guide - Oracle Authentication for Compliance Scans (.zip)

Input Parameters

Parameter Description

action={action} (Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1} (Optional) Specify 1 to view (echo) input parameters in the
XML output. By default these are not included.

ids={value} (Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value} (Required to create record, optional to update record) A
title for the record. The title must be unique. Maximum 255
characters (ascii).

comments={value} (Optional to create or update record) User defined
comments. Maximum of 1999 characters.

is_template={0|1} (Optional for create request, not valid for update request)
By default, a new record is a regular Oracle record. Specify
1 to create an Oracle system record template. You must
also specify login credentials, which are described below.
See System created Oracle records.
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status={0|1}

(Optional) The record status, active or inactive. By default,
a new record is set to active (1). Set to 0 for inactive record
or 1 for active record. (This parameter applies to system
created and user created Oracle records. It cannot be
specified for Oracle system record templates.)

save_as_user_auth={0|1}

(Optional for update request, not valid for create request)
Specify 1 to update a system created record and saveitasa
user created record. If another Oracle record already exists
with the same IP address and target configuration then an
error will be returned. (This parameter applies only to
system created Oracle records. It cannot be specified for
user created Oracle records and it cannot be specified for
Oracle system record templates.)

Login credentials

login_type={basic|vault}

(Optional) The login type is basic by default. You can
choose vault (for vault based authentication).

username={value}

(Required to create record, optional to update record) The
user account to be used for authentication to the Oracle
database. The username may include 1-31 characters
(ascii).

password={value}

(Required to create record, optional to update record) The
password corresponding to the user account defined in the
record for authentication. Maximum 100 characters (ascii).

vault_type={value}

(Required if login_type=vault) The third party vault to be
used to retrieve the password for login. Certain vaults
support this capability. See Vault Support matrix

use_ad_hashicorp{0|1}

(Optional) Use to manage the utilization of Active Directory
(AD) or Database Secrets Engines in HashiCorp
authentication records. Specify 1 to use Active Directory
(AD) or Database Secrets Engines in the authentication
records.

vault_id={value}

(Required to create record, optional to update record). The
vault ID from where you want to retrieve the password.
Certain vaults support this capability.

{vault parameters}

(Required to create record when login_type=vault)
Vault specific parameters required depend on the vault
type you've selected. See Vault Definition

sid={value}

(Optional to create or update record) The Oracle System ID
(SID) that identifies the database instance to be
authenticated to. To create a record sid or servicename is
required.

The parameters sid and servicename cannot be specified in
the same request.
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servicename={value}

(Optional to create or update record) The Oracle service
name that identifies the database instance to be
authenticated to. A maximum of 30 characters may be
specified.

The parameters sid and servicename cannot be specified in
the same request.

port={value}

(Optional to create record) The port number that the
Oracle database instance is running on. When not
specified, the “All Ports” option is used and the scanning
engine will authenticate to the database instance on each
port that the Oracle service is detected on. Ports used for
Oracle authentication

These parameters are mutually exclusive: instance and
auto_discover_instances=1.

is_cdb={0|1}

(Optional) Indicates whether the database is a Container
Database (CDB). Specify 1 if the database is a CDB or O (the
default) if the database is not a CDB. This setting is applied
to compliance scans only.

Identifying the Oracle database as CDB ensures the right
compliance checks are performed for multitenant
technologies. Also, when the database is a CDB, we auto-
discover all Pluggable Databases (PDBs) within the
container environment, and scan them for compliance.
This saves you from having to create separate, additional
Oracle records for each PDB instance.

pc_only={0|1}

(Optional to create record, valid when the compliance
module is enabled) Specify 1 to perform compliance scans
on multiple instances running on host and port
combinations in this record. This parameter must be
specified if this Oracle record has some host and port
combination, which is already defined in another record.
Note, however, when pc_only=1 is specified, the record will
be used for compliance scans only. When not specified, the
record will be used for vulnerability scans and compliance
scans.

Target Hosts

ips={value}

(Required to create record) The IP address(es) the server
will log into using the record’s credentials. Multiple entries
are comma separated.

(Optional to update record) IPs specified will overwrite
existing IPs in the record, and existing IPs will be removed.

This parameter and the add_ips parameter or the
remove_ips parameter cannot be specified in the same
request.
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add_ips={value}

(Optional to update record) Add IPs and/or ranges to the IPs
list for this record. Multiple IPs/ranges are comma
separated.

This parameter and the ips parameter cannot be specified
in the same request.

remove_ips={value}

(Optional to update record) IPs to be removed from your
record. You may enter a combination of IPs and ranges.
Multiple entries are comma separated.

This parameter and the ips parameter cannot be specified
in the same request.

network_id={value}

(Optional and valid when the networks feature is enabled)
The network ID for the record.

TCPS Configuration
Parameters

Add TCPS configuration to Oracle authentication records.

ssl_verify={0|1}

(Optional) SSL verification. Set to 1 if you
want to verify the server's certificate is valid and trusted.

server_dn{value}

(Required if ssl_verify=1) A list of FQDNs for all host IP
addresses on which a custom SSL certificate signed by a
trusted root CA is installed.

use_vault_passphrase={0|1}

(Optional) Set to 1 if you want to store Ewallet passphrase
to vault.

cwallet,ewallet{value}

Specify Cwallets and Ewallets.

Cwallets are certificates intended for storing binary
contents of cwallet.sso file. SSO file format is an Oracle
proprietary.

Ewallets are certificates intended for storing binary
contents of ewallet. p12 file. P12 file format is standard
PKCS12.

passphrasef{value}

Specify Ewallet passphrase.

OS Parameters Windows

OS Parameters are used for compliance scans only.

perform_windows_os_checks
={o|1}

(Optional) Specify 1 to perform OS-dependent compliance
checks for the Oracle technology during Windows
authenticated compliance scans. These checks are
assigned to the control category “Databse Setttings” in the
sub-category “DB OS-dependent Controls”.

win_ora_home_name=
{value}

(Required if perform_windows_os_checks=1 is specified;
otherwise invalid)
The Windows Oracle Home name. Example: OraHome1

win_ora_home_path=
{value}

(Required if perform_windows_os_checks=1 is specified;
otherwise invalid)

The Windows Oracle Home path.

Example: c:\Program Files\Oracle\10
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win_init_ora_path={value}

(Required if perform_windows_os_checks=1 is specified;
otherwise invalid)

The pathname to the Windows init(SID).ora file.
Example: c:\Program Files\oracle\dbs\initORA10.ora

win_spfile_ora_path=
{value}

(Required if perform_windows_os_checks=1 is specified;
otherwise invalid)

The pathname to the Windows spfile(SID).ora file.
Example:

c:\Program Files\oracle\network\admin\spfileORA10.ora

win_listener_ora_path=
{value}

(Required if perform_windows_os_checks=1 is specified;
otherwise invalid)

The pathname to the Window listener.ora file.

Example:

c:\Program Files\oracle\network\admin\listener.ora

win_sqlnet_ora_path=
{value}

(Required if perform_windows_os_checks=1 is specified;
otherwise invalid)

The pathname to the Windows sqlnet.ora file.

Example:

c:\Program Files\oracle\network\admin\sqlnet.ora

win_tnsnames_ora_path=
{value}

(Required if perform_windows_os_checks=1 is specified;
otherwise invalid)

The pathname to the Windows tnsnames.ora file. Example:
c:\ProgramFiles\oracle\network\admin\tnsnames.ora

OS Parameters Unix

OS Parameters are used for compliance scans only.

perform_unix_os_checks=
{ol1}

(Optional) Specify 1 to perform OS-dependent compliance
checks for the Oracle technology during Unix
authenticated compliance scans. These checks are
assigned to the control category “Databse Setttings” in the
sub-category “DB OS-dependent Controls”.

perform_unix_opatch_checks

(o1}

(Optional) Specify 1 to perform OPatch checks using the
OPatch binary to return a list of all installed patches for the
Oracle instance.

In a case where perform_unix_os_checks=1 is specified and
perform_unix_opatch_checks=0 is specified (or this
parameter is not specified), the service checks for patch
information from the Oracle database directly; information
in the database may not be accurate so the list of installed
patches returned by the service also may not be accurate.

unix_ora_home_path=
{value}

(Required if perform_unix_os_checks=1 and/or
perform_unix_opatch_checks=1 is specified; otherwise
invalid)

The Unix Oracle Home path. Example: /usr/opt/oracle/10
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unix_init_ora_path={value}

(Required if perform_unix_os_checks=1 and/or
perform_unix_opatch_checks=1 is specified; otherwise
invalid)

The pathname to the Unix init(SID).ora file.

Example: /usr/opt/oracle/dbs/initORA10.ora

unix_spfile_ora_path=
{value}

(Required if perform_unix_os_checks=1 and/or
perform_unix_opatch_checks=1 is specified; otherwise
invalid)

The pathname to the Unix spfile(SID).ora file.

Example: /usr/opt/oracle/network/admin/spfileORA10.ora

unix_listener_ora_path=
{value}

(Required if perform_unix_os_checks=1 and/or
perform_unix_opatch_checks=1 is specified; otherwise
invalid)

The pathname to the Unix listener.ora file.

Example: /usr/opt/oracle/network/admin/listener.ora

unix_sqlnet_ora_path=
{value}

(Required if perform_unix_os_checks=1 and/or
perform_unix_opatch_checks=1 is specified; otherwise
invalid)

The pathname to the Unix sqglnet.ora file.

Example: /usr/opt/oracle/network/admin/sqglnet.ora

unix_tnsnames_ora_path=
{value}

(Required if perform_unix_os_checks=1 and/or
perform_unix_opatch_checks=1 is specified; otherwise
invalid)

The pathname to the Unix tnsnames.ora file.

Example: /usr/opt/oracle/network/admin/tnsnames.ora

unix_invptrloc={value}

(Optional) if perform_unix_opatch_checks=1 is specified;
otherwise invalid)

The pathname to the Unix oralnst.loc file. Use this
parameter to identify a custom inventory for patches.
Example: /usr/opt/oracle/network/admin/oralnst.loc

Ports used for Oracle authentication

The “All Ports” option is used when the port parameter is not specified (the default). You
may only create one Oracle record with this setting for each host. When All Ports is
defined the scanning engine uses the credentials in the record to attempt authentication
to the database instance (SID or service name) when a port-specific record does not exist.
The scanning engine will authenticate to the database instance on each port the Oracle

service is detected on.

A single port is used when the port parameter is specified (e.g. port=1521). The same port
number cannot be entered in multiple Oracle records for the same host, unless the
compliance module is enabled and pe_only=1 is specified.

How it works - When the scanning engine detects an Oracle instance on a host, it first
checks to see if you have an authentication record with the database instance and port
specified. If you have a port-specific record, then it uses the credentials in that record to
attempt authentication to the database instance. If a port-specific record does not exist
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(or if authentication fails), then the scanning engine checks to see if you have an
authentication record set to “All Ports” for the host and uses the credentials in that record
to attempt authentication to the database instance.

System created Oracle records

When we auto discover Oracle instances, we’'ll discover the target configuration for each
instance but not the login credentials. We've introduced a new configuration called
“Oracle System Record Template” that you'll use to provide Oracle login credentials for
system created records. You'll create the system record template and then select it in the
option profile used for discovery scans. The template is linked automatically to the system
created records created as a result of the scan.

Benefits

- We'll auto discover Oracle instances on each scanned host and create authentication
records for those instances. We support auto discovery and system record creation for
Oracle instances running on Unix platforms. Make sure you have Unix authentication

records in your account for hosts running Oracle.

- When we create Oracle authentication records for discovered instances, we’ll insert the
credentials from the Oracle system record template you selected in the option profile.

- You can easily rotate Oracle passwords. Simply edit the credentials in the Oracle system
record template and all Oracle records linked to the template will be updated to use the
new credentials with no additional scan or action by you.

- You can edit individual Oracle system created records and save them as user created.
This allows you to change the credentials for individual records without changing the
credentials for all records associated with a template.

How it works

Here's the basic flow for Oracle instance discovery and auto record creation. Note - We
support auto discovery and system record creation for Oracle instances running on Unix
platforms. Make sure you have Unix authentication records in your account for hosts
running Oracle.

1) Create an Oracle system record template and enter the login credentials you want to
use for system created records.

2) Select the Oracle system record template in the compliance option profile you want to
use for discovery scans.

Note: You can configure Oracle system record template for Multitenant Container
Database. Select the "Is CDB" option to enable your Oracle database system created
authentication records in Multitenant Container Database.

3) Launch your discovery scan. Your scan results will list the auto discovered instances.

4) List your Oracle authentication records. For each system created record, you'll see the
template associated with the record.
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Sample create Oracle system record template
This sample creates an Oracle system record template by using is_template=1.

API request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: curl" -d
"action=create&is template=l&title=OracleRecordTemplate&username=0OracleUs
er&password=<PASSWORD>"
"https://qualysapi.qualys.com/api/2.0/fo/auth/oracle/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH_RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2020-04-23T18:43:597Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>2237956</ID>
</ID SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

DTDs for auth type “oracle”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/oracle/auth_oracle_list_output.dtd
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Oracle Listener Record
/api/2.0/fo/auth/oracle_listener/
[POST]

Create, update, list and delete Oracle Listener records for authenticated scans of Oracle
Listener databases. Vulnerability scans are supported (using VM).

Oracle Listener records are used to connect to Oracle TNS Listeners in order to enumerate
information about databases behind the Oracle Listeners. When authentication is
successful and databases behind the Listener are discovered, the QID 19225 “Retrieved
Oracle Database Name” is returned in the scan results. This is an information gathered
check that lists the names of the databases discovered behind the Listener. This
information is useful if you want to create Oracle authentication records on those
databases and need the Oracle System IDs (SIDs).

Input Parameters

Parameter Description

action={action} (Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1} (Optional) Specify 1 to view (echo) input parameters in the
XML output. By default these are not included.

ids={value} (Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value} (Required to create record, optional to update record) A
title for the record. The title must be unique. Maximum 255
characters (ascii).

comments={value} (Optional to create or update record) User defined
comments. Maximum of 1999 characters.

password={value} (Required to create record, optional to update record)
Specifies a password for authentication to target hosts. If
more than one Listener is detected on the same host, then
the same password is attempted on each Listener.
Maximum 100 characters (ascii).
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Target Hosts

ips={value}

(Required to create record) The IP address(es) the server
will log into using the record’s credentials. Multiple entries
are comma separated.

(Optional to update record) IPs specified will overwrite
existing IPs in the record, and existing IPs will be removed.

This parameter and the add_ips parameter or the
remove_ips parameter cannot be specified
in the same request.

add_ips={value}

(Optional to update record) Add IPs and/or ranges to the IPs
list for this record. Multiple IPs/ranges are comma
separated.

This parameter and the ips parameter cannot be specified
in the same request.

remove_ips={value}

((Optional to update record) IPs to be removed from your
record. You may enter a combination of IPs and ranges.
Multiple entries are comma separated.

This parameter and the ips parameter cannot be specified
in the same request.

network_id={value}

(Optional to create or update record, and valid when the
networks feature is enabled) The network ID for the record.

DTDs for auth type “oracle_listener”

<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/oracle_listener/
auth_oracle_listener_list_output.dtd
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Oracle WebLogic Server Record
/api/2.0/fo/auth/oracle_weblogic/
[POST]

Create, update, list and delete Oracle WebLogic records for authenticated scans of Oracle
WebLogic Server instances. Vulnerability and compliance scans are supported (using VM,
PQC).

What you'll need:

- We support these technologies: Oracle WebLogic Server 11g and Oracle WebLogic Server
12¢

- Unix authentication is required so you'll need a Unix record for each host running an
Oracle WebLogic Server

Input Parameters

Parameter Description

action={action} (Required) Specify create, update, delete (using POST)
or list (using GET or POST).

echo_request={0|1} (Optional) Specify 1 to view (echo) input parameters in

the XML output. By default these are not included.

ids={value} (Required for update request; invalid for create request)
The IDs of the Oracle WebLogic Server authentication
records that you want to update. Multiple IDs are
comma separated

title={value} (Required to create record) A title for the record. The
title must be unique. Maximum 255 characters (ascii).

comments={value} (Optional to create or update record) User defined
comments. Maximum of 1999 characters.

installation_path={value} (Required to create record, optional to update record)
The directory where the Oracle WebLogic Server is
installed (i.e. Home directory).
Example: /u01/app/oracle/middleware

auto_discover={0|1} (Optional) For a create request, we default to
auto_discover=1, which means we will use auto
discovery to find all domains for you. Specify
auto_discover=0 and we will not auto discover
domains. For an update request, we will keep the
record’s settings as is unless you overwrite them.

auto_discover=0 must be specified with the domain
parameter in the same request.
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Parameter Description
domain={value} (Optional) A single Oracle WebLogic Server domain
name.

Example: website

The domain parameter must be specified with
auto_discover=0 in the same request.

Target Hosts

ips={value} (Required to create record) The IP address(es) the server
will log into using the record’s credentials. Multiple
entries are comma separated.

(Optional to update record) IPs specified will overwrite
existing IPs in the record, and existing IPs will be
removed.

This parameter and the add_ips parameter or the
remove_ips parameter cannot be specified in the same
request.

add_ips={value} (Optional to update record) Add IPs and/or ranges to
the IPs list for this record. Multiple IPs/ranges are
comma separated.

This parameter and the ips parameter cannot be
specified in the same request.

remove_ips={value} (Optional to update record) IPs to be removed from
your record. You may enter a combination of IPs and
ranges. Multiple entries are comma separated.

This parameter and the ips parameter cannot be
specified in the same request.

network_id={value} (Optional to create or update record, and valid when
the networks feature is enabled) The network ID for the
record.

Sample - Create WebLogic record, no auto discover

APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d
"action=create&installation path=/ul0l/app/oraclesauto discover=0&d
omain=www.qualys.com&ips=10.10.10.23&title=WEB_ORA CREATE"
"https://qualysapi.qualys.com/api/2.0/fo/auth/oracle weblogic/"

XML output:

<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_ RETURN>
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<RESPONSE>
<DATETIME>2018-03-10T13:30:49Z</DATETIME>
<BATCH_ LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>2707632279</ID>
</ID_SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - Create WebLogic record, with auto discover

APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl" -X "POST"
-d
"action=create&installation path=/ul0l/app/oracle&auto discover=1&i
ps=10.10.10.23&title=ABC_ORA"
"https://qualysapi.qualys.com/api/2.0/fo/auth/oracle weblogic/"

XML output:

<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgpi.qualys.com/api/Z.O/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2018-03-10T13:42:46%Z</DATETIME>
<BATCH_ LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
<ID>2707642279</ID>
</ID SET>
</BATCH>
</BATCH_LIST>
</RESPONSE>
</BATCH_RETURN>

DTDs for auth type “oracle_weblogic”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/oracle_weblogic/
auth_oracle_weblogic_list_output.dtd
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Palo Alto Firewall Record

/api/2.0/fo/auth/palo_alto_firewall/
[POST]

Create, update, list and delete Palo Alto Firewall records for authenticated scans of Palo
Alto Firewall instances. Vulnerability and compliance scans are supported (using VM, PC).

Requirements:

- The user account you provide for authentication must either have the predefined role
“Superuser (read-only)” or a custom role with these XML API privileges enabled:
Configuration and Operational Requests.

- We use the PANOS XML API to retrieve system information from Palo Alto Firewall on
port 443 so this port must be open.

Tip - We strongly recommend you create one or more dedicated user accounts to be used
solely by the Qualys Cloud Platform to authenticate to Palo Alto Firewall instances.

Input Parameters

Parameter Description

action={action} (Required) Specify create, update, delete (using POST) or
list (using GET or POST).

echo_request={0|1} (Optional) Specify 1 to view (echo) input parameters in the
XML output. By default these are not included.

ids={value} (Required to update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma
separated.

title={value} (Required to create record) A title for the record. The title
must be unique. Maximum 255 characters (ascii).

comments={value} (Optional to create or update record) User defined
comments. Maximum of 1999 characters.

Login credentials

username={value} (Required to create record, optional to update record) The
username of the account to be used for authentication. If
password is specified this is the username of a Palo Alto
Firewall account. If login_type=vault is specified, this is the
username of a vault account. Maximum 255 characters
(ascii).

password={value} (To create record password or login_type=vault is required)
The password of the Palo Alto Firewall account to be used
for authentication. Maximum 100 characters (ascii).
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Parameter Description

login_type=vault (To create record password or login_type=vault is required)
Set to vault if a third party vault will be used to retrieve
password. Vault parameters need to be provided in the
record.

Target Hosts

ips={value} (Required to create record) The IP address(es) the server
will log into using the record’s credentials. Multiple entries
are comma separated.

(Optional to update record) IPs specified will overwrite
existing IPs in the record, and existing IPs will be removed.

This parameter and the add_ips parameter or the
remove_ips parameter cannot be specified in the same
request.

add_ips={value} (Optional to update record) Add IPs and/or ranges to the IPs
list for this record. Multiple IPs/ranges are comma
separated.

This parameter and the ips parameter cannot be specified
in the same request.

remove_ips={value} (Optional to update record) IPs to be removed from your
record. You may enter a combination of IPs and ranges.
Multiple entries are comma separated.

This parameter and the ips parameter cannot be specified
in the same request.

Sample - Create Palo Alto Firewall record

APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl Sample" -d
"action=create&title=palo-

4§ips=10.10.10.10&login_ type=basic&username=rooté&password=<PASSWORD>"
"https://qualysapi.qualys.com/api/2.0/fo/auth/palo_alto firewall/"

XML output:
<?xml version="1.0" encoding="UTF-8" ?>
<!DOCTYPE BATCH RETURN SYSTEM
"https://qualysgﬁi.qualys.com/api/Z.O/batch_return.dtd">
<BATCH_RETURN>
<RESPONSE>
<DATETIME>2018-01-14T06:29:417Z</DATETIME>
<BATCH_LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID SET>
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<ID>125727</1D>
</ID SET>
</BATCH>
</BATCH LIST>
</RESPONSE>
</BATCH RETURN>

Sample - Create Palo Alto Firewall record, using vault
APl request:
curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl Sample" -d

"action=create&title=palo-

46ips=10.10.10.11&login type=vault&username=root&vault type=CyberArk
AIM&vault id=16034&file=file&folder=folder"

"https://qualysapi.qualys.com/api/2.0/fo/auth/palo_alto firewall/"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE BATCH RETURN SYSTEM

"https://qualysapi.qualys.com/api/2.0/batch return.dtd">
<BATCH_RETURN>

<RESPONSE>
<DATETIME>2018-01-16T06:22:01%Z</DATETIME>
<BATCH LIST>
<BATCH>
<TEXT>Successfully Created</TEXT>
<ID_SET>
<ID>125726</ID>
</ID_SET>
</BATCH>
</BATCH7LIST>
</RESPONSE>
</BATCH_RETURN>

Sample - List Palo Alto Firewall records
APl request:

curl -u "USERNAME:PASSWORD" -H "X-Requested-With: Curl Sample" -d
"action=1list"

"https://qualysapi.qualys.com/api/2.0/fo/auth/palo_alto firewall/?
action=1ist&ids=125727"

XML output:

<?xml version="1.0" encoding="UTF-8" 2>
<!DOCTYPE AUTH PALO ALTO FIREWALL LIST OUTPUT SYSTEM
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"https://qualysapi.qualys.com/api/2.0/fo/auth/palo alto firewall/a
uth palo alto firewall list output.dtd"> B Bl
<AUTH PALO ALTO FIREWALL LIST OUTPUT>
<RESPONSE>
<DATETIME>2017-09-13T06:30:32Z</DATETIME>
<AUTH_PALO ALTO FIREWALL LIST>
<AUTH_PALO ALTO FIREWALL>
<ID>125727</1D>
<TITLE><! [CDATA[palo-4]]></TITLE>
<USERNAME><! [CDATA[root]]></USERNAME>
<SSL_VERIFY><![CDATA[I]]></SSL_VERIFY>

<IP SET>
<IP>10.10.10.10</IP>

</IP_SET>

<LOGIN TYPE><! [CDATA[basic]]></LOGIN TYPE>

<CREATED>

<DATETIME>2017-09-13T06:29:41%Z</DATETIME>

DTDs for auth type “palo_alto_firewall”
<platform API server>/api/2.0/batch_return.dtd

<platform API server>/api/2.0/fo/auth/palo_alto_firewall/
auth_palo_alto_firewall_list_output.dtd
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Pivotal Greenplum Record

/api/2.0/fo/auth/greenplum/
[POST]

List, create, update, and delete Pivotal Greenplum records for authenticated scans of
Pivotal Greenplum 5.x and 6.x instances running on Unix. Compliance scans are

supported (using PC).

Input Parameters

Parameter

Description

action={action}

(Required) Specify create, update, delete (using POST) or list
(using GET or POST).

details={value}

(Optional) Default value is Basic. You can choose from None,
Basic, and All.

echo_request={0|1}

(Optional) Specify 1 to view (echo) input parameters in the
XML output. By default these are not included.

ids={value}

(Required only for update or delete record) Record IDs to
update/delete. Specify record IDs and/or ID ranges (for
example, 1359-1407). Multiple entries are comma separated.

title={value}

(Required to create record) A title for the record. The title must
be unique. Maximum 255 characters (ascii).

comments={value}

(Optional to create or update record) User defined comments.
Maximum of 1999 characters.

Greenplum

greenplum_unix_conf_file=
{value}

(Required for create request) The full path to the configuration
file (postgresgl.conf) on your Unix assets (IP addresses). The
file must be in the same location on all assets for this record.

greenplum_db_name={value}

(Required for create request) The database instance you want
to authenticate to.

port={value}

(Optional) The port where the database instance is running.
Default is 5432.

ssl_verify={0|1}

(Optional) SSL verification is skipped by default. Set to 1 if you
want to verify the server’s certificate is valid and trusted.

hosts={value}

(Required if ssl_verify=1) A list of FQDNs for all host IP
addresses on which a custom SSL certificate signed by a
trusted root CA is installed.

Login credentials

username={value}

(Required for create request) The username of the account to
be used for authentication. If password is specified this is the
username of a Greenplum account. If login_type=vault is
specified, this is the username of a vault account. Maximum
255 characters (ascii).
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Description

password={value}

(For create request, password or login_type=vault is required)
The password of the Greenplum account to be used for
authentication. Maximum 100 characters (ascii).

login_type={value}

(For create request, password or login_type=vault is required)
Login type can be basic (default) or vault. Set to vault if a third
party vault will be used to retrieve the password. Vault
parameters need to be provided in the record. See Vault
Definition.

vault_id={value}

(Required if login_type=vault) The ID of the vault to be used to
retrieve the password for login.

vault_type={value]}

(Required if login_type=vault) The third party vault to be used
to retrieve the password for login. Certain vaults support this
capability. See Vault Support matrix.

Keys, Passphrase

client_key_type={value}

(Optional) Client key type basic (default) or vault.

client_key={value}

(Optional if client_key_type=basic) Client key content, if
private key not in vault.

client_key_vault_type={value}

(Required if client_key_type=vault) The third party vault to be
used to retrieve the private key. Certain vaults support this
capability. See Vault Support matrix.

client