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TotalCloud HOME DASHBOARD INVENTORY POSTURE POLICY REPORTS RESPONSES  CONFIGURE
‘Conﬁgure P | Threat Scanners

Amazon Web Services ‘ -

o We recommend migrating the gad CSPM conr s (with 4 ican) to the Connectors application, where all the TotalCloud connectors can be managed. Learn More
™ Amazon Web Services

Microsoft Azure i

0O Google Cloud Platform

CONNECTOR NAME TAGS ACCOUNT ID STATUS

aws test 1

Completed with errors
Last Synced On Feb 21,2023 7216 P

CSPM a7 H# X720, L RIOEBEEELITBIMERERNHV ET, 2N T, v~ — VSN axrt~v—UX
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TotalCloud ™ HOME  DASHBOARD INVENTORY POSTURE POLICY REPORTS RESPONSES  CONFIGURE

CSPM Connectors

[ Microsoft Azure
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Total Connectors CONNECTOR NAME TAGS SUBSCRIPTION 1D STATUS
Azure conn wrong cred v1.0033 Completed with errors

L yYYYYYYYY . Completed successfully

Dummy Completed with errors
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CDR BBADA LR —T 4 71T B N TORRGENL, TotalCloud @ [FRiE] #7128HHHTLU Threat
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Configure

‘] @ 1he threat scanners are cumently supported for Amazon Web Services (AWS). Support for other cloud providers configuration will be available in the future

Total Deployment

Downlosd Seripts | [ €@ Registration Key R Insights Key 1-1of 1 ¢ &

DEPLOYMENT NAME ACCOUNT 1D REGION STATUS CREATED ON COR KEY
NO REMAINING FILTERS
aws-cdr-threats-deploy 383031258652 us-east-2 Active JA18,2023114ZPM = ssessessescscesessescasassanes 8 M

Create #2727 L T, CDR v —=—%BHtAL £,

Create Deployment

Add the security account/VPC information to create a deployment in a specified region.

Deployment Name *

[ Enter a unique deployment name starting with the prefix ‘aws-".

Account ID * Deployment Region *

[ Enter Account ID to share AMI ] [ Select a region

Cancel
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CSPM aRJH b —T

ZDOb—=70%, TotalCloud @ CSPM connectors 27 C, v —VINT-apx I X EI-IIRBIOax 7 2% R,

DIFHIENTEET,

ROBLFTICBEIL £9, Configure > CSPM Connectors > Any Cloud Provider.

Name Description
state Use a text value (Merged, Unmerged) to help you find the
connectors with state you are looking for.

“NHD =T % . h—# 7T KD CSPMConnectors Z7 CTRENANENTWET, 2D —T0 2L

T, OCI CSPM aax 7 Z 2R3 A B fE A MRk L E7,

IROBEFTICBEIL£9, Configure > CSPM Connectors > Oracle Cloud Infrastructure.

BLWh—7UAb:

Name Description

name Use values within quotes to help you find the connector name you
are looking for

username Use values within quotes to help you find connectors created by a
given username

tenantid Use a text value ##### to search connectors created with specific
Tenant ID

isDisabled Use values true | false to find the connectors that are in
disabled/enabled state

tags.name Use values within quotes to help you find connectors that are
grouped by the tag name
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Threat Scanner Tokens

ZNBHDOR—2721%, @ Threat Scanners %7 TSIV TS OCl ax /X THER TEXET , ZHDM—7
VEMBRALTC, 7RI ABEE AR BE L ET,

WOHATICEEI L £9, Configure > Threat Scanners.

HLWR—27 AR
Name Description
status Use a text value ##t#t#it to search for deployments with the provided
status
region Use a text value ##tft#it to search for deployments with the provided
region

OCl A _URY e h—=7

ZNBHDOR—271%, TotalCloud @ Inventory #~7 THEITESN TS OCL VY —RAIZHH L TR OITHZE
NTEFET . INLDO—Z 2L T, Sz OCI VY — R 2B #EEREMB L FET,

IRDOGPETICBENLF 7, Inventory > Oracle Cloud Infrastructure.
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Name Description
bucket.id Use a text value ##### to find OCI bucket ID of interest.

bucket.name

Use a text value ##### to find OCI Bucket name of interest.

bucket.namespace

Use a text value #### to find buckets with the associated namespace.

bucket.compartmentld

Use a text value ##### to find Buckets of specified compartmentID

bucket.createdBy

Use a date range or specific date to define when the bucket was
created.

bucket.replicationEnabled

Use the values true | false to find Buckets with replication enabled.

bucket.isReadOnly

Use the values true | false to find Buckets that are read-only.

bucket.versioning

Use a text value (Enabled, Disabled) to find buckets of specified
versioning.

bucket.autoTiering

Use a text value (Disabled, InfrequentAccess) to find buckets with
specified storage tier transition permissions.

bucket.objectEventsEnabled

Use the values true | false to find Buckets that have Events enabled for
object state changes.

bucket.kmsKeyld

Use a text value ##### to find Buckets of specified KMS Key ID.

bucket.objectLevel AuditMode

Use a text value ##### to find Buckets with the specified audit mode.

bucket.publicAccessType

Select from the dropdown (NoPublicAccessType, ObjectRead,
ObjectReadWithoutList) to find buckets with the provided public
Access Type.
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bucket.storageTier

Select from the dropdown (Archive, InfrequentAccess, Standard) to find
buckets with the provided storage tier.

bucket.timeCreated

Use a date range or specific date to define when the user was created.

s IAM 22— —Drh—2r

Name Description

user.id Use values within quotes to help you find IAM users with a certain user
ID

name Use values within quotes to help you find IAM users with a certain user

name

user.isMfaActivated

Use the values true | false to find IAM users with multi-factor
authentication enabled

user.lifecycleState

Select from the dropdown to find users with the selected lifecycle state

user.canUseConsolePassword

Use the values true | false to find IAM users with console password
enabled

user.tenantld

Use a text value ##### to find IAM users of specified Tenant ID

user.lastSuccessfulLoginTime

Use a date range or specific date to define when the user last
successfully logged in

user.timeCreated

Use a date range or specific date to define when the user was created.

user.timeModified

Use a date range or specific date to define when the user was modified.

BHENTAL AR ADN—T

Name

Description

instance.availabilityDomain

Select the availability domain you're interested in. Select
from names in the drop-down menu

instance.compartmentld

Use a text value ##### to find OCI instances with a certain
Compartment ID

instance.faultDomain

Use a text value ##### to find OCI instances with the given
fault domain

instance.id

Use a text value ##### to find OCI instances having a
certain Instance 1D

instance.imageld

Use a text value ##### to find OCI instances with a certain
Image (AMI) ID

instance.isPVEncryptioninTransitEnabled

Use true | false to view the instances with PV Encryption in
Transit enabled/disabled

instance.lifecycleState

Select from the dropdown to find instances with the selected
lifecycle state

instance.privatelp

Use a text value ##### to find OCI instances having
network interface with a certain private IP address

instance.publiclp

Use a text value ##### to find OCI instances having
network interface with a certain public IP address

instance.secureBootEnabled

Use true | false to view the instances with Secure
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Boot enabled/disabled

instance.shape

Select from the dropdown to find OCI instances having a
specified shape

mHEn=tx 2074 URANDOR—2T

Name

Description

securitylist.compartmentld

Use a text value ##### to find Security Lists with a
certain Compartment ID.

securitylist.egressSecurityRules.destination

Use an integer value ##### to find security lists having
egress rules with a certain destination

securitylist.egressSecurityRules.destinationP
ortRange.min

Use an integer value ##### to find security lists with
the given minimum number in destination port range
allowing outbound traffic

securitylist.egressSecurityRules.destinationP
ortRange.max

Use an integer value ##### to find security lists with
the given maximum number in destination port range
allowing outbound traffic

securitylist.egressSecurityRules.isStateless

Use true | false to find security lists for outbountd traffic
that are stateless.

securitylist.egressSecurityRules.protocol

Select from the drop-down to find security lists with the
given protocol

securitylist.egressSecurityRules.sourcePortR
ange.min

Use an integer value ##### to find security lists with
the given minimum number in source port
range allowing outbound traffic

securitylist.egressSecurityRules.sourcePortR
ange.max

Use an integer value ##### to find security lists with
the given maximum number in the source port range,
allowing outbound traffic

securitylist.id:

Use a text value ##### to find Security Lists with a
certain ID

securitylist.ingressSecurityRules.destination
PortRange.min

Use an integer value ##### to find security lists with
the given minimum number in destination port range
allowing inbound traffic

securitylist.ingressSecurityRules.destination
PortRange.max

Use an integer value ##### to find security lists with
the given maximum number in the destination port
range, allowing inbound traffic

securitylist.ingressSecurityRules.isStateless

Use true | false to find security lists for inbound traffic
that are stateless

securitylist.ingressSecurityRules.protocol

Select from the drop-down to find security lists with the
given protocol

securitylist.ingressSecurityRules.source

Use a text value ##### to find security lists with the
given traffic source

securitylist.ingressSecurityRules.sourcePort
Range.min

Use an integer value ##### to find security lists with
the given minimum number in source port range,
allowing inbound traffic

securitylist.ingressSecurityRules.sourcePort
Range.max

Use an integer value ##### to find security lists with
the given maximum number in the source port range,
allowing inbound traffic
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securitylist.lifecyclestate

Select from the dropdown

Select a lifecycle state (PROVISIONING,
AVAILABLE, TERMINATING, TERMINATED) to
find security groups having the selected lifecycle state.

securitylist.venld

Use a text value ##### to find Security Lists

with a certain VCN ID

securitylist.timeCreated

securitylist was created

Use a date range or specific date to define when the

OCI i ~h—2 >
ZNBDR—271%, TotalCloud @ Posture #~7 G ASfu7z OCI #EHli T3, 2D h—27 2L
T, OCI 2 b — L OFHIIC B T2 B AR L £,

IRDOLFTICBENLF 9, Posture > Oracle Cloud Infrastructure > Open Control Evaluation of any control.

Name

Description

resource.id

Use a text value ##### to show resources based on the unique resource ID

tenantld

Use a text value ##### to show OCI resources based on the unique tenant ID

¥17-72 Mandates W& A

ZOV)—ATIiL, HrLv Mandates DY R —IREAINELT,

Doc Document Name Publisher Version
ID
5822 Technology Risk Management Monitory Authority of Singapore (MAS) | January 2021
(TRM) Guidelines
6181 US Cybersecurity Maturity US Government — Office of the v2.0
Model Certification (CMMC) 2.0 Under Secretary of Defense for
Level 1 Acquisition & Sustainment —
OUSD(A&S)
6182 US Cybersecurity Maturity US Government — Office of the v2.0
Model Certification (CMMC) 2.0 Under Secretary of Defense for
Level 2 Acquisition & Sustainment —
OUSD(A&S)

BEFF D Mandate D F 3T

ZOV)—ATE, A—ANITESR - =v' vyl =Afh ~F2U5 1 F5 /L (Doc ID-5781) D
Mandate ORF=2 A ID ZEFHLELT-
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Doc Document Name Publisher Version

ID

7382 Australian Signals Directorate - Australian Cyber Security Center November
Essential Eight Maturity Model (ACSQ)) 2022

Microsoft Azure
TotalCloud 2.5.0 T, Azure I b —/LZIRO T HNMZ S TWET,

aryta— N ZAMNVDER
CIS Microsoft Azure Foundations Benchmark ®O=> ha—/ L XA NUIIROEENEASNELT-,
CID Title New Title
50033 | Ensure that all attached VM disks are Ensure that all Attached VM Disks are
encrypted encrypted with Customer Managed
Key (CMK)
Ensure that all disk snapshots are Ensure that all disk snapshots are encrypted
50038 encrypted with Customer-managed key(CMK)

avba—/ FooDER

CIS Microsoft Azure Foundations Benchmark 2> ha—/L F = ZIZIROE B DMZ S FELT-,

CID Title Services
50033 Ensure that all attached VM disks are Disk
encrypted

ZTGINITGIR AL TTANTG I F %
CIS Oracle Cloud Infrastructure Foundation "X F<—27 « ; RUY—DFL\ a
rea— v

CIS Oracle Cloud Infrastructure Foundation ~XF<—27 <RV — TR DB L T ha— LN E A S ILE

L7,

CID

Title

40003

Ensure no Object Storage buckets are publicly visible

40004

Ensure Versioning is Enabled for Object Storage Buckets
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40008

Ensure Object Storage Buckets are encrypted with a Customer Managed Key CMK

40014

Ensure no security lists allow ingress from 0.0.0.0/0 to port 22

40015

Ensure no security lists allow ingress from 0.0.0.0/0 to port 3389

40016

Ensure the default security list of every VCN restricts all traffic except ICMP

40017

Ensure MFA is enabled for all users with a console password

40018

Ensure user API keys rotate within 90 days or less

40019

Ensure user Customer Secret keys rotate within 90 days or less

40020

Ensure user Auth Tokens rotate within 90 days or less

40021

Ensure no network security groups allow ingress from 0.0.0.0/0 to port 22

40022

Ensure no network security groups allow ingress from 0.0.0.0/0 to port 3389

40023

Ensure API keys are not created for tenancy administrator users

CIS Oracle ZFUK « A2 TFARNG I F % DRRARFF7T 4 R R —DF LI
vha—v

CIS Oracle Cloud Infrastructure Foundation X\ F < —727 « iR — 2R DOFT L\ a ba— L3 E ASIVE

L7z,
CID | Title Service | Resource
40001 | Ensure Secure Boot is enabled on Compute Instance Compute | Instance
Ensure Compute Instance boot volume has in-transit data encryption is
40002 | gpabled Compute | Instance
Ensure Emit Object Events is Enabled for Object Storage Buckets
40005 Storage Bucket
Ensure Bucket Pre-Authenticated Request allows Read Only Access
40006 Storage Bucket
Ensure Bucket does not persists Expired Pre-Authenticated Request
40007 Storage Bucket
40009 | Ensure no Object Storage buckets are left Untagged Storage Bucket
. . IAM
40010 | Ensures password policy requires at least one lowercase letter IAM Password
. ) IAM
40011 | Ensures password policy requires at least one uppercase letter IAM Password
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1AM

40012 | Ensures password policy requires at least one numeric IAM Password
Ensures password policy requires at least one Special Character 1AM
40013 IAM Password

pop RSy el izi) <l

- LR—bOT —HEEEELLELTZ, ZHUCED, TotalCloud 7 —# DX 7 a—RA L, L0 &
HIZ72DFE LT,

- CID 50094, 50038, 190, 191 Oy ra iRt LELT-,

- CID 50053, 52020, 50347, 50250 Ok w7250 L C. s — A%z 1ELELT-,

- ARTEOFEATHRIZ)—Tar BEHFENIEEIT, VY —ADRRHEBI /A% PASSE (ZB B CX7e\ RS
EIELEL,
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