Journey From Siloed
Security Data to Enterprise
TruRisk Management

Shailesh Athalye
Senior VP Product Management, Qualys



@ Qualys.

Enterprise TruRisk Platform

Measure, communicate, and eliminate cyber risk.

De-risk your business.



New & Constant
Cyber Risk Challenges



Risk Has Many Definitions

Different Tools Measure Risk Differently
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What is my Cyber Risk



Too Much Data - Few Insights

Too Many Reporting Tools that Don’t Scale
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Need Context - Business, Threats & Insights

Lack of Threat & Business
context

1. Ransomware:
CVEs related to vulnerabilities

2. Dark Web chatter:
CVEs related to your industry talked in dark web

3. Known Malware:
CVEs exploited by by known threat actors

Unable to view unified ‘Toxic
Insights’
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The Qualys Solution set

Cyber Asset Attack Surface Management (CSAM)
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Threat e Application & API security
Detection ¢ External Attack Surface Management (EASM)
Response * Vulnerability Management Detection and
Response (VMDR)
¢ TotalCloud
¢ Patch Management (PM)
Compliance * Policy Compliance (PC)
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..and more



No Single Source of Truth for Communication
Too Many Consolidate to Communicate Tools that Don’t Scale

Expensive to build, manage, or buy

Don’'t provide a unified risk view of
risk

Waste resources and distract
business focus e, .

Which tools should | use
communicate cyber risk?



Communicate Risk

Challenge of Communicating Right Data to Right Team

Amplified by *10
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The Qualys Solution set

Cyber Asset Attack Surface Management (CSAM)
Application & API security

External Attack Surface Management (EASM)
Vulnerability Management Detection and Response
(VMDR)

TotalCloud

Patch Management (PM)

Policy Compliance (PC)

...and more
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Too Many Tools, Few Solutions
Silo'd Tools Make Managing Cyber Risk Hard

Too many tools - what do | 3@ O ,
. . . EDR/ Threat Detection
trigger right action?
Cloud Security ®

How do | eliminate the risk?

Infrastructure
Security/
Vulnerability Scans

What is the prioritized risk O
elimination plan and tool — (N Y :

for elimination? dh
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Remediation / Patch
Management
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Security/ SCA , °



Top Exploited Vulnerabilities Are Not O-days

Patching Hygiene Continues to be a Problem

Top 10 Vulns Exploited by Threat Actors

Attackers continue to CVE-2017-0199
exploit old CVE-2017-11882
vulnerabilities CVE-2012-0158

CVE-2021-44228 30+ Days to remediate
..and these CVE-2018-0802 weaponized vulnerabilities
vulnerabilities remain CVE-2021-26855

un patch ed CVE-2021-34473
CVE-2021-27065

CVE-2021-34523

CVE-2021-31207



What Customers Are Asking For

Unified Risk View

(@ Aggregate cyber risk across Qualys & Non-
Qualys Products (cloud, application,
infrastructure, etc)

©) Share a common language to communicate
cyber risk to key stakeholders

@ Transition away from difficult to manage in-
house or expensive risk reporting tools

© Consolidate on Qualys Cloud Platform for
managing Cyber Risk



The Solution



Manage Cyber Risk

Across the Enterprise Effectively....

1 Measure Risk Across The
@ EcoSystem .

Communicate Cybe:r Risk in
form of Intrinsic Business Value
at Risk .

Eliminate Risk
3 O



Aggregate All Risks

Unified Risk View

Single pane of glass view for all risks across
Qualys and Non-Qualys sources.

© Search & Correlate Risk by connecting the dots
across multiple sources

Uniformly Score Risk across risk findings from
Qualys & Non-Qualys sources

Ingest Data by using multiple sources.
Connectors, APIs, Files and more



Microsoft
Defender
For Endpoint

Measuring TruRisk Across Eco-System
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The Qualys Solution set

Cyber Asset Attack Surface Management (CSAM)
Application & API security

External Attack Surface Management (EASM)
Vulnerability Management Detection and
Response (VMDR)

TotalCloud

Patch Management (PM)

Policy Compliance (PC)

...and more

Normalization

Correlation

Threat In
From 25+ Sc
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CVEs related to vulnerabilities

2. Dark Web chatter:
CVEs related to your industry talked in dark web

3. Known Malware:
CVEs exploited by by known threat actors



Communicate Cyber Risk

To All Stakeholders

1 Measure Risk Across The
® Ecosystem 3

Communicate Cyber Risk in
form of Intrinsic Business
Value at Risk )

Eliminate Risk
3 O



Communicate Risks

One TruRisk, Multiple Communication Paths

Define Business value per Business app
Quantify TruRisk with intrinsic value & loss due
to risk & commmunicate risk to the board, execs

Compare Risk across business units, peers,
geos. Demonstrate the key Risk Factors and

their financial impact due to risk

Customize Risk per your GRC definitions
Adjust the risk to your organizations needs
before communicating it to the teams




Communicating TruRisk
Right Data, with Right Context to Right team

IT/Ops Teams

Patch KB + reg change
MS Windows OS

CVE: Printnightmare
SYNOPSYS'
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open-

source Software version update
vulns Linux w/python

Python- open source

Cloud Team

cloud
misconfigu Cloud Misconfig
rations S3 Bucket Public access

The Qualys Solution set

Cyber Asset Attack Surface Management (CSAM)

- Appication & APl security Normalization Correlation Concept pocount iAWS:ID

* External Attack Surface Management (EASM) Fix script

* Vulnerability Management Detection and laC Template

Response (VMDR)

* TotalCloud

* Patch Management (PM) A T

* Policy Compliance (PC) application pp eams

T endmore vulns Vuln for Apache Tomcat
Workload
Fix script

Update version, patch



Communicating TruRisk... in Language of
IT Operations

Communicate non-
Qualys risks factors
with TruRisk as

tickets to IT teams
from certified,
trusted Qualys
platform, saving time
& efforts




Communicating TruRisk... in Language of
Compliance

Communicate Aggregated

Risk Factors (Qualys + non-

Qualys) for Comprehensive
Compliance Reporting



Manage & Reduce Cyber Risk
Go Beyond Patching Alone ........ -

1 Measure Risk Across The
® Ecosystem 3

Communicate Cybe:r Risk in
form of Intrinsic Business
Value at Risk .

Eliminate Risk
3 O



Eliminate Risks

Balance Risk Reduction with Operational Impact

Reduce Time of Exposure |dentify Top Risks
that will reduce the most risk across the
organization, while balancing operational
Impact

Mitigate Risk. Mitigate Risk that cannot be
eliminated by leveraging compensating controls
and mitigations from network, firewall & more.



TruRisk Eliminate

Remediate, Mitigate, Compensate, Virtually Guard
TruRisk

Eliminate
d/&p  Risk Reduction Insights <> Right technique Orchestration
PATCH MANAGEMENT TruRisk Mitigate
(Remediation)
Risk Mitigation - Virtual Compensating
PATCH CONFIGURATON i
MANAGEMENT CHANGES Qualys/Vendor  Guard/Patch Risk

PLATFORM SERVICES
FI rst—Party API LIGHTWEIGHT AGENT 83 SENSORS 3rd Pa rty
0SS Data
L @ @ @ L @
APPLICATIONS OPERATING SYSTEMS CLOUD / CONTAINERS / VMs IT / WORKSTATIONS / SERVERS

EXTERNAL DEVICES



Eliminating Risk ... with Techniques Beyond
Patching, balancing Operational Impact




Risk Mitigation, to Reduce Risk, Beyond Patching

Use Case #1 (IT Ops) - Patch

Traditional Patching Capabilities

Patching
Conf changes (ex. change regkey)

N

Uninstall (ex. BitTorrent)
Isolate device from network

Use Case #2 (SecOps) - Mitigate Close ports (ex. port 21 FTP)
Stop services/processes

Immediate but Temporary Shield - Security Team doesn't want to “wait” Specific script per vuln (vendor provided or

while IT Ops Can Fix the Identified Issues Qualys provided)

8. Update cloud setting or call cloud function (ex.
remove app from firewall, call Lamlbda)

9. In Memory updates (Live Kernel Patching)

N UTA W

Use Case #3 (SecOps) - Virtual
Patching

For Critical Assets turn on “Focused” Threat Detection &
Monitoring for Select Exposure

10. Memory and network protection
11. In Memory updates (Live Kernel Patching)
12. Stop services/processes

Use Case #4 (SecOps/ITOps)- 13. Build your own script for remediation

Compen§atipg control ' ' 14. Specific script per vuln (vendor provided or
Allow custom “fixes” where customer can write their own Qualys provided)

scripts/choose building blocks (ex. Registry keys, uninstalling
software etc.)



Sample of 107 Weapohnized Vulns in 2022

Targeting Servers and Workstations

17 Vulns (16%)

Integrated & automated
Remediation

*

3rd party software
Chrome/Firefox/Safari/Adobe

Functionality broken <1%

14 Vuins (13%)

Mitigated with Official Vendor
Suggested Mitigations

*

Example: CVE-2022-24112, In
“conf/config.yaml’, ensure “batch-
requests’ is disabled.

76 Vulns Left (71%)

Not easily patchable or
mitigated
*

Requires Adaptive Mitigation, hybrid
approach to mitigation



Adaptive Remediation

Adaptive Hybrid remediations to mitigate the risk of the remaining 76
vulnerabilities

Level (H): Higher
operational risk

. (48%): 4 vulns Use Linux kernel live
D.ISC!bIe Lua ) Kernel patching
scripting and . .Patchless Pqtchmg Virtual technologies
Restart the Redis 49 vulns Mgt e demtoyan o en Patching
service. Adaptive S
Qualys
Level (L): Lower mitigations 43 vulns
operqtlgngl risk Network protections
(52%): Block 31 vulns
or restrict access Memory “Virtual protection” by (Blue
to TCP port 8732 protections HexogonS)Al/ ML traffic-based
, Disable the analysis & blocking
SCVMM integration “Virtually patched” by Vuln example: Log4Shell
memory guarding
technology

Vuln example: Bluekeep



BlueKeep (cve-2019-0708) —
Memory Exploit Protection

@ Affects: All Microsoft Windows Operating System

The Vulnerability: BlueKeep is a remote code execution
@ vulnerability that exists in Remote Desktop Services.

BlueKeep is a pre-authentication USE-After-Free

vulnerability and requires no user interaction to exploit.

@ Impact: Complete control of the affected vulnerable
system. No User Interaction Needed To Exploit

@ Solution: With Qualys Cloud Agent Vulnerability Guard
protection, out-of-the box prevent exploitation of such
memory corruption vulnerabilities by encrypting data fields
in Process Environment Block (PEB)



Technology Partners
Measure, Communicate, and Eliminate Cyber Risk Effectively
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