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Adversary Threat Tactics are Changing

Early 2010s 
Zero-day Vulnerabilities

(Nation State, Industrial Espionage, Black Market)

Today
Rapidly weaponizing newly-disclosed vulnerabilities

(Good, Fast, Cheap – Pick 3)



Known Critical Vulnerabilities are Increasing

14-16K vulnerabilities are 
disclosed 2017-2019

30-40% are ranked as “High” or 
“Critical” severity

Worm-able Vulnerabilities are 
increasing (WannaCry, 
BlueKeep)

“Mean Time to Weaponize” is 
rapidly decreasing year/year



Time to Weaponize
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Immediately discover assets and vulnerabilities

Patch and verify remediation

Change configuration to limit unauthorized access

Control network access / cloud security groups

Add Endpoint Detection and Response

AI
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IOC

PC

PM

SCA

VM

Get Proactive – Reduce the Attack Surface



Proactively Hunt, Detect, and Respond

Security Analytics
(Summer 2020)

Indication of 
Compromise

Detect malware, IOCs, 
IOAs, and verify threat intel Augment SIEMs by finding 

attacks using behavioral 
analytics and MITRE ATT&CK



Qualys IOC – Hunt Using Threat Intel
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Detect Malware Missed by Anti-Virus
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Indication of Compromise
DEMO

IOC

Threat Intel Verification / Hunting
Malware Detection

EDR – Response Actions
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Beyond Endpoint Detection and Response:
How can I better protect my crown jewels?

Threat Hunting Assumptions:

! Every user machine can be compromised – it only takes one click

! Every Remote Code Execution (RCE) vulnerability can be exploited

! Local Privilege Escalation and Credential Harvesting to move laterally

! System misconfigurations are often overlooked and easy to exploit

! Network segmentation is rarely used or hard to manage (configuration drift)

All attacks are not equal: can Adversaries reach my Critical Servers?



Adversary Lateral Movements (Attack Paths)
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Attack Path Discovery (Summer 2020)

Network Reachability
Determine connections between hosts using Cloud Agent

Passive + Active network collection
Store these connections in a Graph Database for fast query

+
Asset Security Posture

Remotely Exploitable Vulnerabilities
System Misconfigurations

Malware, IoCs, and Indicators of Activity

CA

PC SCA

TPVM

IOC







Attack Path DiscoveryAttack Path Discovery
forfor

Proactive Threat HuntingProactive Threat Hunting
and Response Priority
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Attack Path DiscoveryAttack Path Discovery
toto

Prioritize PatchingPrioritize Patching
andand

Improve Security Defenses
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Vulnerability Remediation Prioritization

CVSSv2 / CVSSv3 base scores

Qualys QID Severity score

Qualys Tagging for Asset Business Criticality

Qualys Threat Protection Real-Time Indicators
(based on threat intel and live attacks)

Qualys VMDR Threat Prioritization
(Machine Learning model + Contextual Awareness)

Qualys Attack Path Discovery
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