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Security Challenges in the Cloud

Lack of visibility or control on cloud resources
Misconfiguration of cloud services
Multi cloud environment magnifies security challenges

Lack of a unified security toolset/controls for on-prem & cloud workloads
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Cloud Security




Cloud Workload Security with Qualys
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Vulnerability Management

* Vulnerability Management
(Internal & Perimeter)

 Threat Protection

* Indicators of Compromise

 Patch Management

Policy Compliance

« Policy Compliance (incl. Secure
Configuration Assessment)

« File Integrity Monitoring

Application Security

« Web Application Scanning
(WebApps and REST APIs)

» Web Application Firewall

« APl Security*
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Rich Visibility with CloudView

@ ouolys

Visibility into your cloud resources

Identify public facing/perimeter resources “an T e .-
Resource usage by regions/accounts.

View associations to identify the blast
radius




Compliance Assessment

|dentify misconfigured resources

Detect resources that are non-
compliant against standards such
as CIS Benchmark

Identify top failed controls/account
for prioritizing the remediation
efforts

@ Qualys.
CloudView

Cloud Infrastructure Security Posture v

AWS FAILURES BY CONTROL CRITICALITY

AWS IS COVERAGE
31% '

AZURE TOP 5 FAILED CONTROLS

AZURE FAILURES BY CONTROL CRITICALITY

AWS CCM COMPLIANCE

41% ’

AWS TOP S FAILED CONTROLS

GCP TOP 5 FAILED CONTROLS

GCP FAILURES BY CONTROL CRITICALITY

grovpsce . 153K

grestecs. 146K
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Correlate with Vulnerability Data

@ Qualys. Enterprise
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Docker Hosts

Without Agents With Public IP
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NEW

Serverless Visibility

@ Qualys. #xpress

S e rve rI e S S Vi Si b i I ity _ CloudView - DASHBOARD ~ RESOURGES MONITOR  POLICY REPORTS  CONFIGURATION 20
Inventory support for T
AWS Lambda functions

resource. type: "Lambda Function” Last 24 Hrs

21

Total Lambda Functions @ Qualys.

CloudView DASHROARD  RESOURCES  MONITOR  POLICY REPORTS  CONFIGURATION
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python2.7 3 epmlyvaal{syy2 ) 9  Ensure that Lambda Function is not using An IAM role for more than one La_  IIEIN
3 more Uy N0 2] Poiicy | AWS Lambda Best Practices Policy
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NEW

Built-in Security with Cloud Providers

Send findings into Azure, AWS, GCP
Security Hubs

Access & investigate findings from within
the Cloud Provider Security console

Native integration of vulnerability
assessment of hosts, containers

(MSFT Azure - Powered by Qualys)

Home > Security Center - Recommendations © Vulnerabalities in Azure Container Registry images should be remediated (powered by Qualys) (Preview)
Vulnerabilities in Azure Container Registry images should be iated (p i by Qualys) (Preview)
Unhealthy registries Severity Total vulnerabilities Vulnerabilities by severity Registries with m|
;t:"-. 159 IH&h 34 e High 21— espmsme
Medium [
Low
Security Checks
Findings
Search
Security Check Category Applies
37180 Docker FollowSymilinkinScope Function Race Condi... Local of § imaf
256655 CentOS Security Update for binutils (CESA-2019:20..  CentOS 2of 5 imay
256647 CentOS Security Update for curl (CESA-2019:1880)  CentDS 2of 5 imay
256654 CentOS Security Update for bind ([CESA-2019:2057)  CemOS 2of 5 ima
256648 ContOS Security Update for libssh2 Security Update...  ContOS 2 of 5 imay
¥|e6ET CentOS Secu rity Update for glibe (CESA-2010:2118)  CentOS 2of 5imy
256629 CentOS Security Update for vim Security Update (€ CentOS 20l 5 ima
256692 CentOS Security Uipdate for openss| [CESA-201923 .. Cent0S 20f 5 imdy
256658 CentOS Security Update for curl (CESA-2019:2181)  CentOS 2 of 5 img
256697 CentDS Security Update for procps-ng (CESA-2013: . CenDS 20f5imd

Native Azure Host, Container Scanning (Powered by Qualys)
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NEW

Visibility into Container Infrastructure

® @ welcoms s Oualyr® Msezin X @ Welcoms o Ousiys® Asseti X

Inventory for all your container
infrastructure (Included with VMDR)

Visibility into containers via Scanner,
Cloud Agent, Container Sensor

Tracking DockerHub official images

Upgrade for security across DevOps
pipeline

IMAGE DESTREUTIN

TOP VULMERABLE MAGES




orrelating with Vulnerability Data

Container Security

Assets

Search
based on all

attributes 68

Total Images

LABELS
NGINX Docker M.

Httpo//Www.Stind

GPLv2
/Dockerfile
Git

CentOS Base Ima...

Opsxcq@Strm.Sh

Bad-Dockerfile

Cent0S

Reference Docke...

Https://Github.C...
Show less

REGISTRY

Docker,lo
Art-Ha.intranet.0..

VULNERABILITIES

Severity 5
Sevarity 4
Severity 3

el kol e el kA

-

sa8

ASSETS EVENTS

CONFIGURATIONS

India Naccount (quays_nn)

vulnerabilities.severity:"Severity 5" and repo.registry:"docker.io"

1-500f 68

dockerio elasticsearch Feb 06,2018 [latest 0] 7

Image Id: 7b3c1 8dBf363 On Hosts: 1 e —
docker.io redis Feb 06, 2018 | ratest 1 3

Image |d: de560ba5403e On Hosts: 1 o ——
docker.lo kibana Feb 06,2018 | tatest 0 3

Image Id: 9ef680b%e227 On Hosts: 1  ——
docker.lo node Feb 01,2018 J tatest 0 3

e ga o
docker.io Jan 26,2018 I latast 1

Image Id: 262021453940 On Hosts: 1

e T —— = =

Image Id: e25e005ebec] On Hosts: 1 ——
dockerio solr Jan 19,2018 | tatest 14

Image Id: Dee0d104030e On Hosts: 2 - E— )
dockerio tomeat Jan 18,2018 | latest 13

Image 1d: 66bbed6cBod On Hosts: 1 E—
docker.io kibana Jan 17,2018 | tatest 0 10

Image |d; 6ded4cT0c32d On Hosts: 1  —

Image info
Registry info
Containers

for this
image
Vulnerability
posture?
Easy drill
down for

complete
inventory
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Detecting Runtime Drift

Container Security HOME DASHBOARD  ASSETS  CONFIGURATIONS 2 0=

Assets 05! L' Containers

Q Search for containers. .. = Identify potential breaches in

422 - . containers
Total Containers 1 8 89 0 1 53
Root Containers Privileged Containers Containers detected without CS Sensor Containers in Drift
“Drift” Containers, differ from their
VULNERABILITIES 1-500f 422 parent Images by vulnerability,
Severity 5 110 T
Severty 4 13 software package composition,
Severity 3 197 2
sw_‘m:-‘- 173 kBs_kube-proxy_kube-... Nov 01,2019 - - 15 hours ago 23 behaV|°r’, etc
STATE k8s_kube-proxy_kube-... Nov 01,2019 - - 15 hours aga 23
RUNNING 169 s A
DELETED 60
STOPPED ] kBs_omsagent_omsage... Nov 01,2019 - - 15 hours ago 2
CREATED 1§ —
- k8s_kube-proxy_kube-... Mov 01,2019 - - 15 hours ago 23 )
Vulnerability 153
Sohira 1 k8s_omsagent_omsage... Nowv 01,2019 - - 15 hours ago ?
PRIVILEGED k8s_omsagent_omsage... Nov 01,2019 - - 15 hours ago 2
false 200 —
= a k8s_omsagent_omsage... Nov 01,2019 - - 15 hours ago 2
RroOT —
true 18 k8s_tunnel-front_tunne... Nov 01,2019 - - 15 howrs age 7
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Detection, Response for Containers

Network Based Attacks
(E.g. Malicious Webpages)

App Vulnerabilities
(E.g. Python App)

Qualys layer for @
Container Runtime \_ OS Security Holes
Security (E.g. Zero Days)

Breach

Indicators of
Compromise
(e.g. File, Network
Activity etc)

@ Qualys.



NEW

Container Runtime Security

Integrated into Qualys Platform
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Docker Engine
@ Host

Function level firewall for containers

@Jeumuog
@).ouieiuo)

Granular security policies to control
file, network, process behavior

Built-in policies from Qualys Threat
Research










Towards Automated Remediation

@ Qualys.



Towards Seamless Visibility

® Qualys. Enterprise

Global IT Asset Inventory

Across application stack (Hosts, R . b
Kubernetes Pods, Containers,

Serverless) i %
Correlate cloud inventory data == == 1=

with containers Eei || S || 56

EU tFranidfian)



Securing Your Cloud Deployments

laaS PaaS SaaS

EC2 Instance, Azure RDS, Azure SQL Google Suite, Office 365

VM, GCP Instance Database, Elastic Bean
Stalk, Containers SaaS Security (Aadya)

DTN EIRTT T § O
DRORTERT
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Cloud Infrastructure

S3 Bucket, Security Group, Network Security Group,
Storage Blobs, Load Balancers, Firewall Rules

J } i ORACLE
aWS /A Azure c‘) ﬁl‘ﬂ%ﬁ? SN T SOFTLAY=R

@ Qualys.



QUALYS SECURITY CONFERENCE 2020

@sc.

Thank You

Badri Raghunathan
braghunathan@qualys.com






