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Knowing what’s on your 
Global Hybrid IT 
environment is 
fundamental to security

Starting Point…



Not an Easy Problem to Solve
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Hardware Operating System Software

Raw Data Dell R510 Base OS Runtime AIX: 
06.01.0009.0300 EE

mysql-community-server 
5.6.35-2.el7.x86_64

Category Computers > Server UNIX > Server Databases > RDBMS

Manufacturer Dell IBM Sun Microsystems

Owner Dell IBM Oracle

Product PowerEdge AIX MySQL Server

Market Version / Model R510 6 5

Edition - Enterprise Community

Version - 6.1 5.6

Update - TL9 SP3 35-2.el6

Architecture - 64-Bit 64-Bit

Lifecycle Stage OBS EOL/EOS EOL

End-of-Life 1-Sep-2012 30-Apr-2015 28-Feb-2018

End-of-Support 1-Sep-2012 30-Apr-2017 28-Feb-2021

Support Stage Obsolete Unsupported Extended Support

License Type - Commercial Open Source
(GPL-2.0)

Market Version / Model





Asset Inventory catalog 
attributes are extended to the 
tagging rule engine

Auto-Tagging rules uses QQL 
syntax (no groovy!)

Use catalog auto-tags to solve 
the “OR” reporting problem

Auto-Tagging using Catalog Attributes



Passive Sensor (included in VMDR) discovers 
assets in real time and provides context of 
how these devices communicate

Immediate visibility of unknown unmanaged 
devices between VM scan windows

VMDR adds new workflows
! auto-tag unmanaged assets
! activate for VM scanning
! trigger 3rd party install of Cloud Agent

Eliminate Asset Blind Spots for your 
Security Program





Introducing
Cloud Agent

for
Android and Apple iOS

mobile devices

included in VMDR



Asset Inventory
DEMO

Software Normalization + Catalog
VM Dashboard and Searching

AI



Enhance VMDR

with additional

Asset Inventory

add-on capabilities

! AI



Hardware and Software Lifecycle (EOL/EOS)

Current and Future 
EOL and EOS

Make remediation 
decisions based on 
current and future 
EOL status

Sunset vs. Patching



Asset Inventory 
CMDB Sync

Use Qualys VMDR sensors for 
asset discovery (scanner, agent, 
cloud, container, mobile device, 
more)

Continuous sync for enriched 
asset data into ServiceNow CMDB
(certified for 3 last releases)

Assets are automatically mapped 
to Configuration Item (CI) Classes





New: Software Usage for Patching… or 
Uninstall



Summary and Take-Aways

Great Security Programs start with Great Asset Inventory

Use the included Qualys VMDR sensors for asset discovery 
across all asset types for your hybrid IT environment

Always up-to-date normalized view with catalog attributes 
gives asset context to VM programs

Enhance VMDR with additional Asset Inventory capabilities: 
EOL/EOS Lifecycle, CMDB Sync, Software Usage
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