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“Shift Left” Migration & Requirements

Your responsibility in cloud security
Customer Case Studies

Qualys Security for hardening and
standardizing workloads

Qualys security for Infrastructure
Use Cases & Demo

Q&A
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The Big Migration... in security, it is happening..
Continuous Secure Development and Deployment
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SECURITY AT DEVELOPMENT

v  Static Code Analysis

v Vulnerability Management

v Web Application Scanning
v Compliance Checks

v’ Configuration Assessments

SECURITY AFTER DEPLOYMENT

» Vulnerability Management

» Compliance Checks

» Configuration Assessments
» Web Application Scanning
» Web Application Firewalls
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DevOps/DevSecOps Requirements...
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kubernetes
@ Jenkins > 2

DevSecOps Engineer

Responsible for

‘ l P uppet
¢ Bamboo el
automating

DEVELOPERS JFrog Artifactory
! ANSIBLE security checks
‘ [ ‘ and remediating

viable security
threats in
development/
deployment
practices

AUTOMATION & ACTIONABLE DATA ....
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The New IT -
Hybrid, Multi-Cloud Deployment

adWs
@ /A Azure Google Cloud Platfor -
ON-PREMISE* PUBLIC CLOUD



Shared Security Responsibility Model

Y O l | n-Premises aal aal
Applications

are reSpOﬂSlble for Securlng Middleware
D o5
your data and workloads

Servers

I T

j Customer Cloud Provider

Varies by layers

Image from Microsoft Azure Shared Security Responsibility @ Qualys.



Securing Cloud Workloads

Hardening and Standardizing

VULNERABILITY
MANAGEMENT

* Vulnerability Management
(Internal & Perimeter)

* Threat Protection
* Indicators of Compromise

» Patch Management*

POLICY COMPLIANCE

» Policy Compliance (incl.
Secure Configuration
Assessments)

* File Integrity Monitoring

Q

APPLICATION SECURITY

* Web Application Scanning
(WebApps and REST APIs)

* Web Application Firewall

@ Qualys.



Securing
o Catha?
Public Clouds PAOne

Usin Qu al S Reduced application

g y releases from 2 weeks to
24 hrs by automating
security with Qualys in

Customer Case Studies o DevODe
A SOFTWARE Q@@ A BEVERAGE Q@@@
MAKER @@ MNC @
“Just in time” security _ _
approvals with end to Enabling DevOps with
End integration of Qualys automated agent
Scan and Reports with deployment via Azure
ServiceNow Security Center

@ Qualys.



Capital One
Before: Lack of Security Automation

Delays Release

Machine
Builders

48 HOURS

® " VM SCAN/REPORT
48 HOURS

Two weeks until the Image (AMI) is certified for production

@ Qualys.



Capital One

Introducing Security at the Source Bake
Qualys Security into Gold Images and AM|

os GO;—E d'MAGE QUALYS ASSESS

HARDENDED APPROVE and
AMAZO AC ON DEV INSTANCES PUBLISH
MAZON MACHINE
INSTANCES C1/CD PIPELINE
IMAGE (AMD)

Qualys
Scanner
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Scanner @ en
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. eri Approved
Issues Gold Image Qualys
and AMI
Custom

Live Instances

Bakery process happens within 24 Hrs
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“Security as Service”
Integration between Service Now and Qualys

Challenge
* Moved almost all datacenters to AWS

« Keeping up with security “Just in Time” projects with multiple teams
submitting requests for spinning up infrastructure

Requirement
* Automate Vulnerability Mgmt. from Connectors, Scans, and to Results
* Integrate into Service Now for end to end invocation

SOIUtion Invoke Scan
process
Create Scan results @
™ Ticket with link to s3
m bucket l l I
ant <__> servicenow. T

Close o
USERS Ticket —
Incl. EC2

Vuln. reports
Qualys

Pre-Authorized
Scanner Appliances aWS
v

AWS VPC

@i@&

Company Profile
Makes software for architecture,
Engg., construction and Media

INDUSTRY: Software, Media,
Manufacturing

REGION: USA

CLOUD:
Primary Cloud - AWS
Secondary Cloud- Azure

DEPLOYMENT REGION:
US East, West

SERVICES USED:
EC2, S3, RDS, EMR, EBS,
Containers

QUALYS USAGE:
VM, AV, Scanners

@ Qualys.



A Beverage MNC Company

Qualys Automation within Azure Security Center

Fast growing deployment in Azure
( added 10K instances in 6 months)

Problem?

Ops wants to simplify the process of
security tools rollout

Security wants to participate into
DevOps

Solution
Utilizing Qualys integration with
Azure Security Center

Utilize ASC automation to bake
agents into test subscription and
review reports with ASC

B A% esources

© reoee

B sgp serices

B Vil machines (ceic)
Vo maces

T 50k detadanes

@ Coud services (i)
§  Secuney Certer

T Sutnoiptions

More services >

Inerabilities (by Qualys)
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Rgmediate vulnerabilities (by Qualys)

EVIEW
Y Filter
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VULNERABILITY NAME

Enabled DCOM

Allowed Null Session
Enabled Cached Logon Cre...
Machine Information Discl...
Microsoft Windows Explore...
Windows Explorer Autopla...
Access to File Share is Enab...
ActiveX Controls Enumerated
Antivirus Product Not Dete...
Disabled Clear Page File
Enabled Caching of Dial-up...
Enabled Display Last Usern...
File Access Permissions for ...
File Access Permissions for ...
Host Scan Time

Hyper-V Host Information ...
Installed Applications Enu...

Internet Protocol version 6 ...

VENDOR ™

Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys
Qualys

Qualys
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Open
Open
Open
Open
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Open
Open
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Open

SEVERITY O

© High

A Medium
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A Medium
A Medium
A Medium
O Low
O Low
O Low
O Low
O Low
O Low
O Low
O Low
O Low
O Low
O Low

O Low
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Cloud Workload Security with Qualys
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* PaaS - Cloud Database Scanning - Roadmap 1H ‘19
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Integrating within the process and response
pipeline with Partners

Securing by Micro segmentation L9 B |
and segregation L_' 1IHIUITHHO
o el SN e 7 puppet
Keeping track of assets (CMDB) Servicen YW
S;J;wypsiir;g data into SIEM for Splunk7>

@ Qualys.



Azure Security Center (VM)
-Production

AWS Security Hub X
(beta)

Insights (37) it

= Google Cloud Platform My v Q

AWS Security Hub
- Public Preview - Nov 28, 2018!!!

- q’ Security Command Center

DASHBOARD

o r
m
©
L
o
.
e
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[ ] Assets Findings
. o @
Google Security Command Center Do
- Beta in December 2018 — e

VIEW ALL FINDINGS

Other Integrations
IBM Security Center

Finding type Findings
- Dec2018/Jan 2019 - 5

Alibaba Security Center
- Q1/Q2 2019

VIEW ALL FINDINGS

@ Qualys.



Securing Azure Stack using Qualys
Qualys is the only distributor of Infra’s VM,PC reports

Q

v Qualys Security Solution
suite - VM, PC, AppSec,..

7 M\ Azure

v" Network Scan using Qualys
Vulnerability Management

v Vulnerability and Compliance

Infrastruct Reports available from MSFT
SRS Azure Stack

-

Azure Stack

Register @ https.//www.qualvs.com/azure-stack/

December 11, 2018 @ Qualys.



Cloud Infrastructure




Australian Insurance Company

Visibility of deployments stop misuse

of keys

AWS sent a notice of compromised keys
attempting to create multiple accounts in EU

g

Use Case

ldentify the resources in EU region, find the Amazon S3
buckets which are open to public and have the keys stored

Requirement

* |dentify where the deployments are located

* |dentify Amazon S3 buckets that are public and fix it

* Ensure best practices are followed by IAM users of the account

Company Profile

Largest provider of Auto o

and Agriculture insurance
INDUSTRY: Insurance

REGION: Australia

CLOUD:
Primary Cloud - AWS
Secondary Cloud- Azure

DEPLOYMENT REGION:
Australia

SERVICES USED:

EC2, S3, RDS, EMR, Cloud
Front

@ Qualys.



We need to secure against...

Misconfigurations

Malicious behavior H % @

Accounts & Network ini iv
Non-standard deployments ceo by Administrative

Users access

@ Qualys.



Qualys
Cloud Inventory and
Security Assessment

Unparalleled Visibility and
Continuous Security Monitoring
across public cloud infrastructure

aws 2
Google Cloud Platform

Cloud
Inventory

Cloud
Security
Assessment




CloudView TRIAL DASHBOARD  RESOURCES ~ MONITOR  POLICIES ~ CONFIGURATION

Use Case #1

Last30 Days V¥

° ° o o °
. ‘ ’ 151 1 ltjr lnto RESOURCE DISTRIBUTION BY TYPE FAILURES BY CONTROL CRITICALITY

Total Failures

348

your public clouds Y

VieW intO SECURITY POSTURE BY REGIONS

All Regions

Total Resources

. - “ 402
« Resources by Region d .

. 348 o »»:; 2.zvﬁ (
' W VEDIUM 122
LC 0

* Resource Distribution by Type

o~
Ly

o~
o

Personalize and add custom widgets

TOP 5 ACCOUNTS BY FAILED CONTROLS TOP 5 FAILED CONTROLS
383031258652 21 Ensure 1AM policies are attached only to groups or rol
ciiticaliy [

Ensure access key1 is rotated every 90 days or less

caticaiiy [

Ensure no security groups allow ingress from 0.0.0.0/1

crticairy TN

Ensure the default security group of every VPC restrict

criticainy [T



Use Case #2

@ QUO'YS. Enterprise

o Identify Leaky
S3 buckets

CloudView

Amazon Web Services v [ETRa ™

DASHBOARD RESOURCES MONITOR POLICIES CONFIGURATION

i “_ resource.type:"S3 Bucket” and s3.isPubliclyAccessible:true

26

Misconfigured S3 Buckets are : o
vulnerable for data leaks [ X service.tpes 55
312 169 143 143 0 0
Check the S3 Bucket Access I —
Permissions Regularly N
o Review Access CoONTrol LIST |l e i D
« Check Bucket Policy B e oo ol e e = = B
48 Ensure versioning is enabled for S3 buck | HiGH | s3 24;%0ms ,254

Policy : AWS Best Practices Policy

Total Resources: 78




Use Case #3

o Detect Compromised
IAM Users e s

’ service. type: "IAaM"

CheCk for 21 EVALUATIONS SECURITY POSTURE FAILURES BY CRITICALITY
* Configure Strong Password Policy [EEl 61 251 410 256 154

Total Evaluations Pass Fail High Medium
for Account
CONTROL RESULT 1-210f 21
* Enforce MFA for Console Users - .
¥ .
* Rotate IAM Access Keys Every 90 CCOUNT LI v yoncminpson it oo e - =
383031258652 21
D a y S 457721770691 20 2 Ensure console credentials unused for 90 days or greater are disabled | teos | 1AM 12
344440683180 9 Policy : CIS Amazon Web Services Foundations Benchmark e
> Removed U nnecessa ry Credent|a|5 CONTROL CRITICALITY 3 Ensure access keys unused for 90 days or greater are disabled En 1AM 97
X HIGH 1 Policy : CIS Amazon Web Services Foundations Benchmark ot
¢ A u d | t p r O C e S S MY = 4 Ensure access key1 is rotated every 90 days or less EZn 1AM 48
gk e o oo B o

* Create separate user for console & API
access ( Segregation of duty)

®* Track password age
* Deactivate unused keys

@ Qualys.



Australian Insurance Company

Visibility of deployments stop misuse
of keys |

Py AWS sent a notice of compromised keys Largest provider of Auto
49), . . . and Agriculture insurance
L A attempting to create multiple accounts in EU

) INDUSTRY: Insurance
Requirement

* |dentify where the deployments are located REGION: Australia

* |dentify S3 buckets that are public and fix it CLOUD:

* Ensure best practices are followed by |IAM users of the account Primary Cloud - AWS
Secondary Cloud- Azure

Solution DEPLOYMENT REGION:

With Qualys Cloud Inventory and Assessment Australia

v Gain visibility into the global deployments SERVICES USED:

v |dentify S3 buckets that are public and required fixing EC2, S3, RDS, EMR, Cloud

v |dentify the IAM users and their security posture Front

@ Qualys.



Visibility — Get started with a

FREE service

CloudView
A FREE inventory and monitoring
service for your public clouds

*FREE version is for Cloud Inventory, defaults to 3
accounts per cloud, can be extended further




Use Caset#4
Misconfigured

Security
Groups

Security groups with default
rule, allowing access on port
22, 3389

With Qualys Vulnerability
Mgmt. - Identify Security
Groups exposing Vulnerable
Instances

\ service.type:"VPC" ‘

EVALUATIONS

630

Total Evaluations

a4

42

43

SECURITY POSTURE FAILURES BY CRITICALITY
Pass Fail High Medium Low
1-40f 4
Ensure no security groups allow ingress from 0.0.0.0/0 to port 22 | HiGH | VPC 162 83
Polic]
List View
Ensi
Polic]
Enstl resource.type:"Instance” and securitygroup.inboundRule.fromPort:22 and securitygroup.inbo
Polic] ule.ipv4Range:©.9.0.0/@ and (not instance.publicIpAddress is null)
Enst »
Polic]

> - pe
0 18th Oct 20th Oct 30th Oct 5th Nov 7th Nov
“1 Resource Summary
i-053a4ff0c8841c8de 457721770691 N. Virginia t2.micro Running
lambda_test
i-0c84632aeb811f045 457721770691 Ohio t2.micro Running
WinApp_1
i-0fd488181b8329f15 457721770691 Ohio t2.micro Running

IT_App_internal 1



Use Case#5

[ ]
Correlate with oo

Vu1n e rab i].ity Summary Associations

Rules
ELB Reference Security Groups

nnnnnnnnn
Associations
a a Tags 1-120f 12

Controls Evaluated

2 ,2018 runni 1
ldentify vulnerable o v s oo 1
instances associated with ousmusraonss e 18

t h e S e C U r | ty g r O u p S :m:gﬂloz:md N. Virginia Nov 28,2018 running 0

|-o741i:Z?:::a759m N. Virginia Nov 28,2018 running 0
R e d U C e e ffo rt tO p U | | | n fo 2'3213?:12342-1963'5228 N. Virginia Nov 28,2018 running 0
to SIEM for correlation oy o 1

@ Qualys.



New and
Upcoming
Features Remediations

Threat Analysis

Reports




Threat Analysis

Correlating Vulnerability data to provide risk insights

Use Cases @ Qualys. rierie
0 . & Resource Details; sg-5¢324e25

Security Groups allowing

access on the same ports Threat Details

where network vulnerabilities

have been identified

Vulnerable EC2 Instances
with Instance profiles oo oo e s RO wcroNscs o
accessing SB buckets 80 Custom  TCP 0100 0000/0 9 ) 9

8080 Custom TCP 8080 0.0.0.0/0 9 2 2

Coming Dec. 2018

@ Qualys.



Remediation
Automate in real time actions to protect against risks

Make the object private,
where necessary

PutObject * @ Delnver event when

7 PputObjectAc the rule matches

User AWS Lambda

Lambda function that Integration into Qualys Cloud View
reads the state of the S3 (Coming in Q1°2019)

bucket, updates to make _
bucket and its object » Collect evaluation results

orivate. « Execute update permissions

@ Qualys.



Coming
Jan’19

Cloud Infrastructure Reports

@ Qualys. Enterprise
Generate reports for CIS .
CloudView DASHBOARD RESOQURCES MONITOR REPORTS CONFIGURATIONS Dave Jones (qyays_dj)

Benchmarks, mandates
like PCl. HIPAA, ——/m
1ISO27001, NIST 800-53,..

. o Actions v
Configure for specific © ovars o

REPORT TITLE
PCI Report for MyAWS Storefront

aCCOUHtS, and reg|on5 PCI Report for MyAWS  quick Actic Regort info

CIS Report for MyAWS|. °°""‘°“ ,:” - g"'_‘ws::w = %"“.%mm
Schedule reports for A
daily, weekly or monthly e paneeR
g P o
(s83031258082) IT"“ foviim i

Coming Jan. 2019




Coming

Azure CIS 1.0.0 Benchmark Controls ™"

O h CloudView DASHBOARD ~ RESOURCES ~ MONITOR  POLICIES ~ CONFIGURATION Raghav Kulkarni (quays_rk)
~ 40 checks

Microsoft Azure v

Azure Assets Evaluated a
. Azure Virtual Machines 31 e e S e
. Azure Virtual Networks I 70 1al 131

Last9%0Days ¥ =

0 0

Total Evaluations Pass Fail High Medium Low
- Azure Blob Storage C — ——
: FAIL 18
. Azure Network Security i S
50001  Ensure that 'Data encryption' is set to ON for a SQL database SQL Servers 2 7
g r O U p S SERVICES Policy : CIS Microsoft Azure Foundations Benchmark Torsd et O
Security Center 19
. SQL Servers 5 50002  Ensure no SQL Servers allow ingress from Internet (ANY IP) | HicH | SQL Servers 1 4
Azure SQL Databases
Storage Account 2 Policy : CIS ft Azure ;ﬂm‘
] Virtual Machines 2
O AZUI’@ SeCU f’lty Ceﬂter Monitor 1 50003  Ensure that ‘Adaptive Application Controls' is set to On | HiGH | Security Center 1
2 more Policy : CIS ft Azure Fe m
‘ Storage Accounts 50004  Ensure that p of agent' is set to On _HiGH | Security Center 1
|_ o & M o t o Policy : CIS ft Azure Totel Reaotrcestl
’ Ogglng Onl Orlng 50005  Ensure that 'System updates' is set to On EH Security Center 1
S e rv | C e S Policy : CIS Microsoft Azure Foundations Benchmark o Retodroen T
50006  Ensure that ‘Security Configurations' is set to On Security Center 1
Policy : CIS Azure Total Resources: 1
H 50007  Ensure that 'Endpoint protection’ is set to On | HiGH | Security Center 1
Coming Dec. 2018 o s R —

@ Qualys.



Qualys Cloud Security -
Comprehensive Coverage

Q

aws TV O -

\//7 /‘s A Z u re Google Cloud Platform l c_) ﬁ)I/ILE\acEg Cloud %
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