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BBepgeHune

Mbi BCTYMNMUIIN B 2MOXY NOBCEMECTHOIO PACNPOCTPaAHEHNA TEXHOJIOTUMN.
Homa, B O(I)I/ICG mnnn B gopore: 60NbLINHCTBO U3 HAaC MOCTOAHHO
nognepxXmMBaeT CBA3b HE TOJIbKO C APYTrMMK NtoAgbMN, HO U pa60TaeT

C OrpOMHbIMN MaCCUBaMu VIHq)OpMaLU/II/I, NCnosb3yA pas3ninyHblE
TexHonornu. Ctano HEerNpOoCTO pa3aesiaTb pa6oqee BpeMA 1N JOCYT,
NOCKOJIbKY OJHUN N TE Ke yCTpOVICTBa NCronb3yrTCA B obenx cd)epax
XN3HU. BmecTe ¢ LLWNPOKUMN BO3SMOXHOCTAMWM 3Ta HEOTBPATMMaA
TeHOeHUNA HECET B cebe 3HaunTeNbHbIE punckn ana OpI'aHVI3aL|,l/II7I,
BbI6VIpaIOLL||/Ix KynbTypy «BCerga Ha CBA3U» 1A CBOUX 3aKa34NKOB,
TOProBbIX MAapTHEPOB N COTPYAHUNKOB.

Ycnyru B chepe MHGOPMALMOHHbIX TEXHOOMNIN BOCTPEOOBaHbI
BCerga v Besfe, a Bcs Heobxoammas Ansi 3Toro UHGopmaLmsa MoXKeT
XPaHUTbCA rae yrogHo. B komnaHmm Qualys Mbl npuaep»xrBaemcs
MHEHMSA, UTO OpraHM3aLmaMm, KOTOpble He XOTAT OKa3aTbCA He'y

Aen, NpoCTo HeO6XOAMMO BCTYMUTb B «3MOXY 06/1aUHbIX cpeny,
yXO[si OT OrPaHNYEHI KIINEHT-CEPBEPHBIX NPUIOKEHUI 1 faXKe
BEO-MPUNOXKEHWIA NEPBOro NOKONEHNSA, OKYHYTbCA B HOBbIV MUP
yCOBEPLUEHCTBOBAHHbBIX KOMMYHUKALMIA, TECHOTO COTPYAHNYECTBA U
yBeNMYeHHON NPON3BOANTENIbHOCTMY.




BbesonacHocTb n cobnioaeHne
YCTaHOBJIEHHbIX Tpe6boBaHUN B

3noxy obnauHbIX cpep

3noxy obnayHbIX Cpef MOXKHO OMMCATb MO HECKONIbKUM Mpr3HaKaMm:

OpllleHTlllpOBaHHOCTb Ha 6pay3epbl

Be6-6pay3ep — 370 cTaHAAPTHBIN UHTEPdENC and paboTbl B ceT MHTEpHET,
C KOPNOPATUBHbBIMU CUCTEMAMU U XPaHUAULLAMUN AaHHbIX. DTO CBOMCTBO
06ecneynBaeT BCECTOPOHHUI AOCTYMN KO UHPOPMALMN Ha Pa3INYHbIX
YCTPOWCTBAX, BK/TIOYasA KOMMbIOTEPbI U CMAPTHOHbI, BNage/ibLilaMy KOTOPbIX
ABNAIOTCA Kak KOMMaHMK, Tak Y X COTPYAHUKM (KOHLeNUUA NCnosib30BaHWA
nepcoHasbHbIX ycTponcTe «<BYOD»). B To »ke Bpemsa y 6pay3epoB ecTb
YA3BUMOCTU, KOTOPbIE MOFYT NMPUBECTU K 3apakeHuto BpegoHOoCHbIM 10

- HeCMOTPA Ha ycunua pa3paboTunKoB MO YCTPaHEHWIO STUX Npobnem - 1
CTaTb Havneryanwmm NyTéM aTakm Aja 3710yMbILUEHHUKOB, CTPEMALLMXCA
NosyunTb MHGOPMaLIMIO, BLIKPACTb YUETHbIe AaHHble Ans 4oCTyna K

6U3HEC NPUNTOXKEHNAM M NOJTHOCTbIO KOHTPONIMPOBaTb YCTPOWCTBA

MnoJsib30BaTEeNEN.

Be6-npunoxeHunsa: Hoebin nepumerp
Be6-I'IpVIJ10)KeHI/Iﬂ Tenepb npeacTaBaAloT cobon OCHOBHYIO TOYKY AOCTYyMNa
K cetaM 1 JaHHbIM npennpvmmﬁ, TéM CaMblM, 3aMeHAA Tpa,D,VILWIOHHbIIh
nepumeTp. B HacToAllee BpemMAa KOMMaHNAM NPpUXoanTCA TPaTUTb CTOJIbKO
e BpeMeHU 1 YCUnInin gnsa o6HapyKeHWUs, OTCIEXUBAHWA U YpaBieHNs
Be6—np|/|no>Kevamm, CKOJIbKO OHWM 3aTpaynBaloT B CETAX C TPaANLMOHHbIM
nepUMeTPOM. BakHoCTb 31X I'IpVIHO)KGHVII;I, KOnn4yecTtBo U LLEHHOCTb UX
KJIIOYEBDbIX AaHHbIX MPUBJIEKAIOT 3JIOYMbILWIEHHNKOB, KOTOPbIE CTPEMATCA
BOCMOJIb30BATbCA YA3BUMbIMU MECTaMW N HEAOCTATKaMI KOH(I)VII'ypaLWIVI
A1A NONYYEHNA LeHHOW MHPOPMALIMMN U CHUXKEHUSA







Bo3MmoXXHble TPyAHOCTH,
CBA3aHHble ¢ 06ecneyeHnem
6e30nacHOCTN M cobniogeHnem
YCTAHOBJIEHHbIX TPpe6oBaHNN B
3noxXy obnauHbIX cpep,

BesonacHoctb — 370 Ta 6WTBa, KOTOPYH Balla KOMMAHWA He
CMOXKET BbIMIpaTb, MO3TOMY ycrnex B 3To 6opbbe yacTo n3mepsaetca
OTCYTCTBMEM WMEHW OpraHM3auunm B 3arofloBKax HOBOCTEN W
OTCYTCTBMEM BO30Y>KAEHHbIX YrofIOBHbIX Aen MNPOTMB BbICLIEro
pykoBOACTBa KomnaHuu. [lepexos K Beb6-OpUEHTUPOBAHHOM
peanbHOCTMBO3paCcTaloLee NCNoNb30BaHNE 06NAaUYHBIXUTUOPUOHBIX
NHPPACTPYKTYp elle Gonee ycnoXxHAT paboTy cneumannctos no
NHPOPMALIMOHHON 6€30MacHOCTML.




Be3onacHocTb B MacwiTabax o65nauHo cpeabl

Mo MHeHuo anbaHca «Cloud Security Alliance», ogHon

N3 OCHOBHbIX XapaKTEPUCTVK 0O1IauHOM Cpepbl SABNSAETCA
«BbICOKasA afanTMBHOCTb», O3HaYaloLLas, YTo Takad cpea
MOXET pPa3BMBaTbCA HACTOJNIbKO ObICTPO, HACKOIbKO

3TO HeoOXOAMMO BaLLEe KOMMaHMK. B mpoluniom HoBble
YCTpOWCTBa HEOOXOAUMO OblfIo NPUOBPECTH, MOLTOTOBUTD
W YCTAHOBWTb, UTO [1aBasio KOMMaHUW Bpems AN
OopraHu3auum rx 3almTbl. BBegeHne B sKcnnyaTaLmio
HOBOTO 3K3emMnJisipa 061auHol cpefibl 3aHMMAET MUHYTHI,
a 3TO Co3[aeT HeKOTopble TPYAHOCTU KaK A/l BUAVMOCTM
(3HaTb B 11060 MOMEHT BpPEMEHM, KaKue YCTPOoICTBa
baKTMYeCcKn HaxoaATCA BHe OpraHn3aLmm), Tak n ans
KOHTPOJIAA (ObITb YBEPEHHbBIM B TOM, YTO Ha HOBbIX pecypcax
NPUMEHAIOTCA Hagnexalure KOHGUrypauuy 1 aneMeHTbl
ynpaBneHus).

YBenunyeHune nnowaan HanageHns

Mo mMepe Toro, Kak Be6-NpUnoXKeHUsi BO3HUKALOT B BUAeE
HOBOTO NeprMeTpa», KOMNAHUAM HY>XHO NPUHATb
peanbHOCTb, B KOTOPOW KONNYeCTBO NepUMETPOB

paBHO KONMYeCTBY BEO-NpuUoxeHniA. B couetaHum ¢
YBENUYMBLLMMCA KOIMYECTBOM BHELUTATHbIX UCMONHUTENen
N KOMMepPYeCK/X NapTHEPOB 3TO NPUBOAUT K Pe3KOMY
yBeNIMYeHMIo Miowaan HanageHus. Takom GbICTPbIN

POCT KoNn4ecTBa Lienen, cpefm KOTopbix 6a3bl AaHHbIX,
HacTosnbHble MK, MoOWbHbIe YCTPOICTBa, POYyTepbI,
CcepBepbl 1 KOMMYTATOPbI, TaKXe CrocobcTByeT
yBeIMYEHUIO KONMYecTBa yA3BUMOCTEN B cUCTemax
6e30MacHOCTL, YTO TEOPETMYECKN NPefoCTaBNAeT
XaKkepaM HeCaHKLUMOHUPOBaHHbIN goctyn K UT-cuctemam.
Tenepb y»ke HeJOCTaTOUYHO CO3AaTb HadeXHbl NepumeTp
CeTeBOW 3alUTbl U NpeHebpeyb 3a60Tol 0 6e30MacHOCTK
BHYTPEHHWX CeTel U YCTPOUCTB.

Wcnonb3oBaHMe cywecTBYOLWNX METOAOB o6ecrneyeHns
6e3onacHOCTM

B TeueHmne gnuTenbHOro BpemeHu opraHusaumnm
pa3BopauvrBanu creyuanbHble NPOAYyKTbl 0becrneyeHns
6e30MacHOCTL, KOTOPbIe UCMOMb30BANNCH AJ1A PELLIEHNSA
onpeaeneHHbIX 3agay B 3Tol obnactu. OgHako, Takom
noaxop 3a4acTylo He NpefoCcTaBAseT KOMNaHUM NOSHYI0
KapTyHy 6€30MacHOCTY 1 COOJIOAEHNA YCTaHOBIIEHHBIX
TpebosaHuii. o Mepe Toro, Kak UT-nHdpacTpyKTypbl
pa3BUBAIOTCA 1 BKJIIOYAIOT B Cebs coueTaHue
BHYTPEHHel1, 061ayHom 1 rmbpuaHon cpes, Takume
y3Kocrneumnanu3mpoBaHHble NPoayKTbl, UCMOMb3yeMble
NIOKanbHO, CO3Aal0T OnpefesneHHble TPYAHOCTA B
npenocTaBieHny NOSHOW Y TOYHOW UHPOopMaL M 06
WNT-akTmBax n KoHoUrypaumax, Tem caMbiM He NO3BONAA
KoMnaHuaM obecneunTb 3GpHEKTVBHYIO 3aLLUTY CBOUX
NHQPACTPYKTYpP OT Yrpo3, KOTOpble HeCeT € CO60i anoxa
obnayHbIx cpes.

be30onacHOCTb «TOHKMNX» YCTPOWMCTB

PazButre cmapThOoHOB CNOCOOCTBOBANO MOSABIIEHWIO
6ornee CNIOXKHbIX 1 6€30MacHbIX ONepPaLMOHHbIX CUCTEM
N5 MOOWBbHBIX YCTPOWCTB, 3aKPbITbIX MO YMOMYaHUIo
1 Npeasiaraowmnx Aapy onepaurioHHON CUCTeMbI
OrpaHnYeHHble BO3MOXHOCTY KOHTPONsA. BuepaliHne
TEXHOJIOTUW 3aLLMTbl OT BPeAOHOCHOIO MPOrPamMMHOro
obecneyeHnsa Ha YpOBHe sfipa 6osee He aKTyasbHbl.
MocKoNbKy ANiA 3TUX YCTPOWCTB XapaKTepHbl CJlyYan yTeuKku
JaHHbIX 1 MOPaXKeHWsA BPeAOHOCHbIMI NPOrpaMmMamu,
KOMMaHUSAM HEO6XOAMMO PAaCcCMOTPETb Pa3InyHbIe
cnocobbl obecnevyeHns 1x 6e30MacHOCTU.

MpuopuTter mep no o6ecneuveHuo 6e3onacHOCTU
MNocTosAHHbIE OrpaHnyYeHna B GUHaHCMPOBaHUN, pecypcax
n KBaJ'II/Id)VILWIpOBaHHbIX Kagpax yCnoXHAKT AnAd MHOImMxX
KOMMaHMI 3aavy no obecneyeHno 6€30MacHOCTY B 3MOXY
o61ayHbIX BquMCﬂeHMﬂ, TaK KaK ycneliHaa 3alunTa 3aBUCnUT
OT TLaTeNbHOMO BbiGOpa NPeANpPUHMMAeMbIX Mep. Jroxa
06/1aUHbIX BbIYVMCIEHUN 3aTPYAHAET MPUHATNE PELUEHNT,
NPUHYXXaA KOMMNaHUM Ha3Ha4yaTb NPUOPUTETbI 3aJa4am
no obecneveHno 6e30MacHOCTY, pacnpeneneHHbIM cpean
BHYTPEHHUX N BHELWHKMX NMOCTaBLUMKOB yCNyr 1 nepcoHana,
UTO He BCerga yaaeTcAa KOHTPONpoOBaTb JOJIXKHbIM
obpa3zom. Mpobnema ycyrybnsaeTtcs eLle U XxapakTepom
AeﬁCTBI/IVI 3/10YMbILUTIEHHUKOB, KOTOPbIE€ MOTYT HayaTb
HOBYIO aTaKy, TPeOyHoLLYy0 He3aMea INTENIbHbIX AeNCTBUN,
YTO AeslaeT HeENMPUMEHUMbIM fa<e cambin J'Iy‘—ILIJI/IIh nnaH
3aWMnTbl.

OTYeTHOCTb O CO6MIOAEHUN YCTAaHOBJIEHHbIX
Tpe6oBaHuii

MnayeBHble MOCNEACTBUA HapyLUEeHM 6e30MacHOCTY —
BCe Goree yxxecTovatowmecs TpeboBaHNA PerynaTopos
1 cTaHAapToB 6e30macHOCTY. MprHMMas BO BHUMaHUe
rno6anbHbI XapakTep 60NbLUNHCTBA NPeANnPUATANA
3Moxu 06MayYHbIX BbIYMCIIEHNT, Ballla KOMMaHUS,

cKopee BCero, foMIKHA cob/o4aTh NpaBuia U NONUTUKN
pa3fINYHbIX FOCYAAPCTBEHHbIX Y MECTHbIX OPraHOB
BNaCTK, KOTOPbIe 3a4aCTyto COBMaJatoT N NOCTOAHHO
MeHstoTcsA. CobnogeHne CTaHAaPTOB Pa3INYHbIX
perynsTopoB TpebyeT LOPOroCTOALMNX U TPYAOEMKUX
Mep, TOrfa Kak 1x HecobntofeHve byaeT MeTb cepbe3Hble
dVHaHCOBbIE MOCNEACTBMA U HEFaTMBHO OTPA3nTCA

Ha penyTaumm KomnaHuu. B kauectse npumepos

TaKux 06LLenprHATLIX CTAHAAPTOB MOXXHO NMPUBECTA
«MexayHapoHY KOHBEPreHLUUio M3MepeHna Kanmutana
1 CTaHOAPTOB KanuTasna: HoBble noaxonbi» (Basel I1),
«3aKOH 06 OTBETCTBEHHOCTM 1 MEPEHOCE AaHHbIX O
CTpaxoBaHUK 3a0poBbs rpaxaaH» (HIPAA), «CtaHgapThbl
CeBepoaMepuKaHCKOI Kopriopauum rno obecrneyeHnto
HagexxHocTu anekTpocuctem» (NERC), «CtaHgapTbl
6e30MacHOCTY faHHbIX B chepe nnatexkHbix KapT» (PCI
DSS), 1 3aKkoH «Cap6einH3a-Okcnm» (SOX). Mo gaHHbIM
nccnepnoBaHua, nposegeHHoro B 2011 rogy KomnaHunen
Gartner, cooTBeTcTBME cTaHAapTam PCl DSS obxoaunTcs
KOMMaHnAM cpefiHem B 1,7 MUIZIMOHA A01ApOB, a Befb 3TO
TONIbKO OAWH CTaHZApPT.



Mnatdpopma 6e3o0nacHocTN 06NayHom cpeabl:
dbopmMmupoBaHmMe OCHOB aNnsa obecreyeHna 6e30nacHOCTU
N cobnioaeHNA YCTaHOBJIEHHbIX TPEOOBAHWI B 3MOXY
obnayHbIX cpef

v/ foctyn uz no6oro mecra

v/ Macwra6upyemoctb
/ Tw6KocTb

\/ AvnHamnuHbie cpeacTBa
6e3onacHocTM

Micnonb3yemble cerofHA IoKanbHble pelleHns 3aKa3unkoB He MOTYT
YAOBNETBOPUTL NOTPEOHOCTAM, CBA3AHHbBIM C 6@30MacHOCTbIO U cobntoaeHnem
yCTaHOBJ/IEHHbIX TPEOOBAHUN B 3MOXY 00MaUYHbIX BbIYNCIIEHWI, @ 3HaUuT, TpebyeTca

HOBbI Moaxoa.
e




BakHble xapaKTepucTukm nnatpopmbl 06nauHom cpebl

JocTyn us nio6oro mecra

Bawum cotpyaHuky,
NOCTaBLUMKM YCNYT 1
3aKa3uMKy MOryT HaxoanTbCcA
rfe yrogHo, mo3ToMy
nnatpopma obecrneyeHms
6e30MacHOCTN 061ayHON
cpepbl BOMKHA ObITb JOCTYMHA
B Nto6oM MecTe 1 B Nitoboe

BpeMS.

M6kaa macwtabupyemoctb

i OyHKuMA obecneyeHus

i 6e3onacHOCTW 1 cobntoaeHus

i ycTaHOBNEHHbIX TPe6OBaHUN B
i 3Mmoxy 06/1auHbIX BbIUNCIEHNI
i [O/KHa ObITb TaKoM Xe

i rMbKoil 1 MacwTabrupyemoii,

i KaK 1 caMa obnayHas

i cpepa. Mo mepe pocta UT-

i MHOPACTPYKTypbl Bawei

i KoMmaHuy nnatpopma,

i mcnonb3ylouasca ans

i obecneueHuns 6esonacHocTy,

M6KocTb No Tpe6oBaHMIO

i Mnatdopma obecneyeHus
i 6e30MacHOCTM B 3MOXY
i 06/1aUYHbIX BbIUNCTIEH NI

AOJI>KHa ObITb OOCTaTO4YHO

: TMOKOW, UTOObI NPEeAIOKNTD
i KOMMaHUM Hy>Hble YCITyrii B
i Hy>KHOe Bpemsi 11 C OnnaTon
i TONIbKO 3a UCMOMb3yemble

i CepBuChI.

i [IMHaMU4YHble cpefCcTBa
i 6esonacHoCTM

i MpoTtneo6opcTayA

i MOCTOAHHO U3MEHSIOLWMMCS,
i TIWaTeNbHO CMIaHNPOBAHHbBIM
i aTakam, nnatpopma

: obecnevyeHua 6e3onacHoOCTU
i 0bnauHoil cpefbl AOMXKHa

i 0BHOBNATHCA AMHAMMYECKM

i 1 1Cnonb3oBaTb camyo

i nocnepHolo HopmaLmio 06
i YA3BMMOCTAX, KOHOUIrypaLmax
: 1 BPEAOHOCHbIX

i [AOJKHA pacLuMpATbCA
: MPONOPLMOHaNbHO.

i mporpammax, 4To NO3BOAUT
i Balueil KoMNaHUm

i BbiCTpee pearnpoBatb Ha

i BO3HMKaIOLLYe YrPO3bl.

Mnatdopma obecneyeHns 6ezonacHOCTM 0b6nauHOM cpeabl U cobnogeHmn
YCTaHOBNEHHbIX TPEOOBAHN AOMXKHA BbINOMHATb cneayowme GyHKUMM ans

YAOBNETBOPEHMA NOTPeOHOCTEN COBPEMEHHbIX KOMMaHWIA:

YnpaBneHue
pecypcamu

Bawa opraHmsaumsa

He MOXET 3alUTUTb
pecypchbl, KoTopble e
He n3BecTHbl. bonee
TOro, YTOObl YCTAHOBUTH
NpYopUTETHI,
HEO6XOAUMO U3YUNTb
LIeHHOCTb KOHKPETHOTO
pecypca ans Baluen
opraHusaumm. Takum
obpaszom, nnatpopma
JOJIKHa 06nafatb

bYHKLMOHaNbHbIMK
BO3MOXKHOCTAMM AJIA

YnpaBneHue yrposammu

i MnaTtdpopma gomKHa

i obnagatb GyHKLMeNR

i 0bHapy»KeHNs

i yA3BMMOCTY, OLIEHNBaTb
i I KOHTPONIMPOBATb

! KOHPUrypaLWM 1

i onpepenaTb pucK,

TOprI?I Ta W NHaA
TaKa npencTtaBiAeT

i anA opraHusauun. B

i pasHopogHbix UT-cpepax
i nnaTpopma fomKHa

! obecneunBatb eanHoe

i NpepAcTaBneHne o

i TPAAMLIMOHHBIX LieHTpax
yrpaBsieHs pecypcamm. i 06PabOTKM AAHHBIX 11 O
i YaCTHbIX/ NY6ANYHBIX

{ 0bnayHbIX cpefax,

{ 0 MHOrOUNCIEHHbIX

{ ycTpoWicTBax u1

| NPUNOXKEHMAX.

i AHanuTMKa

i KntoueBbIM GpakTopom

i ons onpeneneHys

i NpropUTETHBIX

i penctemin u

i MPOTMBOCTOAHMA

| COBpeMeHHbIM aTakam

i ABNAeTCA noyyeHne

| MpaKTMyecKo

i nHbopmaLm 13

{ Pa3NNYHBIX UCTOYHNKOB
i AaHHbIX. Mnatpopma

i pomkHa obnagatb

| dyHKUMeit aHanu3a

{ BaHHbIX 1 obecneunBaTb
i ueTKylo BU3yanv3aumlo
i nHdopmaLmy,

i Heobxoaumo ans

| NPUHATUA BbICTPbIX

| peweHwit, gna

i aMUHMCTPATOPOB

i cny»K6b1 6esonacHoCT.

i OTYETHOCTb 1 pabounii
: npouecc

¢ MpyHUMas BO BHUMaHWe
¢ yBenuumBalolLeecs

i KONMYeCTBO

i HOPMATVBHbIX

i Tpe6oBaHUI B

¢ Pa3/INUHBIX PErroHax
{11 0PUCAVKLMAX,

¢ nnatpopMa fonKHa

i obecneumBaTtb 06U
i KOMIMJIEKT OTYETOB L1
i BCEro NpeAnpuATHs,

: OHOBPEMEHHO

nopaepxuBas Bce

: HOpMaTuBbl AN

i npepocTaBneHNs

i OTUETHOCTVW U Npeanaras
i BO3MOXXHOCTb

i mopepuBaTb pabouve
: MpoLecchbl Mexay

i npeanpuATUAMM, TaK

! Kak mpuBneyYeHne

i CTOPOHHVIX PecypcoB

i 1A obecrneyeHus

¢ PyHKLMIA 6e3onacHoCTy
¢ CTaHOBWTCA BCe 6onee

i pacnpocTpaHeHHbIM

i aBneHviem.

3awmTa

{ Ecnm nmeetca

{ BO3MOXHOCTb

i 3a6n0oKMpoBaTh aTaKy
i M CBECTU K MUHUMYMY
i BEPOATHOCTb IOXHOIO
i cpabaTblBaHUS,

i nnatdopma oKHa

i obecneunsaTb

i BO3MOXHOCTb JIM60

i NpeaoCcTaBNATH

i HEMNOCPEACTBEHHYIO

{ 3awmTy, NGO

| MHTErpYPOBaTLCA C

| APYrvMU aKTUBHBIMU
i cpepcTBAMU

i 6e30MacHOCTY, BK/TIOYas
i npegoTBpaLyeHe

| BTOpXKEHUI 1

! MeceTeBble 3KpaHbl
i cnepyrowero

i NoKoneHuA.

Mnatpopma gns obecneyeHns 6e30nacHOCTN 06/1a4HON Cpeabl He CO3AaeTCs 3a OAHO MIHOBEHNMeE. B [eNncTBUTENBHOCTN
TpebyeTcsA OKONO AECATU JIET, YTOObI NPYOOPECTU JOCTaTOUHOE KOMIMUYECTBO 3aKa3urKoB, 06ecneunTs NpUcyTCTBre B
LPYrux CTpaHax, co3faatb CpeacTBa 6e30MacHOCTU U NOAYUYUTb HEOOXoAUMble MPOdeccMoHanbHbIe HaBbIKU HA YPOBHE
MMPOBbIX CTaHAAPTOB. A UTOObI YAOBNETBOPUTL BCEM NMOTPEOHOCTAM NPEANPUATII No obecneyeHro 6e30MacHOCTU 1
COGNIOAEHUNIO YCTAHOBNEHHDbIX TPEHOBAHMI B 3MOXY 06M1auHbIX BbIUMCIEHWNIA, TPEOYeTCA YHMKaNbHanA KOMMNaHWA, 1 3Ta

komnaHua — Qualys.



O6ecneueHune 6e3onacHOCTN W
co6nofeHne yCTaHOBJIEHHbIX
TpebGoBaHNI B 3N0Xy 06nauyHbIX cpen

KomnaHua Qualys 6bina ocHoBaHa B 1999 rofly Ha nuKke pa3BUTUA TEXHONOTNIA,
Korga 6e30MacHOCTb B ceTU VIHTepHEeT TONbKO Hayana nosBAATbLCA Ha MOBECTKe
LHA pykoBoguTenen komnaHuin. B nekabpe 2000 roga KoMmnaHuA cTana

OQHOW 13 NMepBbIX HA PbIHKE NPOAYKTOB NO YNpPaBAeHNIo YA3BUMOCTAMMU.
Bnaropgaps nencTBeHHON KOMOMHALNY BbICOKOTOYHBIX N YAOOHbIX TEXHONTOTUI
CKaHMPOBaHWUA, BbINONHAEMOrO yepes ceTb MIHTepHeT, Qualys nepsoi Hauana
Mcnonb3oBaTb bnsHec-mogens «MporpammHoe obecneyeHme Kak ycyray, Unm
Saa$, ona pelweHnsa npobnem, CBA3aHHbIX C obecneyeHnem 6€30MacHOCTA U
cobnioeHremM yCTaHOBNIEHHbIX TPeOOBaHWI A1 OPraHn3aLnin BCEX Pa3MepoB.

OcHoBHbIM peweHnem Qualys aBnaeTtca obnayHasa nnatpopma QualysGuard,
NpefoCTaBNAlLWAA MHTErPUPOBAHHDBIN MAKeT peLLleHNn Ana aBToMmaTh3aumnm
XKN3HEHHOTO LMKJ1a MOMCKa PecypcoB, OLEeHKN 6e30MacHOCTM 1 cobnogeHnn
yCTaHOBJEHHbIX TpeboBaHun ana UT-uHGpacTpyKTypbl 1 pecypcos
NpeanpuUATAA HE3ABMCMMO OT TOrO, HAXOAATCA NI OHW BHYTPU NPeanpuaTus, B
ee CceTeBOM NepuMeTpe nnm B obnayHom cpepe. PeanusosaHHyto B QualysGuard
Mofenb NpefocTaBneHna 06/1auHbIX YCYr MOXHO NIerko 1 6bICTPO pa3BepHYTb
B rnobanbHoM MacwTabe, uto obecneunBaeT 6onee ObICTPOE BHeApPEHME,
6onee WMPOKOe NPUMEHEHME U MEHbLLYIO 06LLYI0 CTOUMOCTb BlafeHuA No
CPaBHEHWMIO C TPAAULMOHHBIMI JIOKANIbHBIMU MPOrPAMMHbIMU MPOAYKTaMM

ona npegnpuatnin. QualysGuard npefoctaBnaeT KOMNaHUAM NPUMEHUMYHO

Ha NpakTnke NHGOPMaLMIo O MOTEHLMASbHbBIX YA3BUMOCTAX Y BPEAOHOCHbIX
nporpammax B ux UT-nHdpacTpyKkType n nomoraet obecneymTb COOTBETCTBME
BHYTPEHHUM MONAUTMKaAM 1 OOLENPUHATBLIM CTaHAAPTaM.

Pe3ynbTaTbl roBOPAT caMu 3a cebs. 3a nocnegHue 13 net komnaHus Qualys
co3fana rnobanbHyto 6a3y KNNMEHTOB, B KOTOPYIO BXoaAT 6onee 6 700
KOMMaHWI, pacnosioXeHHbIx B 6onee yem 100 cTpaHax, BKovasi 601bWNHCTBO
KomnaHui n3 cnuckos «Forbes Global 100» n «Fortune 100». ExkerogHo 3Tu
KNNEHTbI BbINOMHAT 6onee Munnvapaa CKaHnpoBaHuii/ayauToB IP-agpecos.
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Jnoxa 06nauHbIX BbIUNCIEHNIN 0BAXKET KOMMaHMMN BCEX PAa3MEPOB 1 HOPM NPOABUTL TMOKOCTb
B BOMPOCaX 3aLy1Tbl CBOUX BaXKHbIX MHGOPMaLMOHHbIX pecypcoB. QualysGuard npepgocTtaBnseT
NPVIMEHVMBIN Ha MPAKTVKE MNOAXOZ 1 NO3ULMOHNPYETCS KaK cTpaTernyeckas nnatgopma
KOMMaHUK no obecneyeHmnio 6€30MacHOCT MHGOPMALMOHHbIX TEXHOOTNIA 1 COBNOAEHWIO
YCTaHOB/NEHHbIX TPe6oBaHMI Ha MHOTUE Fofpbl.
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O6nauHasa nnarpopma @UALYSGUARD®

NH¢pacTtpyKTypa obnauHbix cpeg QualysGuard

NHdpacTpykTypa QualysGuard BkntoyaeT B ceba AaHHble, aHanUTUYecKne
BO3MOXHOCTM, MPOrpamMMHOe 1 annapaTHoe obecrneyeHne 1 CPeacTBa ANl ynpaBneHus
NHOPACTPYKTYpOIi, HEOBXOAVMbIE ANA CO3AaHMA MIaTopMbl 06navHomn cpeabl. Huxe

npuneefeHbl HEKOTOPbIE KNOYEBbIE aCNEKTbI:

Pacwmpnaembiii o6bem ycnyr
MopynbHas 1 pacwmpsemasn nHdpPacTpyKTypa
QualysGuard ncnonb3yet TexHonornm
BUPTYanu3aumm v 06nayHbIx Cpes, uto
No3BOJIAET HaLIMM pa3paboTurkam
AVIHAMUYECKW pacrnpeaensTb npu
HeO6XOANMOCTH AOMOSHUTENbHYIO EMKOCTb MO
Bce nnatdopme QualysGuard ansa ganbHenwero
paclpeHnsa N MacLUTabypyemMocTn Halmnx
peLueHuni.

VIHAEKCIIIPOBaHIIIe N XpaHeHune
60nbLNX 06 beMOB JaHHbIX
AHanuTryeckuin mexaHnam QualysGuard,
CO3/1aHHbIV HA OCHOBE Hallel Mofenn
6e30MacHOro XpaHeHus JaHHbIX, OCYLLeCTBAAET
NHOEKCMPOBaHMNe NeTabanToB AaHHbIX U
MCMoNb3yeT NosyyYeHHyio MHGopMaLuio B
peXrme peanbHOro BpeMeHU Ans BbINOSHEHUA
KOMaHZ, Uy NpaBun AN1a JUHAMUYECKOro
o6HoBneHNA ceoncT UT-pecypcos ¢ Lenbio
MCMoMb30BaHA B Pa3fIMUHbIX pabourx
npoveccax Ans npoBepPKuM, CO3AaHNSA OTYETOB 1
MCnpaBneHns.

basa sHaHun

Mnatdopma QualysGuard onunpaeTca Ha HaLl
OOLIMPHDI apXVB MHPOPMALIMOHHBIX JaHHbIX,
6a3y 3HaHuI «QualysGuard KnowledgeBase»,

B KOTOPOW XpaHUTCA MHPOpMaLsa 060 Bcex
M3BECTHbIX YA3BMMOCTAX U CPeACTBaX KOHTPONA
COOTBETCTBUA [/1A 6OJNIbLIOTO KONMyecTsa
YCTPOWCTB, TEXHONIOrMYECKNX pa3paboTok u
MPUIOXKEHWIA, CNOCOBCTBYHOLLYIO peanv3aumm
Halleii TexHonoruy obecneyeHna 6esonacHoCT
1 cobtofEHNA YCTaHOBIEHHBIX TPEOOBAHNI.
basa 3HaHWI fuHamMnyYecKn nononHaeTcA
AaHHbIMY 06 YA3BUMOCTSAX, KOHTPOJIbHBIX

NpOBepKax, MOATBEPXKAEHHbIX NCMPaBAEHUAX U
nogpPo6HbIMN CBEAEHUAMI O COAEPXKUMOM.

YnpaBnsaemble yCTpoicTBa

Qualys pa3mellaeT v ynpasnseT TbicAYamMu
br3MUECKNX YCTPOICTB, pacrpeeneHHbIMY

Mo BCEMY MUPY, KOTOPble NCMOMb3yTCA 1A
OLIEHKM BHELLHVX CUCTEM 11 BEG-MPUIIOKEHNI
HaLUKX 3aKa3uMKOB. [1NA JOCTyNa K BHYTPEHHUM
UT-pecypcam opraHu3auum passopaymsaior

B Mpefesnax CBOUX BHyTPEHHMUX ceTel
bur3nyeckme ycTpoiicTBa 1nn 3arpyxaemble
BUpPTYasibHble 06pa3sbl. YcTponctaa QualysGuard
CaMOCTOATENIbHO OGHOBAAIOTCA C MAKCMMATbHOM
NpPO3pPayHOCTbIO, UCMOJIb3YA Hally
3aMaTeHTOBaHHYIO aBTOMATUYECKYI0 TEXHOSIOTUIO
ynpaBfeHA.

O6nayvHasa nnatdopma QualysGuard cocTonT 13 KOMMNIEKTa peLLueHUi no obecneyeHnio
6e30nacHOCTN NHPOPMALIMOHHBIX CUCTEM 1 COONMIOAEHNIO YCTAaHOBIEHHbIX TPeOOBaHMI, KOTOpble
MCNONb3YIOT 06LLKMe 1 paclupaemble CY>KObl 1 Ierko MaclTabupyemyio MHOroMoNb30BaTENbCKYHO
NHPpPaCTPYyKTypy 0b6nauHom cpeabl.

BasoBble cnyx6bl QualysGuard

Bbazosble cnyx6bl nnatdopmbl QualysGuard obecneunBaloT MHTErprpPOBaHHbIe pabourie npoLecchl,
ynpaBJieHne, aHany3 1 OTYETHOCTb B PEXMME PeanbHOro BPEMEHU [/1A BCEX HALLMX PeLIeHWi

ansa obecneueHus 6e3onacHOCTV MHGOPMALIMIOHHDBIX TEXHOJIOMMI 1 COBMOAEHNSA YCTAHOBNEHHbIX
Tpeb6oBaHuMi. Hawwm 6a3oBble cny»06bl BKIIOYAIOT:

QUALYSGUARD Oun

T eNbCKuii NHTepdelic Ha ocHoBe ponei

VM PC
Vulnerability Policy
Compliance

Questionnaire | PCl
Service Compliance

SUITE

Management

WAS MDS WAF SEAL
Web Application Malware Web Application Qualys
Scanning Detection Service Firewall SECURE Seal

UpeHnTndukauns
pecypcoB 1 ynpasneHue

WUcnpaBneHue n
pabounin npouecc

BA30BbIE C/TYKBbl

OTyeTH OCTb N

=

naHeNnn NHC TPYMEHTOB

MexaHun3m con ocTaBieHUA U

aHanuTUKM 6onb LWNX 06LeMOB
AQHH bIX

AHKeTbI N
COTPYAHNYECTBO
MpeaynpexaeHua n
yBefoMAeHuA

QUALYSGUARD API

A v
g
2
S
= Pacumpneman Wnpekcauua n Basza gaHHbIX Ynpaenaembie
- Enraas XpaHeHue 60MbLunx QualysGuard ycTpoiicTBa ana
2 06beMoB faHHbIX KnowledgeBase NpoBepKu
X
=

NpeHTudukauuma n ynpasneHue
pecypcamn

lpepocTaBnAeT Ballen KOMNaHUY BO3MOXHOCTb
6bICTPO OMpefenATb, FPyNNMpPoBaTh U yNpaBnaTb
60/1bLLIMM KOJIMYECTBOM PEeCYPCOB B Npeaesiax
BbICOKO iMHamnyHbIx AT-cpep, aBToMaTn3npys
npovecc ynpasneHna akTMBaMu U Nepapxmyeckon
opraHu3saumen NT-pecypcos.

OTYeTHOCTb M NaHenmn WHCTPYMEHTOB
Jlerko KoHUryprpyemblii MeXaHU3M CO3AaHNA
OTYETHOCTH, KOTOPbIV NPeACTaBNAET Ballen
opraHn3aLym oTYeTbl U MHPOPMALIMOHHbIE MaHenw,
ncxopA U3 poneii nosib3oBaTesnen 1 NpuUBUIErnia
foctyna.

AHKeTbI n COTPYyAHNYECTBO
KoHourypripyemblii MexaHW3M aHKeTPOBaHNA
obecrneynBaeT Balle OpraHy3aLum BO3MOXHOCTb
nerko 3aprKcMpoBaTh CyllecTByioLve paboyvie
MPOLIECChI /1 OLEHKM 3/IEMEHTOB yrpaBieHuns

1 c6opa [OKa3aTeNbCTB 1A NOATBEPKAEHNA 1
[LOKYMEHTUPOBaHUSA COBMIOAEHNISA YCTAaHOBIIEHHBIX
TpeboBaHWI.

WcnpaBneHue n pabounii npouecc
VIHTerpmpoBaHHbIi MexaH13M paboumnx NpoLeccoB
no3BosiAeT Baluen OopraHM3aunm aBToMmaTnveckun
CO3[aBaTb 3aABKN B CJ'Iy>K6bI TEXHUYECKOMN
NnoAAaepPXKn AnAa ncnpasieHnAa 1 ynpaesnAaTb
NCKNKYEHNAMKU N3 NpaBu COOTBETCTBUA

Ha OCHOBaHUW NpeayCMOTPEHHbIX NONTNTUK,
obecneyrsasn nocnefyouiee pacCMoTpeHune,
KOMMEHTUPOBaHME, OTC/1eXBaHWE U BbIMOJIHEHWUE.

Mocne 3aBepLueHVA NPOBEPKIM STOT MEXaHU3M
aBTOMATMYECKU pacnpenensier 3ajaun no
ncnpasneHuto cpean T agMMHUCTPaToOpOB,
OTCNEXMBAET UCMPaB/IEHNE U 3aKPbIBAET OTKPbITblE
3asBKU NOCJIE YCTPaHEHUs YA3BUMOCTEl 1
NOATBEPXKAEHUA UCNPABNEHNA NOCeAYOLWNMI
npoBepKamu.

MexaHn3m conocTaBJ/IeHNA N AHANINTUKN
60NbLNX 06bEeMOB AaHHbIX

MexaH13m aHanUTUKK BbINMOIHAET HAEKCUMPOBaHUe,
MOWUCK 1 COMOCTaBJIeHNe neTabaiToB AaHHbIX 06
obecneyeHrn 6e30NacHOCTN U COOTBETCTBIN
YCTaHOBNEHHbIM TPE6OBAHUSAM C AaHHbIMY

0 APYrMX MHLUMAEHTAX, a TaKXKe C AaHHbIMU,
npeaocTaBaeHHbIMY CpeacTBamy obecneyeHns
6e30MacHOCTU TPETbUX CTOPOH. BCTpoeHHble
pabourie NpoLEeCcChl MO3BOMAIOT BaLLE KOMMaHU
6bICTPO OLIEHNTb PUCK U MONYYUTb AOCTYN K
nHbOPMaLMK A UCNPABIEHNS, aHaNV3a MHLUUAEHTa
1 cypebHbIX pa3bupatenbeTs.

MpepynpexaeHna n ygeaomneHus
MexaHn3m NpefynpexaeHnii CO3AaeT u
paccbiNaeT COOBLLEHNA MO SNEKTPOHHO

noyte AnsA NpeaynpexaeHns CoTPYAHUKOB O
HOBBbIX YA3BUMOCTAX, CJIy4YanX MPOHUKHOBEHNA
BPEAOHOCHBIX MPOrpamMm, 3aBepLUEHVN NPOBEPOK,
OTKPbITbIX 3aABKaX 1 0OHOBNEHNAX CUCTEM.

QualysGuard Cloud Suite

Mnatpopma QualysGuard no3sonseT Ballelt opraH13aLmnn NCnonb3oBaTh TONbKO

Te peLleHus], KOTopble BaM HEOOXOAVIMbI, KOTZla OHW BaM HEOOXOAVMBI, a TaKXKe

NAaTUTb TOJNbKO 3a TO, YEM Bbl AEICTBMTESNIbHO MOJIb3yeTech. Bawa opraHmsauus

MOXeT 0bOPMUTb MOANUCKY Ha OAHO UM HECKOMBKO PELLEHMIA MO 06ecneyeHnto
6e30MacHOCTM 1 COBMNIOAEHNII0 YCTaHOBEHHbIX TPEOOBAHWI 1 CO BpeMeHeM pacluMpuUTb

PaMKn NCNOJib30BaHUA.

ynpaBneHwe yA3IBMMOCTAMN

Cny»x6a ynpaBneHus ya3BUMOCTAMMN
«QualysGuard Vulnerability Management»

(VM) aBnAetca nepefoBbiM peLleHnem
OTMEYEHHbI MHOXKEeCTBOM Harpaf, Kotopoe
aBTOMATU3VPYET MPOBEPKY CETU 1 yrpaBeHne
YA3BMMOCTAMU BO BCEl OpraHm3aLyu, BKovas
ceTeBOe 0OHapy»KeHWeE 1 TOMOMNOTUIO CETU,
ynpaBsJieHre pecypcamu, oT4eT 06 yA3BUMOCTAX
1 KOHTPOJb UcnpasieHys. OCHOBbIBAsACh Ha
Haluel o6lWnpHOM 6a3e 3HaHMI, copepKaLlen
NHPOpMaLVio 06 N3BECTHBIX YA3BAMOCTAX,
QualysGuard VM obecneunBaeT 3KOHOMUYECKU
3¢pdeKTUBHOE CPeLCTBO ANA YCTPAHEHNA Clabbix
MeCT B cMCTeMe 3alLuTbl 6€3 3HaUnTeNIbHOro
noTpebneHnsa pecypcos.

CooTBeTCTBME NOINTNIKAM

Cny»x6a obecrneyeHrss COOTBETCTBYA MOUTNKAM
«QualysGuard Policy Compliance» (PC)
Mo3BOMIAET KOMMAHVAM aHaNN3MPOBATb 1
cobvpaTb MHGOPMaLINIO O KOHPUTYPaLMAX

1 KOHTPOJe JOCTYNa, NPeAoCTaBNAeMyo
CEeTEeBbIMU YCTPONCTBAMM U BEG-NPUNOXKEHNAMMU,
1 aBTOMATUYECKN COMOCTABIIAET 3Ty
MNHPOPMaLVIO C BHYTPEHHUMU NONUTUKAMN

1 06LLENPUHATLIMM CTaHAAPTaMM 1A
[IOKYMEHTaNIbHOTO NOATBEPKAEHUA
cobnofeHNA ycTaHOBNEHHbIX TPe6OBaHUIA.
QualysGuard PC ABnsaeTca nonHoCTbo
aBTOMATU3MPOBAHHbBIM NHCTPYMEHTOM, KOTOPbIN
NMO3BOJIAET COKPATUTb PacXofbl, CBA3aHHbIE C
cobnofeHeM yCTaHOBJIEHHbIX TpeboBaHuWi, 6e3
HEO6XOAVMMOCTY NCMOJIb30BaHWA MPOrPaMMHbIX
areHToB.

CepBuc OnpocHNKOB

Cepsuc OnpocHukos B QualysGuard - 3to
061auHoe peLleHne, KOTOPOe NO3BONAET
LieHTpann30BaTb 1 aBTOMATU3UPOBaTb 3amycK,
OTC/IeXXMBaHMe, OLieHKY 1 ofobpeHmne prcK-
NPOBEPOK 1 MPOBEPOK Ha COOTBETCTBYE
TpeboBaHMAM. DTOT CEPBUC YMEHbLIAET
KOJNMYECTBO PECYPCOB (MaTePUANbHbIX 1
HemaTepuanbHbIX) A4ns coopa nHbopmaymm

OT Pa3JIMYHbIX 3aIHTEPECOBAHHbIX CTOPOH,
riomoras opraHu3ayuamM HanpasuTb U PacLINPUTb
UX MPOrpPammbl Mo OLieHKe MOCTaBLUMKOB C
TOUKM 3peHUs PUCKOB, MHGOPMALIMOHHOW
6e30MacHOCTU 11 COOTBETCTBMA TPEOOBAHNAM .

CootBetctBue ctaHpapty PCI DSS
Cny»x6a obecreyeHnss COOTBETCTBUA
ctanfgapTam «QualysGuard PCI Compliance»
(PCl) mOXeT npefocTaBUTb KOMMAHUAM,
KOTOpble XpaHAT AaHHble BlafenbLeB
NAATeXHbIX KapT, 3KOHOMMYECKN 3G dEKTUBHOE
1 BbICOKOABTOMATU3UPOBAHHOE peLLeHye ania
NPOBEPKM 1 JOKYMEHTalIbHOrO NOATBEPKAEHMSA
cootBeTcTBUA cTaHaapTam PCl DSS. C nomoLbto
QualysGuard PCl Toprosble KOMMaHUM MOTYT
3aMosHATb EXXErofHYI0 «AHKETY CAMOOLIEHKI»
(SAQ), a TakXe BbINONIHATb MPOBEPKU Ha Hanuyve

YA3BMIMOCTEN ANA eXXeKBapTasbHbIX aygUTOB MO
TpeboBaHuio ctaHgapta PCl DSS 1 obecneveHus
6e30MacHOCTY BEG-NPUTOXKEHNIA.

MpoBepkKa 3aWMLEeHHOCTN Be6-
NpUNoXXeHun

Cny»6a NPoBEPKIN BEG-MPUSTOXKEHMI
«QualysGuard Web Application Scanning» (WAS)
NCMOMb3yeT BO3MOXHOCTM MacLUTabupyemocTu
o61auHon NnatGopMbl A1 BbIMOMHEHNA NOUCKA,
BHECEHVIA B CNINCKU 1 MPOBEPKU Kak OTAENbHbIX,
TaK 1 BCEX BEO-NPUIOKEHNI KoMMaHuii. Cnyx6a
QualysGuard WAS BbInonHAeT NpoBepKy U1
OCYLLECTBAAET aHaNN3 MHANBUAYaNbHbIX
Be6-NPUNOXXeHUI 1 ONpeaenseT yA3BYMOCTY,
npeacTaBAoLLMEe ONacHOCTb AnA 633 AaHHbIX
U CNOCOBHbIe MOMOYb 06OITU CpefCcTBa
yrnpaBneHus AOCTYMOM K MPUIOKEHNAM.

BbiaBneHune BpegoHocHoro MO
Cny»<6a BblsiBNeHWsi BPeJOHOCHbIX MPOrpaMm
«QualysGuard Malware Detection Service» (MDS)
npefoCTaBsieT KOMMaHVAM BO3MOXHOCTb
NPOBEPATb, BbIABIATL U YAANATb BPEJOHOCHOE
nporpaMmHoe obecrneuyeHue co CBovX Be6-
cawnToB. QualysGuard MDS ncnonb3syet
noBeAeHYEeCKN U CTaTUYECKNIA aHann3 ons
NovcKka BPeAoHOCHbIX MPOrpamMmm 1 MOHUTOPUHTA
Be6-CaliTOB Ha MOCTOAHHOW OCHOBe.

MexKceTeBol1 3KpaH AnA Be6-
NpUNoXeHUn

MexceTeBoWi 3KpaH 1A Be6-NMPUNoXKeHUi
«QualysGuard Web Application Firewall» (WAF)
obecneynBaeT 3aLWuTy BE6-NPUIOKEHI
MPOMBbILLIEHHOTO YPOBHA 6€3 JOMONHUTENbHbIX
3aTpart, MIoWasein 1 CIIOKHOCTEN, CBA3aHHbIX

C UCMONb30BaHNEM annapaTHbIX MEXXCETEBbIX
3KpaHOB A1 Beb-npunoxeHnii. OH 3awmiiaer
BEO-NPUIOKEHNA OT BEKTOPOB aTak, A0MOoJHAA
CTaHAAPTHbIE KOHGUIYpaLWN BEG-NPUIOXKEHWI
1 BUpPTYyanbHble ncnpaneHus. QualysGuard
WAF Take nosbiwaet 3GpPpeKTVBHOCTb BEO-
CaliToB, yMeHblLLasA BPeMs 3arpy3Ku CTpaHuL

1 OMTMM3MPYSA NPOMYCKHYIO CMOCOBHOCTb C
NMOMOLLbIO Hallel rNobanbHON CeTn BEO-KILLEeN.

Qualys SECURE Seal

Meyatb «Qualys SECURE Seal» npepgoctaBnaet
KOMMaHWsAM BO3MOXKHOCTb MPOAEMOHCTPUPOBATbL
OHNIaNH-KJIMEHTaM VCMOMNb30BaHVE NPOaKTVBHOM
nporpammbl obecrneyeHuns 6esonacHocTy. MNeyatb
6e30MacHOCTV NOAPa3yMeBaAET NPOBEPKY Ha
Hanmumne BPeAOHOCHbIX MPOrpamm, yi3BUMOCTEN
CeTy 1 BEO-NPUITOXKEHNIN 1 MOATBEPKAAET
6e3onacHocTb cepTudukaToB SSL. KomnaHum,
[EMOHCTPVIPYHIOLLE OTCYTCTBUE CEPbE3HbIX
HapyLLeHnn 6e30MacHOCTI, MOTYT Pa3MeCTUTb Ha
cBoux Beb-caiTax neyatb «Qualys SECURE Seal».



NMouemy nmeHHo Qualys?

OcHoBHasA uenb komnaHnn Qualys — n3meHeHne cnocobos
3aWmnTbl 1 0becneyeHuna 6ezonacHocT UT-mHPpacTpyKTyp
N NPUNOXKEHU opraHm3aumn. Qualys — 31o nyuwni
BbIOOP No obecneyveHnto 6e3onacHOCTM 1 cobnoaeHnto
YCTAaHOBJIEHHbIX TPeboBaHWUI AN1A Ballen KoMnaHUn!

MpoBepeHHbIN 6peHA B 06nacT 6e3onacHOCTN 06naYHbIX cpea

KomnaHua Qualys ctosana y nctokos pa3paboTku npoayKToB AnA 6e3onacHOCT obnayHbIxX cpef, NpeacTaByB
nepBoOe peLleHre No yrpaBieHUIo YA3ZBUMOCTAMN Kak cepsuc B 2000 rofy 1 coxpaHaa penyTaumio
NPOBEPEHHOIO 1 OO BEKTUBHOIO MNOCTaBLYMKA HAAEMXHbIX Y TOUHbIX MPOAYKTOB A1 OLEHKN YA3BUMOCTEN U
obecneyeHns COOTBETCTBUA YCTAHOBIEHHbIM TPEOOBaHNAM.

MacwTta6bupyemas n pacwmpsaemasn nnatpopma ana obecneyeHus
6e3onacHOCTN 06N1auHbIX cpen

Nerko macwtabrpyemasn apxutekTypa n MogyrbHble peLueHnsa Ans obecneyeHmsa 6€30MacHOCTM 1 COOTBETCTBUISA
YCTAHOBJ/IEHHbIM TPEOOBaHNAM NMO3BONAIOT KOMMAHUAM BCEX PA3MEPOB, AENCTBYIOLMX B CAMbIX Pa3/NYHbIX
OTpacnAx, MCNosb30BaTh GYHKLMOHasbHble BO3MOXHOCTM ANiA obecneyeHns 6esonacHocTy ceomx UT-
nHdpacTpyktyp. ObnauHaa nnatpopma QualysGuard nogxoont Kak He6onbLWNM dUpMam, Tak 1 KPYMHbIM
rno6anbHbIM KOMMNAHMAM, KOTOPbIE UCMOSb3YIOT MAMIIMOHbI MOAKMIOYEHHDBIX K CETW YCTPOWCTB U NPUNOXKEHWIA.

OnbIT MHHOBaLMIA B 0651acTV NPOAYKTOB ANA obecneyeHns 6e3onacHOCTH
o6nauHbIX cpep 1 cO6GNIOACHNA YCTAHOBJIEHHDbIX TPpe60BaHUN

BoT yxe 6onee 12 net komnaHua Qualys npeanaraeT MHHOBaLMOHHbIE pelleHna Ana obecneyeHns
6e30mnacHOCTN 06/1aUHbIX Cpef 1 COBMIOAEHMA YCTAHOBNEHHbIX TPEOOBAHNIA, C MOMOLLBIO KOTOPbIX HaLIK
KNIMeHTbl MOTyT 6onee 3$pPpeKTVBHO 1 C MEHbLWIMM pacxodamMm 3awnututb ceon UT-cpepapl. Qualys nHBectupoBan
6onblMe cpefcTBa B pa3paboTky obnauHom nnatdopmbl QualysGuard 1 MOMHOCTBIO FOTOB K PeLleHuio
npo6siem, BO3HMKALWMNX B MOCTOAHHO MeHALLENCA cpefe obecneyeHns 6e30nacHOCTY MHGOPMALMOHHbIX
TEXHONOMNIA 1 COONMIOAEHMNSA YCTAHOBNEHHbIX TPeOOBAHWA.

MnaTuTte TONbKO 3a TO, YeM Bbl noJibsyeTecb, N Korga Bbl 3TUM NoJib3yeTecb

Mnatpopma QualysGuard nossonaeT knueHTam 6e3 Kaknx-nmbo Npobaem NpoTecTUpPoBaTb OQHO UM HECKOJIbKO
HaLLMX peLleHunit, ncnonb3ya Noboin Beb-6paysep. Takas Mogenb npeanaraeT HaWmMM KInMeHTaM BO3MOXHOCTb
0bOpMUTb NOZNUCKY TONbKO Ha HEOOXOAVMbIE UM PELUeHUs; MPU STOM OHM MOTYT NIEFKO PacLUMpUTb PaMKu
CBOEW NoANMCKK, KOraa 3To notpebyetca.

Ins nonyyeHma goctyna K 6ecnnatHon npo6bHon Bepcum «QualysGuard Cloud Suite» nocetute Beb-
canTt no agpecy http://www.qualys.com/trial
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Forbes Global 100

nonb3yeTca obnayHom nnatGopmon
QualysGuard ana obecneueHus
6e30MacHOCTU 1 COOTBETCTBUA TPeboBaHUAM

13 10 BeAyLUMX KOMNaHUN 13 10 BegyLwmnx KOMNaHum 13 10 Begywmx
nporpamMmmMHoro o6ecneyeHus o6nacTu 3gpaBoOXpaHeHus aBTonpoussognuTenen
13 10 BegyLwmnx KOMNaHunin 13 10 Begywmx 13 10 BegyLwmnx KoOMnaHum
o6nacTy 6moTexHonornm 6aHKOB 6 XNMUNYECKOW POMbILIEHHOCTN
13 10 BeAyLUMX KOMNaHUN 13 10 BegyWwmnx KOMNaHum 13 10 BegyLWwmnx KOMnaHum

8 TEeXHOJIOrM4YecKoro 7 Meava-Kopnopauui TeNneKOMMYHUKaLMOHHbIX
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