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Challenge of Measuring Risk

1. Need to Know Assets from Business Context

CMDB != Inventory

for Cyber Risk 31% 45%

X Lacks Comprehensiveness Assets unknown but Of critical assets are
known your attackers! missing business
X Lacks context from Business Criticality eritiealiy
= Lack of Business context 3 3(y
=35 resulting in More work post VM, o
Risk assessment & Remediation Software are not heeded

@ Qualys.



Challenges of Measuring Risk

2. Context of Threats, Risk

X

Unable to view unified ‘Toxic Insights’

from siloed findings

@ Qualys.
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Communicating Risk - Challenges

Qualys.

Compliance - show Evidence
Regulatory/standards view, audit-ready

Cvss

Communication per Persona & their Roles...
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MS KB3152550: Update to iImprove Wireless Mouse Input Filtering
Microsoft Windows Hosts File

Microsoft Windows PowerShell Execution Policy

Microsoft Windows DNS Cache

Internet Explorer Typed URLS

MUICache Program Execution History

Recent File History

User Shell Folders Settings

User Download Folder Files

Microsoft Security Rollup Enumeration

Server Message Block (SMB) Protocol Version 1 Enabled (uncredentialed check)
Server Message Block (SMB) Protocol Version 1 Enabled
Microsoft NET Security Rollup Enumeration

5 Microsoft Windows SMB Versions Supported (remote check)
5 Windows Defender Antimalware/Antivirus Signature Definition Check

Microsoft Windows Network Adapters

TLS Version 1.0 Protocol Detection

HTTP Server Type and Version

ICMP Timestamp Request Remote Date Disclosure
SSH Server Type and Version information
Traceroute Information

Web Server No 404 Error Code Check

SSH Protocol Versions Supported

Network Time Protocol (NTP) Server Detection
DNS Server Detection

DNS Server Detection
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Challenge of Communicating Right Data
to Right Teams

ol \a

T B J e
‘ .

Cloud Misconfiguration Fixes
clo/ciso CEO

g »» @ B o

Application, Open-source vulnerabilities ‘8
a» ¥ 2
0=

¢

Dev Teams Cyber Security & Risk

U @ ¥

IT/Ops Teams DevOps Teams

O @& O T A now )

SOC, Pen-test team & many more... Vulnerability Management Compliance/Audit/GRC

@ Qualys.



Challenges of Eliminating Risk Per SLA

3. Elimination of Risk per Aggressive Timelines in Limited Patching Cycles...

NCSC Guidelines

S Days 14 Days

External Internal

50.6 Days

Mean Time to Remediate

Internet-Facing Assets

33%
40%
S%

Vulns due to Residual
Old MSFT Patch Tuesday
Patches

Vulns due to 39 party
software not patched

Vulns truly causing the
Risk



Qualys Enterprise
TruRisk Platform

Q OQualys.




Qualys Enterprise TruRisk Platform

Qualys

TruRisk™
Measure Communicate Eliminate
Internal & External Detect, Prioritize Remediate vulns, Monitor, detect & Drive compliance
Inventory Risk vulnerabilities, misconfigs with respond & Prevent Monitoring, Reporting
Management with Misconfigurations Automation and threats with Risk, for Industry mandates,
Business Context intelligent workflows business context standards
o ar L 6 ©
Vulnerability & .
Asset Management ) Configuration ) Risk Remediation ) Thr%aetng‘;eScetlon ) Compliance
Management P
el - API @)  Lightweight Agent  Platform Services ° Sensors ) ®) @) @) f
5
Applications Operating Systems Cloud / Containers / VMs  IT / Workstations / Servers 10T External Devices

s % - : :
o - D Anzure = L ) 4 \ 3.
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Measuring
TruRisk

Collecting and Unifying Risk Factors, Correlated and
Contextualized for Threats, Criticality to your Business

Asset

Inventory
Risks




Normalization Correlation Context

Qualys TruRisk™
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Measuring TruRisk

Collecting and Unifying Risk Factors,
with Threat and Business Context

QUALYS TruRisk™ ()
Total Assets

[}
3.94K
900 Top 3 Contributing RTIs
Critical : (Matwer @,

1000 Top 3 Contributing Tags
I FirstBank_payfi. l Ecommerce I Banking Application

Internet Facing Assets (IFAs)
« WEB « Infra

Zero Tolerance and SOX
As is define in the IT Assets Policy

* DMZ (Front, Back) « AML

* Authentication (AD, ADFS, « GSNET
LDAP) *  SOX Systemps
Payment and
Cards System

Workstations

Internals
Any other Sever/infra in the internal network




TruRisk... By Correlating Security Data

Contributing Factors & Koy

TruRisk Score
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Step 0 of Measuring Risk

Continuous Internal and External Attack Surface Management

O1

02

Manage Inventory Risk with

Cyber Risk & Business Context
External attack surface, EOL/EOS,

Open-source, Unauthorized
software, Absence of Security
tooling

Simplifies & Fast-tracks
Vulnerability & Inventory

Programs
Continuous discovery, inventory

risk meta-data for baselining
CMDB, with complete VMDR with
business context

@ Qualys.

Internal assets

Agent, Scanner, Sensors Passive Network Sensor

@ @ @ e o ([l =

External assets

Open-source Tech &
Qualys Internet canner

Assets from
3rd parties

API|-Based Connectors

EE .
= servicenow & SHoban ~@
Active Directory Scanner
bmchelix  vmware o ( i
S (ons) (4 Whois



Qualys Cloud Agent Passive Sensor

Continuous Internal Attack Surface Discovery

Discover unknown rogue devices
v) passively using same agent &

Cloud Agent
Customizable Qualys Agent for various
systems, filters data from public or home

networks A ] @
~) Get away from the limitation A > @ @

of network taps A

Non-intrusive network reporting with auto- Unmanaged cloud heentaster QualyPrtr s atform Managed

elected Master Reporter per domain, showing
managed/unmanaged assets in Qualys platform

DNS Based Sensing &
v

. . Cloud Agent
No more spouses' phones coming in your Qualys

Environment

@ Qualys.

Connect for a Live Demo



Communicating Risk
Contextual Communication Per Persona/Responsibilities

External Attack Surface Communicating to
Summary Report Executives

GENERATED FOR Acme Corporation

External Attack Surface Summary v Unified, Quantified, prioritized
Cybersecurity Risk score

Talks Business language & Factors
Contributing to Risk to Business
(which business critical app has
highest risk)

Provides actionable
recommendations
to eliminate, reduce risk




Tech-Debt (EoL/EoS) Risk Report

4 N
View Your Tech-Debt ...

(EoL/EoS) across hybrid
environment

Proactively plan of

upgrade of upcoming
EoL/EoS

TruRisk Based
Prioritization

I W 0

Powered by: Q



Communicating Risk (SOCQC)

Contextual Communication Per Persona/Responsib

ilities

Risk Overview

I Communicating Risk to

Provides MITRE ATT&CK metrics view of all the vulnerabilities detections in your organization. TI r t 8 S o C T a
Impact No Risk Initial 180.2K

Access

civoion i conmers IR v Proactively communicate TruRisk with
' risk indicators & business context to
et o T known Attack techniques reduce the
Risk MITRE ATT&CK N
TACTICS risk of attacks

Collection m Persistence

T o v, Prioritize security monitoring based

on TruRisk

Discovery 98.6K Defence m

Defense Evation Defense
Risk Risk

@ Qualys.



Communicating Compliance

Be-Audit Ready, without Putting in Manual Efforts of Mapping
Compliance

NIST - Harmonized Mandate Report | Linux | CIS/STIG.

Communicating to
Audit/Compliance

» CFG -02 Syst
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v, Mapping of 50+ mandates,

E ot SR requirements to Qualys provided
pe e risk factors

s s Talks the language of ‘which

- ¥ compliance requirement’ failing,

e why, which assets
¥ 2232 Status of the Server PROTOCOL' setting in the ‘sshd_config’ file 81 m y,
£ P

Y Provide RBAC supported access or
T S - - ¥ send tickets with context to

compliance teams



Communicating TruRisk to Right People

Reducing Time to Communicate to Remediate faster, close security issues faster!

IT/Ops Teams

» Patch KB + reg change
* MS Windows OS
* CVE: Printnightmare

Normalization Correlation Context

Selected Asset Tags

(ST YS ReTV el in-Servers | Database

TruRisk with Contributing Factors for Selected Asset Tags

DevOps Teams

» Software version update

Qualys TruRisk™

Contributing Factors o A ’ é + Linux w/python
) . [
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05/28 06/13 06/28 07/12 07/27 o8/n 08/26 o ¥ o rations o AFCGS% CAWS: 1D
o o o o » Fixscript
APPLICATIONS EXTERNAL DEVICES
& OPERATING SYSTEMS CLOUD/CONTAINERS / VMs IT/ WORKSTATIONS / SERVERS o1 * laC Template
wiriavy. | | oficezss | | ED ] A ® D =l
wiows ) | tmox ) oote aws (O ) (asue g (@)= < &L

App Teams

Vuln for Apache Tomcat
Workload

Fix script

Update version, patch

@ Qualys.



Put Communication of Risk To Right People with
Right Context on Auto Pilot

Rule Information

Vulnerabilities vulnerabilities.vulnerability.category:”SCA” and vulnerbilities.vulnerability.qid:985157

rrrrrrrrrrrrr

nnnnnnnnnnnn

Reduces Time & Efforts
to Respond

v, Auto ticketing to reduce efforts

v, Rule-based ticketing, ownership
assignment, and auto closure

v, Manage change approvals and deploy
remediations directly from ITSM



Eliminating Risk Comprehensively

Across Risk Factors

. Infra/DB Unauthorized Missing required
. . . @
Vulnerabilities Misconfigurations software software e
N o

Access risks Unauthorized File Open-source Cloud - @"’" = @"" @

Changes vulnerabilities Misconfigurations =2
Sensitive data Technology debt Endpoint Malicious Web application et s i N
leakage risks risks activities risks e —— - - B -

H N 7 2\ RN —_—
Platform Services ) B ® i® Fel

() API 9 Lightwei ©
\APL ghtweight Agent ) ( :
B

First-Party OSS o o )
Applications Operating Systems Cloud / Containers / VMs  IT / Workstations / Servers 10T External Devices
. il f -z i S . — —— — J—
N\ ] i LD @ ~— 4 @) {7, ] > — 0O
workday. s»sfflé 365 g wi m L Apple ,  Dhzure [3 (AR e e Q &= = ['I—L e}

@ Qualys.



Eliminating Risk of Vulnerabilities
Which Matter the Most!

Risk-Based Remediation for Mac, Linux,
Windows and 100+ 3rd party software

v, Auto Maps Right Remediations to
Right Vulnerabilities O -

v Drives Remediation Plans to Reduce =
Risk, Count of Risky vulnerabilities

v Rule-based, RBAC, ITSM-Integrated e
Controlled Automation  oomwmemsessmessseeesesen o

@ Qualys.




Impact of Qualys Patch Management

5% customers in 0-5 days MTTR

35% 9% customers in 6-10 days

Avg reduction in
MTTR

32% customers in 11 to 17 days

S4M 60% D con

Reduction in vulns
on internet-facing v Lockbit

Patches Deployed esets e Prevented 8

Last Year out of Top 10 v Clop
Ransomware
Attacks, including:
v Petya
days v REvil



30-Days Free Service to Eliminate Risk, Alignhing
with NCSC Guidelines

01 Know External-Facing Assets

Prioritize Risky Vulnerabilities - Ransomware,
02 CISA/NCSC/Malware-exploited

Automated, Smart Patch deployment to
03 eliminate within 5 days, suited for your
environment

@ Qualys.



Endpoint Detection &

Web App
OWASP
vulnerabilities

Open-source
vulnerabilities

First-Party OSS [ ]

Applications

workdov. .
WOTkAQY:  Office 365

@ Qualys.

Access
Controls

(S

Oe) | AP

Inventory
Cyber
Hygiene Risks

Technology
Debt -
EOL/EOS

Cloud
Misconfigu-
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Sensitive data
risks

@] ' Lightweight Agent

o
Operating Systems
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Questions Raised Due to Siloed Cloud Security

VMs

100s of
VMs...

Which
ones
critical,
internet
facing?

Containers

100 of 1000s
of vulns...
* Agentvs Scanner

vs APIs (False
positives, negatives)

* Which ones mapped
to threats, business
critical apps

CMPs Serverless
100s of
misconfigurations

* Which ones impacted
by underlying
workload risks

* Which ones are risky?

laC

100s of Attack
Paths

« Based on inaccurate
detections?

* Are those Relationship
graphs or attack can
actually reach

« What if attacker starts
from the middle or from
non-cloud asset?

I need a tool which shows accurate vuln data, and risk as when | am compromised,
I can’t tell management - | had tool with good looking Ul — Banking Customer



TruRisk™ Score

Medium High Critical
0 1000 0 1000 0 1000
Cloud Security Posture External Facing Assets Suspicious Connection
Management (CPSM) CISA-known Exploitable Cloud Detection and

Vulnerability Response (CDR)



What'’s Next...

Q OQualys.




Further Challenges of Measuring Risk

Every tool is measuring risk differently, what are top 10 Risks?

SaasS

gaﬁasmum & AppOmni ‘”ﬂfg’l‘n“’f
10T

'ARMIS CLAROTY

Applications

lhackerone X Acunetix @ whitesource

Data

v Llaminar Y eureka P normayze

@ Qualys.

Code

VERACODE  GitHub ” snyk

BLACKDUCK

Vuln Management

@ Qualys. Syt Otenable

Public Cloud

WIZ'  “paloalte  OFCA oJaqua

Qualitative

X Severe/Critical (x Category1,223etc.

%) Urgent/Low ) Medium / High

%) Pass/ Fail

Quantitative

%) 10, 50,100 % 1-5
CVSS
%) 1-10



Communicate Risk

For Intrinsic Business Value & Loss

Need to Prioritize Cyber Risk

O1 | per Business Value & Loss
What's the impact on business

Inability to Know
Contributions by each Risk
Finding to communicate with
Correct Priority

02




Communicate Risk

Challenge of Communicating Right Data to Right Team

» 4 Normalyze*

VERACODE  SYNOPSYS' B
snyk

= emm W .
. & S =>-asimily

— SentinelOne

E IBM X-Force Red n i SafeBreach

The Qualys Solution set

* Cyber Asset Attack Surface Management (CSAM)
* Application & API security
* External Attack Surface Management (EASM)

* Vulnerability Management Detection and Response

(VMDR)
* TotalCloud
* Patch Management (PM)
* Policy Compliance (PC)
* ...and more

@ Qualys.

Amplified by *10

a2 0 O

Cloud Misconfiguration Fixes

g » @

Application, Open-source
Vulnerabilities

U @ ¥

DEV TEAMS

O &% O T

SOC, Pen-test team

& MANY
MORE...

Cyber security

& risk

NOwW.

€ G
I

NN ®

CIO/CISO CEO
@
;ﬁ.,‘_- § §
IT/Ops teams DevOps teams

Compliance/
audit/GRC






Siloed tools Qualys Enterprise

send endless alerts True Risk Platform
Network . )
Exposures e Lot v API Risk Reduction - e
based out: and Remediation RISk RedUCtlon
and Remediation
Cloud &
Misconfiguration >
i Financial Risk _ Passive Response -
CsV Ticketing,
file uploads H
Excessive IAM ~ Exc.e.ptlo.r‘s’
Permissions Notifications
Risk, Insights, Compliance
. (@) . Active Risk
yolpplication | Q) RAED|ST Elimination -
""""""""""""""" Patching, Mitigation
Aggregation and
Normalization
SuBSphicioAus .................... ...... @ ................. .

@ Qualys.



Measuring TruRisk For Business Impact

% . = Org_TruRiskSummary.png
Organization TruRisk™ Summary: ACV OIP 3 April, 2024

Brief summary of ACME group

Business Entities seeai

TruRisk™ Score @ Top Risky  Best Performing

350pts sopettest

»f 400

Checkout ) " 421 pts
1 High 750 ?
$500m st » o
Critical , ,
= Mobile banking Bkl o Yo 260 -
ca i
860 $350m " clast 7 doy Pe: [Apet
7 +62 pts
Since last 7 Days
Vendor payment . s AL Fiak
0 1000 8 42000 immiian High {704 ) nceien7don S4pts  rppeii

f 600

f 650

@ |

Know The
TruRisk of
Business
Entities



easuring TruRisk Across

Selected Asset Tags

I Production I Win-Servers I Database

TruRisk with Contributing Factors for Selected Asset Tags

Risk Factor Sources
@8 Vulnerabilities VMDR, MS Defender
: Misconfgurations TotalCloud, Wiz, Polic
1 @8 Dat: ure Risk DSPM
0 1000 : @8 0SS Vulnerabilities Snyk
Total Resources @8 WebApps racode

Percentage

36%

47K
Showing Last 90 Days

900
850 m
800

05/28 06/13 06/28 0712 07/27 o8/ 08/26

the Security Fin

dings

Top TruRisk Insights
Insight Title Criticality | Impacted Resources
Attempted Data Exfiltration from DB workload B Critical 25K
Publicly exposed VMs with critical exploitable vulnerabilities and high permission @ Critical 12K
Publicly exposed containers with malware and critical vulnerabilities W Critical 9K
C2 HTTP/HTTPS detected on VM with a critical exploitable vulnerability @ Critical 17K
C2 DNS detected on VM with a critical exploitable vulnerability W@ Critical 12K
Workloads with AWS secrets keys that can access sensitive data B High 26K
Misconfigured and exposed SSH port with active scanning B High 32K

Technologies

Technologies TruRisk Total Resources
@B Operating Systems 8.2K
I\ E— -
Networking 1.6K
@B Web Servers 11K
@8 Firewalls 22K

@ Qualys.




Communicate Not Just the Risk Score...
but Risk Insights...

()
Key Highlights

The organization’s
TruRisk score of 860
exceeds that of 75%
of industry peers.

@ Qualys.

40% of business entities (4 out of 10)
exceed the defined risk appetite,

with the Checkout App, valued at$500M, being
the most critical among them. View details to
analyze the Checkout App's risk profile.

35% of the assets (38.5K out of 110K)
are above the TruRisk threshold

out of which 60% belong to your critical
business units. Set up alerts to stay

informed when TruRisk of the assets
crosses the threshold.

63% of your assets (69.3K out
of 1T10K) are non-compliant,

contributing to multiple compliance failures
including NIST 800-53 Rev 5. Initiate compliance
review to address gaps.

47% of your identified risks (705K
out of 1.5M) are critical,

out of which 7% (49.4K) have failed to meet
SLAs. 83K of your risks were remediated

on time. Explore risk reduction plans
for critical findings.



Get Risk Reduction Plans to Reduce Risk Across

the Findings... Not Just Vulnerabilities

< Recommended Plan B for “Checkout App”

Business Value Total Asset: T Find: s aee f tized Asset ¥ tized Find
. Prioritized :
High { 750
9 $500m 18.5K 230K . 5.7K ot1eskisy)  11.2K instances of 172k (6.5%)
Findings  As Remediations  Mitig

Ransomware Vuins CISAY NCSC Qualys Patchable Mitigations

0. 215 enzom 1 AK ~vonn 5: 7K 4.1K

Actions Group By v & Filters
TYPE | TITLE Qos SOURCES IMPACTED ASSET

Critical

Vulnerability CVE-2024-1550 - Mozilla Firefox Multiple Vulnerabilities (MFSA2024-05) 100/ Qualys VMDR 1.3K
Host Active
Vulnerability CVE-2023-21527 - f Support ic Tool (MSDT) Remote.. (o8 VMDR 42K
Host Active E——
Vulnerability CVE-2021-4104 - Oracle WebLogic Server Multiple Vulnerabilities (Log4Shell) 97 | VMDR 2.3K
Hos1 Active )
Misconfiguration EOL-Internet Explorer (IE) 11 on June 15, 2022 9% | CSAM 1K
tos Active —
Misconfiguration Unauthorized port TCP 8080 is open 95 | MS Defender 600
Host Active o
Vulnerability CVE-2024-29064 - Microsoft Windows Security Update for April 2024 95 | MS Defender 48K
Host Active
Vulnerability CVE-2021-36942 - Microsoft Windows Local Security Authority (LSA) Spoofing Vuin. (93] VMDR 400
Hi Active

Qualys.

Reme

273 60

liance Reme

2.2k

REMEDIATION

® Firefox 123.0

@ October 10, 2023-KB50313

@ Security Cumulative Update.

@ Security Cumulative Update.

750
High

Q ® 3 (¥

s -

& Edit
s ¢ b
MITIGATION »
B «
Uninstall App
ange
Access Forbid
)
@ RegKey Update
Uninstall App
@ Port Block B G

) file attrib

ange



Threat-Centric Risk Management

@ Qualys. Enterprise TruRisk™ Platform Q @ 3 (n

BREAKING NEWS
Threat in the wild = WildCatoe4

Filter 3 e £ Trending Threat Actor Groups

INFORMATION
What is it? How bad is it?
Where is it affecting the most?

INSIGHTS
Am | affected by this? Which
Business App? Is it Critical?

b 3
‘
LogaShell | aad

174 132 JetBrains 98 886 |
TeamCity A... r %

266 167 22 Patches for Top Trending CVEs

ACTION
How do | fix it? What is the
Recommendation, Action Plan

@ Qualys.

CVE-2022-24288

CVE-2021-1234

CVE-2022-22555

CVE-2023-8014

CVE-2023-994



TruRisk Al to Help Detect Blind Spots of Risk

— 9

Business Asset
Criticality

Find business critical assets
that need to be prioritized
for protection but are
accidentally marked
as low value

@ Qualys.

<,

Security
Blind Spots

Identify hidden
risks that are hiding
in plain sight

)

Hello Qualys...
Speak English to Me

Move away from
domain/vendor/product
specific language
to natural language



Measure, Communicate Compliance

@ Qualys. Enterprise TruRisk™ Platform

\CME group

Overall Compliance Posture G

86%

‘86% |13% 1%

@ Qualys.

Compliance Unified Compliance

Compliance Summary: ACME Corp gl 2024

Total Assets 891 K Total Findings 1.21TM

Top Contributing Factors

Associated Ransomware

Top Non-Compliant Mandates see i

NIST 800-53 Rev 5

‘ 85%
85%
o

: ‘ 87%
87%

70K

NIST Cybersecurity Framework (CSF) V2.0

90%
90%

15K

15%

300.6K

12%

120.8K

9.3%

S7K

0%

Q @O

Communicate
Aggregated data
sources (Qualys +
non-Qualys) for
Comprehensive
Compliance

Get Executive,
Management

and Operational
Compliance views to
know Failures causing
most violations



Need to Reduce Risk! With or Without Patching

If Patching Taking Time,
how can | still Reduce
Risk?

What are Options beyond
Patching

@ Qualys.

Top 10 Riskiest Vulns, not 0 days,

Exploited by Threat Actors

CVE-2017-0199

CVE-2017-11882

CVE-2012-0158

CVE-2021-44228

CVE-2018-0802

CVE-2021-26855

CVE-2021-34473

CVE-2021-27065

CVE-2021-34523

CVE-2021-31207

30+ Days to
remediate
weaponized
vulnerabilities



TruRisk Eliminate

Patching Complimented with Risk Mitigation for Comprehensive Risk Reduction

TruRisk
Eliminate

¢ Risk Reduction Insights Right technique L] Orchestration

PATCH MANAGEMENT

TruRisk Mitigate
(Remediation)
Risk Mitigation - Virtual Risk
PATCH CONFIGURATON ‘
ualys/Vendor Guard/Patch Compensation
MANAGEMENT CHANGES ol / R
-
- -
NG
. = | PLATFORM SERVICES ‘ R
First-Party @) LIGHTWEIGHT AGENT & 7 SENSORS 3rd Party
OSsS Data
@ L @ L @ L
APPLICATIONS OPERATING SYSTEMS CLOUD / CONTAINERS / VMs IT / WORKSTATIONS / SERVERS 10T EXTERNAL DEVICES



Comprehensive Risk Reduction

1. Patching
Use Case #1 (IT Ops) - Patch

N

. Conf changes (ex. change regkey)

. Mitigation script per vuln (vendor or Qualys)

. Isolate/Quarantine device from network
Use Case #2 (SecOps) -

.. . Close ports (ex. port 21 FTP)
Mitigate

. Stop or Disable services/processes

N OO i1 N W

. Update cloud setting or call cloud function (ex. remove app from firewall, call
Lambda)

8. Custom script (to reduce exposure of software, assets)

Use Case #3 (SecOps) - 9. Memory and network protection
Virtual Patching 10.In Memory updates (Encrypted memory blocks)

Use Case #4 (SecOps/ITOps)-
Compensate Risk

@ Qualys.

11. Uninstall software (ex. BitTorrent)
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17 Vulns (16%) 14 Vulns (13%) 76 Vulns Left (71%)

Integrated & automated Mitigated with Official Vendor Not easily patchable

Remediation Suggested Mitigations or mitigated

3rd party software Example: CVE-2022-24112, In R res Adaptive Mitiaati
Chrome/FirefOX/Safari/AdObe ‘Conf/conﬂg'yamr ensure eCIL.,III’eS aptive I.I.ga I(_)n’
, , . N hybrid approach to mitigation
Functionality broken <1% batch-requests’ is disabled.

@ Qualys.



Adaptive Risk Reduction w/ TruRisk Eliminate

Adaptive Risk Mitigation to Reduce Risk

49 vulns V4 °
Adaptive Risk mitigations 76 vulnerabilities O
Level (H): Risk of 96% of Exploitable
Higher operational risk (48%): TN HH™H
Disable Lua scripting and Restart the (1 ®: VL.|I|.1erab|I|t|.es . be.
Redis service. Q. 48/ mitigated with Adaptive
Level (L): Lower operational risk TruRisk Mitigate Risk Mitigation
(52%): Block or restrict access to TCP Mitigate vulns until a
port 8732, Disable the
SCVMM integration patch can be deployed
P ,7‘0 ‘ =
™
31 vulns 43 vulns
Virtual Patch - Memory protections Virtual Network protections
“Virtually patched” by memory guarding technology “Virtual protection” by (Blue Hexagon)
Vuln example: Bluekeep Al/ML traffic-based analysis & blocking

Vuln example: Log4Shell

@ Qualys.



@ Qualys.

Enterprise TruRisk™ Platform

Measure, communicate, and eliminate cyber risk.

De-risk your business.

@ Qualys.




