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&€ QualysGuard saves us a
significant amount of time,
especially when you
consider the amount of
effort it takes to manually
identify vulnerabilities and
research the potential
impact of vulnerabilities
on your system. It’s just
tremendous.??

Edward Fortune,
Director of Information Technology
Paylocity

CASE STUDY - OUTSOURCING

SUSTAINABLE, SECURE BUSINESS GROWTH

Inaccurate and time-consuming manual scanning tools were not offering
this leading payroll and HR services software provider an efficient and
effective way to maintain the security of their systems.

Since 1997, online payroll and HR services provider Paylocity has delivered innovative payroll
services and human resource software to employees and businesses throughout the country.
Paylocity now serves nearly 5,000 clients and maintains an enviable 97 percent client retention rate.

“We constantly are growing the scope of our product, including its features and capabilities,” says
Edward Fortune, director of information technology at Paylocity. “With those changes and growth
in customers, our underlying systems always are changing and expanding. Our IT infrastructure
and systems are growing so fast, and complex, that it’s become very easy to make mistakes.”

That was Paylocity’s challenge: rapidly build its applications and provide the dynamic infrastructure
necessary, while also making certain the systems are resilient to failure and resistant to breaches.
“We want to make sure we always provide highly-available and secure systems to all of our
clients,” Fortune says.

Keeping those systems secure means staying on top of the latest software vulnerabilities,
announced at a rate of about 15 a day, according to the NIST National Vulnerability Database. Yet,
being able to spot and quickly deploy updates to unpatched systems and rectify system miscon-
figurations is the way to keep systems secure from the vast majority of attacks. “We try to stay up
on the latest exploits, but so much is happening so quickly that keeping up on software vulnerabilities
is almost a full-time job in itself,” he says.

Previously, to keep systems secure, Fortune had relied on a number of manual vulnerability scanners.
But, as the number of systems and the complexity of applications grew, those scanners could not
keep pace. “They required a lot of updating and maintenance,” he recalls. “And there were too
many false positives for us to deal with,” he says.

Fortune began to look for a more efficient way. “I read about Qualys in an article that listed the top
10 vulnerability assessment tools, and QualysGuard was high on the list. After going to the
company’s site, | took advantage of the 14-day free trial the company offers,” he says. “That
would give us enough time to evaluate and compare Qualys with what we were doing,” he says.

After conducting the first assessment, Fortune was impressed. “I was simply amazed by how
many items QualysGuard was able to accurately identify,” he says. After that initial assessment,
Paylocity selected QualysGuard, from Qualys Inc., as its primary network assessor. Qualys is the
leading provider of on-demand IT security risk and compliance management solutions — all delivered
as a service. QualysGuard Vulnerability Management (VM) automates the life cycle of network
auditing and vulnerability management across any size organization. QualysGuard is driven by the
most comprehensive vulnerability KnowledgeBase in the industry.



Sustainable, Secure Business Growth

And it’s that KnowledgeBase that gives Fortune the accuracy he appreciates. “The information
QualysGuard provides is something that normally would take me an entire day, or even a week,
depending on how many vulnerabilities we’re managing, if | were to research all of that manually,”
he says. “Now, it’s done in hours. And | understand everything: the problem, the potential
exposure, and all of the available fixes.”

“This is a significant amount of time savings, month after month, especially when you consider the
amount of effort it takes to manually identify vulnerabilities and research the potential impact of
vulnerabilities on your system. It’s just tremendous,” Fortune says. “The service is just impossible
for me to replicate locally within my team using an internal solution.”

In addition, the speed and accuracy of the scans are greatly enhanced. “With our previous
scanner, it seemed to take a tremendous amount of time to get to the point to perform the actual
scan,” he says. “And the false positives were an ongoing problem. We would be alerted to vulner-
abilities that just didn’t turn out to be there.”

Now, all of those issues are problems of the past. Paylocity relies on QualysGuard every week to
review all of the company’s systems for potential weaknesses. All issues uncovered are sent to
QualysGuard’s integrated remediation and trouble-ticketing workflow systems. The automated
ticketing system generates tickets based on internal policies, and tracks each until its fix has been
verified. Each ticket includes detailed vulnerability information and remediation history.

And, because QualysGuard also provides concise reports that business managers can grasp easily,
they have the insight they need to understand the precise status of their systems. “They’re very
powerful, easy to read,” he says.

Fortune set out to streamline Paylocity’s vulnerability and IT risk management, and that’s exactly
what he managed to do through QualysGuard’s automated scans, maintenance-free SaaS delivery,

accuracy, and insightful vulnerability information. “QualysGuard allows me to focus on more things.

I’m now able to gather more pertinent and direct information about vulnerabilities and act on them
right away,” he says. “l haven’t yet seen another vulnerability management tool that provides all
of this as well as QualysGuard.”
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BUSINESS

Paylocity provides web-based payroll,
HR and time and attendance solutions
across the U.S.

BUSINESS PROBLEM

Make certain its rapidly growing appli-
cations and dynamic infrastructure
remains resilient to failure and resistant
to breaches.

OPERATIONAL CHALLENGE
Previous vulnerability assessment tools
lacked the accuracy and automation
needed for the continuous, consistent
assessments necessary to reduce risk.

SOLUTION
QualysGuard

WHY PAYLOCITY CHOSE QUALYS

m Greater accuracy and comprehensive
reporting save time chasing false-
positives.

m Qualys’ SaaS delivery model reduces

management overhead and frees

Paylocity’s staff to focus on other

pressing issues.

QualysGuard’s deep vulnerability

KnowledgeBase and automated tick-

eting system saves Paylocity an
enormous amount time.
QualysGuard enables Paylocity to
maintain a secure and sustainable IT

infrastructure.
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www.paylocity.com

Japan - Qualys Japan K.K. ¢ Pacific Century Place 8F, 1-11-1 Marunouchi, Chiyoda-ku, 100-6208 Tokyo ® T: +81 3 6860 8296

China - Qualys Hong Kong Ltd. * Suite 1901, Tower B, TYG Center, C2 North Rd, East Third Ring Rd, Chaoyang District, Beijing * T: +86 10 84417495

© Qualys, the Qualys logo and QualysGuard are registered trademarks of Qualys, Inc. All other trademarks are the property of their respective owners. 12/09



