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Introducing Policy Compliance

QualysGuard® Policy Compliance allows customers to audit host configurations and document
compliance to internal and external auditors to meet corporate security policies, laws and
regulations. This operationalizes Vulnerability Management and Policy Compliance, combining
them into a single solution that is delivered as a service, making it easy and cost effective to
implement on a global scale.

Policy Compliance is available in your account only when it is enabled for your subscription. If
you would like to enable Policy Compliance for your account, please contact Technical Support
or your Technical Account Manager.

This document introduces QualysGuard Policy Compliance and describes how to get started
using QualysGuard Policy Compliance. We will discuss setup requirements, creating and
managing policies, performing compliance scans — on demand and scheduled, running
compliance reports and managing exceptions. We assume you are familiar with QualysGuard
and its vulnerability management features. For information on getting started with QualysGuard,
please log into your account and view the online help and the user guides in the Resources
section (Help—>Resources).

Policy Compliance features

¢ Allows customers to gather compliance and audit data from hosts across the enterprise
and measure their configurations against compliance policies and regulations such as
SOX, HIPAA, GLBA, CobIT, and ISO17799.

¢ Compliance scans that leverage the service’s authenticated scanning capabilities to read
data points from hosts and map them to technical controls defined in compliance
policies.

® Policy Compliance workflow that is integrated within the application. Users with
compliance management privileges can add compliance hosts, create policies, associate
policies to asset groups, run compliance scans, view reports with compliance pass/fail
status per policy, host and technical control, create and manage exceptions, and access
full audit trail capabilities.

® Auditor user role that grants specific privileges to add custom controls, create policies,
approve exceptions, and review policy compliance reports.
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Policy Compliance workflow

The Policy Compliance process is shown below.
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Add Auditor Users (Optional)

Create users with the Auditor user role to perform compliance management tasks. Auditors can
create and manage compliance policies for the subscription, generate reports on compliance data
and manage exception requests. Auditors are automatically part of the Unassigned business unit
and have permission to all compliance hosts defined for the subscription. Note that Auditors
only have visibility into compliance data (not vulnerability data).

Add Custom Controls (Optional)

The service provides technical controls for measuring compliance against a wide variety of
technologies, including operating systems (i.e. Windows 2003) and applications (i.e. Oracle 9i). In
addition to the service-provided controls, users can add custom controls to the subscription
making them available for compliance scanning and reporting. Custom controls are available for
Windows and Unix.

These types of custom controls for Windows are available: Registry Key Existence, Registry Value
Existence, Registry Value Content Check, Registry Permission, File/Directory Existence,
File/Directory Permission and File Integrity Check.

These types of custom controls for Unix are available: File/Directory Existence, File/Directory
Permission, File Content Check and File Integrity Check.
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Customize Frameworks for the Subscription (Optional)

When you view technical control information the details include a list of frameworks, standards
and regulations that the control maps to. Manager users have the option to customize the list to
only display selected frameworks. This setting is made at the subscription level and affects the
list of frameworks displayed to all users in technical control information and in policy
compliance reports.

Create Policies and Assign to Relevant Assets

A policy is a collection of controls pertaining to one or more technologies in your environment.
Each control in the policy includes a statement of how the technology specific item should be
implemented and one or more checks performed by the service to validate the control. After
creating a policy, compare the policy to compliance scan results to identify whether hosts are
compliant with the policy.

Run Compliance Scans

Compliance scans identify whether hosts are compliant with user-defined policies. You can
launch a compliance scan on hosts that have been defined as compliance hosts for your
subscription. Before you launch compliance scans, create compliance profiles and add
authentication records for trusted scanning.

Create compliance profiles. Users with compliance management privileges can create
compliance profiles. Compliance profiles contain scan configuration settings for compliance
scans. Note that there are certain scan settings that are automatically set by the service and cannot
be edited in a compliance profile. For example, authentication is automatically enabled for all
authentication types.

Add authentication records. Authentication to hosts is required for compliance scans using
QualysGuard’s trusted scanning feature. Setup authentication records for all of your compliance
scan targets. With authenticated trusted scanning, the scanning engine has the ability to log in to
each target host at the time of the scan and obtain in-depth system information.

Launch compliance scans. Launch or schedule compliance scans to analyze the policy
compliance of your network, using a catalogue of technical controls that is hosted by the service.
The technical controls pertain to operating systems and applications, referred to as technologies.

Generate Compliance Reports

Generate specialized compliance reports on host compliance data. Interactive reports let you
change the report source options in real-time to identify the compliance status for individual
hosts and the pass/fail status for technical controls. Template-based reports allow you to report
on policies in your account. and whether authentication was successful during the most recent
scan of each compliance host in your account.

Manage Exceptions

A workflow is provided for exempting certain hosts from certain controls in a policy. Exceptions
are valid until a specified end date as determined by the exception approver. Any user with
compliance management privileges can request an exception. Managers and Auditors then
review exception requests and either accept or reject them.



First Steps

When enabled, Managers are granted access to compliance management features automatically.
Managers can add Auditor users with access to compliance policy management and reporting
features at the enterprise level, without vulnerability management capabilities. Sub-accounts
may be added /updated to grant these users role-based access to compliance management.
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Policies

A. An interactive policy compliance dashboard provides an overall summary of your compliance
status across all policies in your account based on compliance scan data in your account.

B. Compliance scans gather compliance data from hosts in asset groups.

C. Compliance reports provide multiple views to review compliance status with a particular
policy by business unit, asset group or host. (Note Report Share is enabled.)

D. Exception requests submitted by users. Each request is for hosts/controls in a certain policy.
Managers and Auditors may approve exceptions. Unit Managers may approve exceptions when
granted this permission.

E. A policy is a written statement of a rule that is applied to operating systems and applications,
referred to as technologies, in the network environment.

F. Technical controls based on CIS and NIST standards measure compliance against frameworks
and regulations such as COBIT, ISO, ITIL, FFIEC, NERC, etc.
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View Account Info

The Account Info window (Help > Account Info) includes a section called PC Summary. This
section displays information about your policy compliance IP addresses, scans, scheduled tasks
and pending exceptions. When Managers view this information, they see the total number of
compliance IP addresses purchased for the subscription and the total number of compliance IP
addresses currently in the subscription.
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The Account Summary section identifies the applications (modules) that are enabled for your
subscription: Vulnerability Management (VM), Payment Card Industry (PCI), and Policy
Compliance (PC).
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View and add compliance hosts

The compliance hosts in your account may be selected as target hosts for compliance scanning
and reporting. To view the compliance hosts in your account, select Assets from the top menu
then click the Host Assets tab. The host assets list appears.
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Any host in your account (that is not already in the compliance hosts list) may be added to the
Policy Compliance (PC) module, making it available for compliance scanning and reporting. On
the host assets list, select the check box next to each host you want to add. You can select
individual IP addresses or ranges. Then select Actions > Add to PC module.

The Add Hosts to PC Module wizard appears. The hosts you've selected appear automatically in
the Assigned IPs list. You can make changes to this list by adding more IPs to the list or removing
IPs from the list. Click Add to add the hosts. Then click OK to confirm the action.
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User roles summary

Role-based access controls built into QualysGuard allow multiple users access to the application,
with various privileges. Each user account is assigned a user role with certain privileges on their
assigned assets (IPs and domains). These user roles may be updated by a Manager or Unit
Manager with management authority for the account.

For vulnerability management, these roles are available: Manager, Unit Manager, Scanner, and
Reader. All sub-accounts (with user roles except Manager) are granted limited vulnerability
management privileges on their assigned assets.

For compliance management, the same user roles for vulnerability management are available
plus the Auditor role. The Auditor user role is granted compliance policy management and
reporting privileges on all hosts in the subscription. Sub-accounts do not have compliance
management privileges, unless the Extended Permission titled “Manage compliance” is enabled
in the user’s account settings. When enabled, sub-accounts have limited compliance management
privileges on their assigned assets.

Note the following about assigning compliance management privileges. Sub-accounts may be
granted compliance management privileges on an individual basis. Managers may grant these
privileges to all sub-accounts; and Unit Managers may grant privileges to users in their own
business unit. An additional privilege to approve exceptions may be granted to Unit Managers on
an individual basis. See “Update account settings for sub-accounts” for further details.

A summary of the QualysGuard user roles for vulnerability management and compliance
management is shown below.

Subscription
Setup

Management Auditor

Manager | Manager
Unit Manager | Unit Manager

Network Mapping
& Scanning

Manager | Manager
Unit Manager | Unit Manager

Reporting & Remediation Scanner | Scanner

Manager
Unit Manager
Scanner
Reader

All user roles
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Update account settings for sub-accounts

For an existing subscription with sub-account users (Unit Managers, Scanners, Readers),
Managers should determine which users will participate in compliance management and edit
accounts to grant access to this capability, as appropriate.

Set Extended Permissions

Sub-account users will see compliance management functionality when the “Manage
compliance” extended permission is enabled in their user accounts. By default, this option is not
enabled for sub-accounts. This means existing users cannot access the compliance management
features until their user accounts are updated. Managers can edit all sub-accounts in the
subscription; and Unit Managers can edit sub-accounts that belong to their business unit.

To edit a user to assign the “Manage compliance” permission, select Users from the top menu and
click the Users tab. The user accounts list appears. Edit an account from the list, go to the
Permissions section and select “Manage compliance”. Note the list of permissions varies based on
the user role. For a Scanner, the permissions list looks like this:
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For a Unit Manager, select the permission “Accept/Reject exceptions” to give the user the ability
to change the status of exceptions on hosts in their business unit. Select the permission “Add
assets” to give the user the ability to add compliance hosts to their business unit, and thus to the
subscription. The permissions list for a Unit Manager appears like this:
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Set Notification Options

There are several email notification options available to users. Any user can enable/disable
notification options in their own user account settings. Edit your user account, go to the
Notification Options section, and select the emails you're interested in receiving. These options
are available to users with compliance management privileges:

Scan Complete Notification — Select this option to receive an email at the completion of
compliance scans (this setting also applies to vulnerability scans).

Latest Controls — Select this option to receive an email on a monthly or weekly basis with a list of
technical controls that have changed, including new controls that have been added and existing
controls that have been modified.

Exception Notification — Select this option to receive an email with status changes to policy
compliance exceptions that you created and exceptions that have been assigned to you.

For a Manager, the list of notification options appears like this:
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Add Auditor users

Auditors can be added to the subscription by Managers. The Auditor user role:

¢ Allows Auditors to perform all policy management and compliance reporting functions
(not compliance scanning).

* Allows Auditors access to all compliance hosts in the subscription for policy
management and compliance reporting functions.

® Does not allow Auditors to perform any vulnerability management functions.

To add an Auditor, select New > User above the user list. Using the wizard, provide general
information such as user name and address. continue to the User Role section and select Auditor
from the User Role menu. Note: Auditor is automatically assigned the unassigned business unit.
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The first time the Auditor logs in they will see the Quick Start with links to compliance
management features. An Auditor can create asset groups including compliance hosts, create a
policy, create policy report templates and run compliance reports. We will discuss using these
features in detail in the sections that follow.

About the Controls Library

The Controls Library is a centralized location with technical controls for measuring compliance
against numerous frameworks and technologies. All controls are based on CIS and NIST
standards and map to many frameworks and regulations, such as COBIT, ISO, ITIL, FFIEC,
NERC, etc.

To view technical controls, select Policies from the top menu and then click the Controls tab.
Controls are classified by category (access control requirements, anti-virus/malware, database
settings, etc.) and technology (operating system or application). As appropriate, controls are
classified by compliance framework and/or regulatory compliance. The Controls Library is
constantly updated, as controls are added and updated by the service.

View control information

Mouse over a control row and click k4 (Quick Actions) and select Info to view technical control
information. All technical controls include a control statement or title, a CID (control ID), a
category and sub-category, and a list of technologies that the control applies to. A control may
also be mapped to a list of frameworks, standards and regulations.

14
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For each technology, the control includes a rationale statement, which describes how the control
should be implemented for the technology, a description of the data point check to be performed
by the scanning engine, and the default expected value for the particular technology. Different
technologies can have different default values. (Note that the control in the sample below applies
to many more technologies which are not shown in the image.)
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List of frameworks

As stated above, when you view technical control information the details include a list of
frameworks, standards and regulations that the control maps to. Manager users have the option
to customize the list to only display selected frameworks. This setting is made at the subscription
level and affects the list of frameworks displayed to all users in technical control information and
in policy compliance reports. To customize the frameworks list, go to Policies and click the Setup
tab then select Frameworks. Select the option “Customize list of frameworks” and then select the
frameworks you want to display in the subscription.

Additionally, any user with compliance management privileges can customize the list of
frameworks in their compliance policy reports. This setting is made in the policy report template.
User-defined controls

Manager and Auditor users have the option to add user-defined custom controls to the
subscription making them available for compliance scanning and reporting in addition to the
service-provided controls. Custom controls allow users to create technical policies that better fit
their compliance requirements. The service supports various custom controls for Windows and
Unix platforms.

See “Add user-defined custom controls” to learn how to add custom controls to the subscription.
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Policy Management

QualysGuard Policy Compliance provides several features and capabilities for policy
management and compliance reporting. We recommend that you review the general introduction
and then follow the tutorial to create your first policy using the Policy Editor. We'll also describe
how to import sample policies into your account from the Policy Library.

About compliance policies

Let’s review the basics about compliance policies and how you manage them in your account.

Policies

A compliance policy is a written statement of a rule that applies to operating systems and
applications, referred to as “technologies,” in the network environment. You can create multiple
policies in your account to check compliance against well-known compliance frameworks,
including CoblIT, SOX, HIPAA and more. To view your policies, select Policies on the top menu.
The policies list will be empty until you (or some user in your subscription) adds a policy.

Policy Library
A Policy Library with several pre-defined, sample compliance policies is included. These policies
are based on popular compliance frameworks. See “Importing a policy from the Library.”

Policy Editor

The Policy Editor allows you to create and edit policies to test compliance against frameworks.
The sample policy below shows control 1045 (A) for the Windows XP desktop technology (B) and
the data point value set for the technology (C).

Policy Editor
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We will walk you through how to create a policy using the Policy Editor in the next few sections.
Let’s become familiar with the components of a policy, as they appear in the Policy Editor.

A. Technical Controls

Technical controls are the building blocks of a compliance policy. When you create a policy you add
controls to the policy. The sample Policy Editor screen shows 1 control for the policy titled My
Windows Policy. The control appears as an ordered element in the policy. Next to the policy order
number, the control ID and statement are shown. The service provides pre-defined controls and
users have the option to create custom controls for multiple Windows and Unix technologies.

B. Technologies

A technical control applies to one or more technologies, including operating systems such as
Windows XP desktop and applications such as Oracle.

When you add a control to a policy, you will notice one or more technologies listed. Some
controls apply to multiple technologies and some apply to only one. For each technology, a
statement explains the purpose of the compliance check (also referred to as a data point). The
technology entries shown in the Policy Editor for a single control will depend on the number of
technologies available as well as the technologies included in the policy.

C. Data points

Data points are the checks to technologies that validate controls on the policy’s hosts. For each
control, the service may run one or more compliance checks/data points on the hosts. When
creating/editing a policy in the Policy Editor, the service shows a description for each data point.
The data point represents a data query comparison to baseline information. For some controls,
users may edit the expected value for the data query comparison.

For each data point, the service provides a default expected value. During compliance scans, the
service compares the expected value to the actual value returned on each host to determine
whether the host is compliant to the control. The compliance reports indicate overall compliance
status and status per asset group, host and control. Note that for many data points, like the one
shown in the sample policy on the previous page, the service allows you to edit the default
expected value and this is reflected in calculating the compliance status in reports. Other data
points are locked, meaning that the default expected value cannot be edited.
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Creating your first policy

Step 1: Open the policy editor

Step 2: Create policy by technology or host

Step 3: Assign asset groups to the policy

Step 4: Add controls to the policy

Step 5: Add more sections to the policy (optional)
Step 6: Add a cover page (optional)

Step 7: Save the policy

Step 1: Open the policy editor

Select Policies from the top menu then click the Policies tab. The policies list appears. This list is
empty until at least one user creates a policy or imports a sample policy.
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Step 2: Create policy by technology or host

You are presented with two options for creating the policy: 1) create the policy by first selecting
technologies or 2) create the policy by selecting a scanned host to act as a “Golden Image” for the
new policy. These options are described in detail below.

Create a policy by first selecting technologies

This option allows you to create a policy based on technologies that you select. You add controls
to the policy based on those technologies. The control values will initially be set to the default
values defined by the service for each technology.

In the New Policy window, select the option “Create new policy” (the default). Choose the
technologies you want to include in the policy, provide a policy title, and click Create.

New Policy
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Create a policy from a host (Golden Image)

The host that you select acts as a “Golden Image” for the new policy. You may select any host that
has been scanned for compliance. The service determines which technologies to set for the policy
based on the host, and adds controls to the policy applicable to those technologies. Only controls
for which there is scan data for the host will be added. The control values are set based on actual
values saved in the host scan data.

In the New Policy window, select the option “Create policy from a host”. Select the host you want
to base your policy on, provide a policy title, and click Create.

New Policy
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The policy is created with technologies and controls. Note: If multiple scanned instances of a
technology are found for the host, then you'll be prompted to select a single instance to use for
the policy. For example, let’s say the host has multiple scanned instances of Oracle 11g on
different ports. You’'ll need to pick one instance of this technology to continue.
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The success message at the top of the page tells you which technologies were added to the policy
and how many controls were added for each technology.
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Step 3: Assign asset groups to the policy

Go to Actions > Assign Assets to assign asset groups to the policy.
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In the Assign Assets pop-up, select the groups you want to add and click the Add button.
(Optionally, click Add All to assign all of your groups to the policy.) Then click OK.

Assigned asset groups should include hosts that are relevant to the policy. Only the compliance
hosts in the assigned asset groups are analyzed for compliance. In the example below, the asset
group called Compliance Asset Group is assigned to the policy. When this policy is applied to a
compliance report, the compliance hosts in the group will be analyzed.
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Step 4: Add controls to the policy

Note: If you created the policy by first selecting technologies, then the policy is empty to start and
you must add controls to the policy. If you created the policy by first selecting a host, then
controls have been added for you. You may choose to add more controls to the policy.

Click the Add Controls button to add controls that you want to analyze for compliance. You can
add as many controls to the policy as you like but may only select up to 200 controls at a time.

Palicy Editar B

My Windows Policy s

T “"1 -

Secames T -

w4 Becury Baftings i

¢ s

The Select Controls pop-up appears listing controls that you can add to the policy. This list
includes controls appropriate to the global technologies list set for the policy. Controls for other
technologies not included in the global list are filtered out and cannot be added to the policy.
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Select the check boxes for the controls you want to add to the policy, and then click the Add
button. The selected controls are automatically added to the last section in the policy.

To expand details for any control in the policy, click that control’s row. If a control pertains to
more than one technology in the policy, then each technology is listed with a rationale statement
relevant to the technology.
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See the table below to learn how to work with controls in your policy.

To accomplish this:

Do this:

Add a technology to a control

Mouse over the control and click “Add technology”.

Remove a technology from a
control

Click “Remove this technology” next to the technology.

Add/remove a technology for
all controls in the policy

Go to Actions > Set Technologies.

Delete a control

Mouse over the control and click “Delete this control”.

Re-order controls

Type over the control number. For example, change control
1.4 to 1.1 to move it up in the section or change control 1.1
to 2.1 to move it from section 1 to section 2.

Set control values

Each control is set to a default value. You can change the
value for any unlocked control. You may be required to
select an operator (i.e. less than, greater than, equal to), a
cardinality (i.e. match any, match all, empty) or both. Then
enter the expected value in the field provided. For other
controls, you simply select the values (check boxes) that
you want to include in the evaluation. Read “Control
Values” in the online help for information about the
different types of input needed when setting control values.
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Step 5: Add more sections to the policy (optional)

Group controls into sections to provide structure to your policy. For example, you may want to
organize controls into sections based on control categories like “Access Control Requirements”
and “Database Settings”. Add as many sections as you like and put those sections in any order.

Click the Add Section button to add a new section to the policy. Then provide a title for the
section in the pop-up that appears. The new section is added to the end of the policy.
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See the table below to learn how to work with sections in your policy.

To accomplish this: Do this:
Rename a section Mouse over the section and click “Rename”.
Remove a section Mouse over the section and click “Delete this section”.

Add a control to the section Mouse over the section and click “Add control”.

Remove a control from the Mouse over the control and click “Delete this control”.
section
Re-order sections Click on the section number and enter a new number in the

pop-up that appears. For example, change section 3 to
section 1 to move it up in the list.

Display an outline view of Click » on the top left side of the policy. The outline view

your policy allows you to quickly jump to a particular control in any
section of the policy.

Step 6: Add a cover page (optional)

Click the Add Cover Page button to add a cover page to the policy. You may want to include a
title, date, the name of the user responsible for the policy and your company name and address.
The cover page is included when you view and print the policy. It also appears as the first page in

policy compliance reports.
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Step 7: Save the policy

Click the Save button to save the current policy. The saved policy will appear on the policies list.
From this list, you can search for policies, view policies, edit policies and delete policies.
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Select a policy in the list to display summary information about the policy in the preview pane
under the list.

The policies data list allows you to take actions on your policies. Mouse over the policy row and
click £ and select an action from the Quick Actions menu.

These actions are available:

Quick Actions

Info. Select to see policy information.

Inf

e View. Select to view policy settings.

Wigw

Edit Edit. Select to make changes to the policy.

Expart Export. Select to export the policy to an XML file.
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Importing a policy from the Library

The service maintains a Compliance Policy Library with several sample compliance policies that
you can import directly to your account and use for compliance reporting. These policies are
based on popular compliance frameworks, including SOX, HIPAA, CoBIT and more. Import
policies and then assign relevant assets to them.

A gold lock (1) next to a policy in the library indicates that the policy is locked. Locked policies
may be imported for certification purposes, and they cannot be edited.

Once a policy is imported, you can edit the policy and use the policy in compliance reporting.

To import a sample policy:

1
2

5

Select Policies from the top menu, and then click the Policies tab.

Go to New > Import Compliance Policy > Import from Library. The Compliance Policy
Library appears.

Identify the sample policy you're interested in and click the Import button.

The following status message appears, indicating the sample policy was copied to your
account. You are prompted to assign asset groups. It’s recommended that you assign
asset groups at this time. To do this, click Add Now to assign asset groups. In the Assign
Assets window, move asset groups to the Assigned Asset Groups list (see the earlier
section “Step 6: Add a cover page (optional)” on page 24) and then click OK.
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If you assigned asset groups to the imported policy, then another status message
appears, indicating that the asset groups were added.

Close the Compliance Policy Library window. The policies list appears with the newly
added policy. If you did not assign assets to the imported policy, we recommend that
you do so at this time. Only hosts in assigned asset groups are analyzed for compliance.
To assign assets to a policy, edit the imported sample policy, and then add asset groups
to the policy in the Policy Editor window.
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Importing a policy from XML

Import a policy directly into your account from an XML file. The XML file may be one that was
exported from your account or one that was shared with you by another security professional.
Once imported, the policy appears in your policies list where you can assign asset groups to the
policy and customize the policy settings.

To import a policy from an XML file:
1 Select Policies from the top menu, and then click the Policies tab.
2 Go to New > Import Compliance Policy > Import from XML file.
3 Provide a title for the imported policy, and then browse to the policy XML file.

Import Policy

i Bedry o0 Tananit Mansosmon

4 Click Import.

5 When the Success message appears, do one of the following: 1) Click Open Policy to
immediately view the policy in the Policy Editor where you can assign asset groups to
the policy and customize the policy settings. 2) Click Close to close the Success message
and return to your policies list.

Import Policy
Buriess
iy impones surcessiis
How It Works

When you import a policy from an XML file, the service performs several validation checks on
the XML. If validation is successful, the policy is saved to your policies list. If validation fails, an
error appears and the policy cannot be imported. Fix the XML and try again.

If the <EVALUATE> tag is present for any control, its checksum is validated to ensure that the
evaluation logic hasn't been modified since the policy was exported. If the evaluation logic has
changed then validation will fail. Note that you may remove the <EVALUATE> tag for any
control. When the <EVALUATE> tag is not present for a control, the control is automatically
assigned the default control value from the controls library.
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Add user-defined custom controls

Managers and Auditors have the option to add user-defined custom controls to the subscription
making them available for compliance scanning and reporting. The service supports custom
controls for both Windows and Unix platforms.

When defining a custom control, you must 1) provide general information for the control like a
control statement and category, 2) specify the scan parameters that define the data point check to
be performed by the scanning engine, and 3) identify the technologies that the control applies to
and set the default expected value for each technology.

To add a custom control:
1 Select Policies from the top menu, and then click the Controls tab.
2 Go to New > Control.

3 In the New Control window, select Windows Control Types or Unix Control Types.
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4 Identify the type of control you want to create and click the Get Started button.

5 Provide details in the following sections: General Information, Scan Parameters, Control
Technologies and References. (See the online help for complete information.)

6 Click Create to save the new control.

Once saved, the custom control appears in the controls list with the service-provided controls.
The service automatically assigns the new custom control a unique CID (Control ID) starting at
100000. Subsequent CIDs are incremented by one — 100001, 100002, 100003, etc. The new control
is automatically included in all future compliance scans and may be added to policies.
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Sample Control: Unix File Content Check
A Unix File Content Check control checks the contents of a user-specified file on a Unix system.

A Unix File Content Check control includes 2 regular expressions. The first regular expression is
entered in the Scan Parameters section and is used to filter results on the target file/directory at
the time of the scan. The second regular expression is entered as the default value in the Control
Technologies section and is used to perform the pass/fail evaluation of the returned results.

Example:
This sample control can be used to find lines in the /etc/passwd file that end with /bin/bash.

The settings in the Scan Parameters section instruct the scanning engine to first return all lines in
the /etc/passwd file that have at least one character. The settings in the Control Technologies
section instruct the scanning engine to pass the control if none of the lines end with /bin/bash. If
at least one line in the file ends with /bin/bash then the control will fail.

Mow Control: Flle Content Check

General information

Lo =
.|
Sean Paramsten”
I
[
[
T - e s
1 e
Conbrod Techncloghes®
W e 8
1
=
2 =r
i Ly =

29



QualysGuard Policy Compliance Getting Started Guide
Policy Management

Sample Control: Windows Registry Permission

A Windows Registry Permission control checks permissions that are set on a Windows registry
key for different user groups and individual users.

To maximize space, the Policy Compliance application assigns each permission a letter
(A,B,C,D,...) and displays the letter instead of the full permission name. You must use the same
mapping when setting the default expected value for the control. (See “Registry Permissions” in
the online help for a table that maps each permission to the letter it represents.)

Example:
This sample control checks that the registry key HKLM\SYSTEM has the following permissions:
The Administrators group has Full Control permission (D:E:F:G:H:L:J:K:L:M)

The Users group has Read permission (E:F:I:M)
A user named Robert has Read Control permission (M)
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Compliance Scans

Users with scanning privileges can launch and schedule compliance scans and view scan results,
much like they launch/schedule vulnerability scans. Users with scanning privileges include
Managers, Unit Managers and Scanners; Auditors do not have scanning privileges. Please note
that authentication to target hosts is required for compliance scans. If authentication records for
target hosts do not exist, you must create them before running compliance scans.

About compliance scans

Compliance Scans analyze the policy compliance of your network, using the Controls Library
that is hosted by the service. The technical controls pertain to operating systems and applications,
referred to as technologies, which are the building blocks for compliance policies. Successful
authentication to hosts is essential for obtaining in-depth compliance data used for policy
compliance analysis.

The service scans for all technical controls including controls that have not yet been added to a
policy. You have the option to restrict the scan to controls in a specific policy that you choose in
the compliance profile. See “Compliance profiles.”

When you launch or schedule compliance scans, the service safely and accurately measures
compliance against the available technical controls using its Inference-Based Scanning Engine, an
adaptive process that intelligently runs only tests applicable to each host scanned. The impact of
scans on your network load is minimal because the service samples your available bandwidth
and then uses a fixed amount of resources.

Each control may apply to one or more technologies and may include one or more individual
compliance checks. For this reason, it's best practice to schedule network security audits and
compliance reports regularly to minimize potential risk and ensure constant compliance. We
recommend scheduling routine weekly scans plus running a manual on-demand scan whenever
new network devices are introduced or configurations are updated.

External and Internal Scanning

External scanning at the network perimeter is available to all users (with scanning privileges)
using the external scanners. Internal scanning of private use internal IPs is supported using
scanner appliances, installed inside the corporate network. With scanner appliances you have
more scanner options to apply to each scan task. You may select a scanner appliance to send the
scan task to a particular appliance, or you may select the scanner parallelization option to
distribute the scan task across multiple scanners and thus improve scan performance.

There are several events that take place during the compliance scanning process: Host Discovery,
Port Scanning, Operating System Detection, Service Discovery and Compliance Assessment. For
more information, see “How does Compliance Scanning Work” in the QualysGuard online help.

31



QualysGuard Policy Compliance Getting Started Guide
Compliance Scans

Steps to take before you scan

Before you launch or schedule compliance scans, follow these steps to ensure your scans are
successful and you get the most out of your scans:

Step 1: Accept the Dissolvable Agent

A Manager must accept the Dissolvable Agent (Agent) in order to run certain compliance scans to
test for Password Auditing, Windows Share Enumeration and/or Detailed Security Auditing for
Windows Vista, 7 and 2008. See “About the Dissolvable Agent.”

Step 2: Create compliance profiles

Compliance profiles contain scan configuration settings. Before you can launch a compliance
scan, a compliance profile must be available on the option profiles list in your account. The
service does not provide a default compliance profile. A Manager or another user with
compliance management privileges can create a compliance profile. See “Compliance profiles.”

Step 3: Add authentication records

Successful authentication to target hosts is a requirement for compliance scans. Authentication
records identify credentials used to authenticate to target hosts during scans. If authentication to
a host is not successful, then no controls can be evaluated for the host and no compliance data can
be collected for the host. If authentication to a host is successful, then the host can be evaluated
for compliance. See “Authentication to hosts.”

Launching compliance scans

Compliance scans can be launched on demand and scheduled to run at a future date and time. To
launch an on-demand scan, select Scans from the top menu and click the PC Scans tab. The
compliance scans list appears. Go to New > Scan.
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The Launch Scan wizard appears, prompting you to enter scan information.
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Launch Compliance Scan mnch by

General Information

Target Hosts

i mmh daeww

Title — The title helps you identify the scan within the application. The title you enter appears in
the scan summary email and the scan results report.

Compliance Profile — Select a compliance profile to apply to the task from the menu. The profile
identifies scan settings. This menu is empty until you (or another user in your subscription)
creates a compliance profile. See “Compliance profiles.”

Scanner Appliance — When your account has scanner appliances, select a scanner option from
the menu: External, scanner appliance name, All Scanners in Asset Group, or Default. (These
same options are available for vulnerability scans.)

Target Hosts — Select compliance IPs/Ranges and/or asset groups with compliance hosts. See
“Target hosts.” Authentication to target hosts is required for compliance scans. Be sure that all
target hosts are defined in authentication records in your account. See “Authentication to hosts”.

After entering information, click the Launch button. The scan status will appear, as shown below:

Scan Status [compliancen 318537338, 20088)

Running IPs Scanned Segment Duration
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The Scan Status report is updated every 60 seconds until all targeted hosts have been analyzed,
allowing you to view results in real time. The current status is listed as “Running” when a scan is
in progress. Once the scan finishes analyzing all target hosts, the current status is listed as
“Finished”, as shown below:
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Scan Status (complianceM 316537330 20088)
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Note the scan status for a compliance scan (unlike the scan status for a vulnerability scan) does
not show a summary for each successfully scanned host. The scan task runs in the background, so
you can close the status window and view the scan status by going to the scan history list (see

“Viewing compliance scans list”).

Scan summary notification

A scan email notification is sent at the completion of compliance scans when the Scan
Notification option is enabled in your account. This setting applies to both vulnerability scans
and compliance scans. Any user can edit their own account to enable/disable this setting.

A sample notification for a compliance scan is below.
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Viewing compliance scans list
The compliance scans list shows compliance scans that are running and finished. To view this list,

go to Scans and click the PC Scans tab.
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You'll notice the Type column shows the scan type: ¥ for compliance scan. The Status column
indicates whether the scan is Running or Finished.

Perform actions on scans:
Mouse over a scan row and click [ (Quick Actions) and select one of these actions:
View. View the current scan status (running scans) or compliance scan results (finished scans).

Download. Download compliance scan results to one of these file formats: PDF, HTML, MHT,
XML or CSV.

Relaunch. Relaunch a previous scan. The service makes a best effort to recall the previous scan’s
settings and prefill values as a convenience. The current date is appended to the previous scan’s
title for quick identification.

Pause/Resume. Pause and resume a running scan. A paused scan must be resumed within 30
days from the initial launch date, otherwise it will be canceled automatically.

Cancel. Cancel a running scan.

To delete a scan select the scan and then select Actions > Delete.
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Compliance scan results

Sample scan results are below. The Report Summary provides information about the scan.

Compliance Scan Results
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The Appendix lists hosts scanned /not scanned, authentication status for compliance hosts by
authentication type, and compliance profile settings (not shown).
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To identify whether hosts are compliant with user-defined policies, generate specialized
compliance reports (template based and interactive) based on compliance scan data. See
“Compliance Dashboard and Reports” for complete information.
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Scheduling compliance scans

You can define schedules for compliance scans, just as you can for vulnerability scans. Select
Scans from the top menu and click the Schedules tab. Go to New > Schedule Scan > Compliance
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The New Scheduled Compliance Scan wizard appears where you can add the task. You'll notice

the schedule settings are similar to a vulnerability scan schedule, except you enter a compliance
profile instead of an option profile.
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About the Dissolvable Agent

The Dissolvable Agent (Agent) is installed on Windows devices to collect host data in order to
perform certain compliance scans. During the scan process the Agent is installed as needed. Once
the scan is complete, the Agent will remove itself completely.

Information collected by the Agent is securely transmitted to the scanner using a
cryptographically secure protocol. The information is encrypted and integrity-protected and is
not stored on the scanner except in memory while the information is processed. The information
is discarded securely as soon as it is no longer needed.

Agent installation is required for these capabilities: Password Auditing (enable in the compliance
profile), Windows Share Enumeration (enable in the compliance profile), and Detailed Security
Auditing for Windows Vista, 7 and 2008 (no profile changes needed).

Accept the Agent (Manager Only)

Any Manager user can accept the Dissolvable Agent for the subscription. To accept the Agent,
Select Scans from the top menu and click the Setup tab, then select Dissolvable Agent. Review the
Agent installation status, if any, and then click the Accept button.

Detailed Security Auditing for Windows Vista, 7 and 2008

Detailed Security Auditing for Windows Vista, 7 and 2008 enables you to run compliance scans to
test detailed security auditing settings, per the latest security guidelines from CIS and Microsoft.

To perform these security tests, a Manager must accept the Dissolvable Agent (Agent) for the
subscription. There are 53 security auditing tests included. Please note these security tests will be
performed automatically by the service once the Agent is accepted, without changes to your
compliance profile. See “Detailed Security Auditing for Windows Vista, 7 and 2008” in the online
help for a list of the security auditing tests.

Compliance profiles

When you launch or schedule a compliance scan, you’ll be required to select a compliance profile
to apply to the task. Note the service does not provide default compliance profiles. Before you
launch a compliance scan, you (or another user in your subscription) must create a compliance
profile to apply to the scan.

User Permissions: Managers can create compliance profiles. Unit Managers and scanners must be
granted this permission. Managers can edit any profile, regardless of owner. Unit Managers can
edit any profile that they created for personal use and profiles created by other users in their
business unit. Scanners can edit only those profiles that they created for personal use.

View compliance profiles

To view the compliance profiles in your account, select Scans from the top menu and click the
Option Profiles tab. When the Policy Compliance application (module) is first enabled for your
account, there are no compliance profiles listed until you (or another user in your subscription)
adds one.
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Add a compliance profile

To add a compliance profile, go to New > Compliance Profile. Below you'll see a sample
compliance profile with initial settings provided by the service.

The Scan section of the compliance profile includes configuration settings that affect how the

service gathers information about target hosts and how the service performs compliance
assessment on target hosts.
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Scan options include:

Performance — The overall performance level is High, Normal, Low or Custom. The
performance level determines the number of hosts to scan in parallel, the number of processes to
run in parallel against each host, and the delay between groups of packets sent to each host. Click
Configure to change the overall performance level or customize performance settings.

Scan restriction — This option allows you to restrict the scan to a specific policy. When selected,
the service will only scan for the controls in the selected policy. If you add new controls to the
policy, be sure to launch another scan to collect scan data for the new controls. When not selected,
the service will scan for all controls including controls that have not yet been added to a policy.

Control Types: File Integrity Monitoring controls enabled — This option allows you to monitor
changes to individual files on your network. To use this option, you must define custom File
Integrity Check controls that identify the files you want to monitor for changes. See “File
Integrity Monitoring” in the online help for step-by-step instructions.

Control Types: Password Auditing — This option allows you to perform password auditing.
When enabled, the scan checks for 3 service-provided password auditing controls that identify
user accounts 1) with empty passwords, 2) with the password equal to the user name, and 3) with
passwords equal to an entry in a user-defined password dictionary. Note this option can only be
enabled if the Dissolvable Agent has been accepted for the subscription. See “Password
Auditing” in the online help for step-by-step instructions.

Control Types: Windows Share Enumeration — This option allows you to check Windows shares
that are readable by Everyone and return the number of files for each share on the host. Note this
option can only be enabled if the Dissolvable Agent has been accepted for the subscription. See
“Windows Share Enumeration” in the online help for step-by-step instructions.

Ports — (Applies to Unix and Windows scans only) Define the ports to be scanned. When
“Standard Scan” is selected, the standard ports (about 1900 ports) are used, including the well
known ports: 22 (§SH), 23 (telnet) and 513 (rlogin). For Unix hosts, any custom ports specified in
the Unix authentication record are also scanned. When “Targeted Scan” is selected, the service
targets the scan to a smaller set of ports than the standard ports. This is the recommended setting,
and it is the initial setting for a new compliance profile.

The Additional section of the compliance profile includes configuration settings that affect how
the service performs host discovery and how the service interacts with your firewall /IDS
configuration. The initial settings are best practice in most cases. These settings should be
customized only under special circumstances.
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Additional options include:

Host Discovery — Specify which probes are sent and which ports are scanned during host
discovery. The service pings every target host using ICMP, TCP, and UDP probes and then
analyzes the packets sent in response to determine which hosts are “alive”. Important: By
changing the default settings, the service may not detect all live hosts and hosts that go
undetected cannot be scanned.

Blocked Resources — Specify ports that are blocked and IP addresses that are protected by your
tirewall/IDS. If the scanning process triggers your IDS, then it will likely be firewalled and we
won't be able to continue our search for compliance data. Therefore, we need to know which IPs
you have protected and which ports are blocked. This will help us prevent triggering your IDS.

Packet Options — Specify certain types of packets to ignore, including TCP Reset packets and
TCP SYN-ACK packets that appear to originate from a filtering device. You can also suppress the
service from sending out of state ACK and SYN-ACK packets during host discovery.
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Target hosts

Target hosts for compliance scans must be defined in your account as compliance hosts. See

“View and add compliance hosts” for assistance with identifying the compliance hosts in your
account.

Compliance hosts are the targets for compliance scans. Typically, compliance hosts consist of a
sub-set of the host assets in the subscription. Other host assets are targets for vulnerability scans
and reports. Each host in the subscription is tracked by IP address initially but you can change
the tracking method to DNS hostname or NetBIOS hostname.

You have the option to specify asset groups as targets for compliance scans, limiting the scope of
the scan and making the results more manageable. Asset groups may have a combination of
standard hosts, which may be targets for vulnerability scans, and compliance hosts, which may
be targets for compliance scans. When an asset group contains standard hosts and compliance
hosts, only the compliance hosts are scanned.

Authentication to hosts

Authentication to hosts is required for compliance scans using QualysGuard’s trusted scanning
feature. For Windows compliance scanning, an account with Administrator rights is required; a
compliance scan fails and does not return scan results if an account with less privileges is used.

The service performs authentication based on authentication records you define for your target
hosts. Each authentication record identifies an authentication type — Windows, MS SQL Server,
Unix, Oracle, SNMP or IBM DB2 — account login credentials and target IP addresses. Multiple
records may be defined. The service uses all the records in your account for compliance scanning.

To view authentication records in your account, select Scans from the top menu and click the
Authentication tab.
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To add authentication records, go to the New menu above the list and select a record type. The
online help describes each record type and the required login credentials.
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Tips:

No data found — If you run a compliance scan and it returns the status “Finished” with the
message “No data found” it’s most likely that authentication was not successful on the target
hosts. Be sure to create authentication records for the systems you want to scan. Also check that
the credentials in the records are current.

Authentication Report — The Authentication Report helps you identify where authentication
was successful and where it failed for compliance hosts. For each host, authentication status
Passed, Failed or Passed with Insufficient Privileges (Passed*) is provided. See “Authentication
Report” for more information.

Special Settings in Authentication Records

Oracle — Allow scanning multiple instances (SIDs) on IPs/ports also used in other records

Select this option in your Oracle authentication record to perform compliance scans on multiple
instances (SIDs) running on host and port combinations in the record. This option must be
selected if the Oracle record has some host and port combination, which is already defined in
another record. When selected, this record will be used for compliance scans only (not
vulnerability scans).

Oracle — Perform OS-dependent compliance checks

Select this option in your Oracle authentication record and provide details about your Oracle
installation to allow the scanning engine to gather Oracle compliance data at the operating
system level. (Important: Hosts defined in an Oracle record must also be be defined in a Windows
record or a Unix record.)

IBM DB2 — Perform OS-dependent compliance checks

Select this option in your IBM DB2 authentication record and provide details about your IBM
DB2 installation to allow the scanning engine to gather IBM DB2 compliance data at the operating
system level. (Important: Hosts defined in an IBM DB2 record must also be defined in a Windows
record or a Unix record.)

Unix — Custom Ports

The scanning engine needs to find login services in order to successfully authenticate to Unix
hosts and perform compliance assessment. If services (SSH, telnet, rlogin) are not running on well
known ports (22, 23, 513 respectively) for the hosts you will be scanning, then you must define a
custom ports list in your Unix authentication record.

Use of Authentication Vaults (optional)

The service supports the use of these vaults for authenticated scanning of Windows and Unix
hosts: Cyber-Ark PIM Suite and Thycotic Secret Server..

More Information

The online help (Help > Online Help) and the Resources section (Help > Resources > Tips and
Techniques) describe trusted scanning setup requirements and best practices. This information
details the account requirements for each of the supported authentication types.
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Compliance Dashboard and Reports

A policy compliance dashboard and specialized policy compliance reports provide compliance
status information for the hosts in your account, based on the results returned from the most
recent compliance scans. These reports help you identify whether hosts are compliant with the
policies in your account.

Please note that the service updates compliance data in your account when the following actions
take place: a policy is created or edited, an asset group that is assigned to a policy is edited, and a
compliance scan (on demand or scheduled) is launched and completed successfully.

Authentication to target hosts is required for compliance scans. If authentication is not successful
the service does not collect and update the compliance data in your account. See “Authentication
to hosts” for more information.

Dashboard

The policy compliance dashboard provides a summary of your overall compliance status across
all policies in your account. It displays the top 10 failing technologies so you can prioritize your
compliance efforts. From the dashboard, you can drill-down into a policy summary report for
any policy listed, make changes to upcoming schedules, view compliance reports and more. To
view the dashboard, select Dashboard on the top menu.
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Policy Summary

The Policy Summary provides a one-page summary of your compliance status for a specific
policy in your account. You can view the Policy Summary from the Reports section (Reports >
Policy Summary) or link to it from the PC Dashboard (double-click any policy title under Top 5
passing policies or Top 5 failing policies).

At the top of the page, select the policy you're interested in from the Policy menu. When you link
to this page from the Dashboard the policy is selected for you. You can change the policy selection
at any time to report on a different policy in your account. You can also change the trend duration
selection from the Trend Duration menu. Your selection determines the number of days (7-90)
included in the trend graphs. Note that trend graphs may show aggregate data when a longer
time frame is selected.
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You can run interactive compliance reports directly from the Policy Summary.

Select the IP address for any host listed under “Top failing hosts” to run the Individual Host
Compliance Report for the selected host/policy.

Select the control title for any control listed under “Top failing controls” to run the Control
Pass/Fail Report for the selected control/policy.

Interactive reports are described in more detail in the sections that follow.
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Compliance Reports

Policy compliance reports are available when Policy Compliance is enabled in your account. All
Managers and Auditors can run these reports. Sub-account users (Unit Managers, Scanners,
Readers) can run these reports when the compliance management option is enabled in their
account. As with other reports, sub-account users can view the compliance data for their
permitted IPs, in other words for the IPs in their own account.

All policy compliance reports are based on the most recent compliance scan for each host. There
are 2 template based reports and 2 interactive reports. Once generated, template based reports are
saved to Report Share. Interactive reports are not saved to Report Share.

Run compliance reports

To run a compliance report, select Reports from the top menu and click the Reports tab.

To run a template based report, go to New > Compliance Report > Template Based.

To run an interactive report, go to New > Compliance Report > Interactive.
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Authentication Report

The Authentication Report identifies whether authentication was successful for scanned hosts. If
authentication to a host is not successful, then no controls can be evaluated for the host and no
compliance data can be collected for the host. If authentication to a host is successful, then the
host can be evaluated for compliance. The Authentication Report uses a hidden report template
provided by the service. This template cannot be viewed from the report templates list.

To run the Authentication Report, select New > Compliance Report > Template Based. Select the
report type Authentication Report. Select a report format, report source (certain business units or
asset groups), and choose whether to display the Summary and/or Details section. Click Run.
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Schedule the Report (optional)

Click the Scheduling check box under Report Options to schedule the report to run automatically
at a specified time. Set scheduling options to define when and how often this report should run.
Click the Notification check box to set report notification options to have an email notification

sent to select distribution groups when the report is finished and ready for viewing. Click
Schedule.
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Sample Authentication Report:
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The Summary section of the report shows the total number of hosts that passed authentication for
each asset group or business unit included in the report. For example, if your report shows “4 of 6
66%" then 6 hosts in the group were successfully scanned. Out of the 6 hosts scanned,
authentication to 4 hosts was successful.

The Results section lists hosts you selected for the report source. If the service successfully
authenticated to a host, then the status Passed appears. If the service did not authenticate to a
host, then the status Failed appears along with the reason (cause) of the failure so that you can
address it. If the service successfully authenticated to a host but the login account had insufficient
privileges, then the status Passed* appears. In this case, no posture evaluation could be
performed on the host. Make sure the user account provided in the authentication record meets
the minimum account requirements. Read “Authentication to hosts” for more information.

Policy Report

The Policy Report identifies compliance status and trend information for a specific policy. The
report lists hosts relevant to the policy with the controls tested on each host and the passed/failed
status for each control. For each control, you can view the expected value as defined in the policy
and the actual value returned when the host was last scanned.

Create policy report template

The Policy Report requires a user-created policy report template. The template settings determine
the layout and organization of your report, the trend duration for trend graphs, and the list of
frameworks that may appear in the report.

You create policy report templates from the report templates list. Go to Reports > Templates.
Then go to New > Policy Template. The New Compliance Policy Template wizard appears.
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In the General Information section, provide a template title, change the owner and set global
options. In the Layout section, determine the sorting method for report details (group by hosts or
controls) and the sections that you want to include in the report. Each section selected in the
template is included in the report. Clear a section to remove it from the report. As you clear
options in the Sections area, those sections are removed from the Layout preview so that you can
see how the report will look. In the Trending section, specify the trend duration period for the
trend graphs included in the report. Select between 7-90 days (default is 30). In the Frameworks
section, select the frameworks you want to include in the report: all available frameworks (as
defined for the subscription) or a custom list of frameworks.

After making your template settings, click “Save” to save the report template. Your template
appears in the report templates list. You can run this template at any time to generate a report.

Run the Policy Report

To run the Policy Report, select New > Compliance Report > Template Based. In the New
Compliance Report wizard, select the report type Policy Report and specify your policy report
template in the Report Template field. Choose the policy you want to report on. Under Asset
Groups you have the option to run the report on all asset groups in the policy or to select specific
asset groups. Click Run.
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Schedule the Report (optional)

Click the Scheduling check box under Report Options to schedule the report to run automatically
at a specified time. Set scheduling options to define when and how often this report should run.
Click the Notification check box to set report notification options to have an email notification
sent to select distribution groups when the report is finished and ready for viewing. Click
Schedule.
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The report runs in Report Share. If you close the New Report wizard, the report runs in the
background. The completed report is available from the reports list, like other template based
reports. To view the report, click /2 next to the report title.
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Sample Policy Report:

Windows XP Report
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The Report Summary section of the report provides information known on the report generation
date like the number of active hosts and controls in the policy, and the total number of control
instances with a Passed or Failed status. The Trend Start Summary section of the report provides
information known on the trend start date, which is determined by the trend duration set in the
report template. For example, if the trend duration is set to 11 days, then the trend start date is 11
days prior to the report generation date.
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Following the Trend Start Summary section are trend graphs. The Control Compliance over Time
graph shows the total number of control instances at each status level over the trend duration
period. The Active Hosts over Time graph shows the total number of active hosts for the policy
over the trend duration period. A host is considered active when at least one control in the policy
was evaluated on the host, resulting in a passed or failed status. The Controls over Time graph
shows the total number of controls in the policy over the trend duration period. Users can add
controls to a policy and remove controls from a policy at any time. Note that the graph shows the
number of controls in the policy, not the number of control instances.

In the sample graphs below, the trend start date is September 8th and the report generation date
is September 19th. The trend duration is set to 11 days.
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Now scroll down further to see the Detailed Results section of the report.
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The grouping method in the Detailed Results section depends on your policy report template
settings. In the sample above, the results are grouped by hosts. For each host, a list of controls
evaluated on the host appears with the resulting Passed or Failed status.

Click on any control statement to expand the control details to view the expected value and the
actual value for the control on the host. The expected value is the value defined in the compliance
policy. The actual value is the value returned during the last compliance scan on the host.

Make changes to the policy report template settings to change the grouping method or remove
sections from the report.
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Control Pass/Fail Report

The Control Pass/Fail Report identifies the pass/fail status for a specific control. When running
this report, identify the policy and control you want to report on. Hosts included in the report are
listed with a pass or fail status for the specified control.

To run the Control Pass/Fail Report, click the Reports tab and select New > Compliance Report >
Interactive and then select Control Pass/Fail and click Run.
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1 Select a policy in your account and a control within that policy.

2 Select an asset group that is assigned to the policy (this option is available to Managers
and Auditors) to report on.

3 For Display, select whether you want to show hosts that passed the control, that failed
the control, or both.

4 For Sort by, specify how you want the hosts to be sorted. Your option are: IP Address,
NetBIOS name, DNS name, Posture, Exception (status).

5 Click Run to start report generation.
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The completed report appears in the same window. Note that this report is dynamically
generated and it is not saved in Report Share.

The Summary section provides a report summary. The Asset Group section that follows shows
information about the target asset groups (this is visible only to Managers and Auditors). In the
Results section, the hosts from the target asset group that the control applies to are listed.

Sample Control Pass/Fail Report:
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The Posture column identifies the status for the control on each host. Passed indicates that the
expected value defined in the policy for the control matches the actual value returned during the
last compliance scan on the host. Failed indicates that the expected value defined in the policy for
the control does not match the actual value returned during the last compliance scan on the host.
Passed® indicates that the host is exempt from the control. This means that an exception was
requested and accepted for the control on the host. See “Managing exceptions.”
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Additional report options:

Setup Pane — The report can be updated dynamically within the same window. Select View >
Setup Pane to return to the Report Setup window, modify settings and run again.

Preview Pane — The preview pane is the area below your report results. When the report first
appears the preview pane is shown, so you can select a host in the results section to see more
information about it. Select View > Preview Pane to hide the preview pane to maximize the space
for showing the results.

Request Exception — There may be times when users need to exempt hosts from certain controls
in the policy. Users can submit exception requests from the Results section of the report. To do
this, select the check box next to one or more hosts in the Results section that you wish to include
in the request and then click the Request Exception button (at the top of the report). See
“Managing exceptions.”

View Host Information — In the Results section, click an IP address to view host information
about a particular IP in the Host Information view. The sample Compliance section (below)
shows the current compliance data for the host:
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The Compliance section includes a list of policies with controls that have been evaluated for the
host. For each policy, the number of controls that passed and failed for the host are listed. For
more information, follow the links provided. Click 2 to view the policy settings. Click & to run
the Individual Host Compliance Report.

56



QualysGuard Policy Compliance Getting Started Guide
Compliance Dashboard and Reports

Individual Host Compliance Report

The Individual Host Compliance Report identifies the compliance status for a specific host. When
running this report, identify the policy and host you want to report on. Each control from the
policy that is applicable to the host is listed with a pass or fail status.

To run the Individual Host Compliance Report, click the Reports tab and select New >
Compliance Report > Interactive and then select Individual Host Compliance.
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Select a policy in your account.

Select an asset group that is assigned to the policy (this option is available to Managers
and Auditors).

Click the Select link to select a host (IP address) to report on.

For Display, select whether you want to show controls that passed for the host, that failed
for the host, or both.

For Sort by, specify how you want hosts to be sorted. You may select one of these
options: Order (the order of the controls in the policy), Control, Category, Posture,
Exception (status).

Click Run to start the report generation.
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The completed report appears in the same window.

The Summary section identifies the number of controls that passed and failed compliance for the
host. The Results section lists host information: IP address, NetBIOS name (if appropriate),

DNS name, the operating system detected on the host, the asset owner, and user-defined host
attributes. The list area shows information for controls that are applicable to the host.

For each control, this policy information is shown: the policy section number, the control
statement, the control category, the pass/fail status on the host, the exception status (appears
only when the host posture on the control is Failed).

Sample Individual Host Compliance Report:
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Additional report options:

Setup Pane — The report can be updated dynamically within the same window. Select View >
Setup Pane to return to the Report Setup wizard, modify settings and run again.

Preview Pane — The preview pane is the area below your report results. When the report first
appears the preview pane is shown, so you can select a control in the results list to see more
information about it. Select View > Preview Pane to hide the preview pane to maximize the space
for showing the results.
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Request Exception — There may be times when users need to exempt hosts from certain controls
in the policy. Users can submit exception requests from the Results section of the report. To do
this, select the check box next to one or more controls in the Results section that you wish to
include in the request, and then click the Request Exception button. See “Managing exceptions.”

View Control Scan Results — In the Results section, click on a control in the list to display scan
results for the control on the host. The Expected value is the value as defined in the policy. The
Actual value represents the compliance data retrieved from the most recent compliance scan. The
service compares the actual value to the expected value to determine the compliance status.

The sample control results pane in the Report Results window (below) shows the scan results for
the technical control (CID) 3895 titled “Current list of ‘accounts having usernames equal to a
value within the defined dictionary” (password auditing).”
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Managing exceptions

Users may request exceptions for some hosts/controls in a selected policy to support a business
need. For example a compliance policy may have a control that states the service FTP is not
allowed on a server, however there may be a business requirement to exempt one or more hosts
from this particular control in the policy. Users submit exceptions for one or more hosts/controls
in a policy that failed compliance. When approved, compliance reports do not fail compliance for
the hosts/controls in the exception request for a period of time defined in the request.
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The exceptions workflow allows all users to submit and view exception requests and their status.
Managers and Auditors can approve exception requests; Unit Managers may approve requests
submitted by users in their business unit when this privileges is granted in their user account.
User actions on exceptions are logged in the exception history.

Submit exception requests

Users submit exception requests for any control in a policy that fails for a particular host. You
submit exceptions from interactive compliance reports using the Request Exception workflow.
When viewing a Control Pass/Fail Report, select host(s) in the results list. When viewing an
Individual Host Compliance Report, select control(s) from the results list. After making selections
click the Request Exception button. When prompted, assign to a user and add comments.
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View exception requests

To view exception requests, select Exceptions on the top menu. The exceptions list appears. Each
exception request has a status of: Pending (pending approval, when first submitted by a user),
Accepted, Rejected, or Expired. When an exception request is accepted it is assigned a due date.
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Use the Filter menu above the list area to filter the list to only show your assigned exception

requests or the requests that you submitted. Use the Search option to find requests based on their
attributes (status, assignee, host, control, and more).
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To view detailed information about an exception, mouse over an exception row, click [, and then
select Info from the Quick Actions menu. The General Information section displays information
about the policy and the host that failed compliance. Go to the History secton to see actions taken
on the exception.

Accept/Reject exception requests

Managers and Auditors have privileges to accept and reject exception requests. Unit Managers
may be granted this privilege for users in their business unit. To do this, go to the exceptions list
and edit an exception. Mouse over an exception row and click &4 then select Edit from the Quick
Actions menu. In the Edit Exception wizard, select Accept from the Action drop-down menu and
assign an expiration (end) date.

[ Edit Excoption: 3 x -|
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Exception Notification

Users can select the Exception Notification option in their account settings (under Notification
Options) when policy compliance is enabled. By selecting “My exceptions” the service sends you
notifications for exceptions that you created and exceptions that have been assigned to you. The
service sends notifications when an exception is requested and there is a change in its status.

Contact Support

Qualys is committed to providing you with the most thorough support. Through online
documentation, telephone help, and direct email support, Qualys ensures that your questions
will be answered in the fastest time possible. We support you 7 days a week, 24 hours a day.
Access online support information at www.qualys.com/support/.
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