


Security and Compliance Delivered as a Service

For businesses today, managing IT security risk and meeting compliance requirements is paramount.

The past decade has seen an unprecedented wave of security breaches that have compromised the
integrity of company-owned information—resulting in substantial financial and operational loss while
devastating the confidence of customers, business partners and stakeholders. This tide of events has
led to the establishment of technical standards, IT governance frameworks and laws designed to
improve and enforce security—creating further pressure for organizations to define, control and

govern their IT infrastructure more effectively.

Qualys’ on demand approach to security and compliance
enables organizations of all sizes to successfully perform
vulnerability management, policy compliance and web
application security initiatives cohesively, while reducing
costs and streamlining operations.

Utilizing an innovative SaaS approach, the QualysGuard®
Security and Compliance Suite incorporates Qualys’ industry-
leading vulnerability management service with a robust IT
compliance solution and a comprehensive web application
scanning service.

Together in one easy-to-use security management
platform, organizations can:

Define policies to establish a secure IT infrastructure
in accordance with good governance and best
practices frameworks

— Automate ongoing security assessments, and
manage vulnerability risk on systems and
applications effectively

— Mitigate risk and eliminate threats utilizing the
most trusted vulnerability management application
in the industry

— Monitor and measure IT compliance in one unified
console—saving time and reducing costs

— Distribute security and compliance reports
customized to meet the unique needs of business
executives, auditors and security professionals

QualysGuard Security and Compliance
Suite includes:

QualysGuard Vulnerability Management

Globally Deployable, Scalable Security Risk and
Vulnerability Management

QualysGuard Policy Compliance
Define, Audit, and Document IT Security Compliance

QualysGuard PCI Compliance

Automated PCI Compliance Validation for Merchants
and Acquiring Institutions

QualysGuard Web Application Scanning

Automated Web Application Security Assessment and
Reporting that Scales with your Business

QualysGuard Security and Compliance Suite is available as
an Enterprise Edition for large, distributed organizations
and as an Express Edition for small to mid-sized businesses.

Integrated View of IT Security and Compliance

Understanding your overall security posture—and doing so in relation to compliance requirements—
has historically been time consuming, costly to implement, difficult to manage, and limited in terms of
cross-functional information use.

QualysGuard Security and Compliance Suite eliminates network and application auditing, and compliance
inefficiencies by leveraging your organization’s core IT security information. As one consolidated suite,
groups with different responsibilities can access and respond to similar information for their specific
needs.

MANAGEMENT
— Dashboard and risk analysis
— Scorecards by business
unit and asset groups
— Trend reports

Management Team

AUDITORS SECURITY
— Technical reports
— Differential reports
— Risk reports by host
and asset group

ability M2 - Alerts

— Asset inventory
— Compliance reports
by host, policy, control
— Audit trail
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IT Compliance
Audit Team COBIT, ISO and NIST Frameworks
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OPERATIONS
— Patch reports
- Integration with Helpdesk
— Configuration reports
— Alerts

Vulnerability and
Risk Management Team

IT Remediation Team





