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Core Benefits and Features of QualysGuard Malware Detection

– 	Automated malware detection on externally facing web sites

– 	Immediate insight into malware issues through automatic daily scanning

– 	Automated alerting when malware is found

– 	Simple user interface and easy to use

– 	Uses both Behavioral and Static Analysis methods, reducing false positives

– 	Identification of vulnerable code snippet for quick and easy removal

– 	Aids in protecting your customers’ systems

– 	Scales to process millions of URLs daily

 

How QualysGuard Malware Detection Works

Static Analysis – Static Analysis identifies potential source code typically used 
in malicious attacks. This phase of the scan identifies problems using signature 
rules. Static Analysis is able to identify:

– 	 Encoded JavaScript – URL encoded JavaScript that is used to  
	 obfuscate the JavaScript content.

– 	 Document.writes with obfuscation – The document.write method is 	
	 used to dynamically generate content in a web browser. Obfuscation 		
	 functions are used by malware authors to disguise their content.

– 	 Web Bugs – Small snippet of code used for the purpose of tracking a 	
	 user’s path through a web site.

– 	 Vulnerable Control Instantiation – Attempts to call a control that has 	
	 known vulnerabilities.

– 	 Character encoding inside of inline frames – Iframes load an  
	 external source inside of the current window. Malicious software often 	
	 encodes this content to obfuscate what it is doing.

Behavioral Analysis – This approach identifies malware based on a web site’s 
behavior. Instead of looking for static strings, behavioral analysis identifies mali-
cious behavior that occurs upon visiting the site with an unpatched browser 
and operating system. QualysGuard Malware Detection monitors the unpatched 
machine to verify whether suspicious behavior has occurred. Suspicious Behavior 
is able to identify:

– 	 Microsoft Windows registry keys being written

– 	 Rogue processes being started

– 	 Programs being installed and started

– 	 Files being written to disk

 

Pricing and Availability  
QualysGuard Malware Detection is a free service for all businesses of any size. 
The service is available in beta starting March 1st, 2010. To register, please visit  
http://www.qualys.com/STOPMALWARE
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Behavioral and Static Analysis

Identi�cation of Malicious Code

Simple and Easy-to-Use Interface
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