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Laws of Vulnerabilities 2004

Research project initiated by former Qualys CTO
Gerhard Eschelbeck

A 3M IPs scanned, 2M vulnerabilities
A 4 findings

A Haltlife ¢ 30 days

A Prevalence; 50 % renewal annually

A Persistence; unlimited for some

A Exploitationg 80 % available with 60 days

A Haltlife is the primary indicator for patch speed
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Laws of Vulnerabilities 2.0

Worldwide coverage 2008
A 80M IPs scanned, 680M vulnerabilities
A 72M+ vulnerabilities of critical severity

A External (Internet) and Internal (Intranet)
A 200 external scanners and 5000+ internal scanners

A Data is anonymous and non traceable
A Simple counters are kept during scanning
A Summarized and logged daily

A Trends by industry
A 5 major groups
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Half-Life by Industry
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Laws 2.0 1 Half-Life by Industry

Service Sector
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Laws 2.0 1 Half-Life by Industry
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Laws 2.0 1 Half-Life by Industry

Manufacturing Sector
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Laws 2.0 1 Half-Life by Industry
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Laws 2.0 1 Half-Life by Industry

1.

120

Health Sector

| o
1 | .
|
100 N ' —
|
\ ! -
. 80 :
, A S0 [Half-Life: 38 days -
60 IV : -
| _
RLANETY
R —
20 A N
: \IM\ -
| A
‘:': LAWS OF VULNERABILITIES 2.0 10




Laws 2.0 1 Half-Life by Industry
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Laws of Vulnerabilities 2.0 7T Half-Life

Overall Critical Vulnerabilities T 72M data points
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Laws 2.0 T Prevalence

Top 20 Critical Vulnerabilities - predominantly Windows
MSO08-001 - TCP/IP Vulnerabilities in Windows
MSO08-007 - WebDav Redirector

MSO08-052 - GDI+ Remote Code Execution
MSO08-067 - Windows Server Service

MS08-010/054 - Internet Explorer

MSO08-007 - Word Remote Code Execution
MSO08-013 - Office Remote Code Execution
MS08-014 - Excel Header Parsing

321644 - Adobe Reader Remote Buffer Overflow
APSBO08-015 - Adobe Reader Multiple Vulnerabilities
HT1738 - Quicktime

KB290211 - SQL Server 2000 SP4 not installed
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Laws 2.0 1T Prevalence

Top 20 Critical Vulnerabilities
A Tracking change - 60 % change in 2008
A 50 % in 2004 Top 20 - changes in 2008
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A Top Stragglers

A MSFT Office

A Windows 2003 SP2
A Sun Java Plugin

A Adobe Acrobat
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Laws 2.0 1T Prevalence
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Laws 2.0 1T Prevalence

Top 20 Critical Vulnerabilities
A Tracking change - 60 % change in 2008
A 50 % in 2004 Top 20 - changes in 2008
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A Top Stragglers

A MSFT Office

A Windows 2003 SP2
A Sun Java Plugin

A Adobe Acrobat
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A File format vulnerabilities
A Microsoft SIR T major source of malware infections
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Laws 2.0 1 Persistence
most, If not all
NThe | 1| fespan of some vul ner :
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Laws 2.0 1 Exploitation

A Window for the availability of an exploit is constantly shrinking

A Attackers are professional and driven
A Automatic exploit generation has been demonstrated
A 0-day exploits; 56 in Qualys knowledgebase
A 2008: 2 Oubbf-band releases by MSFT
A 2009: Excel (968272), PowerPoint (969136)M&08034)
A 2009: MSFT April Releas&0 out of 21 had exploits (47 %)
A 2009: Adobe Acrobat APSA09, APSA092 and APSAQG3
A 2009: Firefox 3.5 MFSA 2002
A Exploit availability is now measured in sindlgit days
A MS08001¢ 14 days, MS0873¢ 12 days MS0901¢ 7 days
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Laws 2.0 1 Exploitation - Conficker

High Impact Worm for Windows based OS
A Sep 2008 first samples of code for vulnerability available
A Oct 2008 patch outof-band for critical vulnerability (MSO867)

A Nov 2008; Conficker worm appears2M -10M infected machines

A A, B, C, C++,D,E, versionselease cycle every 6 weeks
A Each version gets better at infecting and evading detection
A Attackers are professional experienced coders and driven

A Patch speed normal, even though highly critical
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Laws 2.0 T Exploitation - Conficker

MS08-067
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Laws 2.0 1 Exploitation - Conficker

High Impact Worm for Windows based OS
A Sep 2008 first samples of code for vulnerability available
A Oct 2008 patch outof-band for critical vulnerability (MSO867)

A Nov 2008; Conficker worm appears2M -10M infected machines
A A, B, C, C++,D,E, versionselease cycle every 6 weeks
A Each version gets better at infecting and evading detection
A Attackers are professional experienced coders and driven

A Patch speed normal, even though highly critical
A April 1stimpact

11
‘ ‘ LAWS OF VULNERABILITIES 2.0 21






