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EMA Case Study: The SaaS Model Stands Out in 

Global Vulnerability Management 

A Case Study from the 2010 EMA Research Report, 

Security as a Service
The complexity of  IT in the world’s largest enterprises can be one of  the most daunting challenges in 
security management. For these organizations, automation is critical for processes such as vulnerability 
assessment—but automation by itself  isn’t enough. These organizations need worldwide scalability 
from their vulnerability assessment tools. At the same time, vulnerability assessment must go deep 

Tools must also deliver practical analysis and reporting of  assessment in order to support their primary 

Global enterprises can hardly afford to cut corners on security management, particularly in today’s 
threat climate, but resources spent on security become unavailable for other priorities. How can 
enterprises best deal with issues such as vulnerability management on a worldwide scale, when they 
may have thousands (if  not millions) of  resources, each with its own security requirements, on nearly 
every continent?

Cisco claims as many as 30 million IP addresses subnetted into more than 56,000 
networks—and a team of approximately 13 to oversee vulnerability assessment.

-
ogy vendors in the world. Cisco Systems claims as many as 30 million IP addresses or more, subnetted 

(VA) and coordinate vulnerability management with other groups worldwide.

This extreme disparity in scale between the assessment team and the challenge they faced required 

Because of  this global distribution of  assessment targets, automation and performance would be 

across the entire organization.

boundaries, in a phased deployment that would expand vulnerability assessment throughout the 
organization.
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In addition, the ability to provide usable analysis of  assessment data—on a global scale, across tens of  

and reach. 

Output data would be required to integrate with other management tools, such as Security 

for tactical operational management as well as to inform strategy.

As one of the earliest entrants in the market of hosted security services, Qualys had 
built a reputation for scalability and performance, as well as for reliability and support.

The Qualys Advantage

scale of  automation required. An additional 3 were eliminated, since they used highly similar technol-

central point of  delivery as a service.

Because the hosted model requires the provider to ensure scalability and performance, the model 
mapped well to this corporation’s requirements.

a reputation for scalability and performance, as well as for reliability and support.

-

organization’s ultimate choice.
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SaaS + Automation = A Worldwide Deployment Made Practical

this customer from having to purchase and deploy external scanning systems. No infrastructure setup 

initially to scan data center resources. The third phase of  deployment extended this capability more 
widely throughout the organization, with a combination of  hosted external scanning and internal scans 

would become critical to the success of  this global vulnerability management program. This would also 

-

for their large-scale demands.

year in incident response.

which can be queried as needed to yield data based on any number of  parameters, such as vulnerability 

in their data centers as a function of  how much they have, or need, to spend on vulnerability manage-
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About EMA 

www.
enterprisemanagement.com http://twitter.com/ema_research).

-
sion 3 of  their service. Today, we’re at version 7, and we didn’t have to do a thing. Oh, and by the way, 

-

service competitive. They recognize that when they improve things for us, all 

“Qualys has been very proactive in keeping their service competitive. They 
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