QUALYS

SECURITY ON-DEMAND

“False positives, missed
vulnerabilities and poor
discovery increase the time
needed to conduct an
engagement. QualysGuard’s
KnowledgeBase of vulnerability
checks eclipses any of the
other products we use for
vulnerability scanning. It
provides a much more
accurate list of targeted
systems and a more thorough
analysis of a network.”

Michael Raggo, CISSP
Senior Security Consultant
VeriSign - Worldwide
Professional Services

“@stake feels comfortable
recommending the
QualysGuard service to

its own customers and feels
equally comfortable using this
service to enhance and extend
its own consulting needs.”

@stake, Inc.

QUALYSGUARD® CONSULTANT

QualysGuard Consultant enables auditors to reduce their
time on-site by scoping and performing detailed
vulnerability assessments remotely, anytime

and anywhere. QualysGuard Consultant

allows network security auditors to conduct
engagements faster and more efficiently through
easy setup and accurate, comprehensive results.

QualysGuard Intranet Scanner
makes internal vulnerability
scanning engagements easy
and cost-effective.

Utilizing the most comprehensive database of unique security
vulnerabilities, QualysGuard Consultant makes it possible for
security professionals to deliver accurate network security
audits and vulnerability management services to clients.

QualysGuard Consultant is ideal for professional service organizations and security
consultants who:

- Provide network auditing and risk reduction services

- Require an accurate, scalable solution that can be quickly deployed and used
remotely in engagements of any size

Benefits of QualysGuard Consultant:

- One tool: Network discovery, OS and application detection and assessment all
in a single solution—with no software to install or manage

- Scalable auditing: Rapidly deploy and expand engagements and entire practices
around QualysGuard’s distributed scanning and Web service architecture

- Reduce on-site time: Scope engagements remotely
and conduct internal and external network
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- Customizable reports: Predefined and customizable
templates, centralized reporting and editable export
formats reduce time
needed to prepare
deliverables
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QualysGuard Consultant Features:

Reporting

Web-based reporting immediately available from
any location

Easily customizable reports for client-specific
engagements

Centralized data saves time spent consolidating
results from multiple tools

Graph and trend summary reports for
executives

Detailed reports with verified remedies easily
appended to deliverables

SANS Top 20 Report provides industry baseline

Network topology visualization to easily assess
and scope a client’s network

CVE-linked vulnerability checks for correlation
to external standards

Secure architecture provides controls for
results integrity

Ticket trending and reports by owner, group and
vulnerability to measure network threat level

Reports export to HTML, MHT, and XML for
easy import into deliverable templates

Accurate and Thorough
Vulnerability KnowledgeBase

Vulnerability KnowledgeBase detects 3,000+
unique security vulnerabilities

Automatic daily updates to vulnerability
database eliminates the need to download
and install updates before scanning

Map feature detects and identifies servers,
desktops, routers, wireless access points and
other networked devices

Fingerprints over 40 protocols for OS and
application fingerprinting

Non-intrusive detection techniques minimize
impact on customer networks

Scanning methodology does not require host
login credentials

Customized scans configurable for optimal
performance based on client’s network

Support/Maintenance
— Support is available 24x7

— QualysGuard requires no additional mainte-
nance or operating costs

— All functionality and management is available
from a Web browser

- All signature updates and feature enhancements
are completed automatically, transparent to
the user

QualysGuard Intranet Scanners can be easily deployed
at client sites and controlled remotely from any location.

QualysGuard Consultant Starter Kit
The QualysGuard Consultant Starter Kit includes:

— One Intranet Scanner
— 250 scans
— Professional travel case

This special Starter Kit is only available to consult-
ants. Additional scans and/or additional Intranet
Scanner appliances can be purchased at any time.
Please contact Qualys for current pricing.

For more information, visit www.qualys.com
or contact Qualys at sales@qualys.com or
1 (800) 745 4355.

COMPUTERWORLD

INNOVATIVE
TECHNOLOGY

2003

Winner. Computerworld
Innovative Technology Awards
(Sept/2003)

The Computerworld Innovative
Technology Awards distinguish
vendors that are nominated by
their customers for offering lead-
ing-edge products or services
that provide measurable payback.
QualysGuard was selected as the
security award winner from a field
of 350 nominations.

TECKWORLD

Winner. TechWorld
Recommended (Sept/2003)

“Qualys scores above and
beyond the competition as it
uses an attack database which
lists many thousands of weak-
nesses and these are regularly
updated whenever a new threat
is identified...[Qualys is] a very
sophisticated vulnerability
scanning service that delivers a
huge amount of easily accessible
information about the state of
your local network.”

InfoWorld

InfoWorld (Dec/2002)

“QualysGuard is a winner...It's
easy to use, and it produces thor-
ough vulnerability assessments
and, perhaps more important,
easy-to-understand results from
its vulnerability scans.”
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